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Background: Blockchain technology, serving as the backbone for various sectors, faces challenges in sustainability 
and resilience. Traditional blockchain mechanisms, while secure, are not environmentally sustainable due to 
high energy consumption. This study introduces EcoChain, a novel blockchain architecture inspired by forest 
ecosystems, with the aim of addressing these challenges. Objective: To develop a sustainable, resilient, and efficient 
blockchain architecture drawing inspiration from the self-sustaining, adaptive, and diverse nature of forests. 
Methods: EcoChain integrates principles from forest ecosystems, such as diversity, symbiosis, and natural selection, 
into blockchain technology. The mechanism encompasses energy accumulation that is similar to photosynthesis, 
decomposition for node removal, symbiotic relationships for resource sharing, natural predation for security, 
and adaptive mechanisms to respond to environmental changes. A mathematical model is provided along with 
a hierarchical node structure that includes a seed, a sapling, a mycelium network, and guardian nodes. Results: 
The experimental evaluation demonstrates that EcoChain enhances network performance, reduces transaction 
latency, and improves the overall resilience of the system against attacks and failures. Conclusions: EcoChain 
presents a novel approach to blockchain, merging forest-inspired ecological principles with digital technology to 
develop sustainable, resilient, and efficient blockchain systems.

1. Introduction

1.1. Context and background

Blockchain technology, often hailed as the backbone of the next

generation Internet, has attracted significant attention due to its po

tential to revolutionize various sectors, from finance [1] to supply 
chain management [2], healthcare [3], smart manufacturing [4], ed

ucation [5,6], energy sector [7,8], communications [9], and beyond.

Blockchain technology, at its core, is a decentralized digital ledger 
that records transactions on a network of computers [10]. This ensures 
not only transparency but also immutability of records, thus fostering 
trust among participants without the need for a central authority. Inno

vation lies in its use of distributed consensus mechanisms that enable se

cure and verifiable transactions [11]. Each block in the chain contains a 
number of transactions; once a block is completed, it is linked to the pre

vious block, forming a chain of blocks with fixed and tamper-resistant 
information. The decentralized nature of blockchain offers significant 
advantages in terms of security, privacy, and efficiency over traditional 
centralized systems [12]. Its applicability extends beyond cryptocurren
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cies to areas such as supply chain management, smart contracts, and 
identity verification, demonstrating its potential to revolutionize vari

ous sectors by ensuring integrity, transparency, and efficiency [13]. The 
integration of blockchain in various application areas, as discussed in 
Ref. [14], highlights its versatility and potential in diverse fields.

1.2. The need for sustainable and resilient systems

In the contemporary discourse surrounding blockchain technol

ogy [15], the emphasis has progressively shifted from mere functionality 
to the broader implications of these systems on social infrastructures 
and the environment [16,17]. This change underscores the paramount 
importance of sustainability and resilience in blockchain consensus 
mechanisms [18]. The environmental footprint of blockchain systems, 
particularly those that employ proof-of-work (PoW) consensus mecha

nisms, has been a topic of intense scrutiny. The computational intensity 
required by PoW, as exemplified by Bitcoin’s energy consumption, has 
raised pertinent questions about the long-term viability of such sys

tems. The International Energy Agency reported in 2021 that Bitcoin’s 
energy consumption surpassed that of some nations, underscoring the 
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urgency for more sustainable alternatives. As global attention focuses 
on environmental conservation and carbon neutrality [19], the onus is 
on blockchain technologies to align with these objectives.

Beyond sustainability, the resilience of a blockchain system deter

mines its robustness in the face of adversarial threats and systemic vul

nerabilities. In a decentralized paradigm, where trust is distributed and 
is not anchored to a central authority, the system’s ability to withstand 
attacks, adapt to evolving threats, and recover from potential failures 
becomes crucial [20]. Sustainability and resilience are not mutually ex

clusive, but rather intertwined. A truly sustainable system is not only 
environmentally conscious but also resilient to both internal and ex

ternal perturbations. In contrast, a resilient system, due to its adaptive 
capabilities, can ensure its sustainable operation over long periods, even 
in the face of evolving challenges [21--23].

As blockchain technology matures and permeates diverse sectors, 
from finance to healthcare [24,25], supply chains [26,27], real es

tate [28], construction [29], education [30], drones [31], and beyond, 
the consensus mechanisms that underlie these systems must evolve. This 
evolution should address not only the immediate challenges of scalabil

ity and efficiency but also the overarching imperatives of sustainability 
and resilience. Such a holistic approach will ensure that blockchain tech

nology remains a force of positive transformation in the digital age [32].

1.3. The need for new consensus mechanisms

At the heart of the functionality and security of the blockchain is its 
consensus mechanism [33], which ensures that all participants in the 
network agree on a single version of the truth. The concept of consensus 
in distributed systems is not new. However, blockchain brought it to the 
forefront due to the unique challenges it presented: achieving consensus 
in a decentralized, trustless environment where participants might have 
incentives to act maliciously [34]. In a blockchain, a consensus mecha

nism serves multiple purposes. Validation ensures that the transactions 
added to the block are valid and adhere to the network’s rules. Consis

tency ensures that all participants in the network have a consistent view 
of the ledger. Security protects the network against malicious actors and 
potential attacks, such as the double-spending problem. Over the years, 
various consensus mechanisms have been proposed and implemented, 
each with its advantages and drawbacks:

• PoW is the first and most well-known consensus mechanism, used 
by Bitcoin. It requires participants (miners) to solve complex mathe

matical puzzles, which consumes significant computational power. 
It is secure but energy-intensive [35--43].

• Proof-of-stake (PoS) is a more energy-e�icient alternative to PoW. 
Participants (validators) are chosen to create new blocks based on 
the number of coins they hold and are willing to ``stake'' or lock up 
as collateral [44--51].

• Delegated proof-of-stake (DPoS) is a variation of PoS in which coin 
holders vote for a small number of delegates, who then validate 
transactions and create new blocks.

• In proof-of-authority (PoA), transactions are validated by approved 
accounts, known as validators. It is faster than PoW but centralizes 
control to some extent.

• In proof-of-space/storage, participants prove that they have allo

cated a certain amount of storage space to the network.

Although blockchain consensus mechanisms have been instrumen

tal in ensuring the security and functionality of decentralized networks, 
they are not without challenges. PoW, in particular, has been criticized 
for its environmental impact due to the vast amounts of energy it con

sumes. Some mechanisms, such as DPoS and PoA, can lead to centraliza

tion, where a few nodes or participants have disproportionate control 
over the network. As blockchain networks grow, ensuring fast transac

tion times while maintaining security becomes a challenge [52--55].

1.4. Novelty and contribution

This research introduces ``EcoChain'', a forest-inspired consensus 
mechanism that bridges this dichotomy by offering a novel approach 
to blockchain consensus. Drawing parallels from the intricate dynamics 
of forest ecosystems, EcoChain mimics principles of diversity, interde

pendence, growth, and decay, departing from traditional mathematical 
or game-theoretic models and providing a fresh perspective on con

sensus design. EcoChain’s design inherently reduces computational and 
energy demands typically associated with blockchain validation pro

cesses, presenting a more sustainable alternative without compromising 
transactional performance or security. In addition, EcoChain features 
mechanisms that allow it to adapt to varying network conditions, much 
like a forest responding to environmental changes, ensuring optimal per

formance and resilience. Moreover, beyond mere transaction validation, 
EcoChain introduces symbiotic relationships and natural predation, en

hancing network security and trustworthiness with a multifaceted secu

rity approach that addresses both internal and external threats, thereby 
ensuring robustness.

1.5. Structural organization

The paper is structured as follows: First, the article introduces the 
concept. Section 2 provides a review of the relevant work. Section 3
details EcoChain’s core concept, drawing parallels between ecological 
principles and blockchain functionalities. Section 4 provides a compre

hensive overview of EcoChain, covering its principles, node organiza

tion, and specific mechanisms. Section 5 offers architectural details, 
consensus mechanisms, security protocols, adaptation mechanisms, and 
integration interfaces. Section 6 assesses EcoChain’s performance, ana

lyzing network throughput, transaction latency, smart contract execu

tion time, and block confirmation time. Finally, the paper is summarized 
by discussion and conclusions in Section 7.

2. Related work

Forest-related adaptations to blockchain networks are gaining at

tention for their potential to enhance transparency, traceability, and 
efficiency in managing forest ecosystems and resources, often to address 
specific environmental challenges such as deforestation, illegal logging, 
carbon emissions, and sustainable resource management [56]. The in

tegration of blockchain with the Internet of Things (IoT) and advanced 
cryptographic protocols [57] is advancing the capacity of blockchain to 
monitor, manage, and conserve forest resources more effectively [58]. 
In this section, we examine how relevant research in blockchain tech

nology specifically targets the challenges and opportunities in forest 
management, with an emphasis on improving operational efficiency.

2.1. IoT with blockchain systems and real-time forest monitoring

The integration of IoT sensors with blockchain systems represents 
a key advancement in forest management, as it allows for real-time 
monitoring of forest ecosystems [58]. IoT devices placed in forested ar

eas can collect data on environmental conditions, such as tree growth, 
humidity, soil composition, and even the detection of illegal logging 
activities [59]. IoT devices can relay data directly to blockchain net

works [60], where the information is securely recorded and made avail

able to stakeholders. Research to improve the efficiency of these systems 
focuses on reducing the energy consumption of IoT devices while ensur

ing high reliability and speed in data transmission [61].

The use of blockchain with IoT provides efficiency gains in forest 
monitoring, as data from remote areas can be verified without requiring 
physical inspections [58]. The state-of-the-art in this domain includes 
the deployment of low-power, energy-e�icient IoT devices combined 
with lightweight blockchain protocols to ensure sustainability [62]. Re

searchers are exploring the use of directed acyclic graph systems, such as 
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IOTA, which are designed to support high-frequency transactions from 
thousands of connected devices without the energy overhead of tradi

tional blockchains. This approach minimizes the energy impact of data 
collection while ensuring that changes in forest ecosystems are recorded 
in an immutable, transparent ledger [63].

2.2. Tokenization of forest resources and carbon credits

One of the most notable research trends in this field is the tokeniza

tion of forest assets [64], such as carbon credits and timber resources, 
on blockchain networks. The tokenization process here involves the cre

ation of digital assets that represent real-world entities such as forested 
land, carbon stocks, or harvested timber. The blockchain ensures that 
transactions related to these assets are transparent and immutable [65], 
offering a way to track resource use and prevent double-counting of en

vironmental benefits, such as carbon offsets.

Researches pioneered the use of blockchain for issuing carbon cred

its [66,67] that represent verifiable emissions reductions from reforesta

tion or forest conservation projects [68]. These credits are tokenized 
and traded on a decentralized marketplace, where the blockchain en

sures the authenticity and uniqueness of each token. Tokenization not 
only adds greater transparency, but also introduces efficiency by au

tomating the verification process [69,70]. Studies are exploring the po

tential of smart contracts to automatically trigger payments or rewards 
when predefined conditions are met, such as carbon sequestration goals, 
reducing the reliance on manual verification systems [71]. Current re

search also addresses the limitations of tokenization [72], particularly 
how to integrate remote sensing and satellite data to automatically ver

ify changes in the forest cover and track carbon sequestration [73]. The 
purpose of the researchers is to streamline forest management by linking 
real-time environmental data with tokenized assets, offering a transpar

ent and efficient means of overseeing reforestation and deforestation 
projects [74].

2.3. Decentralized and secure forest governance

Another area of research focuses on the use of blockchain for de

centralized governance in forest management [75]. Forests are of

ten managed by multiple stakeholders, including governments, indige

nous communities, private companies, and conservation organizations. 
Blockchain-based decentralized autonomous organizations (DAOs) al

low for a more equitable and transparent governance structure by al

lowing stakeholders to participate in decision-making processes through 
blockchain voting systems [76]. Recent research has examined how 
DAOs can be applied to forest management, particularly in cases where 
ownership and resource rights are contested [58]. Quadratic voting sys

tems, which allow stakeholders to express the intensity of their pref

erences [77], have been explored as a way to ensure that smaller or 
marginalized communities can have a more proportional say in forest 
management decisions. Blockchain ensures that voting outcomes are 
transparent and immutable, reducing the potential for corruption or ma

nipulation in the decision-making process [78].

Ensuring the privacy and security of forest data is a critical concern 
in blockchain applications, particularly in cases where sensitive infor

mation must be protected [79]. For example, data about specific logging 
patterns may need to be kept private to avoid exploitation. Current 
cryptography research explores methods such as zero-knowledge proofs 
(ZKPs) and homomorphic encryption to allow verification of environ

mental data without revealing the underlying information [80]. ZKPs 
are particularly promising for forest management applications [81]. 
ZKPs allow entities to prove that certain environmental actions [82], 
such as carbon sequestration or forest regeneration, have occurred with

out disclosing exact details such as geographical location or land own

ership. ZKPs ensure that sensitive data remains secure [83], allowing 
transparent and verifiable potential tracking of forest management ef

forts on the blockchain.

2.4. Energy-e�icient consensus and transaction mechanisms

Given the environmental focus of forest management applications 
and resulting in huge amounts of data to process, reducing the en

ergy consumption of blockchain networks is a priority [84]. Tradi

tional blockchain systems based on PoW algorithms consume substantial 
amounts of energy, which could negate the environmental benefits of 
blockchain-based forest conservation [85]. In response, research has 
shifted to more energy-e�icient consensus mechanisms, such as PoS, 
DPoS, and PoA [86], which often can reduce the computational power 
needed for network validation [87], aligning with the sustainability 
goals of forest management projects.

Ethereum’s transition to Ethereum 2.0 and PoS consensus is being 
studied as a model for blockchain systems designed for environmental 
concerns [88]. PoS drastically lowers energy requirements by allowing 
validators to stake tokens instead of performing energy-intensive calcu

lations to add new blocks. Recent research in this area has focused on 
how PoS mechanisms can be optimized for forest-related use cases, en

suring that the energy efficiency of blockchain networks complements 
the environmental objectives of sustainable forest management [89].

PoA consensus models are also being examined in the context of 
management projects [90]. PoA relies on a limited set of trusted val

idators, making it particularly suitable for cases where centralized en

tities, such as government agencies or international non-governmental 
organizations (NGOs), are responsible for validating transactions related 
to forest conservation. PoA model offers rapid transaction finality and 
minimal energy consumption [87], further improving the efficiency of 
blockchain applications in forest ecosystems [89].

Layer-2 solutions are also being explored as a way to improve 
the efficiency of blockchain systems in managing large volumes of 
transactions [91], including those related to agriculture and forest re

sources [92]. In forest management, multiple transactions may occur 
in rapid succession, such as the issuance of carbon credits, the trad

ing of timber rights, or the allocation of conservation funds [93]. Pro

cessing these transactions on the main blockchain can be costly and 
time-consuming. Layer-2 solutions, such as sidechains, rollups, and state 
channels, allow off-chain or parallel processing of transactions, allevi

ating the load burden on the main blockchain [91].

3. The forest ecosystem: An inspiration

Forests, with their intricate web of life, have long been a source 
of fascination and study. Their ability to sustain diverse forms of life, 
recover from disturbances, and adapt to changing conditions, offers in

spiration for the design of systems that are both resilient and sustainable, 
as the forest ecosystem provides a compelling blueprint [21,94,95]. This 
section focuses on the inherent attributes of the forest and extrapolates 
lessons for the blockchain domain.

3.1. Diversity and resilience in forests

Forests are a testament to the power of biodiversity. This diversity 
is not merely a collection of different species, but a complex interplay 
that confers numerous benefits. A diverse forest is less susceptible to 
disturbances such as diseases or pests that can decimate a single species 
[96--98]. Similarly, on a blockchain, a diverse network of nodes can 
prevent systemic failures or targeted attacks [99]. Different species in 
a forest have different resources and nutrition patterns, ensuring that 
resources are used efficiently without depletion [100,101]. This princi

ple can be applied to blockchain systems to optimize resource allocation 
and consumption. A biodiverse forest can better adapt to changing en

vironmental conditions, ensuring its survival through climatic changes 
[102--104]. In terms of blockchain, a diverse network can adapt to 
changing technological and threat landscapes.
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Table 1
Comparison of forests and blockchain technology.

Criterion Forests Blockchain

Risk mitigation A diverse forest is less susceptible to 
diseases or pests, ensuring resilience.

A diverse network of nodes enhances 
security against systemic failures or 
attacks.

Resource optimization Species have varied needs and nutrition 
patterns, optimizing resource use without 
depletion.

Diverse node capabilities optimize 
resource allocation and consumption.

Adaptive capacity Biodiversity enables forests to adapt to 
environmental changes, ensuring survival.

A diverse network can adapt to changing 
technologies and threats.

Growth and succession Forests evolve from grasslands to 
old-growth forests, establishing stable 
ecosystems through succession.

Blockchains evolve with newer nodes and 
protocols, maintaining relevance and 
efficiency.

Decay and regeneration The decay of plant matter provides 
nutrients for new growth, promoting 
regeneration.

Outdated or compromised nodes are 
replaced or updated to ensure network 
health.

Interdependence Symbiotic relationships, such as those 
between fungi and tree roots, underscore 
collaboration for mutual benefit.

Nodes collaborate for enhanced security 
and efficiency, highlighting the 
importance of interdependence.

3.2. Growth, decay, and interdependence

Forests are dynamic systems characterized by cycles of growth, de

cay, and regeneration. This cyclical nature ensures sustainability and 
balance: Forests undergo successional stages, transitioning from grass

lands or severe disturbances of stand replacement to old-growth forests 
over time [105]. This growth process allows the establishment of a sta

ble ecosystem. Similarly, a blockchain can evolve, with newer nodes 
or protocols succeeding older ones, ensuring its continued relevance 
and efficiency. The decomposition of old or dead plants provides nu

trients for new growth [106,107]. In the blockchain, outdated or com

promised nodes can be replaced or updated, ensuring the health of the 
network. Symbiotic relationships in forests, such as those between fungi 
and tree roots, highlight the power of collaboration for mutual benefit 
[108--111]. Blockchain systems can foster inter-node collaborations for 
enhanced security and efficiency.

Similarly, the concept of a velvet fork in blockchain networks [112, 
113] mirrors these natural processes by introducing upgrades or modifi

cations in a nondisruptive manner, ensuring the continuity of the system 
without rendering previous structures obsolete. In a velvet fork, both 
new and old nodes can co-exist and collaborate [112], much like how 
diverse species in a forest contribute to ecosystem resilience. Rather than 
forcing an abrupt transition, velvet forks enable a gradual adaptation, 
where nodes that adopt new protocols can still interact with older ones, 
maintaining the overall health of the blockchain network, particularly 
important in IoT-driven applications [114]. Such approaches, in prin

ciple, parallel the process of ecological succession, where new growth 
does not replace but builds upon the foundations of earlier ecosystems, 
ensuring long-term stability and adaptation to changing conditions. Fur

thermore, just as symbiotic relationships in forests support the thriving 
of different species, velvet forks facilitate interoperability and cooper

ation within the network, allowing it to evolve in a decentralized yet 
cohesive manner [115].

3.3. Lessons for blockchain systems

The forest ecosystem, with its millennia of evolution, offers a trea

sure trove of lessons to design resilient, sustainable, and efficient sys

tems. By observing and emulating these natural processes, blockchain 
technology can achieve unprecedented levels of sustainability and re

silience. Drawing parallels between forest ecosystems and blockchain 
networks offers several actionable lessons transferable to system design.

• Just as a diverse forest is more resilient, a diverse network of nodes, 
both in terms of geographic distribution and functional roles, can 
enhance the resilience of blockchain.

• Blockchain networks should prioritize sustainable growth, ensuring 
that resource consumption (like energy in PoW systems) does not 
outpace the network’s capacity or harm the broader environment.

• Encouraging collaborative mechanisms, similar to symbiotic re

lationships in forests, can lead to a more secure and efficient 
blockchain system.

• Blockchain systems should have mechanisms for updates, replace

ments, and improvements, mirroring the decay and regeneration 
processes in forests.

The parallels between forests and blockchain networks are summa

rized in Table 1.

4. EcoChain: Overview

4.1. Principles underlying EcoChain

EcoChain is underpinned by several foundational principles, ex

trapolated from the forest ecosystem. Similar to a forest that thrives 
on the diversity of its inhabitants, EcoChain promotes a diverse net

work of nodes, ensuring resilience against targeted attacks and sys

temic vulnerabilities. EcoChain’s consensus mechanism is designed to 
optimize resource consumption, ensuring that energy and computa

tional demands do not escalate to unsustainable levels. The nodes in the 
EcoChain network are encouraged to form symbiotic relationships, 
pooling resources and sharing rewards, mirroring the mutualistic in

teractions observed in forests. EcoChain incorporates mechanisms that 
allow seamless adaptation to updating or replacement of nodes, en

suring that the network remains current and secure.

4.2. Formal description of EcoChain

Given the forest-inspired nature of EcoChain, we can represent the 
consensus mechanism using the following notations:

1. Nodes representation. Let 𝑁 be the set of all nodes in the net

work, where 𝑁 = {𝑛1, 𝑛2,… , 𝑛𝑘}. Each node 𝑛𝑖 has an associated 
energy level 𝐸(𝑛𝑖) which is a function of the number of transac

tions it validates and the relationships it forms.

2. Energy accumulation (photosynthesis mechanism). The energy 
accumulation for a node 𝑛𝑖 over time 𝑡 can be represented as

𝐸(𝑛𝑖, 𝑡) =

𝑡 

∫︂
0 

𝑣(𝑛𝑖, 𝜏)𝑑𝜏 (1)
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where 𝑣(𝑛𝑖, 𝜏) is the validation rate of node 𝑛𝑖 at time 𝜏 . In practice, 
the energy rate 𝑣(𝑛, 𝜏) is integrated over the time interval between 
two blocks

Δ𝐸(𝑛) =

𝑡𝑖+1

∫︂
𝑡𝑖

𝑣(𝑛, 𝜏)𝑑𝜏 (2)

where 𝑡𝑖 and 𝑡𝑖+1 are the timestamps of consecutive blocks.

3. Decomposition mechanism. If a node’s energy drops below a cer

tain threshold 𝜃, it decays if

𝐸(𝑛𝑖, 𝑡) < 𝜃 (3)

then 𝑛𝑖 is removed from N.

Symbiotic relationships. Let 𝑅 be the set of all relationships in the 
network. A relationship between nodes 𝑛𝑖 and 𝑛𝑗 results in shared 
energy accumulation

𝐸(𝑛𝑖, 𝑡)′ ←𝐸(𝑛𝑖, 𝑡) − 𝛼 ⋅𝐸(𝑛𝑗 , 𝑡)

𝐸(𝑛𝑗 , 𝑡)′ ←𝐸(𝑛𝑗 , 𝑡) + 𝛼 ⋅𝐸(𝑛𝑖, 𝑡)
(4)

where 0< 𝛼 < 1 is the sharing factor, and 𝛼 ⋅𝐸(𝑛𝑖, 𝑡) is energy trans

ferred from node 𝑛𝑖 to node 𝑛𝑗 , ensuring that energy is conserved.

4. Natural predation. Let 𝐺 be the set of guardian nodes. A guardian 
node 𝑔 ∈𝐺 monitors nodes in 𝑁 and isolates a node 𝑛𝑖 if it detects 
malicious activity if 𝑔 detects malicious activity in 𝑛𝑖 then

𝐸(𝑛𝑖, 𝑡) = 0 (5)

5. Seasonal adjustments. The validation difficulty 𝐷(𝑡) can be rep

resented as a periodic function to simulate seasonal changes

𝐷(𝑡) =𝐷0 +𝐷1 sin(𝜔𝑡+ 𝜙) (6)

where 𝐷0 is the average difficulty, 𝐷1 is the amplitude of the dif

ficulty changes, 𝜔 is the frequency and 𝜙 is the phase shift. Our 
idea here is that such a periodic adjustment model mimics natural 
cycles, where seasons affect the availability of resources, allowing 
the network to dynamically adjust its operational parameters. The 
validation difficulty can be reduced during low-activity periods to 
make it easier for nodes to participate in consensus processes and 
prevents unnecessary energy consumption when fewer transactions 
are processed. This type of design choice in EcoChain allows for ad

justing validation difficulty to align with the availability of energy 
resources, particularly in settings where renewable energy sources 
fluctuate seasonally. During times of higher energy availability, the 
network can operate at full capacity, while during energy-scarce 
periods, the difficulty can be lowered to conserve energy and avoid 
overloading the network.

4.3. Node structures in EcoChain

EcoChain, inspired by the intricate dynamics of forest ecosystems, 
introduces a hierarchical node structure that mirrors the growth and 
interdependence observed in forests. This structure ensures a balance 
between trust, decentralization, and efficiency.

4.3.1. Seed nodes

Seed nodes, analogous to the trees of previous generations in a forest, 
serve as the foundational pillars of the EcoChain network.

Let 𝑆 be the set of all seed nodes in the network, where 𝑆 =
{𝑠1, 𝑠2,… , 𝑠𝑚}. Seed nodes primarily handle transaction validation and 
block proposal. Given their established trust, they play a crucial role in 
maintaining the integrity of the network. A node 𝑛 becomes a seed node 
if

𝐸(𝑛, 𝑡) >Θ (7)

where 𝐸(𝑛, 𝑡) represents the energy accumulated by node 𝑛 over time 𝑡
and Θ is a predefined energy threshold for seed node status.

The seed nodes are responsible for

1. Validating and proposing blocks to maintain the integrity and trust

worthiness of the blockchain by checking transactions for compli

ance with network rules and assembling them into blocks to be 
added to the blockchain.

2. Monitoring and mentoring sapling nodes. The seed nodes also over

see the growth and health of the sapling nodes, acting as mentors. 
They provide guidance and support to ensure that sapling nodes 
contribute effectively to the network, fostering a robust and re

silient blockchain ecosystem.

3. Participating in consensus voting with higher voting power. These 
nodes have a significant influence on the network consensus mech

anism. Given their higher voting power, seed nodes are pivotal in 
making decisions about block additions and other critical changes 
to the blockchain protocol, ensuring that consensus is reached in a 
secure and efficient manner.

4.3.2. Sapling nodes

The sapling nodes represent the intermediate layer of trust in the 
EcoChain network, analogous to the younger trees in a forest that are 
growing and establishing their presence.

Let 𝑃 be the set of all the sapling nodes in the network, where 
𝑃 = {𝑝1, 𝑝2,… , 𝑝𝑛}. The sapling nodes assist the seed nodes in transac

tion validation and also relay transactions from the mycelium network. 
Sapling nodes are tasked with

1. Assisting in transaction validation as the sapling nodes contribute 
to the integrity of the network by participating in the verification 
process of transactions. Their role ensures that transactions are le

gitimate and conform to the network’s rules, enhancing security and 
reliability.

2. Relay transactions and blocks, as these nodes act as intermedi

aries, facilitating the propagation of transactions and blocks across 
the network. This ensures a timely and efficient dissemination of 
information, which is crucial to maintaining the current and syn

chronized state of the blockchain.

3. Monitoring of mycelium network nodes. In the metaphor of a forest 
ecosystem, where the mycelium represents the underlying network 
that connects various entities, the sapling nodes monitor these con

nections for health and functionality. This involves checking the 
status of other nodes and the general health of the network, sim

ilar to how the mycelium in forests supports communication and 
nutrient distribution between trees.

4.3.3. Mycelium network nodes

The mycelium network, inspired by the vast underground fungal 
networks in forests, consists of the majority of nodes in the EcoChain 
system, providing foundational support.

Let 𝑀 be the set of all nodes in the mycelium network, where 𝑀 =
{𝑚1,𝑚2,… ,𝑚𝑘}. The nodes in the mycelium network primarily relay 
transactions to the seed and sapling nodes and participate in lightweight 
validation tasks. A mycelium node 𝑚 can evolve into a sapling node if:

𝐸(𝑚, 𝑡) >Φ (8)

where Φ is a predefined energy threshold for the status of the sapling 
node, but less than Θ.

Mycelium nodes are responsible for

1. Relaying transactions to higher-tier nodes, where mycelium nodes 
facilitate the transfer of transaction data to more central or signif

icant nodes in the network, ensuring efficient data flow and con

tributing to the speed and reliability of transaction processing.
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2. Participating in lightweight consensus tasks, where these nodes en

gage in consensus mechanisms, but in a capacity that demands less 
computational power. This involvement is crucial for maintaining 
the network’s decentralization and security while ensuring scalabil

ity.

3. Monitoring and reporting of malicious activities, where mycelium 
nodes act as watchdogs within the network, identifying and re

porting suspicious or malicious activities. This proactive surveil

lance helps to maintain the overall security and integrity of the 
blockchain network.

4.3.4. Guardian nodes

Guardian nodes, as the name suggests, act as protectors of the 
EcoChain network. Let 𝐺 be the set of all guardian nodes in the net

work, where 𝐺 = {𝑔1, 𝑔2,… , 𝑔𝑙}. Guardian nodes ensure the security of 
the EcoChain network. The nodes are selected as guardian nodes based 
on their longevity, trustworthiness, and performance on the network. 
Formally, a node 𝑛 becomes a guardian node if

𝐸(𝑛, 𝑡) >Θ𝐺

𝐵(𝑛, 𝑡) >Θ𝐵

(9)

where Θ𝐺 is a high energy threshold and Θ𝐵 is a high behavior score 
threshold.

Guardian nodes are responsible for

1. Monitoring, as they continuously observe the activities of nodes in 
the network to detect anomalies or malicious behaviors.

2. In the detection of anomalies, using advanced algorithms and 
heuristics, guardian nodes can detect anomalies in transaction pat

terns, validation behaviors, and network communications. If a node 
𝑛 exhibits behavior that deviates from the norm by a factor 𝐹 , it’s 
flagged if

𝐹 (𝑛, 𝑡) >Θ𝐹 (10)

then flag 𝑛, where Θ𝐹 is a predefined anomaly threshold.

3. Reporting, as they flag suspicious nodes for further investigation 
or immediate action. Guardian nodes collaborate with each other, 
sharing insights and data to improve the accuracy of their detection 
mechanisms. If more than 𝜂 guardian nodes flag a particular node, 
immediate action is taken.

4. Intervention, as in extreme cases, guardians’ nodes have the au

thority to temporarily isolate a suspicious node from the network, 
preventing potential harm.

5. Network healing, as guardian nodes can redistribute the responsi

bilities of the isolated node among trustworthy peers, which ensures 
that the network’s functionality remains uninterrupted.

4.3.5. Dynamic thresholding

The thresholds for switching roles (e.g., from mycelium to sapling or 
from sapling to seed nodes) depend on two factors:

• Network size (𝑁): As the network grows, the number of nodes 
in each role must be balanced to prevent overpopulated roles. A 
larger network may require higher energy thresholds to become a 
seed node, ensuring that only a small, capable subset of nodes is 
promoted to the highest tier.

• Transaction throughput (𝑇𝑡): During periods of high transaction 
volumes, the threshold for node promotion could be lowered to in

crease the number of validating nodes and increase network capac

ity. During low transaction periods, thresholds could be increased 
to maintain a leaner and more efficient set of higher-tier nodes.

To implement dynamic thresholds, we define the threshold Θ(𝑡) as 
a function of network size 𝑁(𝑡), transaction throughput 𝑇𝑡(𝑡), and total 
energy available in the network 𝐸𝑡𝑜𝑡𝑎𝑙(𝑡):

Θ(𝑡) = Θ0 + 𝛽1 ⋅
𝑇𝑡(𝑡) 
𝑁(𝑡)

+ 𝛽2 ⋅
𝐸𝑡𝑜𝑡𝑎𝑙(𝑡)
𝑁(𝑡) 

(11)

where Θ0 is the base threshold value. 𝛽1 and 𝛽2 are scaling factors that 
determine the influence of transaction throughput and total energy on 
the threshold. 𝑇𝑡(𝑡) is the transaction throughput at time 𝑡. 𝐸𝑡𝑜𝑡𝑎𝑙(𝑡) is the 
total energy available in the network at time 𝑡. 𝑁(𝑡) is the total number 
of nodes at time 𝑡.

Dynamic thresholding allows the network to automatically adjust 
the criteria for node promotions, ensuring that the network performs 
optimally and remains resilient under varying conditions.

4.3.6. Architecture

Fig. 1 represents the structure and operational dynamics of EcoChain, 
reflecting its principles of bioinspired design and the hierarchical node 
architecture. The nodes are the primary entities, differentiated into seed 
nodes, sapling nodes, and mycelium nodes according to their roles and 
responsibilities within the ecosystem. Transactions are validated by 
seed nodes and assisted by sapling nodes, which capture the transac

tion validation and block proposal process. The blocks are proposed by 
the seed nodes, illustrating their pivotal role in adding new blocks to 
the blockchain. The relationships between nodes represent the symbi

otic energy-sharing mechanism, inspired by forest ecosystems. Guardian 
nodes have a special role in monitoring the network for malicious ac

tivities, ensuring its health and integrity.

4.4. Mechanisms in EcoChain

EcoChain, inspired by the ecological dynamics of forests, incorpo

rates several unique mechanisms to ensure network sustainability, se

curity, and efficiency. One of the pivotal mechanisms is the ``photosyn

thesis mechanism'', which governs the energy dynamics and evolution 
of nodes within the network.

4.4.1. Photosynthesis mechanism

The photosynthesis mechanism in EcoChain is responsible for the 
energy dynamics of nodes and is inspired by the natural process of pho

tosynthesis, where plants convert light into energy, which, in the context 
of EcoChain represents the trust, validation power, and overall status of 
a node within the network. Each node in the EcoChain network accu

mulates energy on the basis of its participation and contribution to the 
network’s operations.

1. Validation rate, as nodes that validate more transactions accumu

late energy faster.

2. Network participation, as active participation in consensus rounds, 
relaying transactions, and other activities in the network contribute 
to energy accumulation.

3. Symbiotic relationships, as nodes that form beneficial relation

ships with other nodes receive shared energy, improving their ac

cumulation rate.

The energy rate function 𝑣(𝑛, 𝑡), which represents the rate of energy 
accumulation for node 𝑛 at time 𝑡, can take both positive and negative 
values. A positive 𝑣(𝑛, 𝑡) indicates that the node is accumulating energy 
through network activities, while a negative 𝑣(𝑛, 𝑡) represents energy 
loss due to task execution, penalties, or natural energy decay. If the 
integral of 𝑣(𝑛, 𝑡) over time results in the node’s energy falling below 
critical thresholds, the node may be demoted to a lower role.

Node evolution As nodes accumulate energy, they undergo evolu

tionary transitions, moving from one tier to another within the network 
hierarchy.

A mycelium node 𝑚 evolves into a sapling node when

𝐸(𝑚, 𝑡) >Φ (12)

where Φ is the energy threshold for the sapling status.
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Fig. 1. EcoChain nodes and their relationships. 

A sapling node 𝑝 evolves into a seed node when

𝐸(𝑝, 𝑡) >Θ (13)

where Θ is the energy threshold for seed status and Θ >Φ.

Just as nodes can evolve, they can also be downgraded or removed if 
their energy drops below certain thresholds or if they exhibit malicious 
behavior. For example, a seed node 𝑠 can be downgraded to a sapling 
node if

𝐸(𝑠, 𝑡) <Θ′ (14)

where Θ′ is a lower energy threshold to maintain seed status.

The photosynthesis mechanism ensures that nodes are rewarded for 
their positive contributions to the network and provides a dynamic, mer

itocratic structure that promotes active and beneficial participation.

4.4.2. Decomposition mechanism

Mirroring the natural process of decomposition in forests, where 
dead organic matter is broken down and recycled, the decomposition 
mechanism in EcoChain addresses nodes that are either malicious or 
no longer beneficial to the network’s health and ensures the integrity 
and security of the network by actively monitoring and managing its 
constituent nodes. In EcoChain, this detection process is automated and 
collaborative.

Each node 𝑛 has an associated behavior score 𝐵(𝑛, 𝑡) that quantifies 
its activities over time 𝑡. Anomalies or deviations from expected behav

ior can decrease this score

Δ𝐵(𝑛, 𝑡) = −𝛼 × AnomalyFactor(𝑛, 𝑡) (15)

where 𝛼 is a penalty coefficient and AnomalyFactor quantifies the de

tected anomaly’s severity.

The network nodes can report suspicious activities of their peers. 
If a node 𝑛 receives more than 𝛽 reports within a time window 𝛿𝑡, its 
behavior score is penalized

𝐵(𝑛, 𝑡)′ =𝐵(𝑛, 𝑡) − 𝛾 (16)

where 𝛾 is a predefined penalty for collaborative reports.

A node 𝑛 is flagged as malicious if its behavior score drops below a 
certain threshold Θ𝐵 , if

𝐵(𝑛, 𝑡) <Θ𝐵 (17)

then 𝑛 is malicious.

Once a node is detected as malicious, it undergoes a decay process, 
eventually leading to its removal from the network.

The malicious node 𝑛 is first isolated from the network, preventing 
it from participating in any consensus rounds or transaction validations.

The node’s energy 𝐸(𝑛, 𝑡) is drained at a rate 𝜌 until it reaches zero

𝑑𝐸(𝑛, 𝑡)
𝑑𝑡 

= −𝜌 (18)

Once the node’s energy is completely drained, it is removed from the 
network’s active node set

𝑁 ′ =𝑁 ⧵ {𝑛} (19)

where 𝑁 ′ is the set of all active nodes in the network.

After removal, the network undergoes a healing process, redistribut

ing the responsibilities and connections of the removed node among its 
neighbors. The EcoChain decomposition mechanism ensures that mali

cious nodes are quickly detected and removed, preserving the integrity 
and trustworthiness of the network.

4.4.3. Symbiotic relationships

Drawing inspiration from mutualistic interactions observed in forest 
ecosystems, the concept of symbiotic relationships in EcoChain intro

duces a collaborative paradigm between nodes, where relationships pro

mote enhanced security, efficiency, and resilience within the network. 
The nodes in a symbiotic relationship can support each other during 
network adversities, improving overall resilience. Symbiotic nodes can 
vouch for each other, enhancing the trustworthiness of their operations 
within the network. Symbiotic relationships in EcoChain are formed on 
the basis of mutual benefits and trust between nodes.

Two nodes 𝑛𝑖 and 𝑛𝑗 form a symbiotic relationship 𝑅𝑖𝑗 if

𝐵(𝑛𝑖, 𝑡) >Θ𝐵

𝐵(𝑛𝑗 , 𝑡) >Θ𝐵

(20)

where 𝐵(𝑛, 𝑡) is the behavior score of a node and Θ𝐵 is a threshold that 
ensures that only trustworthy nodes engage in symbiotic partnerships.

Once in a symbiotic relationship, nodes share a fraction 𝛼 of their 
energy accumulation

𝐸(𝑛𝑖, 𝑡)′ =𝐸(𝑛𝑖, 𝑡) + 𝛼 ×𝐸(𝑛𝑗 , 𝑡)

𝐸(𝑛𝑗 , 𝑡)′ =𝐸(𝑛𝑗 , 𝑡) + 𝛼 ×𝐸(𝑛𝑖, 𝑡)
(21)

where 0 < 𝛼 < 1 is the sharing factor.

4.4.4. Natural predation

In EcoChain, as in nature, there exists a mechanism of natural preda

tion to maintain balance and health within the network. Guardian nodes 
play the role of these natural predators, ensuring that malicious or non

Blockchain: Research and Applications 7 (2026) 100369 

7 



R. Damaševičius, G. Mozgeris, T. Krilavičius et al. 

performing nodes are kept in check, thereby preserving the integrity and 
security of the entire system.

The natural predation mechanism in EcoChain draws inspiration 
from ecological predation dynamics to manage the network’s health and 
security. This mechanism is conceptualized as a way to identify and neu

tralize malicious nodes, similar to how predators control the population 
of certain species in a forest, thus maintaining ecological balance.

Each guardian node 𝑔 ∈𝐺, where 𝐺 is the set of all guardian nodes, 
continuously monitors the network for nodes 𝑛𝑖 exhibiting behavior that 
deviates from the protocol or is considered harmful.

Upon detection of malicious activity by a node 𝑛𝑖, the guardian node 
takes action to ``isolate'' or remove the offending node from the network. 
This is represented as setting the energy level of the node to zero

𝐸(𝑛𝑖, 𝑡) = 0 (22)

A node whose energy level is depleted (set to zero) is considered to 
be ``predated'' and is thus removed from the network, if

𝐸(𝑛𝑖, 𝑡) = 0 (23)

then 𝑛𝑖 is removed from 𝑁 .

Depending on the specific rules of EcoChain, there might be mecha

nisms for a node to recover or for new nodes to be introduced into the 
network to replace those that have been removed. Such an approach en

sures that the network remains healthy by preventing any single node 
or group of nodes from performing actions that could harm the integrity 
or performance of the network. It mimics the self-regulating processes 
of natural ecosystems, providing a dynamic and resilient approach to 
network security.

4.4.5. Adaptation mechanisms in EcoChain

EcoChain, inspired by the adaptive capabilities of forest ecosystems, 
incorporates mechanisms that allow the network to adjust and evolve 
in response to internal and external stimuli. This adaptability ensures 
that the network remains resilient, efficient, and relevant in a constantly 
changing environment. Just as forests undergo successional stages, the 
EcoChain network experiences different phases in its lifecycle.

The nascent stage of the network is characterized by

𝑁Φ𝐼
<Θ𝑁 (24)

where 𝑁Φ𝐼
is the number of nodes in the initialization phase and Θ𝑁 is 

a threshold. During this phase, the network focuses on attracting nodes, 
establishing basic consensus, and ensuring initial security.

As the network gains traction, it enters a phase of rapid expansion

𝑑𝑁

𝑑𝑡 
>Θ𝐺 (25)

where 𝑑𝑁
𝑑𝑡 is the rate of node addition and Θ𝐺 is a growth rate thresh

old. Here, the emphasis is on scaling, optimizing transaction speeds and 
maintaining symbiotic relationships.

Once the network reaches stable size and operation, it focuses on 
optimization, security, and sustainability. This phase is identified when 
the growth rate stabilizes

|
|
|
|

𝑑𝑁

𝑑𝑡 
|
|
|
|

<Θ𝑀 (26)

where Θ𝑀 is a minimal growth rate threshold.

If the network faces significant challenges or disruptions, it might 
enter a phase of decay. However, built-in renewal mechanisms can re

juvenate the network, leading to a new growth or climax phase.

EcoChain’s adaptability is not just internal, but also extends to ex

ternal conditions, ensuring that the network remains robust in varied 
environments.

• As new technologies emerge, EcoChain can integrate them through 
modular updates. Let 𝑇 (𝑡) represent the technological state of the 

network at time 𝑡. When a significant technological shift occurs, 
𝑇 (𝑡) undergoes a transformation to 𝑇 ′(𝑡).

• The network continuously monitors external threats and adjusts its 
security protocols accordingly. If a new threat Θ𝑇 is detected, the 
security state of the network 𝑆(𝑡) evolves to 𝑆′(𝑡) to counteract it.

• EcoChain can adjust transaction fees, validation rewards, and other 
economic parameters in response to external economic conditions. 
If the external economic condition is represented by 𝐸(𝑡), the eco

nomic parameters of the network 𝑃 (𝑡) can be adjusted to 𝑃 ′(𝑡) to 
maintain equilibrium.

• In line with its ecological inspiration, EcoChain can adapt its con

sensus mechanisms and node operations to be more energy efficient 
and environmentally friendly, especially in response to global en

vironmental changes.

4.5. Examples of using EcoChain

4.5.1. Load balancing

Consider two nodes, 𝑛𝑎 and 𝑛𝑏, where 𝑛𝑎 experiences a sudden surge 
in transaction validation requests. Through their symbiotic relationship, 
𝑛𝑏 can assist in handling excess load, ensuring timely transaction vali

dations, and maintaining network efficiency.

To visualize the symbiotic load balance process in EcoChain, focus

ing on the interaction between nodes 𝑛𝑎 and 𝑛𝑏 during a load surge, we 
present a UML sequence diagram. Fig. 2 shows how this approach 𝑛𝑏 as

sists 𝑛𝑎 in handling excess transaction validation requests, ensuring net

work efficiency and timely transaction validations. The load-balancing 
system (LBS) periodically checks the load on nodes within the EcoChain 
network. Node 𝑛𝑎 reports a high load status due to a sudden surge in 
transaction validation requests. Currently, the LBS identifies node 𝑛𝑏 as 
having a low load. This makes 𝑛𝑏 a suitable candidate for assisting 𝑛𝑎
with its excess load. The EcoChain state is updated to form a symbiotic 
pair between 𝑛𝑎 and 𝑛𝑏, enabling them to share transaction validation 
responsibilities. Node 𝑛𝑎 transfers its excess load to 𝑛𝑏, which confirms 
receipt and starts processing additional transactions.

Balancing complete: Once the load is successfully transferred and 
balanced between the nodes, the LBS updates the EcoChain state to re

flect the new load statuses. The system then marks the load balancing 
operation as complete.

4.5.2. Attack mitigation

In an instance where node 𝑛𝑥 is targeted by a distributed denial of 
service (DDoS) attack, its symbiotic partner 𝑛𝑦 can temporarily take over 
its validation responsibilities, ensuring uninterrupted service and miti

gating the effects of the attack.

Fig. 3 illustrates how the EcoChain system takes advantage of its sym

biotic relationships with its network to ensure resilience against attacks 
and maintain uninterrupted service. The EcoChain network detects a 
DDoS attack targeting a specific node (𝑛𝑥). The attack node notifies the 
network of the detected attack. Upon detection of the attack, the net

work activates the symbiotic partner node (𝑛𝑦) of the attacked node (𝑛𝑥). 
The symbiotic partner temporarily takes over the validation responsibil

ities of 𝑛𝑥, ensuring that the network service remains uninterrupted. A 
guardian node is assigned to the node under attack for additional pro

tection. This guardian node establishes a monitoring link with 𝑛𝑥 and 
begins intensive monitoring of its activities to further mitigate the attack 
and prevent future events. After the attack is mitigated, the symbiotic 
partner node (𝑛𝑦) restores the validation responsibilities back to 𝑛𝑥 . The 
node under attack then notifies the network that the attack has been mit

igated and normal operations have resumed.

4.5.3. Resource sharing

Nodes 𝑛𝑝 and 𝑛𝑞 have different peak activity times due to their geo

graphical locations. Through their symbiotic relationship, they can share 
computational resources, ensuring that idle resources during off-peak 
times are utilized efficiently by the active partner.
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Fig. 2. Load balancing in EcoChain. 

Fig. 3. Attack mitigation in EcoChain. 

Fig. 4 describes the process within the EcoChain network where 
computational resources are shared between nodes with excess re

sources (Resource Rich Nodes) and those in need of more resources 
(Resource Scarce Nodes). The EcoChain network initiates the pro

cess by instructing the resource management system (RMS) to form 
symbiotic resource links between these nodes. For each resource

scarce node, the RMS identifies an optimal resource rich node to 
partner with. Once identified, the resource-rich node establishes a 
resource-sharing link with the scarce node, enabling the transfer 
of resources. These processes ensure efficient utilization of the net

work’s overall resources by redistributing excess capacity where it is 

needed most, mirroring symbiotic relationships found in natural ecosys

tems.

5. Implementation of EcoChain

Implementing EcoChain requires a multifaceted approach, including 
the design of its unique node structures, the integration of its ecolog

ical mechanisms, and the establishment of protocols [116] to ensure 
network security and efficiency. The EcoChain network architecture is 
designed to embody the principles of efficiency, scalability, and envi

ronmental sustainability within the blockchain domain. This section 
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Fig. 4. Resource sharing between resource rich and resource scarce nodes in EcoChain. 

Fig. 5. EcoChain network architecture. 

describes the engineering mechanisms and technologies that underpin 
the EcoChain network, namely node deployment, communication pro

tocols, and data storage strategies.

5.1. EcoChain architecture

The EcoChain network architecture introduces a novel categoriza

tion of nodes, distinguishing them into distinct ecosystem components, 
namely seed nodes, sapling nodes, and the mycelium network. This 
taxonomy is instrumental in delineating the roles and responsibilities 
within the network, facilitating a structured and hierarchical approach 
to network management and operation. The seed nodes act as the pri

mary entry points to EcoChain, offering robust connectivity and facili

tating network discovery. Sapling nodes, similar to lightweight clients, 
participate in transaction verification and propagation without carry

ing the full load of ledger storage. The mycelium network, inspired by 
the intricate fungal networks found in nature, represents a dense, in

terconnected layer of nodes that underpins the network’s resilience and 
distributed processing capabilities. A distributed hash table (DHT) is 
used to manage the identities of the nodes and their respective roles, 

using a decentralized mechanism for efficient data lookup and routing 
within the network.

The EcoChain leverages a peer-to-peer (P2P) communication proto

col to ensure efficient and secure data exchange between nodes. This 
protocol is the backbone of network operations, facilitating transac

tion broadcasting, block propagation, and consensus messaging. Adap

tations of established protocols such as gRPC or WebRTC are considered 
for this purpose, chosen for their reliability, low-latency characteris

tics, and support for bidirectional streaming. gRPC, with its foundation 
on HTTP/2, offers multiplexed streams that are ideal for the high

throughput requirements of blockchain networks. WebRTC, on the other 
hand, provides real-time communication capabilities that are beneficial 
for direct peer interactions, especially in scenarios requiring immediate 
consensus or data sharing.

At the core of the EcoChain network lies a distributed ledger, par

titioned across nodes, designed to store transaction data with high 
integrity and availability. This ledger employs advanced data storage 
techniques, among which sharding is notable for its ability to enhance 
data retrieval speeds and manage storage efficiently. Sharding divides 
the blockchain into smaller, manageable segments (shards), each main

tained by a subset of nodes. This division not only reduces the storage 
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Fig. 6. Security infrastructure in EcoChain. 

burden on individual nodes but also parallelizes transaction process

ing, significantly improving the network’s scalability and performance. 
To ensure data consistency and prevent fragmentation issues, consensus 
algorithms are tailored to manage and synchronize shards across the 
network, thereby maintaining the ledger’s integrity and cohesiveness.

Fig. 5 provides a detailed view of the EcoChain network architecture, 
showcasing the specific functionalities and interactions that underpin 
this innovative blockchain system. This diagram illustrates the intricate 
components within the EcoChain network. Seed nodes hosts the DHT 
for identity management and a network discovery service for connect

ing with other nodes. The sapling nodes contain services for transaction 
verification and propagation, facilitating lightweight participation in 
the network. Mycelium network comprises the consensus algorithm for 
agreement on the ledger state and a block propagation mechanism to 
ensure network synchronicity. The distributed ledger encapsulates the 
sharding manager for efficient data management and a data access layer 
for interfacing with blockchain data. The P2P communication protocol 
etilizes a gRPC/WebRTC module for secure and efficient communication 
between nodes.

5.2. Consensus mechanism

At the heart of EcoChain’s consensus model lies the photosynthe

sis mechanism, a novel adaptation inspired by the natural process of 
photosynthesis. In this context, nodes within the EcoChain network ac

cumulate ``energy'' reflecting their contributions to the network’s health 
and operations. This mechanism is ingeniously implemented through 
a variant of the PoS protocol, where the ``stake'' a node holds is di

rectly proportional to its accumulated energy level. Such an approach 
incentivizes nodes to actively participate in network activities, includ

ing transaction validation and block creation, mirroring the energy ac

cumulation observed in photosynthesis. The energy level of a node is 
determined by various factors, such as the accuracy of transaction vali

dation, the frequency of block proposals, and general network support 
activities, thus fostering a sustainable and meritocratic network ecosys

tem.

Complementing the photosynthesis mechanism is the decomposi

tion mechanism, which embodies the natural process of breaking down 

organic matter. Within the EcoChain network, this mechanism is im

plemented through the deployment of continuous monitoring scripts on 
each node. These scripts are designed to meticulously scan and analyze 
node behaviors, identifying and flagging nodes that exhibit anomalous 
or malicious patterns. Nodes that are determined to have behavior scores 
below a predefined threshold are subsequently isolated from participat

ing in consensus-related activities. This mechanism serves as a natural 
cleansing process, removing or rehabilitating nodes that could poten

tially harm the network’s integrity, thereby maintaining a healthy and 
robust ecosystem.

To further bolster network security and integrity, EcoChain intro

duces guardian nodes. These nodes possess elevated privileges and 
are equipped with multisignature capabilities, enabling them to per

form critical interventions when network threats are detected. Guardian 
nodes act as overseers of the network, drawing inspiration from key

stone species in a forest ecosystem that play a pivotal role in maintaining 
ecological balance. Their multisignature capabilities ensure that any in

tervention requires consensus among multiple guardian nodes, thereby 
preventing unilateral actions and ensuring decisions are made in the 
network’s best interest. Guardian nodes are selected based on strin

gent criteria, including historical contributions, energy levels, and trust 
scores, ensuring that only the most reputable and reliable nodes assume 
this vital role.

5.3. EcoChain security protocols

EcoChain’s security model is based on public-private key cryptog

raphy, ensuring secure and anonymous transactions. It goes beyond 
conventional methods by pioneering the adoption of quantum cryptog

raphy algorithms that are resilient against quantum computer attacks. 
Quantum-resistant algorithms such as lattice-based cryptography, hash

based cryptography, and multivariate polynomial cryptography safe

guard transactions against future threats, ensuring long-term network 
security.

In case of detected threats, EcoChain swiftly implements protocols to 
contain incidents. This includes temporarily isolating affected network 
segments to stop the spread of malicious activities. Network isolation 
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is achieved through adjustments of the dynamic routing protocol and 
consensus mechanism, effectively quarantining compromised nodes or 
segments without disrupting overall network continuity. This contain

ment strategy minimizes the impact of the attack, allowing controlled 
assessment and neutralization of the threat.

Fig. 6 provides a comprehensive view of the security architecture 
within the EcoChain network. This detailed diagram shows the intri

cate relationship between various components designed to ensure the 
integrity, confidentiality, and availability of the network. The cryptogra

phy module within EcoChain’s security layer employs quantum-resistant 
algorithms to safeguard transactions and communications, ensuring the 
protection of digital assets and facilitating secure, anonymous inter

actions through its public-private key management system. Anomaly 
detection in EcoChain utilizes deep learning models trained with data 
from the transaction pattern database, continuously monitoring trans

action patterns in real time to quickly identify irregularities signaling 
potential security threats or vulnerabilities. The network isolation pro

tocol responds dynamically to detected threats by isolating affected 
network segments, utilizing its threat detection mechanism to engage 
components such as the dynamic routing adjustment and the consensus 
mechanism Adjuster, effectively mitigating risks and maintaining over

all network health. Guardian nodes serve as a crucial security layer in 
EcoChain, equipped with multi-signature capabilities to oversee critical 
operations and directly engage in strategic responses to threats, ensuring 
prudent actions aligned with the network’s best interests. The security 
administration panel offers network administrators tools for incident 
response and ongoing network health monitoring. It supervises the con

figuration of the anomaly detection system and manages the network 
isolation protocol, enabling the prompt resolution of identified security 
issues.

5.4. EcoChain adaptation mechanisms

EcoChain employs advanced adaptation mechanisms to ensure its re

silience, scalability, and responsiveness to changing conditions, utilizing 
state-of-the-art technologies and methodologies. One key mechanism 
involves dynamic resource scaling through the Kubernetes container 
orchestration tool, which enables automated deployment, scaling, and 
management of containerized applications, allowing seamless adjust

ment of network nodes and services in response to transaction volume 
fluctuations. Containerized environments improve fault tolerance and 
load balancing, bolstering the network’s robustness and scalability with

out manual intervention.

The integration of application programming interfaces (APIs) en

ables EcoChain to monitor external conditions such as technological, 
economic, and environmental changes, proactively adapting protocols 
and operations accordingly. For example, APIs from financial markets 
inform economic trends, prompting adjustments in transaction fees or 
incentives to maintain network stability. The APIs for environmental 
data align energy consumption strategies with renewable energy avail

ability, supporting EcoChain’s sustainability commitment.

Central to EcoChain’s adaptive mechanisms are feedback loops pow

ered by continuous-monitoring tools. Real-time data on network metrics 
such as transaction processing times, node performance, and security 
threats inform areas that need optimization, such as resource alloca

tion, security protocols, or consensus mechanisms. Feedback loops en

able dynamic self-optimization, enhancing efficiency, security, and user 
experience while swiftly addressing internal performance and external 
threat concerns, thereby upholding operational integrity and user trust.

Fig. 7 provides a detailed view of how EcoChain uses Kubernetes and 
other technologies to implement its adaptation mechanisms, ensuring 
that the network remains scalable, responsive, and secure. Kubernetes 
cluster serves as the backbone of EcoChain’s infrastructure, orchestrat

ing the deployment, scaling, and operation of network components. It 
includes

• API server is the central management entity for Kubernetes, han

dling cluster operations.

• Container runtime is responsible for running containerized applica

tions.

• Pods are the smallest deployable units that can be created, sched

uled, and managed.

• Service discovery allows pods to locate each other and communi

cate within the cluster.

• The load balancer distributes the incoming network traffic across 
multiple pods to ensure high availability and reliability.

• Dynamic scaling module utilizes the horizontal pod autoscaler to 
automatically scale the number of Pods in response to observed 
CPU utilization or custom metrics provided by the custom metrics 
server, ensuring EcoChain can dynamically adjust its resources.

• The external condition monitoring module integrates with exter

nal APIs to monitor conditions such as market trends, technolog

ical advancements, or environmental data. The condition analysis 
tool processes this data to inform dynamic adjustments within the 
EcoChain network.

• The feedback loop system comprises monitoring tools that collect 
real-time data on network performance, a performance analytics 
engine that analyzes these data to identify optimization opportuni

ties, and a security threat detector that identifies potential security 
threats. This system ensures continuous adaptation and optimiza

tion of the network based on real-time performance and threat data.

5.5. Integration and APIs

A cornerstone of EcoChain’s integration capabilities is its support for 
smart contracts, which are self-executing contracts with terms directly 
encoded into code. EcoChain utilizes platforms like Solidity, a statically 
typed programming language designed for smart contract development 
on the Ethereum virtual machine (EVM). Leveraging Solidity offers ben

efits such as maturity, a robust tooling ecosystem, and access to an 
extensive developer community. Smart contracts on EcoChain automate 
complex processes, enable decentralized applications (DApps), and exe

cute agreements without relying on intermediaries. Compatibility with 
the EVM ensures that developers can create highly programmable and 
interoperable DApps effortlessly, leveraging existing development tools 
and libraries.

For seamless integration with third-party applications and services, 
EcoChain provides comprehensive API support via RESTful APIs and 
GraphQL endpoints. RESTful APIs offer a widely adopted method of 
interacting with web services, allowing applications to perform CRUD 
operations on blockchain data in a stateless manner. This approach is 
suitable for services that require straightforward action-based interac

tions with the EcoChain network. However, GraphQL endpoints offer 
a more flexible and efficient approach to working with EcoChain data. 
Clients can precisely query the data they need, reducing bandwidth us

age and enhancing performance for complex applications, particularly 
beneficial for DApps requiring real-time data extraction and aggregation 
from the blockchain.

Both RESTful APIs and GraphQL endpoints are designed to support 
a wide range of interactions, from simple wallet operations to complex 
smart contract executions, allowing one to enhance the accessibility and 
utility of the EcoChain platform for developers and businesses, fostering 
innovation and collaboration within the ecosystem.

Fig. 8 outlines the infrastructure that supports EcoChain’s integra

tion capabilities and API services. At the core of the EcoChain network 
lies the EVM compatible node, providing an environment for execut

ing solidity-based smart contracts. Within this node, the smart contract 
runtime component facilitates the deployment and execution of con

tracts, enabling programmable interactions on the blockchain. Serving 
as the primary access point for external integrations, the API gateway 
hosts both the RESTful API service and the GraphQL Service. These 
services enable seamless communication between client applications, 
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Fig. 7. Containerization using Kubernetes. 

Fig. 8. Deployment of EcoChain and integration with third-party APIs. 

third-party services, and the blockchain ledger, facilitating efficient data 
exchange and manipulation. The blockchain ledger acts as an immutable 
record of all transactions and smart contracts within the EcoChain net

work. It includes a Data Storage component that securely stores ledger 
data, accessible through the API Gateway. The developer environment is 
equipped with essential Developer Tools, including a Solidity compiler 
for smart contract development and a DApp SDK for building DApps. 
These tools enable developers to create, compile, and deploy smart con

tracts and applications on the EcoChain network. Client applications 
and third-party services are the end users of EcoChain APIs, integrat

ing with the network to perform various operations such as transaction 
submissions, smart contract interactions, and data queries. They take ad

vantage of the API gateway for efficient interaction with the blockchain 
ledger.

6. Experimental evaluation and results

6.1. Experimental setup

The experimental apparatus was centralized on a single server con

figuration to maintain consistency across all tests. Specifically, the 
server was equipped with an Intel Core i7-10710U CPU and 16GB of 
RAM, operating under the Ubuntu 20.04 64-bit operating system. This 
hardware setup was chosen for its balance between performance and 
availability, ensuring that the results are accessible to a broad spec

trum of researchers and practitioners. For the blockchain infrastructure, 

Ganache-CLI v6.12.2 was used, serving as an Ethereum emulation net

work. This choice was dictated by the need for a controlled yet realistic 
blockchain environment in which variables could be manipulated with 
precision. The network was initialized with ten nodes, a configuration 
that provides a balance between simplicity and the complexity neces

sary to simulate real-world blockchain network interactions.

The experimental framework was further enhanced by the use of So

lidity 0.8.11 for smart contract development, a choice that aligns with 
industry standards for Ethereum-based applications. This ensures that 
the findings are relevant and applicable to current blockchain develop

ment practices. The index and system logic were encapsulated within 
a Java-based architecture, leveraging the robustness and portability of 
the Java platform. The interaction between the experimental system 
and the blockchain was facilitated through Web3j 4.8.7, a widely rec

ognized middleware in the Ethereum ecosystem. This component was 
critical in bridging the gap between the high-level system functionalities 
and the low-level blockchain operations, ensuring seamless communi

cation and data exchange across the different layers of the experimental 
setup.

6.2. Set values for EcoChain constants

The set values for the constants in EcoChain (see Table 2) were deter

mined based on the need to balance the resilience of the network, energy 
efficiency, and security. For example, the energy thresholds Θ and Φ for 
the evolution of the nodes ensure that only the nodes with significant 
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Table 2
Set values of constants in EcoChain.

Constant Value Description

Θ 0.8 Energy threshold for node evolution from sapling to seed node.

Φ 0.5 Energy threshold for node evolution from mycelium to sapling node.

𝛼 0.3 Sharing factor in symbiotic relationships between nodes.

𝜃 0.2 Minimum energy required for a node to stay active before being decomposed.

𝜌 0.1 Rate of energy decay for decomposing nodes.

𝛾 0.2 Penalty for collaborative reports on a node’s suspicious activity.

Θ𝐺 0.9 Energy threshold for a node to be promoted to a guardian node.

Θ𝐵 0.3 Behavior score threshold for identifying a malicious node.

𝜔 1.0 Frequency of validation difficulty changes (for seasonal adjustments).

contributions to the network can advance, maintaining a stable and re

liable node hierarchy. The sharing factor 𝛼 is kept moderate at 0.3 to 
facilitate resource distribution in symbiotic relationships without over

burdening any single node. The energy decay rate 𝜌 and the penalty 
coefficient 𝛾 are relatively low to allow for gradual punishment and 
removal of malicious or inactive nodes, ensuring fairness while main

taining security. The thresholds for behavior scores Θ𝐵 and energy for 
guardianship Θ𝐺 are set to ensure that only trusted and high-performing 
nodes gain influential roles, while the frequency of difficulty adjust

ments 𝜔 accounts for the need to adapt the network dynamically to 
fluctuating conditions without introducing excessive instability. These 
values were empirically selected to reach a stable and adaptable configu

ration for our experimental blockchain system; however, further tuning 
may be necessary based on real-world deployments or additional simu

lations.

6.3. Network throughput

Fig. 9 illustrates the relationship between the number of nodes in the 
EcoChain network and its average transaction throughput in 10 simu

lations, with a focus on demonstrating the statistical reliability of these 
measurements by depicting the confidence intervals of 95%. The aver

age transaction throughput decreases as the number of nodes increases. 
This trend suggests that adding more nodes to the network may in

troduce additional complexity and communication overhead, leading 
to a decrease in the efficiency with which transactions are processed. 
The shaded area that represents the confidence interval 95% around 
the average performance indicates the variability in the simulation re

sults. As the number of nodes increases, the confidence interval narrows 
slightly, implying increased variability in throughput performance be

tween simulations. This variability could be attributed to factors such 
as network latency, differences in node performance, and the stochas

tic nature of transaction arrivals and processing times. The narrower 
confidence intervals at lower node counts show higher reliability and 
less variability in throughput performance. In contrast, slightly wider 
intervals at higher node counts indicate a greater degree of uncertainty, 
reflecting the challenges of maintaining consistent performance as the 
network scales.

The observed decrease in throughput with increasing node counts 
highlights scalability as a critical concern for EcoChain. Although 
adding nodes improves the decentralization and fault tolerance of the 
network, it also poses challenges for maintaining high transaction pro

cessing efficiency. The results underscore the importance of optimizing 
network protocols and consensus mechanisms to mitigate the impact 
of added nodes on throughput. Strategies such as sharding, efficient 
consensus algorithms, and network optimization can be critical to ad

dressing these scalability challenges.

6.4. Transaction latency

Fig. 10 shows the relationship between the number of nodes in a 
blockchain network and the average transaction latency, based on data 
from 10 simulations. The solid red line indicates the average transaction 

Fig. 9. Network throughput. 

latency, while the shaded area represents the 95% confidence intervals 
around these averages, highlighting the variability and statistical reli

ability of the latency measurements. The average transaction latency 
increases as the number of nodes in the network increases. This trend 
suggests that a larger network size contributes to longer transaction 
processing times, likely due to the increased complexity of achieving 
consensus and the higher communication overhead across a more exten

sive network. The shaded area around the average latency line indicates 
the presence of variability in transaction latency in simulations. This 
variability could be attributed to factors such as network conditions, 
variations in node performance, and the stochastic nature of transac

tion processing.

The observed increase in transaction latency with network size un

derscores the importance of careful network design and optimization 
efforts. Techniques to reduce latency, such as optimizing consensus 
mechanisms or employing more efficient communication protocols, are 
crucial to maintain acceptable performance levels in larger blockchain 
networks. The findings highlight scalability as a pivotal challenge for 
blockchain networks, with transaction latency serving as a key metric to 
evaluate network performance. Addressing the challenge of scalability 
is essential for blockchain networks that want to support high volumes 
of transactions without significant delays.

6.5. Smart contract execution time

Fig. 11 illustrates the relationship between block size and the average 
execution time of smart contracts in the EcoChain network, incorporat

ing data from 10 simulations to provide a statistically grounded analysis. 
The solid purple line represents the average execution time of smart con

tracts as the size of the block increases, while the shaded area denotes 
the 95% confidence intervals, highlighting the variability and statisti

cal reliability of these measurements. The average execution time of 
the smart contract exhibits a logarithmic increase with block size, in

dicating that larger blocks lead to significantly longer execution times. 
This trend underscores the computational complexity associated with 
processing larger blocks, which can contain more transactions and, con

sequently, more smart contract invocations. The presence of the shaded 
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Fig. 10. Network latency. 

Fig. 11. Smart contract execution time. 

area, which represents 95% confidence intervals, reveals the variabil

ity in execution time between different simulations. This variability is 
expected due to factors such as differences in smart contract complex

ity, variations in network load, and the stochastic nature of blockchain 
operation.

The measurements highlight the importance of optimizing smart 
contract code and blockchain infrastructure to effectively manage the 
computational demands of larger blocks. Techniques such as gas opti

mization, efficient data storage, and parallel processing could be critical 
in reducing execution time.

The findings illustrate the trade-offs between block size and net

work performance, especially with respect to smart contract execu

tion. Blockchain architects and developers must carefully consider these 
trade-offs when designing and configuring the EcoChain network to bal

ance scalability, efficiency, and transaction throughput.

6.6. Block confirmation time

Fig. 12 shows the relationship between block size and average block 
confirmation time in the EcoChain network, based on data from 10 sim

ulations. The average confirmation time, represented by the solid orange 
line, shows how it varies as the block size increases. The shaded area 
around this line, which shows the confidence intervals of 95%, illus

trates the variability in the confirmation time between simulations and 
provides a measure of statistical reliability. Unlike the smart contract ex

ecution time, the block confirmation time exhibits a more linear increase 
with increasing block size. This suggests that as the blocks become larger 
and contain more transactions, the time required for their confirmation 
by the network increases at a steady rate. This pattern reflects the ad

Fig. 12. Block confirmation time. 

ditional computational and network resources needed to validate and 
propagate larger blocks across the network. The variability in confirma

tion times, as indicated by 95% confidence intervals, highlights fluctua

tions that can occur due to network conditions, node performance, and 
other operational factors. Despite these variations, the relatively nar

row confidence intervals suggest that average confirmation times are 
statistically robust and reliable indicators of network performance un

der varying block sizes. They indicate the expected range within which 
the true average times are likely to fall, offering a solid basis for evalu

ating the network’s scalability and efficiency in processing transactions 
encapsulated within blocks of varying sizes. The observed an increase 
in block confirmation time with block size underscores the scalability 
challenges faced by blockchain networks and highlights the need for 
efficient block validation and propagation mechanisms to maintain net

work performance as the demand for transaction processing capacity 
grows.

7. Discussion and conclusions

The study introduces a novel blockchain architecture inspired by 
forest ecosystems with the aim of efficiency, scalability, and environ

mental sustainability. Unique node structures, ecological mechanisms, 
and security protocols are designed to achieve this goal. The EcoChain 
network architecture categorizes nodes into seed nodes, sampling nodes, 
and the mycelium network, each having a distinguishing function. Seed 
nodes act as entry points, providing connectivity and network discovery, 
while the sapling nodes handle transaction verification and propagation 
without full ledger storage. The mycelium network, inspired by natural 
fungal networks, ensures network resilience and distributed processing 
capabilities.

EcoChain utilizes a DHT for efficient data lookup and routing, man

aging node identities and roles in a decentralized manner. A P2P com

munication protocol based on gRPC or WebRTC adaptations enables 
secure data exchange, transaction broadcasting, block propagation, and 
consensus messaging, supporting high-throughput and real-time inter

actions crucial for network coherence.

The core of EcoChain features a distributed ledger using sharding to 
improve data retrieval speeds and storage efficiency. Sharding divides 
the blockchain into smaller segments maintained by node subsets, reduc

ing individual node burdens and parallelizing transaction processing, 
significantly enhancing scalability and performance. Tailored consen

sus algorithms synchronize shards across the network, ensuring data 
consistency and preventing fragmentation issues.

EcoChain’s implementation integrates ecological inspiration with 
blockchain technology to create a robust, efficient, and environmentally 
sustainable network. Its unique node categorization, advanced commu

nication protocols, and data storage strategies offer a scalable and secure 
blockchain solution.
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Critical areas for future exploration include optimizing network ar

chitecture, consensus algorithms, and block propagation protocols to 
enhance scalability, efficiency, and overall performance. Scalability is 
identified as a key concern, emphasizing the importance of strategic net

work design and optimization to mitigate latency in larger blockchain 
networks.

CRediT authorship contribution statement

Robertas Damaševičius: Conceptualization, Investigation, Valida

tion, Writing -- original draft, Formal analysis, Methodology, Visu

alization. Gintautas Mozgeris: Validation, Formal analysis. Tomas 
Krilavičius: Project administration, Validation, Funding acquisition, 
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