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Introduction: Wireless networks are anticipated to continue connecting
billions of devices and producing enormous amounts of data with the next
sixth-generation (6G) technologies, propelling the development of artificial
intelligence applications in a variety of industries. Unmanned aerial vehicles
have shown promise in this regard as a way to deal with the problems
brought on by the expanding environment. UAVs are especially well-suited
for delivering on-demand services to mobile devices because of their special
qualities, which include their mobility, flexibility, and capacity to create line-of-
sight communication links. This is especially true in areas with limited terrestrial
infrastructure, such as hot areas and disaster communication. Therefore, by
acting as relaying points, aerial base stations, and data collectors, UAVs may
greatly increase the capacity and reach of networks.

Methods: To address the challenges of energy limitations, spectrum scarcity,
and severe co-channel interference in device-to-device (D2D) communication
networks supporting UAVs in passive eavesdropping environments, the concept
of secrecy energy-efficiency was introduced by considering each user’s privacy
level and transmission power limitations. Based on physical layer secure
transmission theory, the common problem of optimizing spectrum multiplexing
and energy management strategies to maximize the energy efficiency of
network secrecy was studied. A resource allocation algorithm combining the two
algorithms was proposed to ensure the convergence of the original problem to
a global optimal solution using the Dinkelbach algorithm and to transform the
non-convex optimization problem into a geometric planning problem using the
convex approximation algorithm. The problem was non-linear and non-convex.
Results and Discussion: Simulation results show that the recommended
approach can effectively reduce co-channel interference, improve the energy
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efficiency of network privacy, and achieve a balance between network energy
consumption and secure communication performance.

KEYWORDS

co-channel interference, D2D communication, eavesdropping, physical layer secrecy,

secrecy optimization, UAV communication

1 Introduction

In complex and harsh environments, communication is easily
subject to problems such as electromagnetic interference, satellite
signal denial and infrastructure destruction. Unmanned aerial
vehicles (UAVs) have advantages such as strong concealment,
flexibility and mobility, and can provide line-of-sight (LoS) links.
They can perform diversified tasks such as auxiliary communication,
intelligence gathering and electronic countermeasures. The
role of UAV-assisted communication is particularly prominent
[1]. Device-to-device (D2D) communication supports direct
terminal connection and instant activation, which can improve
the transmission rate and reduce transmission delay. Especially
in edge areas or communication blind spots, the coverage of the
network can be improved through multi-hop D2D communication
technology [2]. By using UAVs as air base stations and combining
them with D2D communication, a local high-speed private network
with “wide coverage, high speed and strong compatibility” that
does not rely on fixed infrastructure can be constructed. This can
expand the capacity of the communication system and improve the
information secrecy capability [3]. However, the characteristics of
LoS transmission and wireless broadcasting of UAV communication
networks make them susceptible to eavesdropping by malicious
ground nodes [4]. In addition, UAV-assisted D2D communication
networks also have problems such as limited spectrum resources
and limited equipment energy. To ensure secure transmission
in UAV-assisted D2D communication networks under passive
eavesdropping, while mitigating co-channel interference and
reducing network power consumption, it is necessary to study the
network secrecy and communication resource allocation issues
of UAV-assisted D2D communication networks under passive
eavesdropping.

The existing information secrecy protection measures mainly
adopt encryption technology, but it often has high requirements for
the computing power and power consumption of the equipment.
For UAVs that are deployed in the open, are easily captured,
and have limited resources, it is difficult to achieve secure
communication by using encryption technology. It is anticipated
that physical layer secure transmission technology will balance
network secrecy communication with UAV power consumption.
The research on physical layer secure transmission originated
from the eavesdropping channel model was proposed by [5].
Subsequent studies have demonstrated that there is always an
encoding technique that enables the legitimate receiver to receive
the confidential information with nearly no errors while the
eavesdropper cannot obtain any confidential information when
the legitimate channel’s capacity exceeds that of the eavesdropping
channel [6]. Physical layer secure transmission technology leverages
the physical layer properties of the channel itself to accomplish
secure transmission as a potent addition to the upper-layer
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encryption technique. It does not require complex encryption
algorithms, has inherent secrecy attributes, low computational
complexity and low power consumption, and is well adapted
to large-scale, distributed network architectures [7]. A cellular
user’s spectrum resources can be shared with several D2D
pairs in the “many-to-many” multiplexing mode, and a D2D
pair can reuse the spectrum resources of several cellular users.
While sharing spectrum resources among multiple users can
lead to mutual interference, co-channel interference can be
reduced and the distance between legitimate and eavesdropping
channels can be increased by using appropriate spectrum
reuse and power control techniques. This could lead to secure
communication.

However, existing research on secure communication of
UAV-assisted wireless networks under passive eavesdropping
mainly focuses on optimizing the flight trajectory of UAVs [8,
9] or optimizing mode selection and cooperative interference
strategies [10]. The secure transmission issue of UAV-assisted
D2D communication networks from the standpoint of resource
allocation based on physical layer secure transmission theory
has not received much attention from researchers. In order
to increase the energy efficiency of secure communication
and simultaneously optimize user scheduling and UAV three-
dimensional flight trajectory, the authors of [8] concentrated on
UAV-assisted cellular network communication systems. The authors
in [9] focused on scenarios in the Internet of Things (IoT) where
there are active full-duplex eavesdroppers, and UAVs can track
eavesdroppers and interfere with the eavesdropping channel, aiming
to maximize the system’s confidentiality capacity, and proposed a
UAV trajectory optimization algorithm based on Q-learning. In
order to improve the performance of covert communication, the
authors in [10] suggested a joint mode selection and cooperative
interference strategy. In this strategy, each user adaptively switched
between half-duplex and full-duplex communication modes,
and idle D2D users could work together to send interference
signals to thwart eavesdroppers. Although the above references
considered the secure communication of the network, they
do not consider the total power consumption of UAVs and
ground users.

The ratio of transmission rate to power consumption is known
as energy efficiency, and it is now a crucial metric for gaging the
effectiveness of UAV-assisted wireless communication networks.
UAV-assisted communication networks’ secrecy communication
performance can be measured using secrecy efficiency, which is
the ratio of secrecy rate to power consumption. Most existing
works study the problem of maximizing energy efficiency, without
considering the secure transmission of the network under passive
eavesdropping [11-15]. The authors in [11] focused on UAV-assisted
industrial Internet of Things (IIoT) based on simultaneous wireless
information and power transfer (SWIPT) and jointly optimized the

frontiersin.org


https://doi.org/10.3389/fphy.2026.1964844
https://www.frontiersin.org/journals/physics
https://www.frontiersin.org

Alalmaei et al.

UAV position and resource allocation technique to maximize the
D2D communication energy efficiency. The authors in [12] focused
on UAV-assisted mobile edge computing (MEC) systems based on
D2D communication in order to optimize D2D communication
energy efficiency. Together, they optimized the UAV trajectory,
user scheduling strategy, and transmission power of D2D and
UAV users. The authors in [13] focused on the scenario where
several UAVs provided energy for D2D users and transferred data
for cellular users in order to improve the energy efficiency of
D2D communication. They jointly optimize beamwidth, power, and
energy harvesting (EH) time ratio. The authors in [14] focused
on the scenario where UAVs acted as communication relays and
base stations, and maximized the network energy efficiency by
optimizing the power and band width of D2D pairs, UAV trajectories
and user associations. The authors in [15] focused on D2D-
assisted UAV-MEC communication systems, and aimed to minimize
the total power consumption during task offloading and local
computing, and jointly optimized the trajectory, bit allocation and
task allocation of UAVs.

Currently, only some studies focus on improving the secrecy
efficiency of UAV-assisted communication networks [16-19]. The
authorsin [16] addressed the secrecy communication problem in the
air-to-ground downlink passive eavesdropping scenario, considered
the minimum legal channel data rate constraint and the maximum
eavesdropping channel rate constraint under UAV jitter conditions,
and jointly optimized the beamforming vector and artificial noise
vector to minimize the UAV’s transmission power. The authors in
[17] utilized the interference generated by channel multiplexing
in D2D communication, and ensured that the transmission rate
and secrecy rate of all ground users satisfy the requirements while
optimizing the D2D communication efficiency through power
control and channel allocation. However, it studied the secrecy
communication problem under the condition of eavesdroppers.
The optimization goal of optimizing the ratio of D2D transmission
rate to power consumption is not practically significant, even if
the secrecy rate is utilized as a restriction. Orthogonal frequency
division multiple access networks (OFDMA), which divided the
user’s signal into two segments for EH and information decoding,
respectively, were the focus of the authors of [18]. With the goal of
maximizing secrecy efficiency and minimizing energy consumption,
a power allocation algorithm was proposed. The authors in [19]
focused on UAV-MEC systems. Under the constraints of given task
latency, UAV-CPU computing frequency and task offloading rate, it
jointly optimized the legal UAV hovering position, CPU computing
frequency allocation and computing task complexity differentiation
strategy to maximize the SEE.

Table 1 compares the performance metrics of several algorithms
with the proposed algorithm.

The
the network transmission secrecy without regard to power

aforementioned approaches either only consider
consumption, or only focus on maximizing communication energy
efficiency without considering the presence of eavesdroppers,
or introduce technologies such as SWIPT and EH into the
scenario. These approaches are unsuitable for the scenario of
UAV base station-assisted ground D2D communication under
passive eavesdropping, which is the focus of this paper, and cannot
simultaneously meet the requirements of secure communication,

mitigation of co-channel interference, and power saving. Therefore,
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this paper aims to maximize the total secrecy energy efficiency
(TSEE), that is, to optimize the secrecy rate to power ratio for D2D
pairings and cellular users. The following are this paper’s primary
contributions.

1. For UAV-assisted D2D communication networks under
passive eavesdropping conditions, considering minimum
secrecy rate and maximum transmit power constraints,
the concept of network secrecy efficiency is introduced.
Based on physical layer secure transmission theory,
spectrum reuse and power control strategies are

optimized to widen the difference between legitimate and
eavesdropping channels and maximize network secrecy
efficiency. Since this optimization issue is nonlinear and
nonconvex, it is challenging to find a direct analytical
solution.
The Dinkelbach algorithm and the convex approximation
algorithm are integrated in a combined internal and
external iterative optimization process. While the convex
approximation procedure transforms the non-convex
optimization problem into a geometric programming
problem, the Dinkelbach approach ensures that the
original problem converges to the optimal solution. The
computational complexity analysis and steps of the proposed
algorithm are also given.

The suggested algorithm’s efficacy in enhancing secrecy

energy efficiency, reducing co-channel interference, and

optimizing spectrum reuse and power control strategies
is confirmed by comparison with benchmark algorithms.

Simulations evaluate the impact of UAV altitude on network

secrecy efficiency.

2 System model and problem
description

2.1 Scenario description

The UAV-assisted D2D
illustrated Figure 1. The UAV base station is located in the center

communication network is
of the service area and hovers at a predetermined height. It deploys
N number of D2D pairs and M number of cellular users which
are distributed at random throughout the region. Cellular users
employ frequency division multiple access (FDMA) to connect to
the UAV base station in the cellular network uplink transmission
scenario. Each of the M cellular clients receives one of the M sub-
channels that make up the network’s spectrum resources. Several
D2D pairs in the network exchange data by multiplexing the sub-
channels of numerous cellular subscribers. As a result, the D2D
pair transmitters can interfere with the UAV base station’s ability
to receive signals from cellular users, while cellular users and other
D2D pair transmitters that multiplex the same spectrum resources
can interfere with the D2D pair receivers. A passive eavesdropper
also exists in the network, simultaneously eavesdropping on the
transmission data of both the cellular network and the D2D
communication.
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TABLE 1 Performance comparison of existing works with proposed scheme.

10.3389/fphy.2026.1964844

Refs. Energy efficiency Aerial Relay deployment Ground Optimization goal
eavesdroppers eavesdroppers
[26] No No No Multiple Worst-case secrecy rate
[27] No No Yes Multiple Sum secrecy rate
[28] No No No Multiple Minimum average covert
rate
[29] No No No Single Average secrecy rate
[30] Yes No No Multiple Fairness-aware SEE
[31] Yes No No No Energy efficiency
[32] No Multiple No No Long-term secrecy
throughput
[33] No Single No No Secrecy
[34] Yes Single Yes No SEE
[35] Yes Single No No SEE
Proposed Yes No Yes No TSEE

FIGURE 1

Proposed network model.
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2.2 Channel model

The symbols {C,,C,, ...,Cy} and {D,,D,,...
sets of cellular users and D2D pairs, respectively. Let Dy, , and Dy, ,

,Dy} represent the

represents the transmitter and receiver of the n th D2D pair.

Both the channels between D2D transmitters and UAVs and
the channels between cellular users and UAVs are air-to-ground
channels. This section uses the air-to-ground channel model created
in [20] to represent the path loss as a probability-weighted sum of
LoS and NLoS components for air-to-ground channels. The cellular
user C,, and UAV’s average path loss is defined by Equation 1:

A

PLdB — PLLOS PLDS + PLNLOSPNLDS —
m,U mU" mU mU = mU l+0ce*ﬁ[9"”U7a]

+20logd,, y+B
(1)

where, the sub-parameters are defined by Equations 2-5 as follows:

A =115 = INLos (2)
4 f
B=20log | —= | +7yr.s (3)
s [
0,0 = - tan { o } (4)
dpy =W +10y (5)

where a is path loss factor, 6,,, ; is the pitch angle of the cellular user
Cp, and the UAV; d,, ; is the distance between the cellular user C,,
and the UAV; 7 ¢ and 7, ¢ are the average additional path loss
under LoS and NLoS (related to the environment); f_ is the carrier
frequency; c is the speed of light; / is the altitude of the UAV; and
7,,.u is the horizontal Euclidean distance between the LoS and NLoS
components.

The channel gain g, |, between UAV and the m-th cellular user
C,, is represented by Equation 6:

—prdB

=100 (6)

gm,U

Similarly, the expression for the channel gain g, |, between the n
th D2D pair’s transmitter Dy and UAV is expressed by Equation 7:

aB
PLuu

gn,U =10 1w

7)

For the channel between ground users, between Dy and Dy,
the channel gain g, is [21] defined by Equation 8:
= G

8n.n (8)

where G is the path loss constant between Dr
d,, represents the distance between Dr
the exponent of path loss; and ¢, ,

corresponding to the channel shadowing fading between Dy and

and Dg_;
and DR 5 ¢ denotes
represents the channel gain

Dy_ » which follows a log-normal distribution.

Smnlarly, the following can be used to express the channel gains
8n,n Detween the transmitters Dy of the m-th cellular user C,, and
the n-th D2D pair; g, , between DT and Dy, ;g,, , between cellular
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users C,, and Eve; and g, . between Dy and Eve are defined by

Equations 9-12:

S = Gt ©)
8, =G & (10)
Ge = G e (11)
8,0= G &, (12)

where G’ represents the path loss constant between cellular
users, D2D pairs, and Eve; &' represents the path loss exponent
between cellular users, D2D pairs, and Eve; and £, ,,& &, 05 &, 00
which have a log-normal distribution, represent the channel gains
corresponding to channel shadowing fading between cellular users,
D2D pairs, and Eve.

2.3 Secrecy rate and power consumption
calculation

The transmission rate of the m th cellular user C,
can be normalized as follows using the Shannon-Hartley
theorem in Equation 13:

ngm,U
Z]::Ipn,mgn,U + 02

where ¢ is the additive white Gaussian noise (AWGN) power, p,,
is the transmit power of cellular user C,,, and p, . is the transmit
power when the nth D2D pair reuses the spectrum resources of the

=log{1+ (13)

m th cellular user C,,,.
The following formula can be used to determine the m th cellular
user C,, secrecy rate by Equation 14:

+
R,?f = {log (1 toNT PmBmy > —log < 1+ - Prnbme >]»
Zn:lpy,,mgn,U + 62 anlpn,mgn,e + 02
(14)
where, {x}" = max[0,x].
The secrecy rate for the n-th D2D link, ie, D,, is
expressed by Equation 15:
N
f 1 Pn,mgn,n
og| 1+ ~
m=1 pmgmn + an — lpn’,mgn’,n + 02
n' #n
Rln)s _ L
M
_ Z log 1+ x]l\)rn,mgn,e
a1 PuBme® Dt — 1Pt O
n' #n )
(15)

where the transmit power of the n'-th D2D pair transmitter Dy
when it reuses the spectrum resources of the m-th cellular user C,,
is represented by p,, .
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Taking into account the influence of circuit power consumption,

cellular user C,, power consumption is defined by Equation 16:
1
P, _pm:Pcir (16)
n
The n-th D2D pair D, power consumption can be written as

follows in Equation 17:

anm

nml

(17)

where 7 represents the efficiency factor of the power amplifier, and
P cir
itself (e.g., the power consumed by mixers, filters, analog-to-digital

represents a portion of the power consumed by each device
converters, and baseband processing units).
2.4 Problem description and modeling

To ensure secure communication in a UAV-assisted D2D
communication network under passive eavesdropping conditions,
while accounting for the minimum secrecy rate and maximum
transmit power constraints for cellular users and D2D pairs,
improving the spectrum reuse and power control procedures
enhances the network’s overall secrecy efficiency. Specifically, the
resource allocation strategy should meet the following constraints:

1. Cl:The secrecy rate RS for cellular users shall not be less than
the minimum secrecy rate Rism. That is, RCS Rﬁn

C2: The RPS of the D2D pair is not less than the minimum

- That is, RDS > Rgfn

C3:'The cellular user’s transmit power (p,,,) cannot be greater

). That is, m <P

max
C4: The transmit power p, . cannot be greater than the

secrecy rate R

than the maximum transmit power (P,

maximum transmit power P, when D, reuses cellular user
C,, spectrum resources. Thatis, p, <P .
C5: The total transmit power of the D2D transmitter shall not

exceed the maximum transmit power P, . Thatis, P, < P, ..

Based on the above requirements, assuming that the UAV base
station can obtain the optimal channel state information (CSI), the
problem is modeled as follows by Equation 18:

Zm lRS”S ZN RDS
P,,m Zml m an n

s.t. C1:RSS > RS

min

C2: RDS > RDS

min

C3:p,, <P

max

Cap, <P

max

C5:P, <P, (18)

where {p, } and { n,m} represent the transmit power for cellular
users and D2D pairs, respectively. Constraints C1 and C2 guaranty
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the minimum secrecy rate for each cellular user and D2D pair;
constraint C3 sets the maximum transmit power limit for each
cellular user; constraint C4 demonstrates that the transmit power of
the nth D2D pair reusing the spectrum resources of the mth cellular
user does not exceed P, ; and constraint C5 demonstrates that
the total transmit power of the nth D2D pair reusing the spectrum
resources of multiple cellular users does not exceed P, .. It should
be noted that the spectrum reuse strategy may be achieved by
solving the optimization problem P1. If p, >0, D, is allowed to
utilize the spectrum resources of cellular user C,,; otherwise, it is
not allowed.

Since constraints C1 and C2 ensure that RSS and RP® are non-
negative, removing the {x}* from RS® and RPS will not have an
impact on the original optimization problem’s optimal solution.
Removing the {x}* from RS® and RDS yields the optimization
problem P1 by Equation 19:

Zm IRZS Zn IRES
max
{Pml’{Pn,m Zm:lpm + Zn:lpn

s.t. C1:RSS > RS

min

P1:

C2:RY® > RS
C3:p,, <
C4:pn,m S Pmax
C5:P, <P, (19)
where, the sub-parameters are defined by Equations 20, 21:
1 pmgm,U pmgm,e
slog|l+ o |- log| 1+ o —
anlpn,mgn,U + 02 anlpn,mgn,e + 02
(20)
M
liln)s = Z log [ 1+ in’mgn’n
m=1 pmgm,n + Zi’ll — 1pn’,mgn’,n + 0—2
n' +n
M
- Z log | 1+ gn,mgn,e (21)
= 7
m=1 pmgm,e+zn’ — 1pn’,mgn’,e+
n'#n

It is challenging to immediately find the optimal solution
for the nonlinear, nonconvex optimization problem PI1. In
order to solve the optimization problem, an internal and
external iterative optimization technique that combines the
Dinkelbach algorithm and the convex approximation algorithm

is provided.
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3 Algorithm description
3.1 Dinkelbach algorithm

The Dinkelbach approach has strong convergence and is
frequently used to address the nonlinear fractional programming
issues. Thus, the optimization problem P1 is processed in this study
using the Dinkelbach method [22].

The optimal network secrecy efficiency is expressed by
Equation 22:

M xCs NN 5DS
q* - max Zm:lRm + Zn:lR"
{p}eP M N
’ Zmzlpm + anlpn
where p represents the optimization variables P, and P, ,, and P
represents the feasible solution set that satisfies constraints C1 to C5.

As can be seen from Ref. [22], with the help of the
auxiliary variable ¢, the optimization problems P1 and P2 may be

(22)

interchangeable, which is expressed by Equations 23, 24:

P2:max f{p,q}
{p}

s.t. CL:RSS > RS

min

C2:R>S > RDS

min

C3:p,, <P

max

Cap, <P

max

C5:P, <P, (23)

max

where,
M

M N N
o2 Y RS+ ZRBS—LFI Pm+ZPn} (24)
m=1 n=1 m=1 n=1

Clearly, f(p,q) is a linear, monotonically decreasing function of
the variable g.

The optimal network secrecy efficiency g is initially unknown but
can be obtained using the Dinkelbach algorithm. Specifically, first, an
initial strategy for spectrum reuse and power control that satisfies the
constraints is chosen, and the initial secrecy efficiency ' is calculated,
where the superscript (-) indicates an iteration of the algorithm. The
related ideal resource allocation strategy and secrecy efficiency value
are then obtained by solving the optimization problem P2 after setting
g =q". Similarly, in each subsequent iteration, the secrecy efficiency
value obtained from the previous iteration is used to update the g
value, and the corresponding optimization problem is solved. After
multiple iterations, the g value will converge to the optimal network
secrecy efficiency g of optimization problem P1, and g* satisfies

{n}a:}g f(p,g") = 0. The iteration precision parameter is set to ¢, and
Pi€
the total number of iterations is denoted by T7**. The Dinkelbach

algorithm is shown in Algorithm 1.
3.2 Convex approximation algorithm

The key to Algorithm 1 is solving the optimization problem P2.
It is a non-convex optimization problem. It may be approximated as
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Initialize: ¢@, {p,}® and {p,,}

1: while Z<T7 || |¢¥-q%|>e; do

2: Let g=¢®, solving optimization problem P2, we
obtain {pm}(zﬂ)‘ {pnm}(zﬂ)

M pCS(z+1)  oN  DS(z+1)
(z+1) — ol +2n1Rn

3 q ZM,W P;(WZH)*'ZNq P(HZH)
4: end while )
Output: optimal network secrecy efficiency q*:q(z)

and the spectrum reuse and power control strategies

Algorithm 1. Dinkelbach schem.

a geometric programming issue because of its comparable nature. To
simplify writing Equation 25 is defined as follows:

N
C{pum}] = D PumBuy + (25)
n=1

Then the objective function of P2 can be written as Equation 26:

u P8y < P A P
max log41+ —— ¢+ - ) logq1 - log41+ ————
W2 j{ ] }g B [{P}]}zz g{ ) (26)
Zlmzx g{l D[{pm},{pn,‘m}]} qmzzl{np } qzl n,nzzlp’ :

Since both CIZ%:chir

N
and gq),_ 2P
eliminated from the objective function of optimization problem

. are constants, they are
P2. Additionally, the objective function is further converted into a
product form by using the characteristics of logarithmic functions.
As a result, optimization problems P2 and P3 are interchangeable.

The objective function of optimization problem P2 is eliminated.
Additionally, the objectrve function is further converted into a
product form by using the characteristics of logarithmic functions.
As a result, optimization problems P2 and P3 are interchangeable. It
is expressed by Equation 27:

Pl Pund 2t | CPmt] + P

e

s.t. CL:RSS > RS

min

P3:

C2:RDS > RDS

min

C3:p,, <P

max
C4:pn‘m < P

C5:P, <P,

max

27)
To further simplify writing, Equations 28, 29 are expressed as:

A [{pub {Pumt] = Cl{Pumt] + P8y (28)

dp[{pb {umt] = D0} {Pw ] + P (29)

Furthermore, the function ui[{pm}’{pn,m}] is defined as
the i-th monomial of the positive term dc[{pm},{pn,m}], the
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function v; [{p {pn)m}] as the j-th monomial of the positive term
dp [{p,}- { nm}] the function [23], H nm}] as the i-th monomial
of the positive term, C[{p,, ,}|, and the function ¥, [{p bAP ]
as the j-th monomial of the positive term, D[{pm} {pn,,m}] It is

expressed by Equations 30-37:

dp[{p} {umt] = {0} {Pnn}] (30)
dp {1 {um}] = 8[{o} {n}] (31)
C[{pnm}] zf[{ nm}] (32)
[{P } { n' m}] z [{p,m}’{pn’,m}] (33)
where,
a3 APunt] _HI{MF (34)
B
gl{onh {Pumt] = nf{%j{pm”} (35)
-1 L2 g
) 8
glip ) {pun}] = HJ{M} (37)

where «;, B, &;, and Bj are constants calculated from the optimal
resource allocation result obtained in the previous iteration, and are
expressed as follows by Equations 38-41:

, J6-D (1)
0 o) "”’”}(H)] (38)
de[ 1o} o} ]
(t-1) (1)
0. vl ie.) ,{pn,m}w] )
de[ 1P} o}
&f,) u; Hpn m}](t_ll) (40)
C[{pnn]
5.[p, 10 1)) , 1D
A;t) _ j[{pm p” ,m} — ] (41)
Do} P} ]
Clearly, f[{Pm}>{ n)m}]’g[{Pm}’{ nm}]’f[{ an and

g[{pm},{pn,,m}] are all products of monomials, and are therefore
monomials.

For the exponential term of the objective function P3, a first-
order Taylor approximation near 0 is used, which is defined by
Equations 42, 43:

Mo, M q
]_[2?"*":1_[{1+<—1n2>pm} (42)
m=1 m=1 n
N TIM 2. _TIN TIM g
anll_[mzlzv - nnzlnmzl{l +(Eln2)‘0”rm} (43)
In conclusion, it is possible to approximate the

optimization problem P3 as the optimization problem P4. It is
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Initialize: ¢@,{p,}® and {p,,}©

1: while t<T3® or |g¥-q¢""|>e, do

2. Given ai), B;), "(lt), B;t), solve P4, we get
P} ?, {pnn}® and g
3: Calculate a!"", BE.“” g\, Bm) based on
Equations 41-44
4: end while
Output: optimal network secrecy efficiency g =q® at
this time, as well as the spectrum reuse and power

control strategies

Algorithm 2. Convex approximation schem.

expressed by Equation 44:

M

{ C[{pam]
Al Apun}]
Cl{pumt] + Pime

|
f[{ nm}]
l_[n 1“,,, I{M

gl (o {Panl] }
Do 1w nd] + Puntine
e R
xn{l+< ln2>pm]>
XHH lnm 1{1+< 1n2>pnm}
s.t. C1:RSS > RS

min

P4
{Pud AP} m=1

M

<1

m=1

|

DS DS
C2:RDS = RDS

C4:Pn,m < Pmax

C5:P, <P,

n — = max

(44)

In optimization problem P4, the objective function is a product
of positive terms, which is still a positive term. The functions in the
inequality constraints are all positive terms. Therefore, optimization
problem P4 is a geometric programming problem. Although
geometric programming issues are not convex optimization
problems, they may be transformed into convex geometric
programming problems by substituting variables and transforming
the objective and constraint functions in an identical way [24].
The CVX toolbox in MATLAB can directly convert geometric
programming problems into convex geometric programming
problems and solve them. The iteration accuracy parameter is set to
€,, the maximum number of iterations is set to 75'**, and the convex
approximation scheme is discussed in Algorithm 2.
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FIGURE 2
Resource allocation algorithm flowchart.
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3.3 Resource allocation algorithm design

Figure 2 depicts the flow of the resource allocation method.
In particular, the original nonlinear fractional programming
problem PI is converted into an equivalent subtraction form
using the Dinkelbach technique. Ultimately, internal and external
iterative optimization is used to determine the best resource
allocation plan.

The final resource allocation algorithm with internal and
is shown in

external iterative

Algorithm 3.

optimization

4 Computational complexity analysis

The proposed algorithm mainly comprised of two parts: the
Dinkelbach scheme and the convex approximation algorithm.
The computational complexity of the Dinkelbach scheme is
related to the iteration accuracy and the number of users [22],
ie, O{l/e;log[M+N]}, where M is the number of cellular
users and N is the number of D2D users. The CVX toolbox
solves the convex optimization problems based on the original
dual interior point method [24]. Let the accuracy of CVX
processing data be &, and its complexity be O{{MN}® log[1/e]}.
Therefore, the total computational complexity is the product
of Dinkelbach algorithm complexity and the CVX optimization
algorithm, i.e., O{l/ef T’Z‘”"(MI\T)3 log (1/€)log [M + N]}. It should be
noted that the parameter 7)™ is included in this complexity which
represent the total number of iterations for convex approximation
scheme.
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Initialize: CSI, number of users, g, &, T/, T)*,

RS s Rosns Praxs 0% Peier 0, @90 {0}, {pnp)®

1: while Z<T7® || |[¢¥-q“|>e, do

2: Let gq=qg®

3: while t<T3® or |¢®-q¢*|>e, do

4: Calculate a(lm), Bgm), dgm), B(JM) based on {p,}*
and {p,,}*

5: The optimization problem P2 is
approximated as P4

6: Solve f%r P4 to ci/btain {pm}“;” and {/,avn,m}(“”

ACS(t+1 ADS(t+1 +1 DS(t+1
7. q(rm:{m; st )+n;Rn( )}/{m; Pt >+n;Pns<r >}
81 b} = o}, {Pnal” = (Pl

9: end while
10:
11
Output: optimal network secrecy efficiency g =q®

Calculate g2V based on {p,}" and {p,,}"
end while

along with the spectrum reuse and power control
strategies

Algorithm 3. Resource allocation scheme with internal and external
iterative optimizatio.

5 Simulation results
5.1 Configuration

The coverage radius of the cell is set to 500 m. Eve, D2D pairs,
and cellular users are distributed at random across the cell, with the
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TABLE 2 Simulation parameters.

10.3389/fphy.2026.1964844

Parameter Value

Number of cellular users and D2D pairs MN 1~8, 1~8
UAV altitude h 100~1,000 m
Max transmission distance of D2D users d,, , 25m

Path loss between ground users and UAV's

[12.08, 0.11, 1.6, 23]

Carrier frequency f, of {a. . 1, o5 intos)

2.4 GHz

Path loss parameters (G',¢') between D2D pairs

{1.58x107%,4}

Path loss between cellular users, eve, and D2D pairs at the receiver (G, &)

{1.55x107%,3.76}

Channel gains corresponding to shadow fading: &, , &1 s & &1e8n N~ (0,5)
Cellular user min secrecy rate RS 1 bps/Hz
D2D pair min secrecy rate Ro° 1 bps/Hz
Max power for cellular users and D2D pairs P, 1w
Gaussian white noise o> -121.45 dBm
Power amplifier efficiency factor % 0.35

The device’s circuit power consumption P, 0.1W
Convergence thresholds ¢, ¢, 0.1
Dinkelbach algorithm iterations 77" 30

The number of iterations 75" in the convex approximation algorithm 15

UAV base station situated in its center. The path loss parameters
(G,&) between the D2D pairs in a densely populated area are
set to {1.58x 1071°,4}, whereas the path loss parameters (G’,&')
between the cellular users, Eve, and the D2D pair receivers are set
to {1.55x 107'%,3.76}. According to [20], the path loss parameters
{ot. B 111 050 Tinros) Detween the ground users and UAVs can be set
to {12.08,0.11,1.6,23}. Table 2 displays the particular simulation
parameter settings.

5.2 Algorithm performance evaluation
5.2.1 Iterative convergence

When the number of cellular users M rises from 1 to 8 and
the number of D2D pairings N is fixed at 4, Figure 3a illustrates
the convergence of the suggested method. When the number of
cellular users M =4 and the number of D2D pairs N rises from 1
to 8. Figure 3b illustrates the convergence of the suggested method
where the number of cellular users M is fixed at 4 and the number
of D2D pairs N rises from 1 to 8. Figures 3¢,d illustrate how the
number of iterations needed for convergence varies with changes in
the number of cellular users M and D2D pairs N, respectively. Out
of 20 simulations, the number of iterations needed for convergence
has the highest frequency. In every simulation, the locations of Eve,
D2D pairs, and cellular users are created at random. It is important
to note that the simulation results in Figures 3a,b are from one
of the 20 simulations, and the number of iterations needed for
convergence in this simulation is the same as the number shown in
Figures 3¢,d.
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The convergence and TSEE vary based on the quantity and
distribution of cellular users M and D2D pairings N, as seen in
Figures 3a,b. The number of iterations needed for convergence rises
with the number of users, regardless of whether the number of
cellular users M is fixed and the number of D2D pairings N fluctuates
or vice versa, as Figures 3c,d demonstrate. This suggests that the
number of users and the complexity of the algorithm are correlated,
although the growth rate of the algorithm is comparatively
sluggish.

5.2.2 Performance comparison of different
algorithms

The performance of the proposed method is verified by
comparing it to the following algorithms.

1. Particle swarm optimization (PSO) algorithm [25]. Each
search particle’s location, which corresponds to a fitness
value established by the network secrecy energy efficiency,
provides a workable solution to the issue (i.e., power control
and spectrum reuse approach). By consulting the location of
the particle with the highest fitness value, the search particle
modifies its own position and velocity. It then iteratively
determines the best option.

Random Spectrum and Power Allocation (RSPA) Algorithm.
This algorithm randomly allocates resources while meeting
certain constraints.

The algorithm found in [17]. Strategies for power regulation
and spectrum reuse are optimized. The optimization

frontiersin.org
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objective is to maximize D2D communication’s energy
efficiency while guaranteeing that cellular users’ and D2D
pairs’ transmission and secrecy rates satisfy the necessary
standards. Power regulation and channel allocation are
the two subproblems that make up the optimization issue.
Iterative optimization based on the Dinkelbach algorithm,
the Lagrange dual technique, and the Kuhn-Munkres
algorithm yields the ideal solution.

4. Cellular User Secrecy and Energy Efficiency Maximization
(CSEEM) Algorithm. With the goal of maximizing cellular
user secrecy and energy efficiency, the spectrum reuse and
power control strategies are optimized, while ensuring that
the transmission rate and secrecy rate of all cellular users and
D2D pairs meet the requirements.

The proposed algorithm, PSO algorithm, RSPA algorithm, the
algorithm in Ref. [17] and the algorithm based on CSEEM were
compared under the same scenario. The TSEE comparison of
different algorithms is shown in Figure 4. Among them, the result
of PSO algorithm is the average of the results obtained from 20
simulations under the same scenario.
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FIGURE 4

Comparison of TSEE using different algorithms with different
combinations of cellular users M and D2D pairs N.

As shown in Figure 4, the proposed algorithm performs better
in improving the network secrecy efficiency, followed by the
algorithm in [17] and the PSO algorithm, while the algorithm
based on cellular user secrecy efficiency maximization and the RSPA
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Comparison of TSEE of algorithms under increasing number of
iterations

algorithm perform the worst. The PSO method performs poorly
because it is dependent on the parameter values and is prone to
becoming caught in local optima. The optimization objective of the
algorithm in [17] is to increase the D2D communication efficiency,
but it also converts the non-convex optimization issue into a convex
optimization problem for solution. The approach is somewhat less
effective in increasing network secrecy efficiency than the technique
in this study, according to simulation data. This is because D2D
has a shorter communication distance and a higher transmission
rate. Through the resource allocation algorithm, it can achieve a
much higher secrecy rate than cellular users with lower power
consumption than cellular users. Therefore, D2D communication
efficiency has a greater impact on TSEE, and the two are positively
correlated. The algorithm based on cellular user secrecy efficiency
maximization aims to maximize cellular user secrecy efficiency. The
findings demonstrate that increasing cellular user secrecy efficiency
comes at the expense of significantly lowering D2D transmission and
secrecy rates, which also lowers TSEE.

Additionally, the TSEE of the suggested algorithm shows that
when the total number of cellular users and D2D pairs is equal,
the TSEE is higher when there are more cellular users than there
are D2D pairs than when there are fewer cellular users. This is
because, in the former case, D2D pairs have relatively more reusable
spectrum resources compared to the latter. Although spectrum
reuse inevitably leads to co-channel interference, spectrum reuse
and power control strategies can be employed to mitigate this
interference, thereby achieving a higher secrecy rate with lower
transmit power. This also demonstrates the effectiveness of the
proposed algorithm in optimizing spectrum reuse and power
control strategies, mitigating interference, and improving network
secrecy efficiency.

Figure 5 compares the TSEE of the proposed and existing
algorithms under increasing number of iterations. As can be seen
from Figure 5, the TSEE of all algorithms increases with increasing
number of iterations. Furthermore, the proposed algorithm achieves
better TSEE for less number of iterations as compared with RSPA,
PSO, Ref. [17] scheme and CSEEM scheme, which further validated
its effectiveness.
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5.2.3 Impact of UAV altitude on network
performance

The ratio of total secrecy rate to total power consumption
for all cellular users is known as cellular communication secrecy
efficiency (CSEE), while the ratio of total secrecy rate to total power
consumption for all D2D pairs N is known as D2D communication
secrecy efficiency (DSEE). The UAV altitude was changed with the
number of cellular users M and D2D pairings N being {3,1}, {3,2},
{3,3}, {3,4}, and {3,5}, respectively, in order to examine the effect of
UAV altitude on TSEE, CSEE, and DSEE. The suggested algorithm
was used to run simulations, and Figure 6 displays the results.

Figure 6a shows that when the number of cellular users and
D2D pairings is {3,2}, the TSEE tends to expand first, then decrease,
and then stabilize. When the number of cellular users and D2D
pairs is {3,1}, {3,3}, and {3,4}, the TSEE exhibits a trend of first
dropping, then growing, and finally stabilizing. When the number
of cellular users and D2D pairings is {3,5}, the TSEE gradually
increases until stabilizing. This is because variations in UAV altitude
have distinct effects on different places, as well as differing numbers
of cellular users and D2D pairings. The TSEE may initially rise
and then fall, or it may rise and then fall before stabilizing. The
CSEE often exhibits a tendency of initially rising, then falling,
and eventually stabilizing, as seen in Figure 6b. This is due to the
fact that when UAV altitude increases, the air-to-ground channel
gain initially rises and then falls. The CSEE exhibits an improving
trend because cellular users can fulfill the minimum secrecy rate
requirement with a lower transmit power as the air-to-ground
channel gain rises. As shown in Figure 6¢, the DSEE variation,
which is defined in this article as the percentage of the absolute
value of the difference between the greatest and lowest values within
the observation range to the final stable value, is not significant.
This is due to the fast transmission rate and small distance of
D2D communication. Despite being impacted by interference from
cellular users and other D2D pairs due to spectrum reuse and
cellular users changing their transmission power with changes in
UAV altitude, D2D communication can achieve a high secrecy rate
by allocating resources appropriately and the interference changes of
cellular users have little effect on it.

Figure 7 compares the performance of the proposed and
existing algorithms under different parameters. In Figure 7a, the
performance of the secrecy rate of algorithms is evaluated under
maximum transmit power P, .. As can be seen from Figure 7a,
the secrecy rate of all algorithms increases with increasing
P ... However, the proposed algorithm has improved secrecy
rate over the existing algorithms, which further validated the
effectiveness. In Figure 7b, the TSEE of the algorithms is compared

under increasing P,...

It is worth notable that the proposed
algorithm has higher TSEE as compared to existing algorithms for
every value of P, ..

6 Conclusion

A
communication

UAV-assisted D2D
passive

resource allocation strategy for

networks  under eavesdropping
circumstances was examined in this research. A combination

optimization of spectrum reuse and power management techniques
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The impact of UAV altitude on TSEE, CSEE, and DSEE. (a) TSEE variation with UAV altitude; (b) CSEE variation with UAV altitude; (c) DSEE variation with
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Impact of transmit power on the algorithms performance. (a) Secrecy rate under P,,,; (b) TSEE under P, ..

was carried out with the goal of maximizing network secrecy  suggested an internal and external iterative optimization technique
efficiency while taking into account the limitations of minimum

secrecy rate and maximum transmit power. Since this optimization

that combined a convex approximation approach with the
Dinkelbach algorithm. The usefulness of the suggested method in

issue was nonlinear and nonconvex, it was challenging to find  enhancing secrecy efficiency, reducing interference, and optimizing

a straightforward analytical solution. Consequently, this work  power control and spectrum reuse schemes was confirmed by
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simulations. Additionally, the effect of UAV altitude on network
secrecy effectiveness was assessed.

The proposed research was based on optimal channel state
information and accurate user location information. However, in
practical UAV communication networks, obtaining optimal channel
state information and accurate location information is very difficult
due to link latency, the dynamic flight of UAVs, and the passive
nature of eavesdroppers. Therefore, future research would focus on
UAV-assisted network secrecy communication technologies under
conditions of imperfect channel state information and user location
information.
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