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Abstract

Enterprise infrastructure operators face a critical challenge in prioritizing post-quantum
migration, as quantum-related risk is not uniformly distributed across data in transit, in use,
and at rest. Existing assessments rely on system-level evaluations or protocol-specific anal-
yses, which do not capture the heterogeneity of exposure across infrastructure layers. This
paper extends the Quantum-Adjusted Risk Scoring (QARS) model introduced in into an
evidence-based, layer-specific framework that evaluates in-transit, in-use, and at-rest data
separately. QARS applies a unified five-factor scoring framework separately to each data
state and introduces a quantum-vulnerability attenuation mechanism grounded in Grover-
bounded residual security that prevents overstating urgency for non-Shor-vulnerable
symmetric protection. Observable host-level evidence determines the binary and ratio
descriptors used by the model, while the fixed affine mapping coefficients are treated as
transparent semi-quantitative calibration parameters. These coefficients are documented
separately and subjected to coefficient-level sensitivity analysis to evaluate whether the re-
ported layer ordering depends on their nominal values. The model is demonstrated through
an illustrative controlled experiment using real infrastructure observations. Strengthening
storage protection reduces the aggregate system risk from 0.707 (high) to 0.414 (moderate),
a 41.5% reduction. However, the maximum-layer score remains high (0.657), indicating
that the transport layer continues to dominate migration urgency. Sensitivity analysis
confirms that the dominance of the transport layer is stable under wide perturbations of the
calibration parameters. These findings demonstrate that risk reduction in one layer does
not eliminate overall exposure but shifts the dominant vulnerability. By distinguishing
between overall system posture and the most critical remediation priority, QARS supports
infrastructure operators in identifying high-risk components and planning structured,
evidence-based post-quantum migration.

Keywords: post-quantum cryptography; quantum risk assessment; critical infrastructure
security; evidence-based scoring; encrypted storage; risk prioritization

1. Introduction
The prospect of large-scale quantum computing has transformed post-quantum cryp-

tography from a long-range research concern to an immediate infrastructure planning
problem. Shor’s polynomial-time algorithms for integer factorization and discrete loga-
rithms [1] render every widely deployed asymmetric primitive based on RSA, finite-field
Diffie–Hellman, and elliptic-curve cryptography insecure once a cryptographically relevant
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quantum computer (CRQC) becomes available, while Grover’s quantum search algo-
rithm [2] delivers only a square-root speed-up against unstructured symmetric primitives,
leaving AES-256 and AES-128-XTS with effective post-quantum security levels of approxi-
mately 128 and 64 bits per block, respectively. This asymmetry between Shor-vulnerable
public-key mechanisms and Grover-bounded symmetric primitives is the cryptographic
basis for differentiated migration urgency across data layers, but it is rarely reflected in
current organizational risk-assessment practice.

The shift toward concrete migration planning became more tangible with the publi-
cation of NIST’s first post-quantum standards, such as FIPS 203 for ML-KEM, FIPS 204
for ML-DSA, and FIPS 205 for SLH-DSA, which established a deployable baseline for
systems that currently depend on public-key primitives vulnerable to quantum attack [3–5].
The wider NIST PQC project provides a broader standardization context [6]. Complemen-
tary national and international guidance now extends these primitives into operational
migration playbooks: the NCCoE practice guide on Migration to Post-Quantum Cryptogra-
phy (NIST SP 1800-38) [7], the ETSI repeatable framework for quantum-safe migrations
TR 104 016 [8], the prior ETSI staged-migration recommendations TR 103 619 [9], the NSA
Commercial National Security Algorithm Suite 2.0 [10], NIST SP 800-131A on cryptographic
transitions [11], and the UK NCSC migration timelines [12] all converge on the same con-
clusion: cryptographic discovery and prioritization, rather than algorithm selection, is
the critical bottleneck for organizational readiness [13]. Yet, the existence of standardized
algorithms and structured migration frameworks does not, by itself, tell operators where
migration should begin in a heterogeneous estate. Enterprise and national infrastructure
environments are rarely cryptographically uniform [14,15]: some services expose trans-
port channels to public networks, some process short-lived operational state in memory,
and others retain data whose confidentiality must be preserved for many years. Conse-
quently, post-quantum exposure should be assessed separately across transport, runtime,
and storage contexts because these contexts rely on distinct protocol, in-use protection,
and storage protection mechanisms [16,17].

Existing work in this area can be understood in the following broad strands. The first
focuses on algorithm standardization and deployment readiness [6,13], establishing the
cryptographic primitives and migration sequencing that can support a post-quantum transi-
tion. The second concerns secure communication protocols, especially TLS and SSH, which
remain foundational to transport security in enterprise environments [18–20]. The third ad-
dresses platform- and system-level protection of operational and stored data; for example,
Redis documentation covers TLS-based in-transit protection [21] and persistence/at-rest
behavior [22]. Post-quantum transition studies examine their overhead, authentication,
hybridization, and deployment feasibility [23,24]. A fourth, organizationally oriented
strand has emerged around crypto-agility and bill-of-materials approaches, including
CARAF as a 5D risk assessment framework [25], a crypto-agility maturity model [26],
and OWASP CycloneDX Cryptography Bill of Materials (CBOM) for cryptographic asset
inventory [27]. Together, these strands provide the technical and procedural foundations
for migration. However, they do not fully resolve a practical assessment gap: organizations
still lack a concise, evidence-based method for comparing post-quantum exposure across
different data states within the same infrastructure. CARAF [25] provides a qualitative
ordinal risk model but does not separate exposure by data state; ETSI TR 104 016 [8] pre-
scribes a procedural framework but does not produce a layer-resolved numerical score; and
NIST SP 1800-38 [7] concentrates on cryptographic discovery and interoperability rather
than risk quantification.

This gap is not merely theoretical. In operational practice, migration readiness is
often judged at the level of an application, host, or service inventory [13,14]. Such coarse
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assessment can obscure important differences between a publicly reachable legacy trans-
port surface, a tightly controlled in-memory processing component, and a storage layer
protected by strong symmetric encryption. Treating all of these layers as if they carry the
same quantum urgency may lead to distorted priorities. Exposed communication channels
that still depend on legacy public-key mechanisms can create urgent interception and
delayed-decryption risk–also known as “harvest now, decrypt later” attacks [28]–whereas
at-rest data protected by contemporary symmetric controls should not necessarily be as-
signed the same level of post-quantum urgency because Grover’s algorithm degrades but
does not break appropriately keyed AES [2]. Confidential-computing mechanisms provide
a separate class of in-use isolation [23,29]. The central problem addressed in these papers is
therefore how to construct a risk model that captures these differences without losing the
ability to compare them at the system level.

This problem is especially important for enterprise and critical infrastructure op-
erators, where service continuity, regulatory obligations under regimes such as the EU
NIS2 Directive [30] and the EU Cyber Resilience Act, and limited modernization resources
require defensible prioritization [31–34]. A model that overstates the urgency of already-
protected layers may divert effort away from more vulnerable components, while a model
that hides transport exposure behind aggregate system labels may delay the remediation
of the true bottleneck. For post-quantum migration planning to be operationally use-
ful, it must distinguish between total system posture and the most urgent unresolved
layer, and it must ground its conclusions in observable infrastructure evidence rather than
abstract assumptions.

To address this need, this paper extends the Quantum-Adjusted Risk Scoring (QARS)
model originally introduced in [35]–which formalizes post-quantum risk along the timeline,
sensitivity, and exposure dimensions–into a layer-resolved, evidence-based framework
spanning three principal data states: in transit, in use, and at rest. The novelty of this work
lies in the following:

1. The proposed method evaluates each data state layer separately while retaining a
common scoring logic, allowing transport, processing, and storage to be compared
without collapsing their distinct security properties.

2. The model derives its parameters from concrete host evidence, including ex-
posed services, legacy protocol conditions, weak-cipher observations, runtime con-
trols, proxy wrapping, and disk encryption status, rather than from synthetic
laboratory assumptions.

3. This study introduces a quantum-vulnerability attenuation term, grounded in Grover-
bounded residual security, for cases in which the dominant protection is symmetric
and therefore not directly susceptible to Shor-type compromise. This avoids over-
stating the post-quantum urgency of protected storage relative to legacy public-key
communication channels.

4. This paper reports both a weighted aggregate score and a maximum-layer score,
thereby separating overall risk posture from immediate remediation priority.

5. The model’s calibration parameters (TQ, TB, attenuation coefficients α and β, ag-
gregation weights, and risk thresholds) are subjected to one-at-a-time and multi-
dimensional sensitivity analysis, and the results are compared side-by-side with
CARAF [25], ETSI TR 104 016 [8], NIST SP 1800-38 [7], the Mosca timeline
argument [28], and CycloneDX CBOM [27].

This research is guided by the following research questions:

• RQ1: Does a layer-specific, evidence-based scoring model provide a more meaningful
characterization of post-quantum exposure than a uniform system-level assessment?
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• RQ2: How does the system-level score change when the at-rest layer is hardened
with LUKS2-backed symmetric protection while the in-transit and in-use layers
remain unchanged?

• RQ3: Does such hardening change the dominant migration priority, or does transport
exposure remain the principal bottleneck?

These questions connect cryptographic modernization to operational decision-making.
They help determine not only whether a control reduces risk but also where limited
remediation efforts should be directed first.

Accordingly, this paper extends the canonical quantum-adjusted scoring formula-
tion associated with the Mosca timeline argument [28,36] and the CARAF threat-vector
decomposition [25] by incorporating an attenuation mechanism for cases in which sym-
metric protection constitutes the dominant security control. It also establishes an auditable
mapping between host-level observations and layer-specific parameters, including confi-
dentiality duration, migration effort, sensitivity, and exposure. The proposed solution is
demonstrated through an illustrative case study spanning transport, processing, and stor-
age conditions, and its parameter sensitivity is examined across the calibration ranges
discussed in Section 6.5. Statistical generalization to a production estate is identified as a
limitation and a direction for future work within enterprise infrastructure. By reporting
both aggregate and maximum-layer scores, this work provides complementary perspec-
tives that enhance strategic risk communication while supporting the prioritization of
near-term remediation actions.

The remainder of this paper is organized as follows. Section 2 reviews related work
on post-quantum migration, infrastructure security assessment, and protection mecha-
nisms across data states. Section 3 presents the proposed Quantum-Adjusted Risk Scoring
(QARS) methodology, including the canonical scoring model, the quantum-vulnerability
attenuation mechanism, the evidence-to-feature mapping process, and the system-level
aggregation logic; the differentiation of QARS from prior frameworks; the calibration of
central parameters; and the treatment of cross-layer interdependencies. Section 4 describes
the source data and the host-level evidence extracted for the experimental evaluation,
including the treatment of measurement uncertainty. Section 5 explains the experimental
design, the compared scenarios, and the reproducibility artifacts. Section 6 reports the eval-
uation results, including layer-level scores, system-level scores, sensitivity analysis, and a
comparative analysis against existing frameworks. Section 7 discusses the implications of
the results for post-quantum migration planning in enterprise infrastructure, including an
operational transport-layer modernization plan and the ceiling effect of the clip operator.
Finally, Section 8 concludes this paper and outlines directions for future work.

2. Related Works
Research relevant to quantum-adjusted infrastructure risk assessment spans several

interconnected domains, including post-quantum migration management, protocol-level
transition to quantum-safe communication, critical infrastructure cyber-risk modeling,
and mechanisms for protecting data across their lifecycle. While each of these areas has
advanced independently, the literature does not yet provide a unified, evidence-based
framework for evaluating post-quantum exposure across data in transit, in use, and at rest
within operational environments (Table 1).
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Table 1. Comprehensive mapping of related work to data layers and risk-relevant factors.

Research Area References Data Layer Key Factors Addressed Limitations for QARS

Post-quantum migration
and crypto-agility [14,15,26,28,37,38] Cross-layer

Migration effort (Tmig),
governance, crypto-agility
maturity, dependency tracking,
lifecycle management,
system coordination

No quantitative scoring; does
not separate transit, in-use,
and at-rest exposure

Protocol-level
transition (TLS/SSH) [18–20,39–44] In-transit

Public exposure (E),
protocol legacy, handshake
overhead, hybrid
authentication, interoperability,
deployment feasibility

Focused only on transport;
no cross-layer comparison

Critical infrastructure
risk and resilience [31–34] Cross-layer

Sensitivity (S), cascading
failures, interdependencies,
resilience, operational impact,
system-wide consequences

Not post-quantum specific;
lacks cryptographic-
layer differentiation

Runtime protection and
confidential computing [23,24,29,45] In-use

Runtime exposure (E),
execution isolation, trusted
environments, access control,
secure computation,
data-in-use protection

Does not integrate with
transport or long-term
storage risk

Storage security and data
lifecycle protection [46] At-rest

Confidentiality duration
(Tcon f ), persistence, secure
storage, deletion guarantees,
lifecycle protection

No post-quantum
differentiation; no
system-level comparison

A first line of work focuses on post-quantum migration planning and crypto-agility.
Nethen et al. [14] proposed a structured migration management process for transition-
ing from classical to post-quantum cryptography, emphasizing governance, asset inven-
tory, and phased deployment. Similarly, Malina et al. [15] examined the deployment of
quantum-resistant mechanisms in intelligent infrastructures, highlighting challenges re-
lated to heterogeneity, interoperability, and operational continuity. Complementary work
on crypto-agility maturity models further emphasizes that migration readiness depends
not only on technical capabilities but also on organizational processes and lifecycle man-
agement [26,37]. Additional studies highlight the importance of dependency tracking and
system-wide coordination when migrating cryptographic infrastructures [28,38]. These
studies demonstrate that migration is a system-level problem requiring coordination across
protocols, platforms, and services, but they do not provide quantitative mechanisms for
comparing risk across infrastructure layers.

A second research stream investigates protocol-level implications of post-quantum
cryptography, particularly for TLS and SSH. Early work quantified the overhead introduced
by post-quantum primitives in secure communication protocols [18], while subsequent
studies evaluated performance and feasibility in modern implementations [19], embedded
systems [39], and resource-constrained environments [40]. Other contributions explored
transition mechanisms such as hybrid authentication through mixed certificate chains [41]
and techniques to reduce certificate overhead in post-quantum TLS [42]. TPM-assisted
approaches have further demonstrated the feasibility of integrating post-quantum au-
thentication into hardware-supported environments [43]. Additional studies emphasize
interoperability challenges and the need for hybrid cryptographic schemes during transition
phases [20,44]. Although this body of work provides detailed insights into performance and
deployment trade-offs, it typically focuses on individual protocols rather than system-wide
exposure across multiple data states.
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A third body of literature addresses cyber-risk and resilience in critical infrastructure.
Carvalho et al. [31] introduced an impact assessment framework that models the cascad-
ing effects of cyberattacks on critical systems, while Segovia-Ferreira et al. [32] surveyed
resilience strategies for cyber-physical systems, emphasizing the need for metrics that
support preparedness, absorption, and recovery. Additional research highlights cascad-
ing failure effects and interdependency modeling as central to understanding systemic
cyber-risk [33]. Studies on interdisciplinary risk assessment further demonstrate that in-
frastructure risk must incorporate operational, technical, and organizational dimensions
simultaneously [34]. These approaches extend risk analysis beyond isolated vulnerabilities
toward system-level consequences, but they are not tailored to post-quantum threats and
do not explicitly distinguish between transport, runtime, and storage exposure.

A fourth research direction focuses on the protection of sensitive data during pro-
cessing and storage. Recent work on confidential computing has explored the trade-offs
between cryptographic protection and trusted execution environments for securing data in
use [23]. Systematization studies have further demonstrated how confidential computing
can support secure data processing and machine learning workloads [24,45]. Enclave-based
architectures and secure execution environments provide controlled access to sensitive
datasets while reducing exposure during computation [29]. In parallel, earlier foundational
work on secure storage and deletion highlights the importance of long-term confidentiality
guarantees and data lifecycle control [46]. These studies are particularly relevant to the
in-use and at-rest dimensions of infrastructure security, as they highlight the importance
of isolation, access control, and encryption strength. However, they do not address how
such protections should be compared against transport-layer vulnerabilities or long-term
storage risks in a post-quantum setting.

The existing literature provides important foundations for post-quantum migration,
protocol engineering, infrastructure resilience, and data protection. Nevertheless, a key gap
remains: there is no concise, evidence-based framework that (i) evaluates post-quantum
exposure separately across data states, (ii) derives scoring inputs from observable host
conditions, and (iii) enables direct comparison between layers while accounting for differ-
ences in cryptographic vulnerability. The present work addresses this gap by introducing
a layer-specific, evidence-driven scoring model that integrates these perspectives into a
unified risk assessment approach.

3. Methodology for Quantum-Adjusted Risk Scoring Model
This section presents the proposed Quantum-Adjusted Risk Scoring (QARS) model for

evaluating post-quantum exposure across enterprise infrastructure. The model is designed
to capture the asymmetric nature of quantum-related risk across three data states: in transit,
in use, and at rest. The overall workflow of the model is illustrated in Figure 1, which
shows the transformation of raw host observations into layer-specific scores and aggregated
system-level risk metrics.

The Quantum-Adjusted Risk Scoring model was originally introduced in [35] as a
multi-factor extension of Mosca’s inequality formulated along three dimensions: timeline,
sensitivity, and exposure. The present work reuses the QARS name, the three-dimensional
decomposition, the weighted linear aggregation, and the Mosca-based time-budget ground-
ing without modification. Three elements are new relative to [35]: (i) the scoring func-
tion is applied separately to in-transit, in-use, and at-rest data, producing layer-resolved
scores rather than a single system-level score; (ii) a quantum-vulnerability attenuation
pair (α, β) is introduced to scale time-based and impact-based factors when the dominant
protection is Grover-bounded symmetric encryption; and (iii) the system-level output
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is reported as a dual metric (Qagg, Qmax) that separates overall posture from immediate
remediation priority.
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Figure 1. Workflow of the Quantum-Adjusted Risk Scoring model.

3.1. Model Overview

The proposed model follows a structured pipeline consisting of four main stages:
(i) evidence acquisition, (ii) feature extraction, (iii) layer-specific scoring, and (iv) system-
level aggregation. As shown in Figure 1, the process begins with the collection of observable
host-level evidence, including network exposure, protocol characteristics, runtime controls,
and storage configurations. This evidence is then transformed into normalized descriptors
that serve as inputs to the scoring model.

Each data layer is evaluated independently to preserve its specific security properties.
The resulting scores are subsequently aggregated to provide both a global system view and
a prioritization-oriented perspective of post-quantum risk.

3.2. Canonical Scoring Model

The present work expands the original three-factor QARS formulation in [35] into
a five-factor structure: the timeline dimension is split into a confidentiality duration factor
r1 and a migration effort factor r2, and a compliance penalty C is added. This expanded form
is then applied separately to each data layer, which is the principal extension introduced
here. The QARS model builds upon a canonical five-factor risk formulation, where each
layer score is computed as

Ql = clip[0,1](w1r1,l + w2r2,l + w3Sl + w4El + w5C), (1)

where r1,l represents the confidentiality duration factor, r2,l the migration effort factor,
Sl the sensitivity, El the exposure, and C a compliance-related penalty term. The clipping
operator ensures that the score remains within the interval [0, 1].

The temporal factors are defined as

r1,l = min

(
Tcon f

l
TQ

, 2

)
, r2,l = min

(
Tmig

l
TB

, 2

)
, (2)

where TQ denotes the assumed quantum threat horizon and TB represents the migration
buffer period.

The weight vector (w1, w2, w3, w4, w5) is selected according to a critical-infrastructure
profile and reflects the relative importance of time-based and impact-based risk components.
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Following the critical-infrastructure profile implemented in the materials, the weight
vector is

(w1, w2, w3, w4, w5) = (0.25, 0.20, 0.20, 0.20, 0.15). (3)

The planning constants are fixed at TQ = 12 years, TB = 3 years, and compliance penalty
C = 0.20.

3.3. Quantum-Vulnerability Attenuation

The attenuation mechanism described in this subsection is new in the present work
and has no counterpart in the original QARS formulation of [35], which does not distin-
guish between Shor-vulnerable and Grover-bounded protection. A key extension intro-
duced in this work is the incorporation of a quantum-vulnerability attenuation mecha-
nism. The model distinguishes between classical (quantum-vulnerable) and symmetric
(non-Shor-vulnerable) protection mechanisms. The inventory auto-evaluator attenuates
time-based factors by α and sensitivity/exposure factors by β whenever the dominant
mechanism is marked as qvuln = false, with nominal values α = 0.15 and β = 0.30.

The adjusted scoring function is defined as

Q̃l = clip[0,1]

(
w1αlr1,l + w2αlr2,l + w3βlSobs

l + w4βlEobs
l + w5C

)
(4)

with

(αl , βl) =

(1.0, 1.0), classical or plaintext condition,

(0.15, 0.30), dominant symmetric protection condition.
(5)

This adjustment ensures that layers protected by strong symmetric encryption
(e.g., AES-based storage) are not assigned the same post-quantum urgency as layers relying
on quantum-vulnerable public-key mechanisms. Such adjustment is important for the
at-rest layer. A plaintext store remains fully exposed, whereas an AES-XTS-based LUKS2
layer should not inherit the same post-quantum urgency as an RSA- or ECDH-dependent
transport channel.

Cryptographic Rationale for α and β

The choice of α = 0.15 and β = 0.30 is grounded in the asymmetric impact of quantum
algorithms on symmetric versus asymmetric cryptography. Shor’s algorithm [1] reduces
the hardness of factoring and discrete logarithms to polynomial time, which renders RSA,
ECDH, ECDSA, and finite-field DH cryptographically broken once a sufficiently large
CRQC exists. Grover’s algorithm [2], by contrast, provides only a quadratic speed-up
against unstructured key search: a k-bit symmetric key offers an effective post-quantum
work factor of 2k/2 rather than 2k. For LUKS2 with the default aes-xts-plain64 cipher and
512-bit key material (interpreted in XTS as 2 × 256-bit halves) [7,11], the per-block AES-256
key retains an effective post-quantum security level of approximately 128 bits, which re-
mains comfortably above the 112-bit security floor recommended by NIST SP 800-131A [11]
and the CNSA 2.0 advisory [10]. Even AES-128 in XTS mode yields a Grover-bounded
floor of approximately 64 bits per block, which is below modern recommendations but
still does not collapse to a zero work factor; Grover’s algorithm is moreover difficult to
parallelize linearly because the quadratic speed-up degrades to

√
T across T machines,

sharply increasing wall-clock cost.
The two coefficients α and β encode this asymmetry through different components of

the canonical formula:

• α = 0.15 scales the time-based factors r1,l and r2,l . These factors capture the
quantum-relevant time horizon (confidentiality duration vs. TQ) and migration ur-
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gency (effort vs. TB). Because Grover’s algorithm does not collapse symmetric security
to a polynomial bound, the time-related migration pressure on appropriately keyed
AES-XTS volumes is dominated by hash and KDF replacement rather than by an
immediate decryption threat. Setting α to roughly one-sixth of the classical coefficient
reflects the residual time-based pressure attributable to long-tail effects such as key-
derivation algorithm transition (Argon2id parameter migration) and policy-driven
recryption windows.

• β = 0.30 scales the impact-based factors Sobs
l and Eobs

l . The larger residual reflects
the fact that symmetric encryption does not eliminate sensitivity- or exposure-driven
risk: side-channel attacks, key-management failures, and key disclosure through
cross-layer compromise (Section 3.11) remain pertinent even when the cryptographic
primitive is Grover-bounded. Setting β to roughly one-third of the classical coef-
ficient captures this irreducible residual while still distinguishing protected from
unprotected configurations.

The α < β ordering is therefore a direct consequence of the different threat surfaces
that the two factor families capture: time-based factors lose more of their post-quantum
salience under symmetric protection than impact-based factors. The robustness of the
resulting layer ranking under perturbations of these coefficients is examined empirically in
the sensitivity analysis of Section 6.5.

The same coefficients are applied uniformly to dominant symmetric configurations
within the evaluated profile. They are not intended to capture finer distinctions such as
AES-128 vs. AES-256 keying or the choice between XTS and GCM modes; such distinctions
are deliberately deferred to a future extended scoring model and are listed as a limitation
in Section 7.6.

3.4. Evidence-to-Feature Mapping

The proposed model separates evidence extraction from coefficient calibration. Host-
level observations determine the binary and ratio descriptors used in the model, including
public exposure, legacy protocol presence, weak-cipher ratios, authentication state, access
control state, proxy mediation, and disk encryption status. These observed descriptors are
then mapped into normalized sensitivity, exposure, and migration effort variables through
bounded affine rules. The coefficients in these rules are not claimed to be empirically
fitted constants; they are transparent semi-quantitative calibration parameters whose
provenance is documented in Section 3.4.2 and whose robustness is evaluated in Section 6.5.
The mapping process, illustrated in Figure 1, converts raw observations into normalized
layer-specific variables.

For the in-transit layer, factors such as legacy protocol presence, weak cipher ratios,
and public exposure are used to derive sensitivity and exposure scores. For the in-use layer,
runtime characteristics including service role, authentication, access control, and network
binding are considered. For the at-rest layer, storage protection mechanisms and confiden-
tiality requirements define the primary risk factors. This evidence-based transformation
ensures auditability and reproducibility of the scoring process while maintaining alignment
with real-world infrastructure conditions.

3.4.1. Generalized Observation Taxonomy

To support reproducible mapping beyond the Redis-on-Host 2 example used in this
study, Table 2 presents a generalized taxonomy of observation classes for Sobs and Eobs

across the three data layers. Each observation class is associated with a canonical evidence
source (network scan, service configuration, host inventory) and a numerical contribution
range. The taxonomy is aligned with the cryptographic asset classes defined in OWASP
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CycloneDX CBOM [27], the cryptographic discovery practices in NIST SP 1800-38B [7],
and the asset categorization in CARAF [25].

Table 2. Generalized observation taxonomy for evidence-to-feature mapping. Each class lists a
canonical evidence source and the contribution range to Sobs or Eobs. The Redis/Host 2 case in this
paper is one instantiation.

Layer Observation Class Canonical Evidence Source Contributes to Range

In-Transit Public surface ratio Port scan/external
reachability test Eobs

T [0, 1]

In-Transit Legacy protocol indicator
(TLS ≤ 1.1, SSHv1)

TLS handshake fingerprint/
banner grab Sobs

T {0, 1}

In-Transit Weak-cipher ratio
(CBC, RC4, 3DES, MD5) Cipher-suite enumeration Sobs

T , Eobs
T [0, 1]

In-Transit Public-key algorithm class Certificate/key-exchange
parameter inspection Tmig

T {0, 1}

In-Use Service criticality role Service inventory/configuration Sobs
U {0, 1}

In-Use Authentication state Configuration audit
(requirepass, ACL, mTLS) Eobs

U {0, 1}

In-Use Access control state Service configuration Eobs
U {0, 1}

In-Use Bind exposure (loopback
vs. public) ss/lsof or equivalent Eobs

U {0, 1}

In-Use Persistence enabled
(write durability) Configuration audit Sobs

U {0, 1}

In-Use Transport wrapping presence
(stunnel, mTLS sidecar) Process/network inventory Modifier (see Classification of

Redis-Related Evidence) {0, 1}

At-Rest Storage encryption state cryptsetup/lsblk/
FDE inventory Eobs

R and (α, β) flag {0, 1}

At-Rest Cipher and key length cryptsetup luksDump/
FDE metadata (α, β) flag categorical

At-Rest Confidentiality duration class Data-classification
policy/regulatory mapping Tconf

R years

At-Rest Key-derivation function class FDE metadata (Argon2id,
PBKDF2 iterations) Modifier on α categorical

The aggregated forms of Sobs
l and Eobs

l are bounded affine combinations of the indicator
and ratio variables in Table 2, clipped at unity. The Redis/Host 2 instantiation in Section 4
is therefore one realization of this general taxonomy and not a special case.

3.4.2. Coefficient Provenance and Calibration Status

The coefficients used in Equations (9)–(15) are semi-quantitative calibration parameters
rather than empirically fitted constants. This treatment follows the general risk-modeling
principle in NIST SP 800-30 Rev. 1: a risk assessment methodology should make explicit
the risk factors, value scales, and algorithms used to combine those factors, while allowing
organization-specific models to define their own combination rules. The coefficients in the
present model therefore serve as a transparent and reproducible mapping from observed
host evidence to normalized QARS inputs, not as universal constants.

The mapping follows the following design constraints. All coefficients are non-
negative, so that additional adverse evidence cannot reduce the corresponding sensitivity,
exposure, or migration effort score. Sensitivity and exposure outputs are clipped to [0,1],
preventing additive evidence from producing values outside the model domain. The coeffi-
cients encode ordinal priority among evidence classes: public reachability, obsolete protocol
support, weak cryptographic negotiation, missing authentication, missing access control,
and absence of mediation are treated as stronger exposure drivers than purely contextual
indicators. The constants represent that baseline layer risk by a transport surface, runtime
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service, or storage path retains some residual sensitivity or exposure even when no single
adverse indicator is present.

For the in-transit layer, the sensitivity rule assigns the largest contribution to the
baseline transport condition, followed by legacy protocol support, weak-cipher prevalence,
and public surface ratio. The corresponding exposure rule assigns the largest contribution
to the baseline externally reachable communication surface, followed by public reachability,
weak-cipher prevalence, and public SSH exposure. This reflects the fact that exposure is
driven primarily by reachable attack surface, whereas sensitivity is driven by the protected
data and cryptographic material carried by the service.

For the in-use layer, the Redis master role and append-only persistence increase
sensitivity because they indicate active operational state and durable writes. Authentication
and ACL presence contribute only small positive terms to sensitivity because they indicate
that the service is protecting controlled data; their protective effect is modeled separately in
Equation (14), where missing authentication and missing ACLs increase exposure. Public
binding is assigned the largest exposure coefficient because direct non-loopback reachability
is the strongest runtime exposure driver, while proxy mediation reduces exposure by
ensuring that Redis is not reached directly.

The migration effort formulas in Equations (11) and (15) are low-resolution planning
heuristics. Each active complexity condition adds up to 0.5 years: legacy protocol support,
weak-cipher pressure, and proxy-mediated service wrapping increase the migration effort
because they require compatibility testing, staged rollout, and fallback management. These
values are therefore treated as calibration defaults and are stress-tested in Section 6.5.

3.5. Layer-Specific Risk Evaluation

Each data layer is evaluated independently to capture its distinct contribution to
post-quantum risk:

• In-transit: Characterized by public exposure, protocol negotiation properties, and
cryptographic dependencies.

• In-use: Determined by runtime controls, service roles, and access restrictions.
• At-rest: Driven by confidentiality duration and the strength of storage protection mechanisms.

This separation is essential because quantum vulnerability manifests differently across
data states, particularly in the contrast between public-key-dependent communication
channels and symmetrically protected storage systems.

3.6. System-Level Aggregation

To support both strategic and operational decision-making, the model defines two
complementary system-level metrics. For whole-environment assessment, the aggregate is

Qagg = 0.40Q̃T + 0.20Q̃U + 0.40Q̃R. (6)

For near-term remediation ordering, the environment also reports

Qmax = max
(

Q̃T , Q̃U , Q̃R

)
. (7)

The weighted aggregate score Qagg provides an overall assessment of infrastructure risk,
while the maximum-layer score Qmax identifies the most critical layer requiring immedi-
ate remediation.

Risk bands are unchanged: low for Q < 0.35, moderate for 0.35 ≤ Q < 0.65, and high
for Q ≥ 0.65.
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3.7. Model Workflow Integration

The complete workflow of the proposed model integrates all stages from evidence ac-
quisition to final risk evaluation. The flowchart highlights the sequential transformation of
input data into actionable risk metrics and emphasizes the modular structure of the model.

This design ensures that the QARS framework remains adaptable to different
infrastructure environments while preserving consistency in risk evaluation across
heterogeneous systems.

3.8. Differentiation of QARS from Prior Quantum-Risk Frameworks

The QARS formulation in Equation (1) extends a canonical five-factor formulation
that has its roots in two complementary lines of work: the Mosca timeline argument [28],
which establishes the relationship X + Y > Z between the data-confidentiality lifetime X,
the migration time Y, and the time Z to a CRQC; and the CARAF framework [25], which
decomposes crypto-agility risk into a 5-step pipeline (threat vector, asset inventory, asset
value, mitigation, roadmap). Both formulations contribute the underlying notion of a
time-driven scoring component normalized against a quantum-threat horizon, but neither
produces a per-layer numerical score that distinguishes data states.

Three components of the present work are reused from these prior formulations:

1. The temporal factors r1,l and r2,l as ratios of Tconf and Tmig against TQ and TB, respec-
tively, are the direct numerical analogue of the Mosca timeline inequality [28];

2. The linear weighted aggregation of confidentiality, migration, sensitivity, exposure,
and compliance is structurally consistent with the asset-value step of CARAF [25];

3. The use of cryptographic asset inventories as input is consistent with NIST SP 1800-38B [7]
and OWASP CycloneDX CBOM [27].

Three components are new in this work relative to the canonical and
prior-art formulations:

1. The layer-specific evaluation in which the same scoring function is applied sepa-
rately to in-transit, in-use, and at-rest data, producing layer-resolved scores that prior
frameworks aggregate or omit;

2. The quantum-vulnerability attenuation mechanism of Equations (4) and (5), in which
the (α, β) pair encodes the cryptographic distinction between Shor-vulnerable and
Grover-bounded primitives;

3. The dual reporting of Qagg for posture and Qmax for prioritization, which is not
produced by CARAF, ETSI TR 104 016, or the NIST migration practice guides.

Operationally, the model differs from prior frameworks in two respects: the inputs
are derived from host-level evidence rather than from organizational self-assessment ques-
tionnaires, and the outputs are numerical layer scores rather than ordinal risk categories.
A side-by-side comparison against CARAF [25], ETSI TR 104 016 [8], NIST SP 1800-38 [7],
the Mosca timeline argument [28], FS-ISAC PQC migration recommendations as sum-
marized in industry reports [13], and CycloneDX CBOM [27] is presented as part of the
experimental evaluation in Section 6.6.

3.9. Parameter Calibration and Justification

The parameters below combine inherited elements from [35] (sector-specific weight
calibration as a principle, as well as the Mosca-based horizon Tq) with new elements
introduced here (TB, C, the attenuation pair (α, β), and the aggregation weights for Qagg).
The five-factor weight vector w is calibrated independently from the original three-factor
vector (wT , wS, wE). The model uses six families of fixed parameters: the quantum threat
horizon TQ, the migration buffer TB, the compliance penalty C, the five-factor weight vector
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w, the quantum-vulnerability attenuation pair (α, β), and the aggregation weights for Qagg.
Each is assigned a defensible default value drawn from public guidance, with the explicit
assumption that operators may re-calibrate to local conditions; the sensitivity of the final
scores to these defaults is examined in Section 6.5.

Quantum threat horizon TQ.

The default TQ = 12 years follows the most-cited median estimate of the Global Risk
Institute Quantum Threat Timeline series [36], which reports a median expert estimate of
approximately 11–14 years for the appearance of a CRQC capable of breaking RSA-2048.
This value is also consistent with the planning horizons referenced in NIST SP 1800-38A [7],
the UK NCSC migration timelines [12], and the Mosca X + Y > Z argument [28]. We treat
TQ as an institutional planning constant rather than as an empirical estimate, and we accept
its inherent uncertainty as part of the modeling assumption.

Migration buffer TB.

The default TB = 3 years reflects the typical large-organization cryptographic migra-
tion cycle reported by NIST SP 1800-38A [7], ETSI TR 103 619 [9], and post-mortems of
prior cryptographic transitions such as SHA-1 deprecation [13,25]. Industrial migration
retrospectives identify three years as the median from formal program kickoff to fleet-wide
rotation in regulated environments.

Compliance penalty C.

The default C = 0.20 reflects an additive risk floor for organizations subject to manda-
tory cybersecurity regulation in the EU. It is calibrated to the proportional weight of cryp-
tographic compliance obligations under NIS2 [30], the EU Cyber Resilience Act, and sector-
specific banking and utility directives. The value is conservative: an organization under
no regulatory regime would set C closer to 0, while an organization in a heavily regulated
critical-infrastructure context could justify C as high as 0.30.

Five-factor weight vector w.

The vector (0.25, 0.20, 0.20, 0.20, 0.15) implements a critical-infrastructure profile in which
time-based factors slightly outweigh impact-based factors, matching the priorities expressed
in NIS2 [30] and the NSA CNSA 2.0 advisory [10]. Two alternative profiles are reported in the
sensitivity analysis: a transit-prioritized profile and an impact-prioritized profile.

Quantum-vulnerability attenuation (α, β) = (0.15, 0.30).

The cryptographic justification is provided in subsection “Cryptographic Rationale
for α and β”. The values are not derived from experiment but from the qualitative ordering
Shor ≫ Grover applied to the time-related and impact-related factor families. The robust-
ness of layer ranking under perturbations α ∈ [0.075, 0.225] and β ∈ [0.15, 0.45] is examined
in Section 6.5.

Aggregation weights (0.40, 0.20, 0.40).

Transport and storage receive equal weights, reflecting their equally severe but quali-
tatively different post-quantum exposure: transport is dominated by Shor-vulnerable key
exchange, while at-rest storage is dominated by long confidentiality horizons. The in-use
layer receives a smaller weight (0.20) because runtime exposure is typically controllable
through operational hardening rather than through cryptographic transition. Sensitivity to
alternative aggregation profiles is reported in Section 6.5.
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Risk thresholds 0.35 and 0.65.

The thresholds partition the unit interval into three approximately equal-width bands,
in line with the three-category risk reporting used in CARAF [25], OWASP risk-rating
practice, and NIS2 supervisory guidance [30]. The 0.65 boundary corresponds to a scoring
profile in which at least one of the two highest-weight factors is at or near its maximum.

3.10. Input Provenance: Observed, Assumed, and Calibrated Parameters

Not every input to QARS is directly observed; some are calibrated and others are
assumed. To make this distinction explicit and auditable, Table 3 classifies every parameter
into one of three categories:

• Observed: The value is computed from a host scan, configuration file, or service
inventory, and an evidence trail can be reconstructed from raw outputs.

• Calibrated: The value is fixed by a published reference (NIST, ETSI, NSA, IETF,
or peer-reviewed) and inherits the uncertainty of that reference; it is intended to be
re-tuned by the operator.

• Assumed: The value is set by the authors as a modeling choice without a single
dominant external reference.

Table 3. Provenance of every QARS parameter, classified as Observed, Calibrated, or Assumed.

Parameter Class Source/Justification Reference

Eobs
T , Sobs

T
Derived: observed descriptors +
calibrated mapping

Port scan, TLS fingerprint,
weak-cipher enumeration,
SSH banner

Host 1 ports sheet

Eobs
U , Sobs

U
Derived: observed descriptors +
calibrated mapping

Redis configuration, bind
address, persistence flag,
ACL state

Host 2 ports sheet

Eobs
R (plaintext) Observed lsblk/cryptsetup reports

no FDE Host 1 disk sheet

Eobs
R (protected) Observed

LUKS2 detected,
AES-XTS-plain64,
512-bit material

Host 2 disk sheet

Tconf
T Calibrated Standard TLS-transport

heuristic (5 years) [7,8]

Tconf
U Assumed Operational state typically

short-lived (2 years) this work

Tconf
R Calibrated Long-term archival

horizon (15 years) [8,25]

Tmig
T Calibrated heuristic Heuristic on legacy and

weak-cipher pressure this work, anchored in [7]

Tmig
U , Tmig

R Calibrated heuristic Disk-encryption rest
heuristic (3 years) [7,13]

TQ = 12 years Calibrated Median GRI
quantum-threat estimate [28,36]

TB = 3 years Calibrated Standard large-org
migration cycle [7,9]

C = 0.20 Assumed Critical-infrastructure
compliance floor [30] (range guidance)

w = (0.25, 0.20, 0.20, 0.20, 0.15) Calibrated Critical-infrastructure profile [25,30]

(α, β) = (0.15, 0.30) Calibrated Grover-bounded residual
security argument [1,2,11]

Aggregation weights Assumed Transit/at-rest equal,
in-use lower this work

Thresholds 0.35, 0.65 Calibrated Three-band risk partition [25]
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This classification responds directly to the criticism that some quantities described as
“derived from host evidence” are in fact heuristics. The classification informs the sensitivity
analysis (Section 6.5) and supports operator re-calibration.

3.11. Cross-Layer Interdependencies

The QARS scoring function evaluates each layer independently, which is consistent
with the divide-and-conquer migration philosophy of ETSI TR 104 016 [8] and is well suited
to producing actionable per-layer remediation priorities. However, layer independence is a
modeling simplification: in practice, a compromise in one layer can cascade into another,
and a comprehensive risk picture must acknowledge these couplings.

Three classes of cross-layer dependency are particularly relevant to post-quantum risk:

• In-use → at-rest leakage. A memory disclosure or arbitrary-read vulnerability in a
service running on top of an encrypted volume effectively bypasses LUKS2 protection
at the application boundary. The at-rest layer is then only as strong as the in-use layer
protecting the unsealed key material. This is the dominant cross-layer channel for
runtime services such as Redis, where keys exist in cleartext in the process memory
while the service is running.

• In-transit → in-use compromise. A successful TLS-layer attack (e.g., a downgrade
to a Shor-vulnerable suite) can yield session keys whose loss exposes the runtime
service. Transport-layer authentication failures degrade in-use isolation regardless of
the in-use layer’s local controls.

• At-rest → in-transit/in-use unsealing. TLS server private keys, SSH host keys,
and OAuth signing material are typically stored at rest. A compromise of the at-
rest key vault therefore exposes both transport and runtime boundaries, even if those
layers report low immediate risk.

These couplings imply that the layer scores are first-order independent but second-
order interdependent. Operationally, this argues that the dominant-layer remediation
priority indicated by Qmax should be implemented in conjunction with hardening of the
layers that gate access to its key material. Formally extending QARS to a coupled-layer
model would require introducing a per-pair coupling matrix; this is left as future work.

4. Illustrative Case Study: Source Data and Extracted Evidence
The experimental evaluation of the proposed QARS model is based on structured

host-level evidence collected from a controlled infrastructure dataset. The dataset consists
of four workbook sheets, namely Host_1_ports_v8, Host_1_disk_v8, Host_2_ports_v8,
and Host_2_disk_v8. Table 4 summarizes the evidence used in the update.

The two hosts are not treated as independent systems but as complementary evidence
sources representing different security conditions within a single infrastructure context.
Host 1 serves as the baseline reference for externally exposed communication surfaces
and unprotected storage conditions, while Host 2 represents a more controlled operational
configuration with restricted runtime exposure and encrypted storage. This design enables
a comparative evaluation of post-quantum risk under different protection scenarios while
maintaining consistency across unaffected layers.

The data extraction process follows an evidence-driven approach in which raw work-
book observations are transformed into structured descriptors suitable for model input.
Instead of directly using raw values, the extraction procedure identifies security-relevant
characteristics such as publicly reachable services, protocol versions, cryptographic con-
figurations, authentication mechanisms, access control settings, and storage protection
mechanisms. These characteristics are then normalized into intermediate descriptors that
reflect the exposure, sensitivity, and operational constraints of each data layer.
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For the in-transit layer, the extracted evidence captures externally accessible services,
protocol negotiation properties, and cryptographic weaknesses, including legacy protocol
usage and weak cipher configurations. For the in-use layer, the extraction focuses on
runtime properties such as service role, binding configuration, authentication enforcement,
access control mechanisms, and the presence of proxy-mediated communication. For the
at-rest layer, the process identifies storage protection mechanisms, including the presence
or absence of disk encryption, encryption schemes, and key-derivation configurations.

A key feature of the extraction process is its reliance on observable infrastructure
evidence rather than synthetic assumptions. This ensures that the derived model inputs
remain auditable and reproducible, while accurately reflecting real-world system config-
urations. The extracted descriptors are subsequently used as inputs to the QARS model,
where they are mapped to layer-specific parameters for confidentiality duration, migration
effort, sensitivity, and exposure.

The separation of evidence extraction from scoring enables a modular evaluation work-
flow. First, infrastructure observations are collected and transformed into standardized
descriptors. Second, these descriptors are mapped to quantitative parameters. The result-
ing parameters are used within the scoring model to evaluate post-quantum risk across
data layers. This structured approach ensures that the experimental evaluation remains
consistent, transparent, and adaptable to different infrastructure environments.

Table 4. Host evidence extracted from the workbook and used for the updated experiment.

Layer Source Key Observations

In-Transit Host 1, ports sheet

Open services on ports 22, 25, 389, 443, and 636.
Four TLS-capable services (25, 389, 443, 636). Weak ciphers on
3/4 TLS services. Legacy TLS 1.0 observed on SMTP. RSA-2048
certificates on four TLS services. Public SSH exposure present.

In-Use Host 2, ports sheet

Redis 7.0.15 in master role. Bound to 127.0.0.1. Protected
mode enabled. Authentication required and used.
requirepass configured. ACL enabled. Append-only
persistence enabled. Approximate logical key count: 500.

In-use transport wrapping Host 2, disk summary
Stunnel present with external accept endpoints 0.0.0.0:443
and 0.0.0.0:6380, forwarding to 127.0.0.1:8080 and
127.0.0.1:6379.

At-Rest control Host 1, disk summary
No LUKS device detected. Redis-at-rest state unknown
because no Redis directory mapping is present in the sheet.
This condition is treated as the plaintext storage control.

At-Rest protected Host 2, disk summary

LUKS2 present on /dev/sda3, mapped through dm_crypt-0.
Cipher reported as aes-xts-plain64 with 512-bit key material
and Argon2id key derivation. Redis directory /var/lib/redis
resides on the encrypted root mapper; the sheet explicitly
marks effective at-rest protection as true.

4.1. Evidence Mapping from Workbook Observations

This paper does not insert raw workbook values directly into scoring. Instead,
the workbook is transformed into observation scores that remain auditable. The map-
ping rules for each layer are presented in turn below.
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4.2. Transit Layer Mapping

Let LT be a legacy-TLS indicator, WT the fraction of TLS services with weak ciphers, PT

the normalized public surface ratio, and Sssh a public-SSH exposure indicator. Using Host 1,

LT = 1, WT =
3
4
= 0.75, PT = min

(
5
5

, 1
)
= 1.000, Sssh = 1. (8)

The observed sensitivity and exposure are then defined as

Sobs
T = min

(
0.45 + 0.20LT + 0.15WT + 0.10PT , 1

)
= 0.862, (9)

Eobs
T = min

(
0.55 + 0.20PT + 0.15WT + 0.10Sssh, 1

)
= 0.963. (10)

The confidentiality horizon follows the TLS transport heuristic, Tcon f
T = 5, and migra-

tion time is elevated by legacy and weak-cipher pressure, as follows:

Tmig
T = 1.5 + 0.5LT + 0.5WT = 2.375. (11)

4.3. In-Use Layer Mapping

For Redis on Host 2, let Mrole denote master role criticality, Pao f persistent write
enablement, Aauth successful authentication hardening, Aacl ACL enablement, Bpub non-
loopback bind exposure, and Zproxy transport wrapping presence. The workbook gives

Mrole = 1, Pao f = 1, Aauth = 1, Aacl = 1, Bpub = 0, Zproxy = 1. (12)

Thus

Sobs
U = min

(
0.45 + 0.10Mrole + 0.10Pao f + 0.05Aauth + 0.05Aacl , 1

)
= 0.750, (13)

Eobs
U = min

(
0.20 + 0.35Bpub + 0.20(1 − Aauth) + 0.15(1 − Aacl) + 0.10(1 − Zproxy), 1

)
= 0.200. (14)

Because Redis holds a short-lived operational state rather than archival records, the ex-
periment fixes Tcon f

U = 2 years and

Tmig
U = 1.5 + 0.5Zproxy = 2.000. (15)

Classification of Redis-Related Evidence

The Redis service on Host 2 generates evidence that touches three layers simultane-
ously: (i) Redis itself is a runtime service with in-use security characteristics, (ii) stunnel
forwarding through external endpoints 0.0.0.0:443 and 0.0.0.0:6380 introduces a trans-
port surface, and (iii) the append-only persistence of Redis state writes to the encrypted
volume creates an at-rest channel. To prevent double counting, this work classifies Redis-
related evidence as follows:

• The Redis configuration itself (master role, loopback bind, authentication, ACL,
persistence flag) contributes only to the in-use layer through Sobs

U and Eobs
U . This is the

only contribution that enters Q̃U .
• The stunnel external endpoints are recorded for context as runtime mediation, cap-

tured exclusively through the Zproxy indicator that reduces Eobs
U in Equation (14). They

do not enter the in-transit layer score because the in-transit layer is computed from
Host 1 and is intentionally held constant across scenarios as the experimental control.

https://doi.org/10.3390/electronics15122546

https://doi.org/10.3390/electronics15122546


Electronics 2026, 15, 2546 18 of 34

• The append-only persistence directory /var/lib/redis is treated as part of the at-
rest layer, but only insofar as the encrypted-volume status determines the at-rest
condition (plaintext vs. LUKS2). It does not enter the in-use score.

This deliberate one-evidence–one-layer routing eliminates double counting and, in par-
ticular, prevents stunnel evidence from contributing simultaneously to in-transit and in-use
scores. The Zproxy indicator is best understood as a runtime-mediation modifier that lowers
in-use exposure because external traffic is mediated through a controlled gateway rather
than reaching Redis directly.

4.4. At-Rest Layer Mapping

The at-rest layer uses one sensitivity value for both conditions, Sobs
R = 0.85, and one

planning pair, Tcon f
R = 15 years and Tmig

R = 3 years, following the disk-encryption rest
heuristic. Exposure differs by observed condition as follows:

Eobs
R,plain = 1.00, Eobs

R,prot = 0.350. (16)

The plaintext control uses (α, β) = (1, 1). The LUKS2 condition uses (α, β) = (0.15, 0.30)
because the dominant control is symmetric AES-XTS-based storage encryption.

4.5. Measurement Uncertainty and Robustness of Observations

Indicator variables such as the weak-cipher ratio WT , the public surface ratio PT ,
the legacy-TLS indicator LT , and the storage-protection state depend on the scanning
method, scanner version, and time of collection. To avoid overclaiming the precision of the
resulting scores, three categories of uncertainty are explicitly recognized:

• Detection uncertainty. Network scanners may miss services behind connection rate-
limiting, port-knocking, or stateful firewalls. Conversely, banner mismatches may
misclassify TLS versions when servers downgrade-fingerprint as 1.2 while accepting
1.0 at the protocol layer. We treat the indicator variables as having an uncertainty band
of ±1 binary count per indicator class within the evaluated profile.

• Temporal drift. A scan is a snapshot. Cipher suite and protocol-version state can
change with operating system updates or load-balancer reconfigurations on the or-
der of weeks. The scoring rules treat the most recent valid scan as ground truth,
with the implicit understanding that re-scoring is required after any cryptographic
configuration change.

• Categorical mapping uncertainty. The mapping from raw configuration values to
indicator variables (e.g., assigning LT = 1 if any TLS service exhibits any version ≤ 1.1)
is a deliberate aggregation. Operators can refine this by replacing the binary LT with a
graded indicator without changing the structure of Equations (9)–(11).

Section 6.5 examines the propagation of these uncertainties into the layer scores by
perturbing the observation indicators and recomputing Q̃T , Q̃U , and Q̃R. The qualitative
finding–that the transport layer dominates after at-rest hardening–is found to be robust to
one-step perturbations of any single indicator class.

5. Case Study Design
The experiment was designed as an evidence-based three-layer assessment of post-

quantum exposure in a national infrastructure setting. A high-level conceptual infras-
tructure architecture shows three main layers: the user layer, the data transmission layer,
and the infrastructure layer (Figure 2).

The user layer shows user and device interaction; in this layer, data is actively in
use. The transmission layer shows the movement of information across public network
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and secure communication channels–data is in transit. The infrastructure layer contains
two additional layers. The first one is the service and data processing layer, where data is
processed. This layer represents data in use. The second is the data storage layer; in this
layer, data is maintained in databases and file and object storage systems, representing
the at-rest state. Bidirectional arrows between storage components and the processing
component show the constant movement of data–reading, writing, and storing information.

Figure 2. Architecture of the infrastructure for QARS application.

Instead of using synthetic assumptions, this study derived all its scoring inputs from
host observations recorded in the supplied workbook. The environment was decomposed
into in-transit, in-use, and at-rest layers because quantum-related exposure is not uni-
form across the data lifecycle. Communication channels are driven by public reachability,
protocol age, and cryptographic negotiation properties. Active operational processing is
influenced by service role and runtime controls. Stored data is driven by confidentiality
duration and the strength of the protecting mechanism. Each layer was therefore evaluated
separately and then recombined into a system-level result. This structure ensured that the
experiment measured both total risk and the location of the dominant migration bottleneck.

The empirical basis of the experiment consisted of four workbook sheets describing
two hosts. Host 1 was treated as the baseline source for public communication exposure
and the unprotected storage condition. Host 2 was treated as the protected operational
source for active-state processing and encrypted storage. The hosts were not interpreted
as unrelated systems. They were used as complementary evidence sources in a controlled
comparative design. This allowed this study to hold two layers constant while modifying
only one layer between scenarios. The resulting experiment is best described as a within-
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case comparative design with two scenarios: a plaintext-storage control condition and a
protected-storage condition.

The evaluation reported in this paper is structured as an illustrative case study rather
than a statistical validation. Its purpose is to demonstrate the evidence-to-score pipeline
end-to-end on real host observations, to show that the layer-resolved scores respond
meaningfully to a concrete remediation actions, and to expose the model’s behavior under
sensitivity perturbations of its calibration parameters. The case study is not designed to
support claims about the distribution of QARS scores across a production fleet, nor the
statistical generalizability of the layer ordering observed here. Those claims would require
a sample of independently configured hosts, which is outside the scope of the present
work and is discussed as a future work direction in Section 7.6. The robustness evidence
reported below is therefore of two kinds: structural robustness against perturbations of
the calibration parameters (Section 6.5) and qualitative consistency with the cryptographic
reasoning of subsection “Cryptographic Rationale for α and β”.

The in-transit layer was instantiated from Host 1 and represented externally reach-
able communication surfaces through which encrypted sessions could be intercepted,
downgraded, or harvested for later decryption. The workbook indicated open services on
ports 22, 25, 389, 443, and 636, corresponding to SSH, SMTP, LDAP, HTTPS, and LDAPS.
Four services were considered TLS-capable, three of them exhibited weak-cipher observa-
tions, and one legacy TLS 1.0 condition was present. Public SSH exposure was also retained
because it enlarged the cryptographic attack surface. This layer was intentionally modeled
as a mixed legacy environment rather than an idealized modern deployment. The goal
was to capture a realistic communication profile in which service continuity and backward
compatibility could still coexist with incomplete cryptographic modernization.

5.1. Experimental Equipment and Environment

The evaluation was conducted on two Ubuntu Server 24.04.4 LTS virtual machines
hosted on a single Proxmox VE 8.4.14 hypervisor, isolated from production traffic. Both
VMs were provisioned with identical resources (2 vCPU, 8 GB RAM, 32 GB virtual disk)
so that observed differences in risk scoring originated from guest security configura-
tion rather than from hardware asymmetry. Host 1 served as the baseline (public com-
munication surface, plaintext storage), and Host 2 as the protected condition (opera-
tional Redis processing, LUKS2-encrypted root). Evidence was collected with nmap 7.94,
cryptsetup 2.7.0, redis-cli 7.0.15, and standard util-linux tools. Software on the targets in-
cluded OpenSSH 9.6p1 and OpenSSL 3.0.13 on both hosts, as well as Redis 7.0.15, stunnel,
and an LUKS2 volume with an AES-XTS-plain64 cipher and Argon2id key derivation
on Host 2.

5.2. Plaintext Control Scenario

The transit layer was evaluated from Host 1 public transport evidence, the in-use
layer from Host 2 Redis evidence, and the at-rest layer from Host 1 plaintext storage.
The in-use layer was instantiated from Host 2 and modeled active processing through Redis.
The workbook identified Redis 7.0.15 in the master role, bound to 127.0.0.1, with protected
mode enabled, authentication enabled, access control lists enabled, and append-only
persistence enabled. The same host also used stunnel to forward external endpoints to
local services. This detail prevented a false binary interpretation of Redis as either public or
isolated. The service was modeled instead as locally constrained but operationally reachable
through a mediation layer. This reflects a realistic pattern for critical environments in which
sensitive runtime data is processed internally while business access is exposed through a
controlled gateway.
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The at-rest layer was the intervention variable of the experiment. It was evaluated
under two conditions. In the control condition, storage protection was taken from Host 1,
where no LUKS device was observed and the storage state was treated as plaintext for
scoring purposes. In the protected condition, storage protection was taken from Host 2,
where the workbook identified a LUKS2-backed encrypted root mapper protecting the
Redis data path. The protection used AES-XTS-plain64 with 512-bit key material and
Argon2id-based key derivation. Only this layer was changed between scenarios, while the
transport and in-use layers were kept fixed. This control logic made it possible to measure
the marginal effect of storage encryption on the total quantum-adjusted risk profile.

5.3. Protected Condition Scenario

The transit and in-use layers remain the same, but the at-rest layer is replaced by
Host 2 LUKS2-protected storage. This design isolates the effect of storage protection
without hiding the fact that transport risk remains unchanged. It is therefore appropriate
for showing both absolute risk and marginal hardening benefit. The scoring stage followed
the canonical structure and the three-layer logic, but it updated the calculation in two ways.
First, confidentiality duration, migration time, sensitivity, and exposure were mapped from
observed host evidence rather than assigned as abstract defaults. Second, the experiment
introduced quantum-vulnerability attenuation for dominant symmetric protection states,
following the supplied inventory logic. The critical-infrastructure weight set was retained,
together with a twelve-year threat horizon and a three-year migration buffer. Classical and
plaintext conditions were evaluated without attenuation. The protected at-rest condition,
because it relied on symmetric storage encryption rather than a Shor-vulnerable public-
key mechanism, was evaluated with reduced time-based and impact-based scaling. This
prevented the model from overstating the post-quantum urgency of encrypted storage
when compared with legacy public-key communication channels.

Execution proceeded in a fixed analytical sequence. Workbook observations were
first normalized into measurable descriptors, such as public service count, weak-cipher
ratio, legacy protocol presence, Redis role, local binding, authentication state, access control
enablement, and encrypted volume presence. These descriptors were then converted
into layer variables and entered into the updated QARS formula. Scores were computed
separately for in-transit, in-use, and at-rest data, and then combined in two ways: a
weighted aggregate score representing whole-system urgency and a maximum-layer score
representing the most urgent remediation target. The design intentionally reported both
measures because infrastructure decision-making requires a distinction between overall
risk reduction and the persistence of a dominant unresolved layer. In practical terms,
the experiment was structured to show whether improving storage protection materially
lowers the aggregate score while still revealing whether legacy transport remains the main
barrier to post-quantum readiness.

5.4. Reproducibility Artifacts

To support replication of all reported scores, the following artifacts are made available
alongside this paper:

• An anonymized version of the four-sheet workbook (Hosts_info_anon.xlsx) con-
taining the redacted Host 1 and Host 2 evidence used in this study, with hostnames,
IP addresses, and certificate fingerprints removed and service banners truncated.

• A self-contained Python notebook (qars_recompute.ipynb) that loads the workbook,
computes Equations (8)–(16) step by step, and reproduces every numerical entry in
Tables 5 and 6 as well as Figure 3.
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• The collection commands used to obtain raw evidence on each host, nmap -sV -p-
–script ssl-enum-ciphers, lsblk -f, cryptsetup luksDump, redis-cli CONFIG
GET *, and ss -tlnp, with sample output excerpts redacted to remove
identifying information.

• A worked-example walkthrough recomputing Q̃T from the raw workbook to the final
score, suitable for use as a teaching example or as an audit trail.

Figure 3. Updated layer and system scores derived from Hosts_info.xlsx. Dashed lines indicate
the moderate threshold at 0.35 and the high threshold at 0.65.

Table 5. Derived layer parameters and intermediate factors.

Layer Tcon f Tmig Sobs Eobs α β

Transit 5.000 2.375 0.862 0.963 1.000 1.000
In-Use 2.000 2.000 0.750 0.200 1.000 1.000
At-Rest Plaintext 15.000 3.000 0.850 1.000 1.000 1.000
At-Rest Protected 15.000 3.000 0.850 0.350 0.150 0.300

Table 6. System-level results for the plaintext control and the protected condition. All values rounded
half-up to three decimals.

Scenario Q̃T Q̃U Q̃R Overall Risk Band

Plaintext Control, weighted Qagg 0.658 0.395 0.913 0.707 High
Protected Condition, weighted Qagg 0.658 0.395 0.179 0.414 Moderate
Plaintext Control, max Qmax 0.658 0.395 0.913 0.913 High
Protected Condition, max Qmax 0.658 0.395 0.179 0.658 High

The artifacts are intended to be deposited in a public Git repository hosted on GitHub
at the time of publication, in compliance with the host institution’s data sovereignty and
cybersecurity policies. Until that point, the artifacts are available from the corresponding
author upon reasonable request, in line with the data availability statement at the end of
this paper. The authors note that the original incompleteness rationale for restricted access
has now been narrowed to identifying material only; the computational substance is fully
replicable from the artifacts above.

6. Results
6.1. Derived Layer Parameters

The evaluation results are based on the parameter values derived from the evidence-
mapping process. Table 5 summarizes the final inputs used for each data layer, including
the confidentiality duration, migration time, sensitivity, exposure, and attenuation factors.
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The derived values reflect distinct security characteristics across the three data states.
The in-transit layer exhibits high exposure due to publicly accessible services and legacy
protocol conditions, while the in-use layer shows reduced exposure as a result of enforced
runtime controls. The at-rest layer demonstrates the largest variation between scenarios,
depending on the presence or absence of storage encryption.

6.2. Layer-Level Results

The computed layer scores reveal a clear differentiation in post-quantum risk across
data states. To support reproducibility, the intermediate temporal factors r1,l and r2,l

are reported explicitly for each layer in Table 7, alongside the layer-level scores Q̃l . All
numerical values are reported to three decimals; rounding is applied only at the display
stage and is not propagated into subsequent computations, which use full double precision.
In particular, the transport-layer score is Q̃T = 0.65750 before rounding; we display it
as 0.658.

Table 7. Intermediate temporal factors and layer scores. All values rounded half-up to three decimals.

Layer Tcon f /TQ Tmig /TB r1 r2 Pre-Clip Sum Q̃l

Transit 5/12 2.375/3 0.417 0.792 0.658 0.658
In-Use 2/12 2/3 0.167 0.667 0.395 0.395
At-Rest (plaintext) 15/12 3/3 1.250 1.000 0.913 0.913
At-Rest (LUKS2-protected) 15/12 3/3 1.250 1.000 0.179 0.179

In-transit layer. The layer score is obtained via direct substitution into Equation (4),
as follows:

Q̃T = 0.25(0.417) + 0.20(0.792) + 0.20(0.862) + 0.20(0.963) + 0.15(0.20) = 0.658. (17)

The transit result is high because the communication profile still contains sev-
eral characteristics associated with quantum-vulnerable exchange and traffic capture
risk. The scan evidence shows five active communication services on Host 1, includ-
ing SSH on port 22 and TLS-bearing services on ports 25, 389, 443, and 636. Among the
TLS-capable services, three present weak-cipher evidence, and the SMTP service includes
a legacy TLS 1.0 condition. The certificate profile is RSA-2048-based, so the transport layer
still depends on classical public-key mechanisms. Under the updated model, this com-
bination pushes the transit score to 0.658, just above the high-risk boundary at 0.65.
This matters because it shows that the communication layer is the limiting factor for
post-quantum readiness.

In-use layer. The in-use result is more controlled and lands in the moderate band
at 0.395, as follows:

Q̃U = 0.25(0.167) + 0.20(0.667) + 0.20(0.750) + 0.20(0.200) + 0.15(0.20) = 0.395. (18)

This layer was derived from the Redis host and shows a mixed picture. Redis is
configured on 127.0.0.1, protected mode is enabled, authentication is required, access
control lists are enabled, and append-only persistence is active. These settings reduce direct
runtime exposure and explain why the score stays well below the transit result. At the same
time, the service remains operationally reachable through stunnel bindings that accept
external connections and forward them to local services; per subsection “Classification of
Redis-Related Evidence”, this presence enters the score only through the Zproxy runtime-
mediation modifier and not as a separate transport-layer contribution. The host also runs
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Redis in the master role, so it remains part of an active processing path. For these reasons,
the in-use layer is not low-risk, but it is clearly better controlled than the transport layer.

At-rest layer. The storage layer exhibits the most significant contrast between the eval-
uated scenarios. In the plaintext condition, the score reaches QR,plain = 0.913, representing
the highest risk among all layers, as follows:

Q̃R,plain = 0.25(1.250)+ 0.20(1.000)+ 0.20(0.850)+ 0.20(1.000)+ 0.15(0.20) = 0.913. (19)

This is primarily due to long confidentiality requirements combined with the absence
of cryptographic protection. In contrast, the protected condition yields a substantially
reduced score of Q̃R,prot = 0.179, as follows:

Q̃R,prot = 0.25(0.188) + 0.20(0.150) + 0.20(0.255) + 0.20(0.105) + 0.15(0.20) = 0.179, (20)

where the bracketed quantities show the attenuated factors αr1 = 0.15 × 1.250 = 0.188,
αr2 = 0.15× 1.000 = 0.150, βSobs = 0.30× 0.850 = 0.255, and βEobs = 0.30 × 0.350 = 0.105.
The introduction of LUKS2-based AES-XTS-plain64 encryption with Argon2id key deriva-
tion, combined with the application of quantum-vulnerability attenuation, reduces both
time-based and exposure-related risk contributions by approximately 80%. This demon-
strates the effectiveness of symmetric encryption in mitigating post-quantum risk for stored
data when the dominant control is Grover-bounded rather than Shor-vulnerable.

6.3. System-Level Results

The system-level evaluation combines layer scores using both aggregate and maximum-
layer perspectives. Table 6 reports both the weighted aggregate score and the max-layer score.

The results show a clear shift in the dominant source of quantum-adjusted risk after
storage protection is introduced. In the plaintext control scenario, the weighted aggregate
score is Qagg = 0.707, placing the system in the high-risk category. After introducing storage
protection, the aggregate score decreases to Qagg = 0.414, corresponding to a moderate-
risk classification. This represents an absolute reduction of approximately 0.293, or 41.5%,
indicating a substantial improvement in overall security posture.

However, the maximum-layer score remains essentially unchanged at Qmax = 0.658,
which is still within the high-risk band. This result highlights that the dominant risk
shifts rather than disappears. Specifically, while the at-rest layer is significantly improved,
the in-transit layer becomes the primary limiting factor for post-quantum readiness.

6.4. Comparative Analysis of Scenarios

The comparison between plaintext and protected scenarios reveals a structural redis-
tribution of risk across layers. In the baseline configuration, the system is dominated by
storage-related risk due to the absence of encryption and long confidentiality requirements.
Once storage protection is introduced, this dominance is removed, and the risk profile
becomes transport-driven. This shift is clearly illustrated in Figure 3, where the at-rest score
decreases dramatically while the in-transit score remains unchanged.

The results confirm that improvements in one layer do not necessarily translate into
overall risk elimination but instead reallocate the dominant source of exposure. Relative to
the plaintext control, the protected condition reduces the weighted aggregate score Qagg by
0.293 points, corresponding to a 41.5% reduction. At the layer level, the at-rest score QR falls
by 0.734 points (80.4%), while QT and QU remain unchanged because the introduced control
acts only on the storage path. The combination of aggregate and maximum-layer metrics is
therefore necessary: the aggregate captures total urgency reduction, while Qmax shows that
migration priority has shifted to–but has not been resolved at–the communication layer.
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Within the scope of this case study, four observations follow from the layer-resolved scores:
(i) the post-quantum exposure of the two reference configurations is markedly uneven
across data states, and a single system-level metric does not surface this unevenness;
(ii) evidence-based at-rest hardening produces a substantial aggregate risk reduction but
does not eliminate system-level exposure; (iii) the transport layer remains the dominant
source of post-quantum exposure in both scenarios because of its reliance on quantum-
vulnerable public-key mechanisms; and (iv) layer-specific scoring is necessary to direct
remediation effort to where it actually pays off. These observations are illustrative rather
than statistically generalized; the latter would require a multi-host evaluation, as discussed
in Section 7.6.

6.5. Sensitivity Analysis

This subsection reports a one-at-a-time sensitivity analysis of Qagg and Qmax in the
LUKS2-protected scenario. For each parameter family, the parameter is varied across
a defensible range while all others are held at their nominal values from Section 3.9.
The objective is twofold: to quantify how much the absolute score changes, and to test
whether the qualitative ordering Q̃T > Q̃U > Q̃R in the protected scenario is preserved.

6.5.1. Sensitivity to the Quantum-Threat Horizon TQ and Migration Buffer TB

Because the temporal factors r1,l and r2,l scale inversely with TQ and TB, these
two parameters have the largest mechanical effect on the score. Table 8 reports Qagg

and Qmax over TQ ∈ {7, 10, 12, 15, 20} years (representing aggressive-to-conservative
quantum-threat scenarios consistent with the GRI 2024 timeline distribution [36]) and
TB ∈ {2, 3, 5} years.

Table 8. Sensitivity of Qagg (and Qmax in parentheses) to the quantum-threat horizon TQ and
migration buffer TB in the LUKS2-protected scenario. Nominal point (TQ = 12, TB = 3) shown in
bold. The transport dominance ordering Q̃T > Q̃U > Q̃R holds across the entire grid.

TQ = 7 TQ = 10 TQ = 12 TQ = 15 TQ = 20

TB = 2 0.477 (0.781) 0.450 (0.733) 0.439 (0.713) 0.427 (0.692) 0.416 (0.671)
TB = 3 0.453 (0.727) 0.426 (0.679) 0.414 (0.658) 0.402 (0.638) 0.391 (0.617)
TB = 5 0.434 (0.687) 0.408 (0.640) 0.397 (0.620) 0.385 (0.600) 0.374 (0.580)

Three observations follow. First, the aggregate score Qagg stays in the moderate
band (0.35 ≤ Q < 0.65) across the entire 5 × 3 grid. Second, Qmax stays in the high
band (Q ≥ 0.65) for short-horizon configurations (TQ ≤ 12) and crosses into the moderate
band only for very conservative configurations (TQ ≥ 15 combined with TB ≥ 3). Third,
the transport layer remains the dominant layer in every cell of the grid: the qualitative re-
mediation conclusion is therefore robust to wide perturbations of the timeline assumptions.

6.5.2. Sensitivity to Attenuation Coefficients α and β

The Grover-bounded justification of α = 0.15 and β = 0.30 in the subsection “Crypto-
graphic Rationale for α and β” is qualitative rather than experimental. Table 9 reports Qagg

and Q̃R across a ±50% perturbation around each nominal coefficient.
Across the perturbation range, Q̃R varies between approximately 0.110 and 0.221,

well within the low-risk band (Q < 0.35) for every tested combination. The transport
layer (Q̃T = 0.658) therefore continues to dominate Qmax, and the aggregate Qagg stays in
the moderate band. The qualitative conclusion that LUKS2 protection drops the stor-
age layer out of the dominant role is therefore not driven by the specific numerical
choice of (α, β).
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Table 9. Sensitivity of Q̃R (LUKS2-protected) and Qagg to the attenuation pair (α, β). Nominal point
shown in bold.

(α, β) Q̃R Qagg Ordering Preserved?

(0.075, 0.150) 0.110 0.387 yes
(0.150, 0.225) 0.158 0.406 yes
(0.150, 0.300) 0.179 0.414 yes
(0.150, 0.450) 0.221 0.431 yes
(0.225, 0.300) 0.196 0.421 yes
(0.300, 0.300) 0.214 0.428 yes

6.5.3. Sensitivity to Aggregation Weights

As equal-weight aggregation may not reflect different business priorities (e.g., long-
term storage versus temporary transit), Table 10 reports Qagg under three alternative
aggregation profiles. The transit-prioritized profile reflects organizations with high external
attack-surface exposure; the storage-prioritized profile reflects archival-heavy environments
such as legal record-keeping or genomic data repositories; and the equal-weight profile
reflects organizations without a dominant priority.

Table 10. Sensitivity of Qagg to alternative aggregation weights in the LUKS2-protected scenario.

Profile (wT, wU, wR) Qagg Risk Band

Nominal (transit/at-rest balanced) (0.40, 0.20, 0.40) 0.414 Moderate
Equal weights (1/3, 1/3, 1/3) 0.411 Moderate
Transit-prioritized (0.60, 0.20, 0.20) 0.510 Moderate
Storage-prioritized (long retention) (0.20, 0.20, 0.60) 0.318 Low
In-use heavy (runtime-critical) (0.30, 0.40, 0.30) 0.409 Moderate

The aggregate score varies between 0.318 (storage-prioritized) and 0.510 (transit-
prioritized), reflecting the genuinely different risk pictures faced by organizations with
different strategic priorities. Importantly, the transport-prioritized profile leaves the score
firmly in the moderate band, while the storage-prioritized profile pushes the score into the
low band only because the storage layer has been hardened. In every profile, the transport
layer remains the dominant single layer (Qmax = 0.658), and so the migration prioritization
conclusion does not depend on the choice of aggregation weights.

6.5.4. Sensitivity to Risk Thresholds

Moving the moderate/high threshold from 0.65 to 0.60 would re-classify two of the
four sensitivity cells in Table 8 as high-risk; moving it to 0.70 would re-classify the nominal
Qmax cell as moderate. The bands are therefore advisory rather than absolute, and operators
with stronger or weaker risk appetites should adjust accordingly. The 0.35/0.65 partition
adopted in this paper is consistent with the three-band partitioning recommended by
CARAF [25].

6.6. Positioning of QARS Relative to Existing Frameworks

The purpose of this subsection is to position QARS relative to existing post-quantum
migration and crypto-agility frameworks, not to benchmark its numerical performance
against them. Of the frameworks compared below, only CARAF [25] produces a structured
risk output, and that output is ordinal and system-level rather than continuous and layer-
resolved; the remaining frameworks deliver migration playbooks, discovery artifacts, asset
inventory schemas, or wire-format specifications rather than risk scores. A direct numerical
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comparison on the same host evidence is therefore not meaningful, and Table 11 accordingly
characterizes each framework along the dimensions that define its scope output.

The positioning clarifies the complementary niche of QARS rather than asserting
superiority: QARS provides a numerical, layer-resolved score that can serve as input
to higher-level frameworks rather than as a replacement for them. CARAF’s roadmap
stage, ETSI’s stage-2 migration plan, and NIST’s interoperability testing all benefit from a
quantitative layer-resolved input that QARS produces. Conversely, QARS does not replace
cryptographic discovery (NIST SP 1800-38B), wire-format specification (IETF), or asset
inventory schema (CBOM); it consumes those artifacts.

Table 11. Comparison of QARS with leading post-quantum migration and risk assessment frame-
works. “Yes”, “Partial”, and “No” indicate whether the framework supports the listed feature.

Framework Input Output Layer-Resolved? Symmetric vs.
Shor Distinction? Operational Output

Mosca timeline
argument [28] Time horizons X, Y, Z Boolean (X + Y > Z) No Implicit (asymmetric

only) Strategic alarm

CARAF [25]
Threat vector + asset
inventory + asset
value (qualitative)

5-step roadmap;
ordinal categories No (asset-by-asset) No Mitigation roadmap

ETSI TR 103 619//
TR 104 016 [8,9]

Cryptographic asset
inventory

Stage-gated
migration plan No (system-wide) Partial (separates QSC

vs. non-QSC)
Repeatable
migration framework

NIST SP 1800-38 [7] Cryptographic
discovery scans

Discovery and
interoperability artifacts No No Discovery and

testing playbook

CycloneDX CBOM [27]
Crypto asset
enumeration (algorithm,
key, certificate)

Structured BOM
(JSON/XML) No Encoded as

asset metadata Cryptographic inventory

IETF hybrid TLS [47,48] Protocol parameters Hybrid key-exchange
profile No (transport only) Yes (within transport) Wire-format specification

QARS (this work)
Host-level evidence
(scans, configs,
FDE state)

Layer-resolved Q̃l +
dual-metric (Qagg, Qmax)

Yes (transit/
in-use/at-rest)

Yes (Grover-
bounded α, β)

Numerical layer ranking
+ remediation ordering

Bold entries indicate the framework proposed in this work (QARS).

7. Discussion
The results demonstrate that post-quantum risk in enterprise infrastructure is in-

herently uneven across data layers and cannot be accurately represented by a uniform
system-level metric. Instead, the proposed layer-specific approach reveals how different
protection mechanisms influence both the magnitude and distribution of risk.

7.1. Interpretation of Layer-Specific Risk

The experimental findings confirm that the dominant source of post-quantum risk
depends on the protection state of the infrastructure. In the plaintext control scenario,
the at-rest layer exhibits the highest score due to the combination of long confidentiality
requirements and the absence of cryptographic protection. This aligns with theoretical
expectations, as unprotected long-term storage is highly vulnerable to delayed-decryption
attacks in a post-quantum context.

However, once storage protection is introduced, the risk profile changes significantly.
The at-rest layer no longer dominates due to the application of symmetric encryption
and the associated attenuation of quantum vulnerability. Instead, the transport layer
becomes the primary source of risk. This shift highlights a key property of post-quantum
migration: risk is not eliminated by improving a single layer, but is rather redistributed
across the system.

The divergence between the aggregate score and the maximum-layer score provides
important insight into infrastructure security assessment. The reduction in the weighted
aggregate score from high to moderate indicates that storage hardening has a substantial
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impact on overall system posture. At the same time, the persistence of a high maximum-
layer score reveals that critical vulnerabilities remain unresolved.

This distinction directly addresses RQ1, demonstrating that layer-specific scoring
provides a more informative and operationally relevant representation of post-quantum
exposure than uniform system-level assessment. The results further address RQ2 by
showing that strengthening the at-rest layer significantly reduces aggregate risk, while
RQ3 is answered by confirming that transport exposure remains the dominant migration
priority even after storage protection is applied.

From an operational perspective, this implies that organizations should not interpret
improvements in aggregate metrics as sufficient evidence of readiness. Instead, reme-
diation efforts must prioritize the most exposed layer, which in this case remains the
communication infrastructure.

7.2. Implications for Post-Quantum Migration Strategy

The findings suggest that post-quantum migration should follow a layer-aware prioriti-
zation strategy. While storage encryption is effective in mitigating long-term confidentiality
risks, it does not address vulnerabilities associated with public-key-based communica-
tion protocols. Consequently, transport-layer modernization, including the adoption of
quantum-resistant key exchange and authentication mechanisms, should be treated as the
primary migration objective.

At the same time, the moderate score of the in-use layer indicates that runtime controls
can effectively reduce exposure without requiring immediate cryptographic transformation.
This supports a phased migration approach in which transport security is addressed first,
followed by gradual improvements in runtime and storage environments.

7.3. Operational Transport-Layer Modernization Plan

The persistently high QT in both scenarios is a direct consequence of three observable
evidence types in Hosts_info.xlsx: the presence of a TLS 1.0 listener, the negotiation
of CBC-mode cipher suites, and the use of an RSA-only certificate without hybrid key-
exchange support. Each of these is independently remediable, and the QARS framework
provides explicit hooks for re-evaluating the score after remediation. The recommended
four-stage remediation sequence is therefore as follows.

Stage 1–Removal of obsolete TLS versions. The TLS 1.0 endpoint is disabled at
the load-balancer and on each backend service; the supported version floor is raised to
TLS 1.2. This change does not, on its own, alter the layer’s quantum exposure α, but it
removes a non-quantum cryptographic weakness that would otherwise dominate the
residual risk and obscure the quantum signal during follow-up audits. The corresponding
cell in Hosts_info.xlsx (sheet “In-Transit”, field “TLS versions”) is updated, and the
transit-layer score is recomputed.

Stage 2–Retirement of weak-cipher suites. CBC-mode and SHA-1-based suites are
removed, and the AEAD-only profile (AES-GCM, ChaCha20-Poly1305) is enforced. This is
again a non-quantum hardening step, but it is required before the hybrid key-exchange
experiments in Stage 3 can produce meaningful results because hybrid suites are only
standardized on top of AEAD profiles [47,48].

Stage 3–Baselining TLS 1.3. TLS 1.3 is made the default and the minimum negotiable
version. At this point, the transport layer carries no exploitable confidentiality weakness
against a classical adversary, but it remains fully quantum-vulnerable: the X25519 and
ECDHE key exchanges are recoverable by Shor’s algorithm [1,10]. The QARS quantum-
vulnerability flag for the transit layer therefore stays at α = 1, and QT does not yet decrease.
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Stage 4–Hybrid post-quantum key exchange. The deployment is upgraded to a
hybrid key-exchange group such as X25519MLKEM768, in line with the IETF hybrid TLS
design [47,48] and the NIST migration testbeds [7]. Once the hybrid group is negotiated
for at least 95% of inbound traffic and signing certificates remain classical, the transit-layer
attenuation can be reduced from α = 1 to the at-rest setting α = 0.15, with the precise
value determined by the operator’s risk tolerance and the proportion of pre-quantum-only
fallbacks observed in monitoring. The recomputed QT is then re-aggregated with the
existing QU and QR to produce the post-remediation Qagg and Qmax.

This staged plan illustrates a key methodological property of QARS: the score is not a
one-shot diagnosis but an instrument that can be recomputed after each remediation step,
enabling operators to verify that hardening is actually moving the metric in the expected
direction. The same recomputation hook applies to in-use and at-rest changes; what is
specific to transport is the asymmetry between non-quantum hardening (Stages 1–2) and
quantum hardening (Stages 3–4), and the fact that only the latter modifies α.

7.4. Saturation Behavior of the Bounded Operators

The model contains two bounded operators: the min(·, 2) cap on temporal factors
r1 and r2 in Equation (2), and the clip[0,1] operator on the layer score in Equation (1).
Neither operator activates in the case-study data reported in Section 6. The temporal
factors range from 0.167 to 1.250 (Table 7), well below the cap of 2; the layer scores
range from 0.179 to 0.913, well below the clip threshold of 1. Under the nominal cali-
bration (TQ = 12, TB = 3), the temporal cap would activate only for Tconf > 24 years or
Tmig > 6 years, and the layer-score clip would activate only when the weighted sum of the
factors exceeds unity. These conditions describe archival storage with very long retention
horizons or estates with stalled migration programs, neither of which is present in the
evaluated configurations.

The ceiling-effect compression discussed in earlier drafts of this paper–in which two
infrastructures with materially different underlying exposures receive the same saturated
score–therefore describes a known limitation of the bounded-aggregation design that is not
exercised by the present case study. It is recorded as a limitation in Section 7.6.

A symmetric floor concern operates at the lower end. After at-rest hardening, the at-
rest layer score drops to 0.179, well above zero but below the moderate threshold of 0.35.
This score does not reflect residual operational risk from key-management practices, vault-
unsealing procedures, or backup encryption coverage; these are tracked separately through
in-use evidence. Operators interpreting low at-rest scores should treat them as conditional
on sound key management rather than as absolute statements of safety.

7.5. Cross-Layer Dependencies and Their Effect on Remediation Order

The cross-layer dependencies introduced in Section 3.11 have direct implications for
how remediation should be sequenced in practice. Three sequencing rules follow from these
cross-layer mappings. First, transport hardening must precede any reliance on encrypted
application-layer payloads as the primary in-use control: as long as the TLS endpoint
terminates plaintext traffic on a host with high in-use exposure (active SUID binaries, shell
access, weak process isolation), the assumption that the application sees only ciphertext is
unsafe, and double-counting of stunnel-style overlays should be avoided per subsection
“Classification of Redis-Related Evidence”. Second, in-use hardening must precede any
claim that at-rest encryption protects against runtime key extraction: if the in-use layer
contains conditions that allow a privileged process to read the LUKS2 master key from
the kernel memory, the at-rest score is operationally meaningless. The model captures
this by treating in-use evidence as a precondition in the provenance table, but the score

https://doi.org/10.3390/electronics15122546

https://doi.org/10.3390/electronics15122546


Electronics 2026, 15, 2546 30 of 34

itself does not enforce ordering. Third, key-management workflows for at-rest encryption
(vault unsealing, key rotation, escrow) sit at the boundary between in-use and at-rest,
and improvements in either layer can shift the effective α of the other: a hardware-isolated
key store reduces the residual exposure of LUKS2 even when the in-use layer is otherwise
unchanged. These observations motivate the layered remediation order “transport → in-
use → at-rest key management” and explain why the maximum-layer score Qmax remains
a more reliable migration priority indicator than Qagg alone.

7.6. Limitations

Several limitations of the present study should be acknowledged.
The evaluation reported in this paper is an illustrative case study based on two hosts in

a within-case comparative design. This supports the demonstration of the evidence-to-score
pipeline and a controlled before/after comparison of storage hardening, but it does not
constitute a sample from which statistical inference can be drawn: this case study does
not establish a distribution of layer scores across independently configured hosts, does
not quantify the variance of the observed layer ordering, and does not validate fleet-level
aggregation rules. A multi-host extension across independently configured hosts, along
with reported per-layer score ranges, is identified as primary direction for future work.
The claims of this paper should be read as qualitative and configuration-specific rather
than as statistical properties of QARS on a production fleet.

The cross-layer interdependencies discussed in Section 7.5 are reasoned about analyti-
cally and via the provenance taxonomy, but they are not exercised under load. A multi-host
deployment with realistic east–west traffic, shared key-management infrastructure, and ob-
servability pipelines would allow these dependencies to be measured directly rather than
asserted. This is a known limitation that constrains the strength of conclusions about
emergent system behavior.

The mapping from observed evidence to scoring parameters involves heuristic trans-
formations that, although transparent and auditable, may not fully capture all aspects of
real-world risk. For example, sensitivity and exposure are derived from selected indicators
and may vary depending on domain-specific factors not included in the model.

The quantum threat horizon TQ and migration time TB are calibrated against published
estimates, but as the sensitivity analysis in Section 6.5 shows, varying them within the
credible range moves the protected Qagg by approximately ±0.05. Operators with strong
priors on either parameter should re-run the recomputation notebook with their own values
rather than treat the reported numbers as definitive.

The attenuation model uses two discrete settings for α (0.15 for symmetric protection,
and 1.0 for unprotected or public-key-only paths) and a single setting for β. While this
is appropriate for symmetric encryption versus public-key cryptography, hybrid and
emerging cryptographic schemes (lattice-based KEMs combined with classical ECDHE,
hash-based signatures alongside RSA) occupy intermediate positions on the quantum-
vulnerability spectrum and would benefit from a continuous α parameterized by residual
classical strength and Grover-bounded symmetric strength. This is a planned direction for
follow-up work.

The bounded operators discussed in Section 7.4 would reduce discriminative power
in the environments reaching their saturation regions; these regions are not reached in the
present case study but constrain use of the raw score in archival or migration-stalled estates.
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8. Conclusions
This paper presented an evidence-based Quantum-Adjusted Risk Scoring (QARS)

model for evaluating post-quantum exposure across enterprise infrastructure. The pro-
posed approach addresses a key limitation of existing methods by distinguishing between
data in transit, in use, and at rest, as well as by enabling direct comparison of risk across
these layers within a unified framework and by deriving every input from observable host
evidence rather than from analyst opinion.

The contribution sits in a specific niche relative to prior work: the model is layer-
resolved (where Mosca’s inequality is system-level), it produces a continuous numerical
score (where CARAF and ETSI TR 104 016 produce roadmap stages), and it consumes the
cryptographic discovery artifacts standardized by NIST SP 1800-38B and CycloneDX CBOM
rather than re-implementing them. Three components are reused from prior work–the
time-budget intuition of Mosca, the qualitative ordering Shor ≫ Grover used in attenuation,
and the layer-resolved framing inherited from the data-state taxonomy–and three are intro-
duced here: a Grover-bounded attenuation factor with explicit cryptographic justification,
an evidence-to-feature mapping that makes every input auditable, and a dual-metric (Qagg,
Qmax) reporting scheme that separates aggregate progress from migration priority.

The case study results illustrate that post-quantum risk can be markedly uneven
across data states in realistic configurations and that this unevenness is not visible under
uniform system-level assessment. Whether this pattern holds across a representative
production estate is an open question that requires a multi-host evaluation; the present
work is restricted to a two-host illustrative scope and reports parameter sensitivity rather
than fleet-level statistics. At the design level, the introduction of quantum-vulnerability
attenuation for symmetric protection mechanisms significantly alters the interpretation of
storage-related risk, preventing overestimation of urgency in protected at-rest environments.
At the same time, the findings show that improvements in one layer do not eliminate overall
risk but instead shift the dominant source of exposure: in the evaluated scenarios, storage
hardening reduces the aggregate score by 41.5% (from 0.707 to 0.414), yet the transport
layer remains the primary bottleneck at QT = 0.658 due to its dependence on quantum-
vulnerable public-key mechanisms.

The sensitivity analysis confirms that this qualitative ordering is robust to plausible
perturbations of the calibration parameters. Across a 5 × 3 grid of TQ and TB values,
Qagg in the protected scenario varies between 0.374 and 0.477, and Qmax remains transport-
dominated for all settings with TQ ≤ 12 years. Perturbing α and β by ±50% shifts the
protected Qagg by less than 0.05 points. Alternative aggregation profiles that prioritize
transit, storage, or in-use exposure produce Qagg values in the range [0.318, 0.510] but never
alter the layer ordering. The qualitative conclusion that transport modernization is the
priority therefore does not depend on the specific defaults chosen.

The four-stage operational transport-layer modernization plan–TLS 1.0 retirement,
weak-cipher removal, TLS 1.3 baselining, and hybrid post-quantum key exchange–shows
how the QARS score can be re-evaluated after each remediation step using the same
observation pipeline, providing operators with a continuous progress indicator rather than
a one-shot diagnosis.

The dual-metric evaluation, combining weighted aggregate and maximum-layer
scores, provides complementary perspectives for decision-making. While the aggregate
score reflects overall system posture, the maximum-layer score identifies the most critical
component requiring immediate remediation. Cross-layer interdependencies–in-use com-
promise leaking at-rest keys, transit compromise propagating to in-use, and at-rest compro-
mise unsealing transport credentials–imply that the dominant-layer priority should always
be implemented together with hardening of the layers that gate access to its key material.
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The proposed model is based on observable host evidence, ensuring that risk as-
sessments remain transparent, reproducible, and aligned with real-world infrastructure
conditions; the anonymized dataset, recomputation notebook, and evidence-collection
commands are scheduled for public release alongside this paper. Limitations include the
two-host validation scope, the binary attenuation parameterization, and the discrimina-
tive compression that the bounded operators would introduce in environments, reaching
the saturation regions described in Section 7.4. Future work should extend the model to
larger and more heterogeneous environments with measured cross-layer traffic, replace the
binary α with a continuous Grover-bounded function, refine parameter estimation using
empirical datasets, and incorporate additional dimensions such as integrity and availability.
Integration of hybrid and evolving post-quantum cryptographic mechanisms–particularly
emerging hash-based and code-based signatures–into the scoring framework represents an
important direction for further research.

The QARS model provides a practical and extensible approach for assessing post-
quantum readiness, supporting informed decision-making and enabling structured prioriti-
zation of migration efforts across enterprise infrastructure.
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