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Abstract

Industrial automation systems are increasingly cyber-physical, interconnected, and
software-dependent, which expands both their operational capability and their cyberse-
curity exposure. This article reports a systematic literature review, conducted following
the PRISMA 2020 guidelines, of cybersecurity requirements and certification standards in
industrial automation, with emphasis on Industrial Control Systems (ICS), Supervisory
Control and Data Acquisition (SCADA), Programmable Logic Controllers (PLCs), and In-
dustry 4.0 contexts. From 3570 records identified across five academic databases, 75 studies
were retained after duplicate removal, title and abstract screening, and full-text eligibility
assessment. The included studies were analyzed along three dimensions: cybersecurity
requirements, standards and certification, and application context. Quantitative synthesis
shows that network segmentation, intrusion detection, secure communication, access
control, lifecycle security, and safety–security coordination are the six most frequently em-
phasized requirement categories, and that ISA/IEC 62443, ISO/IEC 27001, NIST SP 800-82,
and NERC-CIP are the four dominant certification frameworks. The review identifies four
critical gaps between technical cybersecurity requirements and certification practice and
proposes an integrated mapping framework linking requirement categories, standards,
and application contexts. The findings indicate that effective industrial cybersecurity
assurance depends on a layered compliance architecture rather than on dependence on
any single framework.

Keywords: industrial automation; cybersecurity requirements; certification standards;
IEC 62443

1. Introduction
Industrial automation systems are undergoing deep digital transformation. Environ-

ments once built around isolated programmable controllers and deterministic commu-
nication structures are now connected to enterprise platforms, cloud and edge services,
distributed sensors, and intelligent analytics. In manufacturing, this transformation is most
often framed through Industry 4.0, which links industrial performance to connectivity, data
exchange, and adaptive production [1]. The same transition has been linked to sustainability
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and resource-efficiency goals, indicating that industrial digitalization is both a technical
and a strategic shift [2]. Industrial Artificial Intelligence extends this trajectory by enabling
predictive, learning-based decision support beyond rule-based automation [3], while flexible
robotic platforms such as mobile manipulators illustrate the parallel evolution of physical
industrial assets [4].

The transformation is not limited to equipment. Human-centered concepts such as
Operator 4.0 and the emerging Operator 5.0 describe production environments in which
workers collaborate with cyber-physical systems and digitally supported processes [5]. Similar
shifts are visible in process-heavy sectors such as mining, where intelligent control and
predictive analytics are increasingly tied to competitiveness and operational continuity [6].
Together, these developments mean that industrial automation systems are more networked,
more intelligent, and more deeply embedded in interdependent production settings—and, as
a direct consequence, more exposed to cybersecurity risk.

The cybersecurity problem arises because digitalization expands capability and vul-
nerability simultaneously. As industrial environments incorporate larger numbers of
connected devices, gateways, and remote interfaces, they become part of broader cyber
ecosystems rather than bounded control domains. The general IoT literature has long
emphasized that this scale and heterogeneity make conventional perimeter-based assump-
tions inadequate [7,8]. The Industrial IoT (IIoT) extends this challenge to operationally
significant devices whose compromise may affect continuity, quality, safety, and physical
processes [9], and the fusion of IIoT with edge and fog paradigms introduces additional
trust boundaries and attack surfaces between field devices and higher-level services [10].

A central reason why these issues are so important is that industrial automation
systems increasingly function as cyber-physical systems. In such systems, computation,
communication, sensing, and control are directly coupled with physical processes, which
means that cyber events may produce immediate real-world effects. Recent CPS security
surveys define these environments as intelligent systems that bridge cyberspace and the
physical world and that play an important role in critical and safety-relevant domains [11].
When this perspective is narrowed specifically to industrial cyber-physical systems, the
implications become even clearer: industrial CPS security must account not only for
confidentiality and access control, but also for integrity, availability, timing, reliability,
resilience, and the operational constraints of real processes [12]. Unlike many enterprise
IT environments, industrial systems cannot tolerate prolonged downtime, uncontrolled
latency, or careless patching practices. They are frequently composed of legacy components,
proprietary protocols, resource-constrained devices, and long-lifecycle assets, all of which
complicate the application of conventional security models.

These cyber-physical properties make industrial cybersecurity separate from critical
infrastructure protection. Industrial automation technologies are currently the backbone of
important fields like utilities, smart grids, electric power, building management, logistics,
and industrial services. In smart-grid studies, enhanced automation and communication
capabilities are consistently associated with improved monitoring, reliability, and decision-
making. However, these advanced digital characteristics also introduce new risks and
security constraints [13]. In smart-building research, similar patterns emerge, as IoT-driven
building management enhances energy efficiency, predictive maintenance, sustainability,
and occupant comfort, while concurrently posing problems regarding interoperability,
cybersecurity, and data privacy [14]. Research on building automation security makes
this worry even more real by showing that cyber-physical risks in building automation
systems can affect things like Heating, Ventilation, and Air Conditioning (HVAC), lighting,
access control, and other operational services, especially when old assumptions and weak
protection mechanisms are still in place [15]. Further research on green building manage-
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ment systems supports the idea that sustainable infrastructure cannot be assumed to be
secure; instead, cybersecurity must be integrated directly into the protection of digitally
managed building assets and services [16]. These examples matter because they highlight
that industrial automation cybersecurity is not confined to plant floors. It spans across
energy, facilities, utilities, and other infrastructures whose disruption may have broader
economic and societal effects.

The same principle applies to industrial safety and operational trust. As artificial
intelligence (AI) and smart technologies are integrated into safety management across
several industries, they facilitate enhanced monitoring, compliance, and decision support;
yet, they also engender a heightened reliance on reliable digital functionalities [17]. In
highly automated settings, unsafe data flows, corrupted control logic, or distorted analytics
can harm both production outputs and the technologies that are meant to make things
safer and more resilient. This is one reason why industrial cybersecurity cannot be reduced
to a small technical concern. It is also a governance, assurance, and systems-engineering
problem that requires alignment between operational needs, human aspects, technical
structures, and institutional controls.

From this perspective, the challenge of certification becomes important. The rapid ex-
pansion of interconnected industrial systems has made it more important than ever to have
defined cybersecurity requirements, formal assurance processes, and standards that can
help with implementation and show that something is safe. But the standards landscape is
still not very clear. An examination of security standards and frameworks for IoT-enabled
smart environments reveals that numerous traditional standards and evaluation frame-
works provide valuable foundations, yet fail to comprehensively meet the requirements of
highly interconnected, diverse, and resource-limited operational settings [18]. This insight
pertains directly to industrial automation. Industrial systems bring together Information
Technology (IT) and Operational Technology (OT) assets, old and new technology, local and
remote services, and varied levels of criticality all in one place. Consequently, certification
is not simply a matter of assessing whether a generic set of controls has been deployed. It
demands a deeper understanding of which cybersecurity requirements are most critical
in industrial situations, how those requirements map to applicable standards, and where
implementation gaps persist. The challenge is worsened by the special reality of ICSs.
Industrial automation in manufacturing, energy, water, and transportation services is built
on ICS, SCADA, distributed control, and PLC-based settings. Recent literature indicates
that the integration of ICS with the IoT and networked architecture has significantly broad-
ened the threat landscape, rendering industrial environments vulnerable to protocol-level
deficiencies, malware, spoofing, denial-of-service attacks, advanced persistent threats, and
various other complex attack vectors [19]. This same body of work also points out a second
problem: it is often difficult to apply standard cybersecurity frameworks effectively in ICS
environments because of old architecture, real-time requirements, proprietary communi-
cation methods, and the fact that industrial processes are very sensitive to changes [19].
These circumstances are exactly what make certification complexity such a big issue. A
requirement that appears basic at the level of a standard may become technically demand-
ing or operationally dangerous when translated into a real industrial context. Likewise, a
control that is effective in one sector may be infeasible in another because of latency limits,
interoperability concerns, or safety consequences.

Accordingly, the primary problem addressed in this research is not only that cyber
dangers exist in industrial automation. Instead, industrial automation today works in a
digital and cyber-physical world where cybersecurity requirements need to be more clearly
defined, and certification standards need to be looked at more closely. Across this literature,
three converging themes are visible. First, the same digitalization that drives industrial
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performance also widens the cyber-attack surface, regardless of whether the setting is
manufacturing, energy, buildings, or process industries [1–6,13–16]. Second, the cyber-
physical coupling of modern industrial systems makes their security qualitatively different
from enterprise IT security: integrity, availability, timing, and safety are inseparable from
confidentiality, and legacy assets, real-time constraints, and proprietary protocols constrain
which controls are operationally feasible [9–12,17]. Third, certification and standardization
practice has not yet caught up with the pace of technical change, and frameworks designed
for hierarchical or enterprise contexts must increasingly be adapted to distributed, IIoT-
driven environments [18,19]. These convergences justify a focused systematic review of
cybersecurity requirements and certification standards in industrial automation, and they
frame the research questions stated at the end of this section.

To guide the review, the following research questions were formulated:

1. Which cybersecurity requirements are most frequently emphasized in the literature
on industrial automation systems?

2. Which certification standards and frameworks dominate the field, and how do they
compare in terms of scope, strengths, and limitations?

3. What gaps exist between technical cybersecurity requirements and certification practices?
4. How can cybersecurity requirements, certification standards, and application contexts

be integrated into a coherent classification framework that supports both research
and practice?

This study makes the following contributions:

• It proposes a structured classification framework linking cybersecurity requirements,
certification standards, and industrial application contexts.

• It provides a comparative analysis of major cybersecurity standards in industrial
automation environments.

• It identifies critical gaps between technical cybersecurity requirements and certification
practices.

• It introduces a visual mapping model to support understanding of how security
controls are operationalized across standards and domains.

2. Methodology
This study was produced as a systematic literature review to examine cybersecurity

needs and certification criteria in industrial automation systems. The methodological
approach was designed to make sure that it was clear, repeatable, and rigorous, following
the logic that is usually used in high-quality review articles: defining the scope, doing a
systematic database search, making the eligibility criteria clear, doing a multi-stage screening,
structuring the data extraction, and classifying the final body of evidence by theme.

The review was designed and reported in accordance with the Preferred Report-
ing Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 guidelines. The
four PRISMA stages—identification, screening, eligibility, and inclusion—were applied
sequentially and are visualized in Figure 1. PRISMA was chosen because it provides a
transparent and widely adopted reporting framework for systematic reviews in engineer-
ing and applied informatics, and because its flow-based structure aligns naturally with
the multi-stage selection process required for the size and heterogeneity of the corpus
considered here.

The review centered on the convergence of three areas: industrial automation sys-
tems, cybersecurity prerequisites, and certification or standardization frameworks. In this
context, industrial automation systems were widely defined to incorporate ICSs, SCADA
environments, distributed control systems, programmable logic controllers, safety-related
automation designs, and Industry 4.0-connected production environments. The purpose
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of the review was not only to identify which cybersecurity standards are most frequently
applied in industrial automation, but also to determine how security requirements are
defined, reviewed, validated, and translated into certification procedures. This scope was
selected because cybersecurity in industrial environments differs fundamentally from con-
ventional IT security due to operational continuity constraints, safety implications, legacy
technologies, heterogeneous communication protocols, and the critical-infrastructure role of
many automated systems.

Figure 1. Study selection workflow.

2.1. Literature Search Strategy

A structured literature search was completed across the following academic databases:
IEEE Xplore, Scopus, ScienceDirect, SpringerLink, and ACM Digital Library. We chose
these databases because they all cover engineering, industrial informatics, control systems,
standards-oriented research, and cybersecurity research in enough depth. The search tech-
nique combines a mix of keywords and Boolean operators to acquire the most coverage
while still being relevant to the topic. Representative search expressions included combina-
tions of the terms such as ‘industrial automation’,’ industrial control systems’, ‘SCADA’,
‘OT security’, ‘cybersecurity requirements’, ‘security standards’, ‘certification’, ‘IEC 62443’,
‘ISO/IEC 27001’, ‘NIST’, ‘functional safety’, and ‘compliance’. This keyword-based and
Boolean-refined technique was developed to record both broad conceptual conversations
and more targeted technical studies related to cybersecurity and certification in industrial
automation. The identification process gave the following results: IEEE Xplore: 910, Scopus:
1240, ScienceDirect: 630, SpringerLink: 480, and ACM Digital Library: 310, producing a
total of 3570 items. After bringing all the search results together, any duplicate records were
removed out. A total of 1420 duplicates were identified and removed, leaving 2150 records
for screening. This first reduction phase was significant because the topic covers overlap-
ping technical and interdisciplinary databases, resulting in frequent repetition of the same
findings across various sources.

The core Boolean string applied was: (‘industrial automation’ OR ‘industrial control
system*’ OR ‘SCADA’ OR ‘OT security’ OR ‘operational technology’) AND (‘cybersecurity
requirement*’ OR ‘security standard*’ OR ‘certification’ OR ‘compliance’ OR ‘IEC 62443’
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OR ‘ISO/IEC 27001’ OR ‘NIST’ OR ‘functional safety’). This string was applied to the title,
abstract, and keyword fields and adapted to the syntax of each platform: IEEE Xplore
(command search with field tags), Scopus (TITLE-ABS-KEY), ScienceDirect (advanced
search on title, abstract, and keywords), SpringerLink (full-text search with title/abstract
refinement), and ACM Digital Library (advanced search on the same fields). The search
was restricted to English-language peer-reviewed publications over the period 2016–2025.
Where a database returned more records than could be screened against the keyword
fields alone, relevance ranking was used to prioritize the most topically aligned records
before screening.

2.2. Inclusion and Exclusion Criteria

The full texts were evaluated against predefined inclusion and exclusion criteria to
ensure that only relevant and analytically useful studies were retained. The inclusion
criteria were as follows:

1. Peer-reviewed journal articles, conference papers, and authoritative review papers;
2. Studies explicitly addressing cybersecurity requirements, controls, assurance mea-

sures, conformity assessment, certification schemes, or security standards relevant to
industrial automation systems;

3. Publications containing technical, regulatory, architectural, or methodological discus-
sion substantial enough to support comparative analysis;

4. Studies clearly situated within industrial automation, industrial control, smart manu-
facturing, SCADA, ICS, or critical infrastructure contexts.

The exclusion criteria were as follows:

1. Studies not related to industrial automation security;
2. Studies focused only on conventional IT security without OT or control-system relevance;
3. Publications lacking certification, compliance, standards, or technical cybersecurity

analysis;
4. Purely descriptive industrial digitization papers without meaningful security substance;
5. Duplicated, editorial, or inaccessible records.
6. The inclusion and exclusion criteria are summarized in Table 1.

Table 1. Inclusion and exclusion criteria used in the systematic review.

Criterion Type Criteria

Inclusion criteria Peer-reviewed journal articles, conference papers, and review studies

Inclusion criteria Studies addressing cybersecurity requirements, standards, certification, assurance, or
compliance in industrial automation systems

Inclusion criteria Studies related to ICS, SCADA, OT, Industry 4.0, smart manufacturing, or critical
infrastructure automation

Inclusion criteria Publications containing sufficient technical, architectural, methodological, or regulatory
discussion for analysis

Exclusion criteria Studies not related to industrial automation security

Exclusion criteria Studies focused only on traditional IT security without OT/ICS relevance

Exclusion criteria Studies without certification, standards, compliance, or technical cybersecurity analysis

Exclusion criteria Purely descriptive digitization papers without meaningful security contribution

Exclusion criteria Duplicate, editorial, or inaccessible publications
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These criteria were designed to ensure that the final corpus directly addressed the
technical and certification-related dimensions of cybersecurity in industrial automation
rather than broader or unrelated cybersecurity discussions.

2.3. Study Selection Process

The study selection technique was carried out in three stages: identification, screening,
and eligibility assessment. After receiving the data from the database and getting rid of
duplicates, there were 2150 records left to filter. The second stage entailed screening the
title and abstract. At this point, each record was appraised for topical relevance to the study
objective. Publications were excluded if they focused exclusively on general IT security
without connection to industrial automation, addressed cybersecurity in purely enterprise
or cloud settings without operational technology implications, or discussed automation
without meaningful treatment of cybersecurity requirements, assurance mechanisms, or
certification-related issues. Through this filtering stage, 1820 records were deleted, and
330 full-text articles remained for eligibility assessment. The third phase was a full-text
review and a detailed analysis of eligibility based on the stated criteria for inclusion and
exclusion. Of the 330 full-text papers assessed, 255 were excluded for failing to meet
the review criteria. Consequently, the review preserved 75 studies for decisive analysis.
These 75 papers supplied the evidence base of the present review. The full review method,
including identification, screening, eligibility evaluation, and final inclusion, is summarized
in Figure 1.

One author conducted the title-and-abstract screening of all 2150 records against the
inclusion and exclusion criteria. To reduce the risk of single-reviewer bias, the co-authors
reviewed the borderline records and a sample of excluded records; any case in which a
co-author disagreed with the initial decision was discussed by the full author team and
resolved by consensus before the record was finalized.

An assessment of the publication years of the obtained resources reveals that the
literature on cybersecurity standards and certification in industrial automation is primarily
recent. The study that was looked at includes the years 2016 to 2025 (see Table 2), with a
clear concentration on the recent few years. The years 2023–2025 account for 45 papers,
or 60% of the dataset. The year 2025 alone accounted for 19 papers, or 25.3%. There were
just two papers in the dataset that were published before 2020. This distribution indicates
that the topic has gained substantial research attention only recently, likely due to the
increasing adoption of Industry 4.0 technologies, stronger interconnection of industrial
control systems, and the growing importance of standards such as IEC 62443 and related
certification-oriented approaches. Overall, the publication trend implies that cybersecurity
certification in industrial automation is a novel and swiftly emerging study subject.

Table 2. Distribution of reviewed studies by publication year.

Publication Year Number of Papers Percentage (%)

2016 1 1.3
2018 1 1.3
2020 10 13.3
2021 11 14.7
2022 7 9.3
2023 15 20.0
2024 11 14.7
2025 19 25.3
Total 75 100.0
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2.4. Data Extraction and Analysis

After research selection, a structured data extraction approach was used to the final set
of included studies. For each paper, the following information was recorded: publication
metadata, industrial domain, system type, cybersecurity challenge addressed, applicable
standard or certification framework, requirement categories, validation or assessment
methodologies, and important conclusions. This extraction structure makes it possible to
compare research not only at a descriptive level but also in terms of their technical con-
tribution and relevance to certification-related cybersecurity practice. Particular attention
was given to whether the studies discussed internationally recognized frameworks such
as IEC 62443, NIST guidance, ISO/IEC-based information security approaches, sectoral
conformity requirements, or security risk assessment methods tailored to industrial control
and SCADA systems. This emphasis was significant since literature in this field consis-
tently reveals that generic IT risk strategies typically require adaptation before they can be
usefully implemented in SCADA and industrial-control environments.

Following extraction, the selected studies were synthesized through topic analysis. The
objective of this synthesis was to discern prevailing standards, persistent demand patterns,
methodological deficiencies, and unresolved certification obstacles. Special emphasis was
paid to tensions between security, safety, availability, and legacy system limits, because
these concerns continuously affect cybersecurity decision-making in industrial automation.
In this approach, the research proceeded beyond mere description and aimed to explain
how cybersecurity standards are operationalized in practice and why certification remains
complicated in industrial situations.

2.5. Classification Model Definition

For the analytical stage, the final studies were categorized using a classification model
particularly created for this study. The classification model classified the literature into three
basic dimensions. The first dimension concerns the type of cybersecurity requirement, in-
cluding governance requirements, technical security controls, network and communication
protection, access control, monitoring and incident response, lifecycle security, and safety-
security coordination. The second pillar concerns the certification or standards perspective,
encompassing standard families, conformity assessment methodologies, sector-specific
certification practices, and assurance-related evaluation criteria. The third factor concerns
the application context, such as manufacturing systems, SCADA networks, critical infras-
tructure automation, and Industry 4.0 environments. This classification structure allows
both vertical analysis within each category and horizontal comparison across categories.
Consequently, it established a definitive framework for discerning the various method-
ologies employed by studies in addressing cybersecurity requirements and certification
challenges within industrial automation contexts. Overall, this methodological design
provides a rigorous and technically informed basis for the systematic review given in this
study. The classification framework utilized in this investigation is shown in Table 3.

To provide a clearer conceptual understanding of the relationships between cyber-
security requirements, certification frameworks, and industrial application domains, this
study proposes an integrated mapping framework. The framework visually represents how
technical security requirements are translated into certification standards and implemented
across different industrial contexts, while also highlighting cross-cutting challenges that
influence all layers. The proposed model is illustrated in Figure 2.
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Table 3. Classification framework developed for organizing and synthesizing the selected studies.

Dimension Category Description

Cybersecurity requirements Network and communication
security

Secure industrial protocols, network zoning,
intrusion detection, and

communication resilience

Cybersecurity requirements Monitoring and incident response Logging, anomaly detection, event monitoring,
response planning, and recovery

Cybersecurity requirements Lifecycle and maintenance security Secure design, deployment, operation,
maintenance, and update practices

Cybersecurity requirements Safety-security coordination Interaction between cybersecurity controls and
functional safety requirements

Standards/certification Security standards
IEC 62443, ISO/IEC 27001-related approaches,

NIST-oriented guidance, and
sector-specific frameworks

Standards/certification Certification/conformity assessment
Assurance schemes, evaluation methods,

testing procedures, and
certification mechanisms

Application context Industrial domain Manufacturing, SCADA systems, critical
infrastructure, smart factories, and Industry 4.0

Application context System focus PLCs, DCS, ICS networks, IIoT-connected
devices, and automation architectures

 
Figure 2. Integrated Mapping Framework for Cybersecurity Requirements and Certification Standards
in Industrial Automation Systems.

To make the framework operational rather than purely conceptual, it can be applied
as a four-step procedure. First, the relevant requirement categories for the target system
are identified using the requirement dimension. Second, the applicable standards are
selected for the sector and system type using the certification dimension. Third, each
requirement is mapped to the framework or frameworks that address it, with the corpus-
level frequencies used to prioritize the requirements most consistently emphasized in the
literature. Fourth, residual gaps—requirements not adequately covered by the selected
framework—are flagged for supplementary guidance or layered compliance. This stepwise
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reading allows practitioners to move from the conceptual map of Figure 2 to a concrete
requirement-to-standard assessment for their own environment.

The classification framework summarized in Table 3 was not imposed a priori but
was refined iteratively through a content-analysis pass over the 75 included studies. Each
paper was coded against the candidate requirement and framework categories; categories
that recurred across multiple studies and sectors were retained, while those that appeared
only in a single paper were merged or removed. The resulting frequency distribution
is presented at the end of Section 4, which provides the quantitative basis on which the
dimensions of the framework rest.

2.6. Validation and Reliability of the Review

To increase the credibility of the review, the selected research was examined compa-
rably across many aspects rather than being treated as isolated sources. The consistency
of conclusions was tested by analyzing how many studies treated parallel cybersecurity
requirements, standards, and certification-related challenges inside industrial automation
settings. We paid specific attention to patterns that kept showing up, such as those involving
segmentation, intrusion detection, secure communications, access control, lifecycle security,
and compliance-oriented governance frameworks. In addition, the classification system
presented in this study was applied uniformly to all retained publications in order to remove
interpretive fragmentation and to permit orderly cross-study comparison. This technique
strengthened the intellectual coherence of the investigation and helped guarantee that the
findings were developed from converging evidence rather than from isolated examples.

2.7. Quality Assessment of Included Studies

To strengthen the methodological transparency of the review and provide readers
with an indicator of study credibility, each of the 75 included publications was assessed
against a five-criterion quality rubric adapted from established systematic-review practice.
The criteria were: (Q1) clarity of research aim and scope; (Q2) methodological transparency,
including whether the study described its data, sources, or analytical procedure; (Q3)
depth of evidence base supporting cybersecurity or certification claims; (Q4) relevance
to industrial automation, ICS/SCADA, or certification-oriented contexts; and (Q5) clarity
and reproducibility of conclusions. A score of 1 was assigned when the criterion was fully
met (for example, for Q3, the study engaged substantively and in depth with technical or
standards content); 0.5 when it was partially met (the topic was addressed only briefly or
without supporting detail); and 0 when it was not met. Scoring was carried out by one
author and then independently reviewed by a second author; where the two assessments
differed by more than half a point on any criterion, the discrepancy was discussed by the
author team and a consensus score agreed before totals were computed. The distribution of
quality scores is shown in Table 4. On the 75 included studies, 28 achieved the maximum
score of 5, 43 scored between 3 and 4.5, and 4 scored 2 to 2.5; no study score was below 2.
The quality scoring described here is provided as a complementary credibility indicator.

Table 4. Distribution of quality-assessment scores across 75 included studies.

Quality Score Number of Studies Percentage (%)

5.0 28 37.3
4.0–4.5 28 37.3
3.0–3.5 15 20.0
2.0–2.5 4 5.3

Below 2.0 0 0.0
Total 75 100.0
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3. Framework-Based Analysis of Cybersecurity Requirements and
Certification Standards

Beyond restating individual requirements, the contribution of analyzing these
75 studies together lies in what their aggregation reveals: the relative emphasis the field
places on each requirement, the structural gap between richly discussed technical controls
and the scarcity of validated certification outcomes, and the complementary rather than
competing relationship among the dominant standards. These corpus-level observations,
rather than the description of any single control, constitute the analytical contribution of
this section.

The reviewed literature shows that cybersecurity in industrial automation systems is
best understood as a layered problem rather than a single set of isolated technical controls.
Across the selected studies, two closely connected dimensions appear most consistently:
network-level security and control-system security. The first concerns the protection of
communication pathways, data exchange, remote connectivity, and protocol behavior.
The second concerns the integrity and trustworthy operation of supervisory and control
functions, including SCADA platforms, PLCs, firmware, field devices, and operator-facing
control logic. Taken together, these dimensions form the core technical foundation of
industrial cybersecurity.

3.1. Network-Level Security

A comparative reading of the literature indicates that the most recurrent network-level
requirements are segmentation, intrusion detection and intrusion prevention, encryption
and secure communication, and protocol hardening [20–26]. The most recurrent control-
system requirements are SCADA/OT protection, PLC integrity, firmware validation, access
control, and patch management [26–30]. At the same time, the strongest concentration
of studies appears in smart-grid, cyber-physical power-system, SCADA, IIoT, and other
critical-infrastructure contexts [20,28,29,31–34]. By contrast, the literature is comparatively
weaker in directly validated cross-sector studies that connect these technical controls to
real certification outcomes in manufacturing environments. This imbalance is important
because it shows that industrial cybersecurity research is rich in technical discussion,
but still less mature in demonstrating how technical requirements are translated into
operational assurance and certification practice.

Another repeating result is that recent research moves away from static perimeter-
oriented protection and toward more context-aware, layered, and architecture-sensitive
security models. This tendency may be seen in studies on cyber-physical power sys-
tems, distributed energy resources, AI security for operational technology, SCADA
risk assessment, and protective measures for PLCs [20,26,28–30,32–36]. The trend is
driven by the increasing interdependence of industrial communication systems and
control functions: vulnerabilities in communication design may propagate into control
behavior, while deficiencies in controller integrity may compromise otherwise protected
network environments. Accordingly, the literature repeatedly implies that industrial
cybersecurity maturity depends less on a single robust mechanism and more on how
defensive measures reinforce one another across the cyber-physical link. Network-level
security carry measurements, alarms, control commands, synchronization signals, and
state-related information whose disruption may affect not only confidentiality but also
continuity, stability, and safe operation [26,37]. For this reason, network security in in-
dustrial settings is not treated merely as an IT traffic-management problem. It is framed
as a core component of operational integrity.
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3.1.1. Segmentation

Segmentation is one of the most consistently emphasized requirements in the literature.
Its importance lies in limiting the propagation of compromise across interconnected indus-
trial environments. Rather than treating the network as a flat space, segmentation organizes
industrial assets into zones or layers according to function, trust level, and operational
criticality [26,32]. This reduces the likelihood that compromise of one point in the system
will immediately expose supervisory or process-critical components.

The literature presents segmentation not simply as inherited IT best practice, but
as an architectural necessity for cyber-physical environments. In smart-grid and Dis-
tributed Energy Resources (DER) contexts, segmentation is repeatedly associated with
the need to manage multiple devices, communication channels, stakeholders, and trust
boundaries [20,32,34]. In PLC and nuclear-related contexts, it is linked to the protection
of highly sensitive supervisory and substation-level functions from broader enterprise
or remote-access exposure [26,30]. The practical message is clear: industrial systems
cannot assume that external and internal communications are equally trustworthy and
therefore must define explicit operational boundaries.

At the same time, adjacent literature shows that industrial cyber-physical monitoring
is becoming increasingly data driven. In power-system environments, machine-learning
approaches applied to synchrophasor-based measurement and analysis illustrate the growing
role of intelligent wide-area monitoring in security-relevant operational supervision [38].
This broader shift is accompanied by increased attention to cybersecurity awareness and
educational tooling [39], as well as emerging interest in Large Language Model (LLM)-
supported cybersecurity workflows [40]. Related Industry 4.0 research on maintenance
performance, oil-and-gas analytics, and manufacturing big-data ecosystems further suggests
that industrial resilience depends not only on controller protection, but also on the quality of
maintenance intelligence, large-scale data handling, and analytics infrastructures [41–43].

Traditional fixed zoning remains important, but recent studies increasingly discuss
micro-segmentation, software-defined policy enforcement, and more adaptive boundary
control in environments requiring both security and deterministic performance [28,44].
This indicates that segmentation remains a central requirement, but one that is gradually
becoming more dynamic and architecture aware.

3.1.2. Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS):
Detection-Centered Defense

Intrusion detection and intrusion prevention are also important. Their importance
increases in industrial environments because static filtering alone is often insufficient in
systems characterized by heterogeneous devices, variable communications, and protocol be-
haviors that may be operationally legitimate in one context and suspicious in another [22–24].
In IIoT and CPS settings especially, IDS is described less as an optional enhancement and
more as a necessary part of maintaining situational awareness.

A key development is the movement from pure signature-based detection toward
anomaly-based, specification-based, and hybrid approaches [24]. In industrial contexts, this
transition is particularly important because many attacks are designed to mimic normal
traffic patterns while altering timing, sequence, or process state implications. False data
injection research in power systems illustrates this clearly: a communication event may
appear syntactically valid while still undermining operational trust [27]. Accordingly, the
literature increasingly favors detection approaches that combine network evidence with
process awareness, state estimation, or controller-adjacent monitoring.

However, the literature is equally clear about the limitations of detection-centered
defense. High reported accuracy in laboratory settings does not automatically translate
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into deployment robustness. Common concerns include false positives, explainability,
model drift, sparse labeled data, and adversarial manipulation of Machine Learning (ML)-
based security models [21]. For industrial environments, these limitations are especially
serious because excessive alerts can burden operators and reduce trust in monitoring
systems. Thus, the dominant conclusion is not that IDS/IPS is sufficient on its own, but
that it must be embedded into broader, layered monitoring architectures that combine
communication-level, protocol-level, and process-level observation [28,29].

3.1.3. Encryption, Secure Communications, and Protocol Hardening

Encryption and secure communication are often highlighted as critical requirements
because industrial networks convey telemetry, directives, authentication data, synchro-
nization information, and other sensitive communications [32–36]. These channels are
nonetheless open to eavesdropping, message manipulation, spoofing, replay, and man-
in-the-middle attacks if they are not properly protected [33,34]. Yet the literature also
highlights that encryption in industrial systems cannot be evaluated in the same way as in
normal company contexts. Real-time performance, predictable timing, device restrictions,
and interoperability with legacy components all define what is operationally feasible. This
tension is especially obvious in protocol-oriented investigations. Work on power-system
communication standards illustrates that secure messaging must fulfill both security and
time requirements, especially in contexts where delayed or computationally heavy protec-
tions may degrade operational performance [33]. Thus, the examined literature addresses
secure communication not as a binary issue of “encrypted versus unencrypted”, but as
a question of whether security solutions are consistent with industrial timing, authen-
ticity, and control needs. The literature also distinguishes between generic encryption
and secure protocol design. People typically talk about industrial protocols like Modbus,
Distributed Network Protocol 3 (DNP3), IEC 61850, and other communication architectures
as being historically better for availability and interoperability than for strong security
guarantees [26,29,33]. Because of this, protocol hardening seems to be a separate and
ongoing issue. The essential issue is not just whether messages are protected in transit,
but if communication events are authenticated, contextually genuine, resistant to replay,
and compatible with intended process behavior [27,29,31,33,34]. This is why recent re-
search increasingly links secure communication with authentication, trust management,
protocol-aware monitoring, and cyber-physical co-validation.

Overall, segmentation, detection, secure communication, and protocol hardening from
the main defensive cluster at this layer.

3.2. Control-System Security

If network-level security addresses how industrial systems communicate, control-
system security addresses how they decide and act. This layer includes SCADA platforms,
Distributed Control System (DCS) functions, Human–Machine Interfaces (HMIs), Remote
Terminal Units (RTUs), PLCs, field devices, firmware, and supervisory logic [26,29,30].
It is at this level that cyber compromise becomes most directly connected to physical
consequence. A manipulated command altered controller logic, or compromised firmware
component may shift an incident from information exposure to process disruption, unsafe
behavior, or operational loss [29,33,37].

3.2.1. SCADA/OT Protection

SCADA and broader OT protection form the backbone of the control-system literature.
SCADA systems remain central because they aggregate measurement data, support op-
erator visibility, coordinate supervisory decisions, and mediate communications between
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higher-level control logic and field devices [26]. Their position also makes them strategically
attractive attack targets.

SCADA protection requires a broader control set than generic IT security models
usually provide. Recurrent themes include communications management, access control,
secure acquisition and development, incident response, business continuity, policy inte-
gration, and compliance-aware governance [26]. More recent CPS-oriented work adds a
further point: it is not enough to secure supervisory software in isolation. Security mech-
anisms must also account for the relationship between communication events, physical
process states, and operator interpretation [29,31,37]. This is why SCADA/OT protection
increasingly appears as a coordination problem across communications, software, devices,
operations, and recovery planning rather than as a single technical hardening task.

3.2.2. PLC Integrity

PLC integrity is one of the most prominent issues in industrial cybersecurity. PLCs
are central to industrial automation because they translate supervisory intent into local
control actions in real time [29,30]. Their importance also makes them an attractive target.
Once compromised, PLCs may be used to alter logic, manipulate sequencing, disable safety
functions, falsify I/O behavior, or create subtle deviations between sensed conditions and
control actions [29].

A major contribution of the literature is that it treats PLC integrity as multidimensional.
It is not limited to malware resistance or access restriction. Rather, it includes logic au-
thenticity, configuration integrity, trustworthy runtime behavior, and consistency between
executed control logic and expected process outcomes [27,29,30]. This broader interpreta-
tion is valuable because it shows why controller compromise is particularly dangerous:
it may evade surface-level monitoring while directly affecting physical operation. The
dominant research direction therefore favors not only device hardening, but also embedded
monitoring, behavior analysis, and closer coupling between controller observation and
process expectations.

3.2.3. Firmware Validation

Firmware validation appears as a closely related but distinct concern. Firmware is
often harder to observe, harder to update, and more tightly tied to hardware-specific
operation than higher-level software. As a result, compromise at this layer may remain
hidden while still altering device behavior in meaningful ways.

The reviewed studies emphasize that firmware validation in industrial systems is
constrained by both technical and governance realities. On the technical side, devices may
lack built-in support for strong validation, attestation, or secure boot features. On the
governance side, firmware changes may require extensive verification, vendor coordination,
licensing approval, or regulatory review, especially in safety-critical environments [29,30].
This explains why firmware validation is widely recognized as essential but less fully
operationalized than other network-oriented controls. The literature repeatedly points
toward trusted baselines, signed updates, anomaly-aware behavioral checks, and lifecycle
traceability as the most promising directions, although widespread practical implementation
remains uneven.

3.2.4. Access Control

Access control is a persistent theme across both network and control layers, but its
industrial form is especially demanding. In control environments, access is not only about
who may log in, but who may configure, modify, command, or maintain operationally
sensitive assets [25,26,34]. Because industrial systems often involve operators, engineers,
vendors, and maintenance personnel with different roles and temporary access needs, the
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challenge is not merely to authenticate users, but to manage privilege in a context-sensitive
and operationally safe way.

The literature highlights several recurring weaknesses: shared credentials, excessive
privilege, weak remote maintenance controls, and legacy systems that do not support fine-
grained authorization models [25]. At the same time, recent studies increasingly interpret
access control through broader trust models, including zero-trust ideas, stronger identity
validation, and more explicit policy-driven access decisions in OT environments [28]. This
suggests that industrial access control is moving beyond traditional role assignment toward
more continuous and context-aware trust management.

3.2.5. Patch Management

Patch management is one of the clearest examples of how industrial cybersecurity
differs from enterprise IT practice. Across the reviewed studies, patching is consistently
described as necessary but operationally difficult [29,30]. In many industrial systems,
updates may require restart, revalidation, recertification, or interruption of tightly coupled
processes. In long-lifecycle infrastructures, patches may also be constrained by vendor
support limitations, hardware compatibility, or uncertainty about downstream operational
effects [30].

Effective practice requires identifying which vulnerabilities are exploitable in the real
operational context, evaluating whether compensating controls can temporarily reduce
exposure, validating changes before deployment, and scheduling implementation in ways
compatible with safety and continuity [26]. This makes patch governance one of the clearest
points where cybersecurity, reliability, and certification interact directly.

Taken together, network-level security and control-system security are analytically
distinct but operationally inseparable. Segmentation without controller integrity may
slow compromise but not prevent process manipulation after trusted zones are reached.
Detection without secure communication may provide visibility while leaving message
trust unresolved. Access control without patch governance may reduce unauthorized entry
while leaving exploitable software in place. Firmware validation without process-aware
monitoring may fail to detect subtle behavioral compromise. In each case, the effectiveness
of one defensive measure depends partly on the strength of others.

Beyond communication and controller hardening, related industrial digitalization litera-
ture also points to the growing convergence of safety monitoring, immersive interfaces, data
governance, and structured asset modeling. Time-sensitive networking supports reliable and
deterministic communication in industrial environments [44], while computer-vision-based
Personal Protective Equipment (PPE) compliance systems show how operational safety
monitoring is becoming increasingly automated in industrial practice [45]. Augmented-
reality-enabled smart environments likewise suggest that new digital interaction layers may
expand both operational capability and cyber exposure [46]. Related work on cybersecurity
risk assessment for engineering databases highlights that protection increasingly extends
to the integrity and governance of technical data repositories [47]. A recent industrial case
study in biomass power plants further illustrates how IEC 62443, NIST SP 800-82, ISA-95,
and Purdue-style segmentation can be combined into an integrated IT/OT protection archi-
tecture [48]. In parallel, sustainability-oriented AI research reinforces the strategic role of
intelligent digital systems in industrial transformation [49], while ontology-based modeling
of IIoT security suggests a more formal basis for representing assets, threats, and controls in
complex industrial ecosystems [50].
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3.3. Certifications and Compliance

Certifications and compliance frameworks have become a crucial layer of cyberse-
curity governance in industrial automation and energy-oriented cyber-physical systems.
They no longer just serve as formal audits or symbols of trust. Instead, these frameworks
increasingly organize how firms define security obligations, manage risk, apply techni-
cal controls, enable lifecycle governance, and establish trustworthiness across complex
industrial infrastructures [51–56]. This is especially visible in IIoT ecosystems, operational
technology environments, battery management systems, smart grids, vehicle-to-grid infras-
tructures, solar plants, and connected building systems, where cybersecurity failures may
affect not only data confidentiality but also continuity of service, operational safety, asset
integrity, and system reliability [57–63].

From a classification perspective, frameworks such as ISA/IEC 62443, ISO/IEC 27001,
NIST SP 800-82, and NERC-CIP differ not only in scope but also in function [57–63]. This
distinction is important because it shows that industrial organizations rarely benefit from
depending on a single framework alone. Rather, the literature supports the idea that
effective assurance emerges from combining governance, technical guidance, industrial
suitability, and sector-specific protection.

3.3.1. ISA/IEC 62443

ISA/IEC 62443 is the one most closely aligned with industrial automation and control
environments. The literature presents it as one of the best-known and most relevant stan-
dards families for industrial cybersecurity because it was designed specifically for industrial
automation and control systems rather than adapted from enterprise IT models [51]. Its
importance lies in its OT-centered logic: in industrial settings, availability and integrity
often carry equal or greater importance than confidentiality, since interruption or incor-
rect control behavior may have direct implications for safety, continuity, and operational
performance [51].

This explains why ISA/IEC 62443 appears so frequently in the reviewed literature on
IIoT, industrial automation, cyber-physical infrastructure, and multivendor industrial envi-
ronments [51,53–56,61–63]. Rather than functioning as a narrow checklist, it provides an
architectural approach to industrial cybersecurity through lifecycle governance, risk-based
system design, hardening, segmentation, patch management, and clearly differentiated
responsibilities among asset owners, integrators, and service providers [51,53]. This makes
it especially suitable for long-lived, heterogeneous industrial infrastructures where respon-
sibility is distributed across multiple organizational actors.

The literature also shows that ISA/IEC 62443 becomes even more valuable when cyber-
security must be extended into emerging cyber-physical sectors. In battery systems, building
management, solar plants, and distributed energy contexts, the framework helps translate
general security objectives into industrially meaningful requirements tied to communication
protection, operational continuity, and system lifecycle management [55,56,61–63]. At the same
time, the literature acknowledges several limitations: implementation is resource-intensive,
standards adoption often lags behind technical change, and overlapping frameworks may
create complexity for organizations attempting cross-sector compliance [51]. Thus, ISA/IEC
62443 is consistently presented as a necessary foundation for industrial cybersecurity gover-
nance, but not as a sufficient solution in isolation.

Despite its prominence, IEC 62443 is not without contested aspects, and recent litera-
ture increasingly examines whether its core architectural assumptions remain adequate
in modern IIoT contexts. The zone-and-conduit model, while powerful for hierarchical,
Purdue-aligned plant networks, was conceived for relatively static, deterministically seg-
mented environments. Modern IIoT deployments, by contrast, frequently exhibit flatter
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topologies in which edge devices communicate directly with cloud services, mobile and
software-defined assets cross traditional zone boundaries, and trust relationships are
continuously renegotiated. Several authors have therefore argued that the model requires
extension or reinterpretation to accommodate edge–cloud continua, micro-segmentation,
and zero-trust principles [28,51]. A related discussion concerns the granularity of Security
Levels (SL 1–4): while useful for system-level target setting, four discrete levels may be
insufficient to differentiate the heterogeneous risk profiles found across IIoT devices that
range from constrained sensors to high-capability gateways [51]. The implementation
burden is a further point of contention, particularly for small and medium-sized industrial
operators, where full lifecycle compliance with the standard’s role-based responsibilities
(asset owner, integrator, product supplier) is resource-intensive and may outpace orga-
nizational capacity. These critiques do not undermine the relevance of IEC 62443, but
they suggest that it should be understood as an evolving framework whose architectural
assumptions are still being aligned with the realities of distributed, cloud-connected, and
software-defined industrial systems.

3.3.2. ISO/IEC 27001

If ISA/IEC 62443 is the main OT-specific framework, ISO/IEC 27001 is the dominant
organization-wide governance framework in the examined literature. It is often called one
of the most important standards for information security since it tells organizations how to
set up, run, keep up, and keep improving an information security management system [52].
Unlike industrially specialized frameworks, ISO/IEC 27001 does not principally describe
control-system security procedures. Instead, it provides the governance structure through
which security policy, risk assessment, documentation, auditability, and organizational
accountability are codified. This broad applicability explains why ISO/IEC 27001 remains
relevant across industries, including smart buildings, data-intensive infrastructures, and
digitally connected healthcare or public-service contexts [52,56,64]. The literature suggests
that as digital transformation broadens the cyber risk surface, businesses increasingly need
a formal management-system framework to combine technological, legal, organizational,
and procedural components of cybersecurity [56]. In this respect, ISO/IEC 27001 serves as
a crucial backbone for industrial cybersecurity governance, especially where numerous sys-
tems, teams, and regulatory duties must be coordinated. However, the literature is equally
clear that the flexibility of ISO/IEC 27001 can also be a restriction in operational technology
environments. Because it is generic, it frequently needs a lot of interpretation before it can
be turned into specialized industrial controls. This is especially true in contexts where there
are real-time restrictions, old infrastructure, and cyber-physical process sensitivity [52].
For this reason, the literature prefers to promote ISO/IEC 27001 as a governance layer
rather than as a single technical solution for industrial control security. Its key strength
is organizational discipline; its main shortcoming is that it often must be supported by
industrially specific counsel.

3.3.3. NIST SP 800-82

NIST SP 800-82 is one of the most realistically oriented advice standards for industrial
control system security. Unlike ISO/IEC 27001, which is primarily governance-oriented,
NIST SP 800-82 is more closely related with implementation recommendations for ICS
and SCADA environments. Its relevance is especially visible in the literature emphasiz-
ing the operational differences between industrial control systems and conventional IT
systems, including time-critical operation, long equipment lifecycles, and the risk that
some otherwise standard IT security countermeasures may disrupt industrial processes if
applied without adaptation [26]. The practical value of NIST-oriented instruction is also
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obvious in applicable industrial research. For example, recent work on biomass power
plants combines NIST SP 800-82 Revision 2 with IEC 62443, ISA-95, and the Purdue model
to form integrated IT/OT protection systems, including segmentation, detection, and
layered security design [48]. In this respect, NIST SP 800-82 is best understood as an
implementation-oriented reference framework that helps translate generic cybersecurity
principles into ICS-specific practice. At the same time, the literature reveals a structural
limitation: NIST SP 800-82 is guidance-oriented rather than an independent certification
system. It consequently delivers substantial practical value for ICS protection but is
best effective when utilized alongside larger governance and sector-specific compliance
frameworks [26,48].

3.3.4. NERC-CIP

NERC-CIP occupies a distinctive position in the reviewed literature because it is
associated with cybersecurity governance in bulk power and other reliability-critical energy
environments. Unlike ISO/IEC 27001 and ISA/IEC 62443, which have broader cross-sector
relevance, NERC-CIP is generally discussed in relation to electric-power infrastructure,
grid resilience, and sector-specific compliance expectations [57–63].

In these environments, cybersecurity cannot be separated from reliability governance.
Failures affecting control, communication, or protection functions may extend beyond
information compromise to operational disruption, service instability, or broader infras-
tructure consequences. For this reason, NERC-CIP is best interpreted in this review as a
sector-specific compliance regime linked to the protection and dependable operation of
critical energy systems rather than as a general-purpose industrial framework.

Its main strength is its close relevance to high-criticality energy settings. Its main
limitation is narrower applicability outside regulated power and energy environments [62,63].

3.3.5. Comparative Synthesis

Taken together, certifications and compliance frameworks in industrial cybersecurity
should be interpreted as complementary rather than competing. ISA/IEC 62443 provides
industrial automation specificity. ISO/IEC 27001 provides governance structure and
auditability. NIST SP 800-82 provides practical technical guidance for ICS and SCADA en-
vironments, while NERC-CIP is discussed primarily in relation to resilience and reliability
governance in critical power infrastructure [26,48,57–61].

This comparative pattern is one of the main findings of the reviewed literature. The
strongest cybersecurity posture does not emerge from strict dependence on one framework,
but from building a layered compliance architecture that combines governance maturity,
industrial suitability, technical guidance, and sector-specific obligations. In practical terms,
this means that industrial organizations increasingly require compliance architectures, not
single-standard dependency.

Four gaps emerge from the corpus, each grounded in the evidence summarized in
the preceding tables. First, multi-framework implementation remains resource-intensive
and fragmented: the frequency data at the end of Section 4 shows that individual studies
typically engage with a single framework in depth and that integration across frameworks
is discussed in a minority of the corpus [51,52]. Second, the pace of standards adaptation
lags behind technical change: 60% of the included studies were published in 2023–2025
(Table 2), but the standards revisions and certification practices they reference predate
this period [56,65]. Third, evidence linking formal certification to measurable operational
outcomes is limited: the corpus contains few validated cross-sector studies that connect
certification to incident-response speed, downtime, or recovery capability, and this absence
is itself a finding of the review. Fourth, certification-oriented evidence remains concen-
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trated in energy and critical-infrastructure domains, with comparatively thin coverage of
manufacturing, buildings, and process industries [57–63,65].

A deeper comparison along five dimensions clarifies how the frameworks differ. In
scope, ISA/IEC 62443 is broadest for OT and control systems, ISO/IEC 27001 is broadest
organizationally, and NERC-CIP is narrowest, being confined to bulk-power reliability.
In assurance level, ISA/IEC 62443 and ISO/IEC 27001 provide formal certification path-
ways, NERC-CIP provides regulatory compliance enforcement, whereas NIST SP 800-82
is guidance only and offers no independent certification. In auditability, ISO/IEC 27001
is strongest through its management-system audit structure, with NERC-CIP also strong
through mandatory compliance audits. In implementation burden, ISA/IEC 62443 is the
most demanding given its lifecycle and role-based requirements, while NIST SP 800-82, be-
ing advisory, is the least prescriptive. In sector-specific applicability, NERC-CIP is the most
targeted (electric power), ISA/IEC 62443 is industrial-automation-specific, and ISO/IEC
27001 is the most sector-agnostic. This comparison reinforces the review’s central finding
that the frameworks are complementary, since no single framework is strongest across all
five dimensions.

4. Discussion
The outcomes of this research show that industrial cybersecurity has reached a point

at which certifications and compliance frameworks can no longer be seen as peripheral
governance devices. In industrial automation and cyber-physical environments, standards
increasingly determine not just how security is documented, but also how systems are built,
integrated, maintained, and validated. This is especially visible in businesses like energy,
smart infrastructure, IIoT, and digitally controlled industrial services, where cybersecurity
failures may damage not just information assets but also continuity, physical operation, and
system reliability. One of the clearest conclusions of the research is that no single framework
effectively fulfills the cybersecurity expectations of modern business environments. Some
standards are mostly about governance and work well for putting up policy, accountability,
auditing, and continuing improvement. Some are more focused on protecting critical
infrastructure. As industrial systems become more distributed, connected, and software-
dependent, several layers of governance must interact. The main compliance problem
is therefore not the selection of one particular standard, but the creation of a unified
security architecture that encompasses numerous frameworks without producing overlap,
ambiguity, or audit fatigue.

The research also reveals that the notion of compliance is changing concurrently with
the building of industrial systems themselves. The environments described in the litera-
ture are no longer confined to isolated enterprises or rudimentary supervisory networks.
They are adding more and more smart inverters, DERs, Electric Vehicle (EV) charging
systems, cloud-connected monitoring, predictive maintenance platforms, digital twins, and
AI-enabled decision support. Under these scenarios, compliance is not merely a technique
of proving vigilance after system deployment. It becomes a way of arranging security
across technically interdependent and organizationally dispersed infrastructures. A further
significant discovery is the continual tension between generality and specificity. Broad
frameworks enable governance consistency, portability, and organizational auditability but
they may lack the requisite granularity for industrial control situations. More specialized
frameworks offer immediate practical relevance but may not scale effectively across indus-
tries or enable enterprise-wide governance by itself. The research therefore supports hybrid
compliance strategies in which management-system discipline, industrially specialized
control logic, practical implementation assistance, and sectoral reliability obligations are
integrated rather than separated.
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The report also underscores a crucial distinction between compliance maturity and
security maturity. Compliance that is written down does not always lead to systems that
are strong. If standards are perceived as things to check off, businesses may be formally
compliant yet still have operational flaws. Conversely, technically strong organizations
may nonetheless be exposed if their procedures are not documented, audited, or linked
with legal and regulatory requirements. The actual aim is therefore not certification for its
own sake, but the building of security capabilities that are repeatable, explainable, opera-
tionally credible, and resilient under industrial limits. Human and organizational variables
intensify this issue. Compliant architecture on paper may yet fail in practice if processes
are not followed, roles are not clear, implementation is not well-funded, or workers regard
cybersecurity as less essential than production. So, industrial cybersecurity is not merely
a technical or standards issue. It is also a coordination concern comprising management,
engineering, operations, procurement, maintenance, and training. The literature repeatedly
implies that compliance is most efficient when these processes work under a shared security
rationale rather than as independent administrative layers. This issue becomes increasingly
serious in sectors where reliability is inseparable from cybersecurity. In energy and other
critical infrastructure situations, cyber incidents may influence not just information security
but also voltage stability, energy supply, operational safety, asset condition, and public-
facing service continuity. In such circumstances, sector-specific frameworks connected to
dependability criteria remain particularly valuable since they incorporate fundamental
security concepts into infrastructure-specific duties and minimal precautions. Overall, the
research supports the idea of industrial compliance as a tiered socio-technical governance
system. It is most effective when organizational discipline, technical execution, sector
awareness, and human conduct reinforce one another. It is least successful when standards
are applied in isolation or seen as disconnected administrative needs. Table 5 summarizes
the comparative role of the four most influential compliance frameworks identified in the
reviewed literature.

Table 5. Comparative Discussion of the Four Main Compliance Frameworks.

Framework Primary Role Main Advantage Main Limitation Most Suitable Context

ISA/IEC
62443

OT and industrial
automation security

Industrial focus;
lifecycle orientation;
segmentation and

service-provider logic

Resource-intensive
implementation;

uneven fit with flat
IIoT topologies

Industrial automation, OT,
IIoT, multivendor
industrial systems

ISO/IEC
27001

Information security
management system

Governance,
auditability, continual
improvement; broad

applicability

Too generic for direct
control-system

implementation

Enterprise-wide security
governance and

cross-sector compliance

NIST SP
800-82

Practical
ICS/SCADA security

guidance

Implementation-
oriented; useful for

technical control
environments

Guidance only; not a
certification scheme

ICS, SCADA, operational
control-system protection

NERC-CIP
Sector compliance

for bulk electric
systems

Direct alignment with
grid reliability and
sector protection

Narrow applicability
outside regulated

power infrastructure

Smart grids, bulk power,
reliability-critical energy

settings

Taken together, the discussion suggests that the next step for industrial cybersecurity
is not broader certification alone, but better integration between compliance layers. The
organizations most likely to succeed will be those able to translate standards into real engi-
neering, governance, and operational behavior rather than those that merely accumulate
formal certifications.
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The frequencies reported in Table 6 reflect a content-analysis pass over the 75 included
studies in which each paper was checked against the nine requirement categories and
five framework categories used in the manuscript’s classification structure. Counts are
non-exclusive: a single study may be counted toward multiple items where it substantively
engages more than one topic.

Table 6. Frequency of cybersecurity requirements and certification frameworks across the 75 included
studies.

Category Item Number of Studies % of Corpus (n = 75)

Cybersecurity requirements Network segmentation 24 32.0
Cybersecurity requirements Intrusion detection/IDS-IPS 19 25.3
Cybersecurity requirements Secure communication/encryption 17 22.7
Cybersecurity requirements Access control 14 18.7
Cybersecurity requirements Lifecycle security 13 17.3
Cybersecurity requirements Safety-security coordination 9 12.0
Cybersecurity requirements PLC integrity 9 12.0
Cybersecurity requirements Patch management 7 9.3
Cybersecurity requirements Firmware validation 5 6.7

Certification frameworks ISA/IEC 62443 12 16.0
Certification frameworks Other/sector-specific frameworks 14 18.7
Certification frameworks NERC-CIP 6 8.0
Certification frameworks ISO/IEC 27001 5 6.7
Certification frameworks NIST SP 800-82 4 5.3

5. Future Directions
The reviewed literature points toward several important future directions for research

and practice in industrial cybersecurity certifications and compliance.
The first is cross-standard orchestration. Industrial systems increasingly operate at the

intersection of enterprise IT, OT, IIoT, cloud services, AI-enabled monitoring, and sector-
specific regulation. As a result, future governance models will need stronger mapping across
management-system standards, industrial control standards, technical implementation
guidance, and sectoral reliability obligations [51,52,66]. Research should therefore move
toward interoperable compliance architectures that reduce overlap and help organizations
build unified security governance rather than isolated certification silos.

A second direction is human-centered compliance design. The literature on security
culture, behavioral cybersecurity, and training makes clear that standards will not produce
robust outcomes if they are disconnected from how people work, make decisions, and
respond to operational pressure [66–69]. Future models should therefore give greater
attention to culture assessment, behavior-aware training, role-specific awareness, and
organizational change mechanisms. This is especially important in industrial contexts,
where usability problems, workarounds, and procedural bypass can weaken otherwise
well-designed technical controls.

A third direction is sector-expanding compliance research. The reviewed studies show
that cyber risk governance is no longer limited to traditional ICS and smart-grid environ-
ments. Healthcare, maritime systems, automotive cyber-physical platforms, smart buildings,
construction systems, and digitally monitored workplaces are all developing distinctive combi-
nations of safety, privacy, reliability, and cybersecurity requirements [54,56,60,64,70,71]. Future
standards research should therefore examine how sector-specific overlays can be built without
losing the value of shared security principles.

A fourth direction is AI-aware and explainable compliance. Multiple studies show
that AI, machine learning, and deep learning are increasingly used for anomaly detection,
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predictive maintenance, operational optimization, and cyber defense [72–75]. Yet standards
ecosystems still lag behind these developments. Future compliance frameworks will need to
address explainability, adversarial robustness, model drift, data governance, false-positive
management, and assurance of AI-supported decisions. In industrial environments, this
issue is especially important because AI output may influence physical processes and
operational judgments with real-world consequences.

A fifth direction is integration of cyber threat intelligence into compliance practice.
Threat intelligence literature increasingly emphasizes indicators, knowledge bases, detec-
tion logic, and evolving adversary models as tools for proactive defense [73,75]. Future
compliance approaches should therefore move beyond static verification of controls and
toward more adaptive models in which standard-based governance is informed by changing
threat conditions. This would help reduce the gap between audit-based cybersecurity and
adversarial reality.

A sixth direction is compliance for distributed, decentralized, and autonomous sys-
tems. Research on DER coordination, Vehicle-to-Grid (V2G) ecosystems, federated decision
models, and AI-supported grid management shows that future infrastructures will depend
more heavily on distributed control, privacy-preserving computation, and platform-based
interaction [57–59]. Traditional centralized compliance assumptions may be insufficient in
such contexts. More work is needed on how certification and governance can be adapted to
decentralized architecture, edge-based intelligence, and multi-actor digital energy services.

A seventh direction is measurement of compliance effectiveness through operational
outcomes. Much of the literature still evaluates standards in terms of adoption, concep-
tual relevance, or structural fit. Future research should examine whether compliance
improves measurable outcomes such as incident response speed, operational downtime,
resilience, recovery capability, maintenance performance, and detection quality. This
would move the field from formal conformity analysis toward evidence-based evaluation
of cybersecurity value.

A further reason for this direction is urgent comes from adjacent research on the security
of perception-based autonomous and cyber-physical systems. Recent work has demon-
strated stealthy, physically realizable attacks against the machine-learning components
on which such systems depend: fluorescent-ink adversarial patches that remain invisible
until triggered by ultraviolet light can cause traffic-sign-recognition models to misclassify
signs [76], ground-view adversarial patches can manipulate the obstacle-detection models
used by commercial service robots [77], and analogous fluorescent-ink triggers can implant
backdoors in both object detectors and vision-language models while evading common
defenses [78]. Although these studies target automotive and consumer-robot settings rather
than industrial control systems, they carry a direct lesson for industrial automation: as AI-
enabled perception, monitoring, and decision support are integrated into OT environments,
the ML layer itself becomes an attack surface that conventional controls do not address.
Notably, several of these attacks were shown to survive standard defensive measures,
underscoring that AI-aware compliance frameworks will need to account for adversarial
robustness, physical-domain manipulation, and assurance of model behavior rather than
treating AI components as trusted black boxes.

Finally, a broader direction is the shift toward compliance by design. As digital twins,
smart infrastructures, intelligent monitoring systems, and industrial AI continue to expand,
cybersecurity requirements will need to be embedded earlier in the lifecycle rather than
retrofitted after deployment. Future compliance practice should therefore begin at the
stages of procurement, architecture, interoperability design, testing, and maintenance
planning. In this sense, compliance is likely to evolve from a proof mechanism into a design
discipline for secure industrial transformation.
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6. Conclusions
This systematic review examined cybersecurity requirements and certification standards

in industrial automation systems, drawing on a corpus of 75 peer-reviewed publications
selected through a structured multi-stage screening process. The analysis was organized
around a three-dimensional classification perspective, and application context. The findings
consistently confirm that industrial cybersecurity is a layered, multi-framework governance
problem rather than a problem solvable by any single technical control or standard.

At the technological level, the most recurrently stressed requirements across the
examined literature are network segmentation, intrusion detection, secure communication
and protocol hardening, access control, PLC and firmware integrity, and patch management.
These needs are conceptually different but operationally interdependent: the efficiency
of each protective measure depends greatly on the strength of the others. The literature
further shows that industrial cybersecurity is shifting away from static perimeter-based
protection toward context-aware, layered, and architecture-sensitive models that account
for the unique constraints of cyber-physical environments, including real-time operation,
long equipment lifecycles, legacy infrastructure, and safety-security interaction.

At the standards and certification level, the report cites ISA/IEC 62443, ISO/IEC
27001, NIST SP 800-82, and NERC-CIP as the most prominent frameworks in industry.
These frameworks are the best understood as complementing rather than competing.
ISA/IEC 62443 gives the strongest OT-specific and lifecycle-oriented foundation for in-
dustrial control systems. ISO/IEC 27001 gives governance framework, organizational
responsibility, and auditability across enterprise-wide activities. NIST SP 800-82 con-
tains realistic, implementation-oriented recommendations for ICS and SCADA contexts.
NERC-CIP addresses sector-specific reliability and compliance obligations in critical power
infrastructure. The central findings are that effective industrial cybersecurity assurance
does not emerge from dependence on a single framework, but from building a layered
compliance architecture in which governance maturity, industrial suitability, technical
guidance, and sectoral obligations are integrated and mutually reinforcing.

The review also calls attention to reoccurring issues. Implementation of multi-framework
compliance remains resource-intensive and fragmented, particularly where standards overlap.
Rapidly evolving technologies—including IIoT, AI-enabled monitoring, digital twins, and
distributed energy systems—continue to outpace standards adoption timetables. Evidence
relating formal certification to quantifiable operational security results is limited, especially
outside the energy and critical infrastructure areas. We treat this scarcity not as a peripheral
caveat but as one of the central findings of the review: the literature on industrial cybersecurity
certification has grown rapidly in conceptual and architectural depth, but it has not yet
matured into a body of validated cross-sector empirical evidence that links specific certification
choices to measurable operational outcomes. This gap should be read as a direct call for future
empirical work and as the principal boundary within which the conclusions of any review
built on the present corpus must be interpreted. Human and organizational variables offer an
underexplored dimension: compliance architectures may fail in practice if responsibilities are
unclear, procedures are not followed, or security culture is weak. These gaps set the agenda
for future research and practice.

A further methodological limitation of this review is that title and abstract screening
was conducted by a single reviewer with cross-checking by co-authors, rather than by
two reviewers independently. Because screening was not fully independent and parallel,
inter-rater agreement statistics such as Cohen’s kappa could not be computed, and the
five-criterion quality rubric (Section 2.7) was introduced partly to mitigate this. We recom-
mend that future reviews adopt fully independent dual screening so that formal reliability
statistics can be reported.
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Overall, this review contributes a consolidated, classification-driven analysis of in-
dustrial cybersecurity requirements and certification standards at a time when the field is
expanding rapidly but its literature remains fragmented. The three-dimensional framework
developed here offers a reproducible basis for future systematic comparisons, and the
comparative synthesis of leading compliance frameworks provides practical guidance
for organizations seeking to align technical controls, operational realities, and assurance
obligations in industrial automation environments.
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