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Abstract

This paper presents a standard-oriented architecture for automating information security
risk management (ISRM) using artificial intelligence. The study first evaluates eight interna-
tional frameworks (including COBIT 2019, NIST SP 800-53, and ISO 31000) for automation
suitability, identifying ISO/IEC 27005 as the optimal structural foundation. Based on these
findings, an architecture integrating Natural Language Processing and machine learning to
automate risk identification, assessment, and treatment is proposed. A core component is
a decision-making module that combines expert reasoning with a Multi-LLM consensus
mechanism to ensure reliability. To provide exploratory support for the proposed archi-
tecture, a comparative study using five state-of-the-art Large Language Models (ChatGPT,
Gemini Advanced, Grok, Microsoft Copilot, and DeepSeek Chat) was conducted on a
standardized risk identification task. The results highlight strong cross-model consen-
sus patterns, providing exploratory evidence that LLMs may support expert-informed
risk identification and reasoning tasks while acknowledging the current limitations in
complex reasoning. This approach proposes a transparent architectural foundation for
Al-driven ISRM whose scalability must be established through future prototype-based
evaluation, thereby bridging the gap between rigid compliance standards and generative
Al capabilities.

Keywords: artificial intelligence; cybersecurity; information security; international standards;
ISRM; risk analysis; risk management

1. Introduction

Due to the development of technologies and the implementation of everything into
digital worlds, the question of information security (IS) has become very relevant and
important [1]. In most cases, information security can be defined as the security of the
CIA triad (confidentiality, integrity, and availability) [2]. However, information security is
more about the status of information rather than directly securing it, which cybersecurity
relates to. Cybersecurity involves processes and actions that can maintain information
security [3]. As the number of cyber threats continues to grow, organizations must identify
the most severe risks and apply effective countermeasures. Cybercrime is projected to
cost $10.5 trillion in damages by 2025, a substantial leap from $3 trillion in 2015 [4]. Risk
management provides a systematic approach to estimate the potential impact and likeli-
hood of such threats, allowing risks to be classified as critical, high, medium, or low [5].
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Prioritizing high risks and critical risks enables organizations to allocate resources effi-
ciently. However, due to the vast number of potential threats, risk management remains a
complex, time-consuming, and resource-intensive process that requires significant expertise
in information security [6].

Artificial intelligence (Al), one of the most transformative technological advancements
of the 21st century, enables machines to perform tasks traditionally requiring human intelli-
gence [7-9]. In the context of cybersecurity, prior research has shown that Al can enhance
information security risk management through advanced threat detection, predictive an-
alytics, and automated response, though challenges remain around explainability, data
dependency, and alignment with standards [10]. In addition to detection and response, Al
has also been applied to risk prioritization in complex digital ecosystems, helping organi-
zations allocate resources more effectively [11]. These applications highlight that the use
of Al offers new opportunities to automate previously unmanageable processes, making
cybersecurity risk management a particularly promising candidate for such automation.

The main objectives of this study are to analyze international standards for IS risk
management (ISRM), evaluate the applicability of modern Al methods for automation, and
propose a novel system architecture for Al-based ISRM.

Based on these objectives, the study addresses the following research questions (RQs):

¢ RQI1:Which information security risk management standard is best suited for automa-
tion using artificial intelligence?

*  RQ2: How can ISO/IEC 27005 [12] risk management stages be mapped to specific Al
methods and data sources?

e  RQ3: What improvements in effectiveness, consistency, and coverage can be expected
when applying the proposed Al-based architecture?

By addressing these research questions, this study makes a twofold contribution: it pro-
vides a comparative analysis of ISRM standards regarding their Automation Readiness and
defines a reference architecture for implementing Al-driven risk management workflows.

2. Related Works

I. Hamid and M. M. H. Rahman (2025) provide a comprehensive analysis of the role
of AI, machine learning (ML), and deep learning (DL) in modernizing cyber risk manage-
ment [13]. Their study highlights how these technologies enhance vigilance by automating
threat detection and reducing response times compared to traditional frameworks. Fur-
thermore, the authors address critical regulatory and strategic implications, noting that
while Al creates innovation opportunities, it introduces significant challenges regarding
data privacy and model explainability. They emphasize that effective implementation
requires a synergistic approach involving collaboration between Al experts, security pro-
fessionals, and policymakers. However, while acknowledging these strategic needs, their
work remains a high-level survey and does not propose a specific technical architecture for
integrating these AI components into standard-compliant workflows like ISO/IEC 27005.

M. Yazdi et al. (2024), in their study, conducted a comprehensive analysis of the role
of artificial intelligence in risk management [14]. They analyzed the ability of ChatGPT-4
to assess risks and compared these results with those of human experts. The comparison
was based on six criteria. In the criteria of Completeness, Relevance, and Response Time,
ChatGPT-4 scored higher compared to human experts. On the other hand, human experts
received higher scores in the criteria of Practicality, Comprehensiveness, and Contextual
Understanding. These results indicate that while ChatGPT-4 can provide fast answers,
they are still not as complex and practical as those provided by human experts. In the
conclusions, they highlighted several challenges, including accountability, data dependency,
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inherent biases, the dynamic nature of risks, interpretability, and the difficulty of integrating
Al systems.

N. Mohamed (2023) provides a quantitative analysis of the Al cybersecurity landscape,
revealing a critical dichotomy: while 45% of organizations have already incorporated
Al tools and 35% plan to do so, a significant segment (20%) remains hesitant [15]. The
study identifies “decision-making transparency” and “algorithmic bias” as the primary
barriers preventing full adoption. Mohamed explicitly calls for future research to focus
on “strategies for responsible usage” and “unbiased prediction models” rather than just
technical detection capabilities. However, while the paper accurately diagnoses these
ethical and operational bottlenecks, it does not propose a specific governance framework
to resolve them. This validates the necessity of the architecture proposed in our study,
which addresses the transparency deficit not merely through post-factum documentation
(Stage 4), but fundamentally by embedding Explainable Al (XAI) principles into its core
decision-making engine. Specifically, the proposed system tackles algorithmic opacity
through provenance tracking (logging structured decision rationales and evidence prove-
nance, including explicit mappings between extracted threats and recommended controls),
providing human-readable confidence scores for generated recommendations, and utilizing
case-based reasoning to supply human-legible justifications derived from historical data.
Coupled with bias mitigation via the Delphi consensus method, these mechanisms ensure
that the Al acts as an interpretable, verifiable decision support tool.

S.S. Dasawat and S. Sharma (2023), in their paper, provide an overview of new-age sus-
tainable startup businesses and the importance of emerging technologies in new-age sustain-
able startup businesses, risk management, automation, and scaling of entrepreneurs [16].
Furthermore, this paper discusses the impact of Al and cybersecurity on new-age sustain-
able startup businesses. The authors highlight that using Al can increase efficiency, provide
better decision making, and predict maintenance needs. In conclusion, the authors state
that the integration of artificial intelligence and automation can help businesses identify
potential security threats and respond to them quickly and effectively. A combination of
innovative technology, strategic planning, and effective risk management practices can
help entrepreneurs effectively scale their businesses while also addressing the challenges
of cybersecurity.

M. Sterbak et al. (2021), in their work “Automation of Risk Management Processes,”
provide a description of the individual subprocesses of information security risk manage-
ment and identify the possibilities of applying automation to individual subprocesses and
their interconnection within a complex information system [17]. Their proposed model is
based on ISO/IEC 2700x standards and has the following main stages: the identification
and description of the organization; the identification of information assets; the valuation
of information assets; risk identification and assessment; mitigation; and monitoring and
control. In conclusion, the authors state that from their analysis and the complexity of the
problem, it is clear that it is not possible to fully automate all subprocesses and that some of
them still require manual intervention. Among all stages, they mention that the automatic
detection of IT assets with their subsequent categorization in a hierarchical model repre-
sents the greatest improvement and requirement. The current paper directly addresses
this exact gap. While Sterbak et al.’s model relied on structured inputs and lacked the
cognitive capabilities to process unstructured contextual data, the proposed architecture
overcomes this limitation by integrating Natural Language Processing (NLP) and Large
Language Model (LLM) reasoning. Specifically, instead of relying on manual intervention,
proposed system utilizes LLM-based semantic parsing and Named Entity Recognition
(NER) to automatically identify, extract, and categorize IT assets directly from unstructured
organizational policies and architectural descriptions. This transition from rigid rule-based
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models to dynamic Al reasoning provides the precise technological mechanism needed to
fully automate the asset detection and categorization subprocesses that previous studies
found unfeasible.

To provide a structured comparison of existing studies, Table 1 summarizes the main

approaches, contributions, and limitations of the reviewed literature.

Table 1. Summary of related works.

Reference AI Approach Main Contribution Limitations
. . Remains a high-level survey; lacks a
I. Hamid & M. AI/ML/DL Ele- ?ﬁiz:astef; ne?:(fo;er specific technical architecture for
Rahman (2025) [13]  Survey . ynergy m ¢y integrating Al into
risk management .

standard-compliant workflows

Al outputs lacked the complexity
M. Yazdi ot al. ChatGPT-4 vs. Compared Al and human and practicality of human experts;

(2024) [14]

Human experts

capabilities in risk
assessment accuracy

leaves challenges like accountability,
data dependency, and inherent
biases unaddressed.

No governance framework proposed
to address the transparency deficit;

N. Mohamed Quantitative Identified transparency and bias as iy .

(2023) [15] Survey key barriers (20% hesitation) lacks specific strategies for
responsible Al usage and unbiased
prediction models.

Remains a conceptual discussion

S.S. Dasawat & S.  Conceptual Highlighted Al’s role in improving  without technical implementation

Sharma (2023) [16]  discussion efficiency and early threat detection  details or specific
architectural guidelines.
Concluded that full automation is

M. Sterbak et al. ISO/TEC Identified automatable subprocesses unfefiglble w1'th01.1t A.I reasoning,

(2021) [17] 2700x-based in risk management specifically highlighting the manual

model bottleneck of automatic IT asset

detection and categorization.

All the authors emphasize the transformative impact of Al on risk management. Recent
surveys confirm that while Al plays a vital role in modernizing security frameworks [13,16],
its practical adoption faces hurdles. Specifically, relying solely on generative models
like ChatGPT-4 lacks the contextual depth required for professional risk estimation [14].
Furthermore, while adoption rates are rising, significant hesitation remains due to the
“transparency deficit” in Al decision making, as identified by quantitative studies [15].
Prior attempts to automate ISO/IEC 27005 processes [17] concluded that full automation is
unfeasible without advanced reasoning capabilities. These findings highlight a critical gap:
the lack of a unified, standard-oriented architecture that combines the reasoning power of
LLMs with the auditability of formal risk management standards. This study aims to fill
that gap.

3. Methodology

This study employs a comparative analytical approach to evaluate international stan-
dards relevant to information security risk management [18] and to identify the most suit-
able framework for automation using artificial intelligence. The research process consisted
of two main phases: the comparative analysis of existing standards and the conceptual
design of the proposed Al-based architecture.
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To ensure a systematic and representative analysis, the following criteria were applied
for the selection of standards:

* Inclusion Criteria: Globally recognized international standards or frameworks; cur-
rent versions active as of 2025; those with a specific focus on risk management or
information security governance; and those available in English.

*  Exclusion Criteria: Deprecated standards (e.g., ISO/IEC 13335 [19]); frameworks
strictly limited to specific national regulations without international applicability; and
proprietary frameworks that are not publicly documented.

Based on this criteria, eight international standards and frameworks were selected:
COBIT 2019 [20], ISO/IEC 27005:2023 [12], ISO 31000:2018 [21], The Standard of Good
Practice [22], NIST SP 800-53 Rev.5 [23], IEC 62443-2-1 [24], COSO Internal Control—
Integrated Framework [25], and the HITRUST Risk Management Framework [26]. The
selection was guided by their frequency of citation in the academic literature, applicability
to cybersecurity, and inclusion in national or organizational risk management policies.
Each standard was evaluated using five criteria:

1. Structural Detail: The level of process decomposition, stage clarity, and procedural
guidance. The more detailed the standard is (number of stages, sections, or procedural
steps related to information security risk management), the higher score it receives.

2. ISRM Focus: The degree to which the standard supports ISRM processes. Standards
addressing general risk management receive lower scores.

3. Automation Readiness: The extent to which the processes defined in the standard can
be translated into algorithmic or data-driven workflows. Standards receive higher
scores if they provide structured inputs (e.g., explicit asset values and threat fre-
quencies), clear outputs (e.g., quantified risk matrices), and measurable parameters
(e.g., distinct 1-5 probability scales). For instance, ISO/IEC 27005 maps these ele-
ments directly to mathematical variables, whereas frameworks like NIST SP 800-53
function more as qualitative control checklists, making direct algorithmic translation
more complex.

4. Process Lifecycle Coverage: This measures whether the framework comprehen-
sively covers all key stages of the ISRM lifecycle (e.g., context establishment,
risk identification, analysis, evaluation, treatment, documentation, monitoring,
and communication).

5. Compliance Assessment Support: This evaluates whether the framework provides
clear metrics, checklists, or evaluation procedures that support automated compliance
checking and decision making.

The qualitative assessment was conducted by a panel of four experts to minimize
subjective bias. The panel composition included three academic researchers in information
engineering and one certified information systems auditors. Each expert independently
rated the standards on a five-point scale (1—minimal compliance; 5—full compliance)
based on the rubric definitions.

To ensure inter-rater reliability, any score divergence greater than one point among the
experts was analyzed and resolved through a guided consensus discussion. The evaluation
utilized equal weighting for all five criteria. This equal weight approach was deliberately
chosen because, in the context of developing a holistic Al-driven architecture, technical
feasibility (Automation Readiness) is deemed equally as critical as domain relevance (ISRM
Focus) and regulatory alignment (Compliance Assessment Support). The final score for
each standard represents the averaged consensus of the expert evaluations. Furthermore,
to verify the robustness of this selection, a conceptual sensitivity analysis was conducted
post-scoring: because ISO/IEC 27005 received uniformly high scores (4 and 5) across all
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dimensions, applying variable weights, such as increasing the weight of ‘Automation
Readiness’ or decreasing ‘Compliance Support’, mathematically fails to displace it from the
top rank. This consistency thoroughly validates ISO/IEC 27005 as the optimal objective
foundation for the proposed architecture.

In the second phase, based on the findings of the comparative analysis, the
ISO/IEC 27005 standard was selected as the foundation for developing an automated
risk management architecture. The proposed architecture was modeled using the draw.io
platform and designed to align with ISO/IEC 27005’s four main stages: Context Establish-
ment, Risk Assessment, Risk Treatment, and Documentation. Each stage was enhanced
with Al-driven methods to demonstrate how automation can be applied within the stan-
dard’s structure. Specifically, NLP is utilized in Context Establishment for the automated
extraction of asset relationships and compliance requirements from organizational policies;
ML is applied in Risk Assessment for predictive risk scoring and historical incident data
analysis; and Multi-LLM decision support is integrated into Risk Treatment to evaluate
and prioritize mitigation strategies. A comprehensive, granular breakdown of how these
technologies map to each ISO/IEC 27005 activity, including data sources and expected
outputs, is detailed in Section 4.2.

Additionally, to provide exploratory support for the proposed architecture, a compar-
ative experiment was conducted using five state-of-the-art Large Language Model services
on an ISO/IEC 27005-aligned risk identification task. The experiment utilized the premium
consumer-facing web interfaces of these platforms accessed in November 2025: ChatGPT
Plus (running the GPT-40 model, OpenAl), Gemini Advanced (running the Gemini 1.5 Pro
model, Google), Grok (running the Grok-2 model, xAl), Microsoft Copilot (powered by
GPT-4, Microsoft), and DeepSeek Chat (running the DeepSeek-V3 model, DeepSeek). It
should be noted that because the evaluations were conducted via web interfaces to sim-
ulate a real-world, off-the-shelf usage scenario by a risk analyst, the exact backend API
model versions and iterative weights are opaque and managed dynamically by the vendors.
Therefore, the results reflect the capabilities of the flagship models deployed by these
services as of November 2025. These specific models were deliberately selected to provide
a comprehensive cross-section of the current state-of-the-art landscape. They represent
a diverse mix of architectural approaches and access paradigms. By including models
from different corporate ecosystems and training paradigms, the experiment ensures that
any observed consensus in risk reasoning is robust and not merely an artifact of a single
vendor’s specific alignment or architectural bias.

Each model was tasked to analyze the open-access security policy template provided
by the Center for Internet Security (CIS) [27]. To evaluate the models’ intrinsic reasoning ca-
pabilities without guided examples, a “Zero-Shot Role Prompting” strategy was employed.
This approach simulates a real-world scenario where an organization lacks pre-labeled
training data. The unified prompt used for all models was as follows:

“Based on the following company security policy, identify the ten most potential infor-
mation security risks according to the ISO/IEC 27005 classification. Provide each risk
with a short description and its category (e.g., confidentiality, integrity, availability). The
result should be a table with four columns: Risk number, Risk name, Risk influence on
CIA, and Risk description.”

The number of identified risks was limited to ten to ensure comparability and to focus
on the models’ ability to prioritize and reason about the most critical threats.

Rather than benchmarking against a predefined “correct” list, the experiment aimed to
reveal differences in reasoning patterns, prioritization, and CIA-triad interpretation across
LLMs. These variations were analyzed to understand how different models conceptualize
risk within the ISO/IEC 27005 framework.
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This analysis directly supports the design of the proposed Al-driven Decision-Making
System, which combines multiple LLMs and expert reasoning in a Delphi-style aggrega-
tion. Understanding inter-model divergence helps to identify complementary reasoning
strengths and bias patterns, improving the ensemble’s ability to reach balanced and ex-
plainable risk assessments. Consequently, the experiment provides exploratory evidence
regarding the potential use of LLMs for ISO/IEC 27005-aligned risk identification and
informs their proposed role as reasoning agents within the architecture’s decision support
layer, without constituting a full empirical validation.

4. Results

This section presents the main outcomes of the study, beginning with a comparative
analysis of international information security risk management standards, followed by
the development of a proposed architecture derived from these findings. Additionally, an
experimental evaluation using five state-of-the-art Large Language Models was conducted
to assess their capability to identify and classify information security risks according to
ISO/IEC 27005 principles.

4.1. Information Security Risk Management International Standards Comparison

One of the international standards that describe risk management is the COBIT 2019
Framework [20]. COBIT is a comprehensive framework for the governance and manage-
ment of information and technology, designed to support enterprises as a whole. The
framework is structured around governance and management objectives. One of the four
domains of management objectives is Align, Plan, and Organize (APO), which addresses
the overall organization, strategy, and supporting activities for I1&T. Within this domain,
APO12 Managed Risk outlines the key aspects of risk management. This framework divides
the management practice into six key activities:

1.  APO12.01 Collect Data: This describes where to find and which data to collect in
order to analyze the risks. It recommends capturing relevant data from related issues,
incidents, problems, and investigations.

2. APO12.02 Analyze Risk: This describes the important steps of risk estimation, such as
identifying the list of risks, estimating their frequency (or probability), and finding
the magnitude of loss. It also proposes analyzing the cost or benefit of potential
risk response options, such as avoiding, reducing, transferring, and accepting and
exploiting /seizing.

3. APOI12.03 Maintain a Risk Profile: This involves maintaining an inventory of
known risks and risk attributes, including expected frequency, potential impact,
and responses.

4. APO12.04 Articulate Risk: This involves communicating information on the current
state of I&T-related exposures and opportunities in a timely manner to all required
stakeholders for an appropriate response.

5. APO12.05 Define a Risk Management Action Portfolio: This involves defining a
balanced set of project proposals designed to reduce risk.

6. APO12.06 Respond to Risk: This describes the response plan to minimize the impact
when risk incidents occur.

The COBIT Framework provides valuable guidance for cybersecurity risk manage-
ment, offering a general understanding of risks’ lifecycles and emphasizing governance
integration within enterprise IT environments.

Another key international framework addressing risk management is ISO/IEC 27005,
“Information technology-Security techniques-Information security risk management” [12].
This standard is part of the ISO/IEC 27000 series and is completely dedicated to risk man-
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agement in information security. While ISO/IEC 27001 [28] also includes risk management,
it does so at a general level, whereas ISO/IEC 27005 provides an in-depth, comprehensive
approach that covers all stages of the process. The standard has undergone four major ver-
sions: 2008, 2011, 2018, and 2022. In the latest 2022 version, the structure of the information
security risk management process was updated. According to this version, the process
consists of four core stages:

1.  Context Establishment, which involves defining criteria for risk evaluation, impact,
and acceptance; determining scope and boundaries; and organizing the overall risk
management process.

2. Risk Assessment, which consists of risk identification (including assets, threats, con-
trols, vulnerabilities [29], and potential consequences), risk analysis (using qualitative
and/or quantitative assessment methods to estimate probabilities and impacts), and
risk evaluation.

3. Risk Treatment, which involves selecting appropriate actions to reduce, avoid, accept,
or transfer risks.

4. Documented Information, which involves replacing the former “Risk Acceptance”
stage from previous versions. It emphasizes recording and reporting processes to
ensure proper documentation and traceability.

Additionally, two continuous activities—Monitoring and Review, and Communica-
tion and Consultation—are performed throughout the first three stages of the information
security risk management process. Unlike the COBIT Framework, ISO/IEC 27005 provides
explicit recommendations and detailed procedural guidance for each phase of risk manage-
ment. It serves as a step-by-step reference for cybersecurity risk managers, offering struc-
tured and actionable instructions for implementing an effective risk management process.

ISO/IEC 31000:2018 “Risk management: Guidelines” is another international standard
that describes risk management [21]. Unlike ISO/IEC 27005, ISO/IEC 31000:2018 is more
similar to COBIT 5 as it provides a general description and does not offer specific and
detailed information. However, the relationships between risk management principles,
frameworks, and processes outlined in ISO/IEC 31000:2018 can be useful for risk managers.
The main processes of risk management according to this standard are similar to those
described in ISO/IEC 27005 and consist of the following stages:

1.  Scope, Context and Criteria: This involves defining the scope of the process, and
understanding the external and internal context.

2. Risk Assessment: This encompasses risk identification, risk analysis and risk evaluation.

3. Risk Treatment: This involves selecting and implementing appropriate options for
addressing risks.

4. Recording and Reporting: This involves documenting the risk management process
and its outcomes through appropriate mechanisms.

5. Communication and Consultation: This relates to assisting relevant stakeholders
in understanding risk, the basis on which decisions are made and the reasons why
particular actions are required. This process should take place within and throughout
all steps of the risk management process.

6. Monitoring and Review: This involves assuring and improving the quality and
effectiveness of the process’s design, implementation and outcomes. This process
should take place at all stages of the process.

This standard focuses on general risk management principles and does not specifically
address information security risk management.

One more international framework related to information security risk management
is The Standard of Good Practice (SOGP) for Information Security [22]. The standard
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includes four sections that are directly related to information risk management: two from
the Security Management (SM) domain, one from Critical Business Applications (CB), and
one from Computer Installations (CI).

1.  SM3.3 Managing information risk analysis: This describes how to identify key infor-
mation risks and determine the controls required to keep those risks within accept-
able limits.

2. SM3.4 Information risk analysis methodologies: This provides a general description
of information risk analysis methodologies and describes its application.

3. CB5.3 Information risk analysis: This identifies key information risks associated with
the application, and defines the security controls required in order to keep those risks
within acceptable limits.

4. CI5.4 Information risk analysis: This identifies key information risks associated with
the computer installation and defines the security controls required in order to keep
those risks within acceptable limits.

The SOGP provides concise theoretical guidance on information risk management
and can be useful for strengthening the documentation and analytical stages of the risk
management process.

The National Institute of Standards and Technology (NIST), in its Special Publica-
tion 800-53 Rev. 5: Security and Privacy Controls for Information Systems and Organiza-
tions [23], provides comprehensive guidance for cybersecurity risk management, similar
in scope to ISO/IEC 27005. This standard defines a structured list of control families
designed to manage security and privacy controls across information systems and organi-
zations. One of these control families, the Risk Assessment (RA) Family, includes nine key
control elements:

1.  Policy and Procedures: Establish security and privacy assurance foundations.

2. Security Categorization: Describes the potential adverse impacts on organizational
operations, assets, and individuals.

3. Risk Assessment: Evaluates threats, vulnerabilities, likelihood, and impact, including
risks from external parties.

4. Vulnerability Monitoring and Scanning: Ensure that potential sources of vulnerabil-
ities, such as infrastructure components, networked devices, and peripherals, are
not overlooked.

5. Technical Surveillance Countermeasures Survey: Detects the presence of technical
surveillance devices or hazards and identifies related security weaknesses.

6.  Risk Response: Determines appropriate responses to identified risks before generating
action plans or milestones.

7. Privacy Impact Assessments: Evaluate privacy risks associated with information
systems or activities and propose mitigation measures.

8.  Criticality Analysis: Supports the prioritization of protection activities.

9.  Threat Hunting: Proactively searches organizational systems, networks, and infras-
tructure for advanced or persistent threats.

The NIST SP 800-53 publication provides detailed, actionable guidance for imple-
menting cybersecurity risk management processes and controls. However, compared to
ISO/IEC 27005, it offers fewer practical examples and less emphasis on the procedural flow
of the overall risk management lifecycle.

The International Electrotechnical Commission (IEC) 62443 Part 2-1: “Establishing an
Industrial Automation and Control System Security Program” [24] is an international stan-
dard that describes risk management within the context of a Cybersecurity Management
System (CSMS). This standard divides risk management into three key categories:
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1. Risk Analysis: This discusses the background information that supports other CSMS
components, divided into two elements: business rationale, and risk identification,
classification, and assessment.

2. Addressing Risk with the CSMS: This contains the main requirements and infor-
mation forming the core of the CSMS, structured into three groups: security policy,
organization, and awareness; selected security countermeasures; and implementation.

3. Monitoring and Improving the CSMS: This focuses on ensuring that the CSMS is prop-
erly applied and continuously enhanced. It consists of two elements: conformance
and the review, improvement, and maintenance of the CSMS.

IEC 62443 Part 2-1 provides detailed guidance on managing cybersecurity risks within
industrial environments and explains the structure and lifecycle of a Cybersecurity Man-
agement System in depth.

Another globally recognized framework is the Internal Control—Integrated Frame-
work, developed by the Committee of Sponsoring Organizations of the Treadway Com-
mission (COSO IC-IF) [25]. Unlike other standards, it provides very detailed information
regarding risk assessment rather than risk management. This framework highlights four
main principles related to the risk assessment component:

1.  The organization specifies objectives with sufficient clarity to enable the identification
and assessment of risks relating to objectives.

2. The organization identifies risks to the achievement of its objectives across the entity
and analyzes risks as a basis for determining how the risks should be managed.

3. The organization considers the potential for fraud in assessing risks to the achievement
of objectives.

4. The organization identifies and assesses changes that could significantly impact the
system of internal control.

This framework states that risk assessment is a dynamic, ongoing process that iden-
tifies and evaluates internal and external threats to organizational objectives against es-
tablished risk tolerances. It depends on clearly defined goals across operations, reporting,
and compliance, and requires management to account for environmental and business
model changes that could undermine internal control. Compared to ISO/IEC 27005 or
NIST SP 800-53, the COSO IC-IF framework focuses more on enterprise-level control and
organizational governance rather than technical implementation. However, its structured
approach to identifying and assessing risks provides valuable conceptual support for
integrating risk management automation into broader corporate control systems.

The HITRUST Risk Management Framework (RMF) [26] was originally developed as
a best-practice approach for the healthcare industry but has since evolved into a widely rec-
ognized cross-industry standard. In this study, it was also analyzed to identify its approach
to risk management and its key processes. The framework defines risk management as
a program and the supporting processes designed to manage information security risks
to organizational operations, assets, individuals, and other entities. It includes four key
components: (i) establishing the context for risk-related activities; (ii) assessing risk; (iii) re-
sponding to identified risks; and (iv) continuously monitoring risk over time. HITRUST
RMEF proposes a four-step model supported by guiding questions for each stage:

1.  Identify risks and define requirements:“What are my protection requirements?”
2. Specify controls:“How do I provide the protection?”

3. Implement and manage controls:“Provide the protection.”

4. Assess and report:“How is my protection working?”

This structured, question-driven approach ensures a continuous and measurable risk
management cycle. While HITRUST RMF is compliance-oriented and primarily used in
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regulated sectors such as healthcare, its integration of multiple international standards
(including ISO/IEC 27001, NIST SP 800-53, and COBIT) makes it a valuable framework for
organizations seeking unified and auditable risk governance.

Eight international standards were analyzed that can be applied to risk management,
including cybersecurity risk management for some. To complement this technical compari-
son, Figure 1 illustrates the relative popularity and the visibility of the analyzed standards
based on their presence in the academic literature and web search results. This provides an
additional perspective on the global adoption and recognition of each framework.

5.2M
ISO/IEC 31000 -
2.7M
coBIT
78k
71ak
s0GP *
357k
ISO/IEC 27005 ok
346k
COSO Internal Control
32k
159k
NIST SP 800-53
8k
8sk
HITRUST RMF
1k
20k
IEC 62443-2-1
i E) BN Google Scholar
mm Google Search
109 10¢ 105 108
Found results (Logarithmic scale)
Figure 1. Popularity of risk management frameworks based on Google Scholar and Search results.
The detailed comparative evaluation of the standards across all the defined criteria is
summarized in Table 2.
Table 2. Comparative evaluation of ISRM standards by key criteria.
. Process Compliance
Framework Structlfral ISRM Focus Autorx}atlon Lifecycle Assessment  Final Score
Detail Readiness
Coverage Support
COBIT 2019 [20] 3 3 2 5 5 3.60
ISO/IEC 27005 [12] 5 5 4 5 4 4.60
ISO 31000 [21] 3 3 4 5 5 4.00
SOGP [22] 1 3 2 3 2 2.20
NIST SP 800-53 [23] 4 4 3 5 5 4.20
IEC 62443-2-1 [24] 3 4 3 4 3 3.40
COSO IC-IF [25] 4 3 2 4 3 3.20
HITRUST CSF [26] 4 3 3 4 3 3.40
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Among all frameworks, ISO/IEC 27005 achieved the highest overall score (4.60),
confirming its dominance as the most suitable foundation for this study. It received
maximum scores (5) in Structural Detail, ISRM Focus, and Process Lifecycle Coverage,
reflecting its comprehensive nature as a dedicated risk management standard. Furthermore,
it demonstrated the highest Automation Readiness (4), making it the most technically
actionable framework for algorithm-driven implementation. Although its Compliance
Assessment Support (4) is slightly lower than strictly control-based standards, its procedural
clarity outweighs this factor for the purpose of architectural design.

The NIST SP 800-53 framework ranked second with a total score of 4.20. It demon-
strated exceptional strength in Process Lifecycle Coverage (5) and Compliance Assessment
Support (5), driven by its extensive control catalog. However, its lower score in Automation
Readiness (3) compared to ISO/IEC 27005 indicates that while it is ideal for checking com-
pliance, it is less adapted for automating the generative reasoning required in risk analysis.

ISO 31000 followed with a score of 4.00. While it achieved perfect scores in Process
Lifecycle Coverage (5) and Compliance Assessment Support (5), its generalist nature
resulted in lower scores for Structural Detail (3) and ISRM Focus (3). It lacks the specific
technical granularity required to ground a cybersecurity-specific Al model.

COBIT 2019 achieved a score of 3.60. Its strong governance focus yielded maximum
scores in Process Lifecycle Coverage (5) and Compliance Assessment Support (5). However,
its low Automation Readiness (2) and moderate Structural Detail (3) limit its utility as a
core engineering specification for the proposed system.

Both IEC 62443-2-1 and HITRUST CSF achieved an identical score of 3.40. IEC 62443-2-1
showed balanced performance with a strong ISRM Focus (4) but moderate scores elsewhere,
reflecting its niche applicability in industrial environments. HITRUST CSF demonstrated
high Structural Detail (4) but average Automation Readiness (3), constrained by its heavy
compliance orientation which is less flexible for dynamic Al reasoning.

The COSO IC-IF scored 3.20, showing strong Structural Detail (4) but weak Automation
Readiness (2). As an enterprise-level internal control framework, it lacks the specific
technical workflows necessary for automated information security risk treatment.

Finally, the SOGP showed the lowest total score (2.20), suffering from minimal Struc-
tural Detail (1) and low Compliance Assessment Support (2). Its methodology, while
functional, does not provide the depth required for a modern, automated architecture.

In summary, the comparative analysis demonstrates that ISO/IEC 27005 outperforms
all other standards in methodological completeness and technical adaptability. While NIST
SP 800-53 and ISO 31000 offer powerful compliance and lifecycle coverage, ISO/IEC 27005
provides the optimal balance of structure (5) and Automation Readiness (4). This makes it
the most appropriate baseline for developing the Al-driven ISRM architecture proposed in
the following section.

4.2. Proposed Architecture

Based on the findings from the previous section, where ISO/IEC 27005 was identified
as the most suitable standard for automation using Al techniques, the proposed architecture
illustrated in Figure 2 was developed.

The proposed architecture aligns with the four core stages of information security risk
management defined in ISO/IEC 27005, which are referenced as steps (1-4) in Figure 2.

Stage 1: Context Establishment. At this stage, the user defines the criteria for risk
evaluation, impact, and acceptance, along with the scope and boundaries of the process.
This requires interaction with internal sources such as organizational security policies and
procedural documentation. To automate this step, Natural Language Processing methods
are proposed to analyze and extract relevant information from internal documents.
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Stage 2: Risk Assessment. This stage includes three key subprocesses: risk identifica-
tion, risk analysis, and risk evaluation.

A
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Experts Methods
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External -
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Figure 2. Proposed architecture of the Al-powered information security risk management system.

For risk identification, NLP techniques will be employed to analyze existing com-
pany risk reports, if available. In cases where such documentation is absent, the MEHARI
(MEthod for Harmonized Analysis of Risk) project [30] can serve as a methodological
reference. Developed by CLUSIF and CLUSIQ in 2010, MEHARI represented one of
the earliest practical attempts to automate risk management using Excel-based tools de-
rived from ISO/IEC 27005 and 27002 [12,31]. Although no longer updated since 2013,
it demonstrated the feasibility of practical ISRM automation and remains valuable for
conceptual grounding.

For risk analysis (severity to risk inputs), vulnerability severity is distinguished from
organizational risk. Where a CVE exists, CVSS components are extracted as signals, not as
a risk score [32]. The Exploitability-related factors (e.g., attack vector/complexity, required
privileges, and user interaction) inform the Likelihood term; the technical impact factors
(confidentiality, integrity, and availability) inform the Impact term after weighting by asset
criticality and CIA requirements defined in Stage 1. Where no CVE exists, equivalent signals
are derived from MITRE ATT&CK techniques and procedures, internal event frequency and
exposure data, and residual control effectiveness. NLP is used to normalize unstructured
evidence into these factors.

For risk evaluation with documented scales each risk scenario s = (asset, threat event,
vulnerability, and controls) R; is computed as Ls x I;, with scales and thresholds declared
in Context Establishment (risk criteria, CIA weights, and acceptance thresholds). Likelihood
(Ls) combines threat event frequency (internal incidents/threat intel), exploitability (CVSS
derived where available, otherwise ATT&CK derived), exposure (attack surface; time to
patch), and residual control effectiveness. Impact (Is) combines asset criticality with CIA
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effects using the organization’s CIA weights. Both L and I are calibrated on 1-5 ordinal
scales. R; is categorized (Low/Med/High/Critical) per acceptance criteria set in Stage 1.

Stage 3: Risk Treatment. Treatment selection is cast as a budget- and policy-
constrained optimizationproblem, supported by case-based reasoning (CBR), with an
optional, offline reinforcement learning (RL) extension for control sequencing. RL is not
required for the architecture to operate and is included only as an optional enhancement
when sufficient logged data or a validated simulator is available. This keeps the decision en-
gine auditable (optimization/CBR) and uses learning only where sufficient logged data or
safe simulation exists (compare with the “Decision-making Methods” and “Risk Treatment
System” blocks in Figure 2.

RL setup, simulator, and off policy evaluation.

1.  Environment and reward. The RL environment uses the state/action/reward defined
in Stage 3. Risk R is computed as in Stage 2 (Likelihood x Impact with Stage 1 criteria).
Rewards reflect organizational objectives via A weights published in the risk criteria.

2. Data sources (ground truth). Logged tuples(st, a;, and outcomes; 1) come from
change records, control deployments, red team exercises, vulnerability closure data
(exposure/time to patch), and incident tickets. Where logs are insufficient, a data-
driven simulator calibrated to historical frequencies and control effectiveness yields
counterfactual outcomes for safe training.

3. Offline learning and safety. Policies are trained with offline RL/bandits using logged
data. Before any deployment, an off-policy evaluation and A /B sandboxes are run.
Actions are restricted to compliance safe sets, and budget and capacity constraints are
enforced at selection time.

4.  Baselines. The RL policy is benchmarked against constrained optimization (primary)
and CBR retrieval + adaptation, with NDCG on prioritized treatments, ARisk, and the
time to threshold reported.

Primary Method: Constrained Optimization. Let x; € {0,1} indicate selection of ISO/TEC 27002
control j, let AR be the estimated reduction in organizational risk for scenario s (from
Stage 2), and let Ej; € [0,1] denote the effectiveness of control j on scenario s (derived
from expert mappings, ATT&CK relations, and past outcomes). The controls are selected

by solving
max 22 Ejs ARs x; (1)
§

s.t. ZCost]- x; < B, (2)

j
ZEffortj xj < H, 3)

j
x €, 4)

where B is the budget, H the implementation capacity, and C encodes compliance con-
straints and risk acceptance thresholds declared in Stage 1 (e.g., must-have controls,
segregation-of-duties rules, and target residual risk categories). The solver yields a priori-
tized, auditable treatment plan with projected risk reduction per unit cost/effort.

Support Method: Case-Based Reasoning. A retrieval and adaptation step surfaces past
cases (context, risk portfolio, controls, and outcomes) similar to the current situation. Their
observed outcomes seed Ejs, inform constraint C (e.g., change windows and dependencies),
and provide human-legible justification for recommended actions.
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Optional Extension: Offline RL for sequencing (well scoped). Additionally, an offline RL policy is
evaluated that learns control sequencing under the same constraints using logged decisions
and a validated simulator.

e  State s;: Snapshot of residual risks (Stage 2), asset criticality and CIA weights (Stage 1),
implemented controls, exposure, and remaining budget/capacity.

*  Action a;: Choose a treatment option (avoid/reduce/transfer/accept); for “reduce”,
select control j (and parameters, if applicable).

*  Transition: Estimated from post-change outcomes and a data-driven simulator that
models incident rates and residual risk given control sets and exposure.

*  Reward (organizational, not CVSS):

=M (Rfre — Rfjﬁt) — Ay Cost(ay)
— Az Opslmpact(a;) ()

— AgNonCompliancePenalty,  ;,

where R is the Stage 2 organizational risk (Likelihood x Impact with Stage 1 criteria),
and A are policy weights fixed during Context Establishment. A small action change
penalty can be added to discourage thrashing; discounting favors earlier risk reduction.

Ground truth and evaluation. Ground truth for learning and calibration comes from (i) post-
implementation outcomes (incident frequency/severity, MTTD/MTTR, loss proxies/ALE,
and residual risk trajectories) and (ii) a validated simulator when historical coverage is
sparse. Minimum data quality assumptions are required before enabling the offline RL
module. Logged data should be sufficiently complete to reconstruct state—action-outcome
tuples, temporally consistent to preserve the ordering between exposure, control deploy-
ment, and observed outcomes, and explicitly linked across assets, controls, and incident
records. In addition, incident labels and closure outcomes should be sufficiently consistent
to support reliable reward estimation and case comparison. When historical coverage
is sparse, the simulator is calibrated to historical incident frequency, estimated control
effectiveness, and exposure windows derived from patch latency and control activation
timing. If these minimum data quality or calibration conditions are not met, the RL module
is disabled and the architecture falls back to the auditable constrained optimization and
case-based reasoning pathway only. Before any online use, policies are compared via
off-policy evaluation on logged data. The key performance indicators (KPIs) include ARisk
vs. baseline, the time to acceptable risk, budget adherence, implementation success rate,
and policy value estimates. Table 3 summarizes inputs, methods, outputs, and KPIs for
this stage.

Stage 4: Documented Information. In this stage, the system automatically generates
a report consolidating results from previous stages. The report will include the following;:

*  Arrisk evaluation table from Stage 2.
*  Prioritized recommendations for risk treatment from Stage 3.

This report ensures traceability and compliance with ISO/IEC 27005 documenta-
tion requirements.

For the validation of results, experts in information security will be involved, and
the Delphi method will be applied to obtain independent and anonymous evaluations
from cybersecurity specialists. This will ensure the verification of the practical feasibility
of the proposed approaches and the comparison with existing methods. In addition,
experimental testing of the effectiveness of these approaches in a test environment is
planned. To determine the system’s effectiveness, developed criteria such as accuracy and
speed of risk classification will be applied. To obtain the weights of these criteria, the Saaty
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method or the pairwise comparison method will be used. To illustrate how ISO/IEC 27005
stages were operationalized within the proposed Al-powered framework, Table 3 presents
the mapping between standard-defined activities, input data sources, applied Al methods,
expected outputs, and evaluation metrics.

Table 3. Standards-to-Al mapping between ISO/IEC 27005 activities and proposed Al components.

ISO/IEC 27005 Activity

Data/Sources Used

AI Method/Technology

Output

Proposed Evaluation
Metric (KPI)

Stage 1: Context
Establishment

Internal policies,
regulatory documents,
and organizational

IS descriptions

NLP (text classification
and semantic parsing)

Identified risk
domains, operational
context, and

asset inventory

Coverage accuracy (%)

Stage 2a: Risk
Identification

CVE database, MITRE
ATT&CK, incident
logs, and SOC reports

Named Entity
Recognition;
LLM-based
threat extraction

Structured list of
potential threats
and vulnerabilities

Risk coverage level (%)

Stage 2b: Risk Analysis

Asset values, historical
incident data, threat
likelihoods, and
impact scales

Machine Learning
regression, Bayesian
classification, and Big
Data Analytics

Quantified risk scores
and probability impact
matrices

RMSE; mean
absolute error

Historical risk records;

LLM-based evaluation

Prioritized and

Expert agreement

Stage 2c: Risk Evaluation — expert model + validated risk list coefficient (x);
feedback datasets Delphi method consistency ratio
Constrained
ISO/IEC 27002 control  optimization (ILP), Prioritized control set,

Stage 3: Risk Treatment

catalog, risk portfolio,
incident/outcome logs,

Case-Based Reasoning,
and Offline

rationale from similar
cases, and projected

ARisk vs. baseline,
time to acceptable risk,
and budget adherence

and cost data Reinforcement risk reduction
Learning
S Doumened ot em NP0t oty Compltaes e
Information P Y generated ISRM report

previous stages

and summarization

(Likert scale)

4.3. llustrative Walkthrough: Backup Policy Gap Analysis

To demonstrate the practical workflow, a scenario where the system analyzes an

organization’s “Information Security Policy” is considered. The process follows the
four proposed stages:

Stage 1 (Context Establishment): The NLP module parses the policy text and detects a
compliance gap in the Section 4.4. While the policy states “Backups must be performed,” it
fails to define the Frequency (RPO) and Off-site Storage requirements. The system flags
this ambiguity as a vulnerability against ISO/IEC 27001 control A.12.3.1.

Stage 2 (Risk Assessment): Instead of relying on generative estimation, the system
calculates the organizational risk score using a deterministic likelihood impact model
defined in Stage 1. Mapping the “Data Loss” threat to the critical asset “Customer Database”
(Availability Requirement: High), CVSS exploitability and technical impact vectors are
used as structured input signals rather than as the final risk score. These signals inform
the Likelihood term, while asset criticality and CIA requirements inform the Impact term.
The final organizational risk score is then computed according to the Stage 1 criteria and
identifies this scenario as a high-priority risk requiring immediate attention.

Stage 3 (Risk Treatment): This stage utilizes the Multi-LLM Decision-Making Module
to generate and select the optimal mitigation strategy. Five independent LLM agents
propose treatment plans; for instance, Model A suggests “Real-time mirroring” (High Cost),
Model B suggests “Daily incremental backups to Cloud” (Medium Cost), while Model C
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proposes “Weekly local backups” (Low Effectiveness). Using the Delphi method, the system
aggregates these proposals. Through iterative rounds, the ensemble rejects Model C (non-
compliant with off-site needs) and Model A (violates the budget constraint). The consensus
converges on Model B’s approach, and the mathematical solver (Equations (2)-(5)) confirms
that “Daily Cloud Backups” maximizes risk reduction within the available resources.

Stage 4 (Documented Information): The system automatically generates a “Risk
Treatment Plan,” detailing the selected backup schedule and storage provider, ready for
CISO approval.

4.4. Operational Governance and Al Safety Mechanisms

To address the challenges of accountability and reliability in Al-driven workflows, the
architecture integrates specific governance mechanisms aligned with the ISO/IEC 27005
process flow:

(1) Human-in-the-Loop Validation:While the system automates data processing and
initial reasoning, the final decision authority remains with human experts, particularly
during the Risk Treatment stage. High-impact decisions (e.g., accepting a critical risk or
allocating significant budget for controls) trigger a mandatory manual review workflow.
The Al acts as a decision support agent, providing recommendations with confidence scores,
rather than an autonomous actor. Consequently, the operational and legal accountability
for any implemented risk treatment, including those potentially resulting in financial or
regulatory impacts, rests entirely with the human decision maker (e.g., the CISO or Risk
Manager), with the Al serving strictly as an auditable advisory tool.

(2) Anti-Hallucination Strategy: To minimize the risk of generative fabrication, the
LLM'’s reasoning is strictly bounded by the definitions set in Stage 1: Context Establishment.
The model is configured to treat the ingested organizational policies and the external threat
databases (MITRE; CVE) as the sole source of truth, rejecting any inference that cannot be
traced back to these inputs. This ensures that identified risks are contextually valid rather
than hallucinated.

(3) Auditability, Explainable Al and Data Governance: The Documented Information
stage serves as a comprehensive audit trail integrated with XAl principles. Beyond generat-
ing the final risk report, this component ensures strict provenance tracking by recording
structured decision rationales and evidence provenance—specifically, the exact mapping
between the detected threat (Stage 2), the supporting sources, and the selected control
(Stage 3), together with model confidence scores. This transparency allows human auditors
to verify whether a decision was derived from algorithmic logic, historical case-based
reasoning, or expert input, directly satisfying the requirement for interpretable Al

(4) Data Privacy and Deployment Security: Given the sensitivity of internal secu-
rity policies and vulnerability data, the architecture mandates a strictly isolated deploy-
ment model. For highly sensitive environments, the system utilizes open-weight LLMs
(e.g., Llama 3 and Mistral) deployed within the organization’s secure perimeter, ensuring
no data leaves the internal network.

(5) Ethical Compliance and Bias Mitigation: The use of Al in risk management intro-
duces potential biases (e.g., models over-emphasizing technical threats while underestimat-
ing social engineering due to training data skew). To address this risk, the Decision-Making
System utilizes an ensemble approach (Delphi method) across multiple diverse models to
reduce the dependence on any single model’s idiosyncratic reasoning and to broaden the
range of perspectives considered during risk evaluation.

In this context, “diverse models” refers to employing LLMs developed by different
vendors (e.g., OpenAl’s GPT, Google’s Gemini, etc.). Because these models utilize different
pre-training corpora, architectural configurations, and alignment strategies, they may
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expose different blind spots and reasoning patterns. However, shared or overlapping
biases may still persist, especially where training data sources or alignment tendencies are
similar. The technical implementation of the Al Delphi method operates as an iterative,
multi-agent evaluation mechanism:

Phase 1 (Independent Generation): Each model is queried independently with a
prompt to generate its risk assessment or treatment plan without influence from the others.

Phase 2 (Cross-Evaluation): The outputs are aggregated, anonymized, and fed back
to the models. Each model is prompted to review the peer assessments, identify potential
blind spots or over-exaggerated risks in its own initial output, and refine its response based
on the collective reasoning.

Phase 3 (Consensus Aggregation): A final consensus is derived mathematically. A risk
or treatment is accepted only if it meets a predefined consensus threshold (e.g., four/five
models agree on the risk classification). Disputed risks are flagged for human review.

To ensure verifiability, this entire iterative process, including initial divergence, peer
critique, and final consensus scoring, is logged within the Documented Information module
(Stage 4). This provides human auditors with a transparent, verifiable decision trace,
including structured rationales, provenance links to supporting evidence, and consensus
scoring, showing how the ensemble review process reduces single-model bias exposure
and supports a balanced decision.

(6) Adversarial Defense and Robustness: Integrating LLMs introduces specific at-
tack vectors, such as “prompt injection” (attempts to manipulate the model’s output via
malicious inputs). To address the vulnerabilities introduced by these models, the archi-
tecture includes an Input Validation Module. This module sanitizes user inputs against
known adversarial patterns, specifically targeting direct and indirect prompt injection
attacks (e.g., instruction override attempts), role-playing jailbreaks (attempts to force the
Al out of its analytical auditor persona), and data leakage prompts (attempts to extract the
underlying system prompt or sensitive organizational data).

Furthermore, to ensure the Al remains a neutral analyzer, the system enforces “system
prompt hardening” through three primary methods:

*  Separation of Concerns: Using structural delimiters (e.g., XML tags) to strictly isolate
system instructions from untrusted user inputs.

e Instruction Ordering: Placing critical safety guardrails at the end of the prompt to
leverage the LLM’s recency bias.

e Structured Output Constraints: Forcing outputs into predefined formats (e.g., strict
JSON or tables) to prevent the execution of malicious payloads.

Together, these techniques prevent the Al from bypassing safety protocols or generating
fabricated assessments.

4.5. Analysis of LLM Consensus and Divergence in Risk Identification

The experimental evaluation presented in this work provides new empirical evidence
on how state-of-the-art Large Language Models perceive and prioritize information security
risks. Instead of focusing solely on accuracy, the experiment emphasized consensus and
divergence in LLM-generated outputs. To quantify this, a thematic analysis methodology
was applied. Human cybersecurity experts independently reviewed the raw, unstructured
outputs from the five models and mapped them to standardized ISO/IEC 27005 risk
domains. The primary evaluation metric for model performance in this context was
the Simple Agreement Ratio (N/5), defined as the number of independent models that
successfully identified a risk belonging to a specific thematic category. The results were
then consolidated to reveal areas of high consensus and divergence (Table 4). While formal
inter-rater reliability statistics (e.g., Fleiss” Kappa) and evaluations against expert-validated
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benchmarking datasets are important for full empirical validation, they were not computed
in the present architectural study. Instead, expert-led thematic coding and disagreement
reconciliation were used as exploratory qualitative validation procedures. A formal k-based
reliability assessment is reserved for the evaluation of the integrated prototype in future
work. For the current study, the thematic agreement ratio serves as an exploratory indicator
of cross-model consistency in risk identification and supports the conceptual plausibility of
the proposed Multi-LLM Delphi module. However, full operational validation requires
benchmark-based evaluation, formal inter-rater reliability statistics, and testing within an
integrated prototype.

Table 4. Consolidated risk themes and expert consensus. The checkmark (v') indicates that the Al
model identified the risk theme, while the en dash (-) indicates it did not.

Risk Theme ChatGPT Gemini Grok Copilot  DeepSeek Consensus
Access Control and Privilege Mgmt v v v v v 5/5
Insider Risk/Personnel Security v v v v v 5/5
Third-Party/Vendor Risk v v v v v 5/5
Vulnerability and Patch Mgmt v v v v v 5/5
Incident Response and Monitoring v v v v v 5/5
Data Classification and Handling v v v v v 5/5
Physical and Env. Security v v v v v 5/5
Insecure Remote Access v - v v v 4/5
Insecure Development - e - v v 3/5
Business Continuity - v - v - 2/5
Phishing /Social Engineering v - - - - 1/5
Denial of Service ve - - - - 1/5
“Shadow IT” (Unauthorized Assets) - v - - - 1/5
Regulatory Non-Compliance - - v - - 1/5
System Outage (Poor Maintenance) - - v - - 1/5
Weak Network Segmentation - - - v - 1/5
Lack of Security Awareness - - - - v 1/5

The results reveal a high degree of convergence among all five models. Seven key
themes were identified by all models (5/5 consensus), including Access Control and Privi-
lege Management, Insider Threats, Third-Party Risk, Vulnerability and Patch Management,
Incident Response and Monitoring, Data Classification and Handling, and Physical Security.
These represent the core domain of shared situational understanding across LLMs and
align directly with the ISO/IEC 27005 Context Establishment and Risk Identification stages.

Divergence was observed in lower-frequency or more context-dependent areas such as
Insecure Development (3/5), Business Continuity (2/5), and rare single-model detections
like Phishing, Shadow IT, and Weak Network Segmentation. These less frequent topics
highlight model-specific analytical biases and varying domain depths, demonstrating
that certain LLMs emphasize strategic governance aspects, while others focus more on
operational or technical threats.

From a systems design perspective, this variation provides valuable insight for the
LLM-based Decision-Making Module. By aggregating outputs from multiple models, simi-
lar to a Delphi-style consensus, the architecture can achieve more balanced, explainable, and
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robust risk evaluation. Commonly detected risks can serve as baseline knowledge, while
less frequent or unique detections may act as early indicators of emerging or overlooked
vulnerabilities, enriching the Al’s adaptive reasoning processed architecture.

5. Discussion

This section explains how the proposed architecture extends prior Al-driven risk
management studies and outlines directions for further development.

5.1. Comparison with Previous Studies

This study builds upon the growing body of research exploring the application of
artificial intelligence to risk management and cybersecurity automation. Similarly to
previous works [13,15,16], the results of this research reaffirm that Al plays a crucial
role in enhancing the efficiency and accuracy of risk management processes. Earlier
studies mainly focused on demonstrating Al’s potential for risk prediction, analysis, and
management. However, most of them remained conceptual and did not provide a fully
implementable framework.

Compared to I. Hamid & M. Rahman (2025) [13] and S. S. Dasawat & S. Sharma (2023) [16],
who emphasized the strategic importance of Al adoption in cybersecurity risk management,
the present work advances these concepts by proposing a structured, ISO/IEC 27005-aligned
architecture that defines concrete steps for automation. N. Mohamed (2023) [15] identified that
20% of organizations hesitate to adopt Al due to a “transparency deficit.” This work directly
addresses this barrier via the Documented Information module (Stage 4), which ensures that
every algorithmic decision generates a regulatory-compliant audit trail. Furthermore, while
M. Yazdi et al. (2024) [14] explored the potential of ChatGPT-4 for risk assessment, their study
revealed limitations in its precision and contextual understanding. The proposed Decision-
Making System addresses these shortcomings by integrating multiple Large Language Models
and applying a Delphi-style aggregation process to compare, cross-evaluate, and reconcile
model-generated risk reasoning. This design may reduce reliance on any single model and
broaden analytical coverage, but it does not eliminate the possibility of shared biases or
guarantee correctness.

Additionally, M. Sterbak et al. (2021) [17] noted that the full automation of risk man-
agement processes remains difficult due to human-dependent subprocesses. The proposed
architecture addresses this limitation more directly by combining NLP, Named Entity
Recognition, and LLM-based semantic parsing to process unstructured organizational
policies, system descriptions, and architectural documentation, thereby enabling auto-
mated IT asset detection, extraction, and categorization together with related threat context
identification. Finally, while the current architecture effectively utilizes an ensemble of
state-of-the-art general-purpose LLMs to provide a broad analytical baseline, transitioning
to a domain-specific, security-oriented LLM remains a key objective for future optimization
to further enhance technical accuracy and interpretability.

5.2. Limitations

It is important to acknowledge a limitation regarding the experimental evaluation of
the LLMs presented in this study. The experiment employed a “Zero-Shot Role Prompting”
strategy to assess the baseline, intrinsic reasoning capabilities of the models when facing a
scenario without pre-labeled training data. While this approach successfully demonstrates
the models’ foundational understanding of ISO/IEC 27005 principles, it may oversimplify
optimal real-world applications. In a practical enterprise deployment, organizations would
likely utilize existing historical risk data and internal documentation to apply few-shot

learning, Retrieval-Augmented Generation, or model fine-tuning. Integrating organization-
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specific context through these advanced methods would undoubtedly yield more tailored,
accurate, and actionable risk assessments, representing a critical optimization step for
future real-world implementations.

Specifically, the consensus and divergence patterns observed in the zero-shot exper-
iment directly inform the design of the Retrieval-Augmented Generation components
within the proposed architecture. The high consensus on core risks (e.g., Access Control
and Insider Threats) indicates that LLMs possess a strong foundational understanding of
standard security domains. However, the observed divergence in highly contextual or
lower-frequency risks (e.g., Business Continuity and Shadow IT) highlights the models’
dependency on external grounding. Consequently, the architecture’s context establish-
ment (Stage 1) and case-based reasoning (Stage 3) modules function effectively as RAG
pipelines. By retrieving precise organizational policies and historical incident data, these
components are designed to resolve the exact types of inter-model divergence identified
in our experiment. This ensures that the Multi-LLM consensus mechanism is anchored in
verified corporate reality rather than relying solely on generic pre-training data, directly
bridging the gap between baseline capabilities and enterprise-grade reliability.

Furthermore, as noted in Section 4.5, the exploratory experiment relied on expert-led
thematic coding and a Simple Agreement Ratio rather than formal inter-rater reliability
statistics, such as Fleiss” Kappa. The primary rationale for this omission relates to the
specific scope and resource constraints of the current study. This paper is fundamentally
an architectural design study aimed at establishing a standard-oriented framework. Con-
ducting a rigorous, reproducible statistical assessment of LLM reliability would require a
significantly larger, standardized dataset of organizational policies and a larger, blinded
panel of independent expert coders to achieve statistical power. Such an endeavor aligns
more closely with dedicated LLM benchmarking rather than systems architecture design.
The current experiment was deliberately scoped as a small-scale proof-of-concept to assess
foundational understanding and conceptually justify the inclusion of the Multi-LLM Delphi
consensus mechanism. While the current findings successfully demonstrate this concep-
tual plausibility, the full empirical validation of the Al models’ feasibility requires robust
quantitative metrics. Implementing Fleiss” Kappa on a larger subset of expert-validated
data will be a central methodological requirement during the future empirical evaluation
of the fully integrated prototype.

A further limitation of the current conceptual architecture pertains to the computa-
tional complexity and large-scale deployment feasibility. The proposed Multi-LLM Delphi
consensus mechanism inherently multiplies the computational cost and latency of infer-
ence. Specifically, for a typical risk scenario evaluated by an ensemble of five models across
three phases (Independent Generation, Cross-Evaluation, and Consensus Aggregation), the
system must generate over ten separate LLM calls. Consequently, the token processing cost
is roughly ten times higher compared to a standard single-model query. Furthermore, even
if the requests are executed simultaneously in parallel, the overall system latency is bottle-
necked by the slowest model in each phase, effectively tripling the baseline inference time.
In a large enterprise environment processing thousands of risk events, this would intro-
duce significant financial overhead and processing bottlenecks.To ensure scalability, future
prototype implementations will need to mitigate this overhead through a two-tiered archi-
tectural approach. First, utilizing localized, quantized open-weight models (e.g., Llama 3
and Mistral) deployed on premises will eliminate API costs and reduce network-level
latency. Second, the system must integrate a robust semantic caching layer. This layer
would utilize a vector database to store previous organizational policies and risk outcomes.
When a new assessment request is triggered, a similarity search will compare the incoming
context against the cache. If a high-confidence match is found for a routine or recurring
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threat, the system will retrieve the cached consensus, entirely bypassing the expensive
Multi-LLM engine. The development of this functional software prototype, along with
empirical computational benchmarking of the caching layer in a live environment, remains
a primary objective for the subsequent research phase.

A further limitation concerns the interpretation of multi-LLM consensus. Although
the Delphi-style aggregation mechanism can diversify perspectives and reduce reliance
on any single model output, it should not be interpreted as a guarantee of objectivity, bias
elimination, or correctness. Large language models may share systemic biases, overlapping
training data influences, or similar alignment tendencies, meaning that consensus can still
reflect correlated error rather than true validity. Accordingly, in the proposed architecture,
multi-model agreement is treated as a decision support signal that must remain subject to
human review and organizational context

5.3. Future Work

This study represents the first stage in a series of works focused on the automation of
information security risk management. It establishes the foundational principles for future
research and introduces the proposed architecture, which outlines the core process stages.

While prior versions of ISRM models listed reinforcement learning generically, in
our proposed architecture, RL is treated as an offline, optional component with a clearly
defined organizational reward and explicit data sources for ground truth (as detailed in
Section 4.2). The primary decision engine remains strictly auditable (constrained optimiza-
tion combined with case-based reasoning). RL is proposed specifically to learn treatment
sequencing over time. However, as no empirical validation of the RL agent was conducted
in the current study, this component remains theoretical. The empirical validation of this
offline RL module, including its actual training on historical organizational logs, simulator
calibration, and off-policy evaluation, is explicitly positioned as a primary objective for
future work. This planned empirical phase will address data scarcity and safety concerns
while preserving the learning benefits for recurrent cybersecurity workflows.

The next research article will focus on the development and evaluation of NLP meth-
ods designed to process internal organizational documents and to integrate data from
the MEHARI project outputs. A subsequent study will address the implementation of
the Decision-Making System, including the testing of a custom Large Language Model
specialized in information security contexts.

As organizations increasingly adopt Al, the risk landscape itself evolves. Future
iterations of the proposed architecture will extend the cross-model agreement analysis to
include Al-specific threat domains, such as those defined in the MITRE ATLAS (Adversarial
Threat Landscape for Artificial Intelligence Systems) framework. Incorporating ATLAS
will enable the system to identify risks unique to Al deployments, such as data poisoning
and model evasion, ensuring the risk management process remains resilient against next-
generation threats.

Finally, the concluding paper in this research cycle will present the developed proto-
type of the semi-automated risk management system along with the experimental valida-
tion of results and performance evaluation metrics. These planned studies are expected
to contribute toward the realization of a semi-automated, Al-powered information se-
curity risk management system that aligns with international standards and practical
cybersecurity needs.

6. Conclusions

The conducted research confirmed the growing importance of artificial intelligence
in the field of ISRM. The analysis of the degree of research development has shown
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that studies in this domain are highly relevant and promising, though their practical
implementation remains challenging. Previous works have demonstrated Al’s potential
in enhancing decision making, risk prediction, and automation but have lacked unified,
standard-oriented architectures.

The comparative analysis of eight international standards revealed notable differ-
ences in their suitability for automation. While NIST SP 800-53 (4.20) and ISO 31000 (4.00)
demonstrated strong potential in compliance verification and high-level governance re-
spectively, they lack the specific procedural flow required for autonomous decision making.
Frameworks such as COSO IC-IF (3.20) and IEC 62443-2-1 (3.40) remained focused on
organizational or industrial niches, limiting their broader algorithmic applicability. In con-
trast, ISO/IEC 27005 achieved the highest final score (4.60), distinguishing itself through
superior Automation Readiness and process decomposition. Its balance between theoretical
rigor and operational guidance makes it the optimal foundation for Al-driven automation,
enabling the direct mapping of risk management steps (context establishment, assessment,
treatment, and documentation) to ML and NLP modules.

The scientific novelty of this work lies in the proposed architecture integrating NLP,
Big Data Analytics, and machine learning techniques for automated risk identification,
assessment, and treatment. The innovative Decision-Making System, combining expert
reasoning through the Delphi method with the analytical capabilities of LLMs, establishes
a new direction for intelligent and adaptive IS management.

The practical significance of the study is reflected in the design of an architecture
that can be integrated into governmental and corporate information systems, enabling
more consistent, data-driven, and efficient risk management. This research establishes
ISO/IEC 27005 as the cornerstone for Al-powered risk management automation. Rather
than claiming a fully autonomous solution at this stage, the study presents a theoretical
reference architecture that maps standard-defined processes to specific AI components.
This groundwork enables the future development of semi-automated ISRM systems where
human oversight is augmented by algorithmic consistency, aligning with international
standards and practical cybersecurity needs.

As an exploratory assessment supporting the proposed approach, an experimental
comparison of five state-of-the-art Large Language Models was conducted using a stan-
dardized ISO/IEC 27005 risk identification task. Instead of measuring accuracy against a
fixed benchmark, the experiment analyzed the level of consensus and divergence among
models in identifying and prioritizing organizational risks. The results revealed strong
cross-model agreement in core domains such as access control, insider threats, and incident
response, while differences emerged in less-defined areas like business continuity and
social engineering. These findings provide exploratory support for the view that LLMs
may contribute to expert-informed risk identification and structured decision support
within the proposed ISO/IEC 27005-based architecture, particularly within the LLM-driven
Decision-Making System designed for consensus-based risk evaluation; however, they do
not yet establish the full operational feasibility of the architecture, which requires future
prototype-based validation.

The main contributions of this study correspond to the three research questions:

®  (CI1: The comparative evaluation identified ISO/IEC 27005 as the most suitable standard
for Al-based automation due to its structured, detailed, and process-oriented design.

e (C2: Each ISO/IEC 27005 stage was linked to specific Al methods: NLP for document
analysis, ML for risk prediction, and Big Data for threat intelligence.

*  (C3: The proposed Al-driven architecture is designed to enhance risk management by
supporting analytical consistency, structured decision support, and process automa-
tion through expert-informed LLM reasoning.
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In summary, the presented study provides a theoretical foundation and exploratory
support for Al-assisted automation in risk management, while the practical feasibility of
the full architecture remains to be established through future prototype-based validation.
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