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Abstract

Static analysis is a critical methodology for ensuring the quality, security, and safety of
embedded, cyber-physical, and electronic software systems, particularly as such systems
become increasingly complex and tightly coupled with hardware and real-time constraints.
Through a systematic study of the literature, this paper summarizes the State-of-the-Art
in static program analysis. We develop a comprehensive taxonomy of fundamental tech-
niques, including model checking, abstract interpretation, data-flow analysis, and symbolic
execution, and examine their application in modern analysis tools used in electronic and
safety-critical systems. The survey thoroughly reviews applications across key domains,
including vulnerability detection, automotive and embedded software verification, smart
contract auditing, and Al-enabled electronic systems. We also critically analyze persistent
challenges, including tool integration, scalability limitations, and the trade-off between
analysis precision and soundness. Finally, by discussing emerging trends and future re-
search directions—such as machine-learning-enhanced analysis and hybrid static-dynamic
techniques—this work provides a structured framework to guide future research and
industrial practice in the development of reliable electronic systems.

Keywords: static analysis; embedded software; electronic systems; cyber-physical systems;
abstract interpretation; data-flow analysis; vulnerability detection

1. Introduction

Today, software is a fundamental component of modern electronic and cyber-physical
infrastructure, controlling essential processes in energy distribution, healthcare, trans-
portation systems, and financial platforms. As electronic systems become increasingly
software-driven and interconnected, the reliability, security, and safety of the software that
controls them have moved beyond purely technical concerns to become critical pillars of
public welfare and economic stability [1]. The severe consequences of software failures are
illustrated by several high-profile incidents. The 2017 Equifax breach, which exposed the
personal data of 147 million individuals, resulted from a known but unpatched vulnerabil-
ity in the Apache Struts framework that could have been detected using appropriate static
code analysis techniques [2]. Similarly, the November 2020 outage of the Australian Securi-
ties Exchange, which halted trading for nearly four hours, was caused by technical failures
in the ASX Trade platform, demonstrating how software defects can disrupt large-scale
electronic systems [3]. These events highlight the urgent need for reliable methods that
proactively identify and mitigate software defects before deployment.
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Static analysis has emerged as a foundational approach to addressing this challenge.
Formally, it involves the examination of source code, binaries, or intermediate representa-
tions without executing the program, enabling early verification and validation of software
behavior [4]. Unlike dynamic testing, which evaluates software behavior under specific
test cases and execution paths, static analysis enables systematic exploration of a broader
set of possible behaviors. By transforming programs into intermediate representations
such as Abstract Syntax Trees (ASTs) and Control Flow Graphs (CFGs), static analysis
tools construct structured models of potential execution semantics [5,6]. These models
can then be algorithmically analyzed to detect a wide range of issues, including security
vulnerabilities, logic errors, resource mismanagement, and violations of coding standards.
This capability is particularly valuable in embedded and electronic systems, where early
defect detection significantly reduces development costs and mitigates safety risks [7].

The strategic relevance of static analysis is further amplified by its integration into
modern software engineering workflows for electronic systems. It is a core component of the
DevSecOps paradigm, which embeds security and quality assurance mechanisms directly
into the development lifecycle. This approach enables a “shift-left” strategy, in which
verification activities occur continuously rather than being deferred to final validation
stages [8]. Within Continuous Integration and Continuous Deployment (CI/CD) pipelines,
static analysis tools operate as automated quality gates, evaluating every code change to
prevent defective or insecure software from reaching production environments. Empirical
studies indicate that organizations employing Static Application Security Testing (SAST)
techniques can remediate vulnerabilities significantly faster than those relying on post-
development reviews alone [9].

In parallel, the growing adoption of artificial intelligence (AI) in electronic and edge-
computing platforms has expanded the scope of static analysis. As machine-learning com-
ponents are increasingly integrated into safety- and security-critical systems, researchers
have adapted static analysis techniques to address new classes of risks. These include
verifying the correctness of data preprocessing pipelines, identifying unintended data
leakage, and detecting potential sources of bias that may compromise system behavior or
trustworthiness [10]. Such developments position static analysis as an essential tool for
ensuring dependable Al-enabled electronic systems.

The importance of static analysis can be understood through its contribution to three
fundamental quality imperatives: reliability, security, and safety. From a reliability per-
spective, techniques such as data-flow analysis and model checking systematically identify
defects that can cause runtime failures, including null pointer dereferences, race conditions,
and resource leaks. In terms of security, static analysis underpins SAST methodologies,
which use advanced techniques such as taint analysis and symbolic execution to trace
the propagation of untrusted inputs through software logic and detect critical vulnera-
bilities, including those cataloged in the OWASP Top Ten [11]. Finally, in safety-critical
domains such as automotive electronics and avionics—regulated by standards including
ISO 26262 [12] and DO-178C [13]—static analysis is frequently mandated to enforce strict
coding rules and to formally verify the absence of hazardous runtime behaviors using
sound methods such as abstract interpretation [14].

The main contributions of this survey are as follows:

1. A thorough systematic examination of static analysis methods for electronic, embed-
ded, and cyber-physical systems that follows PRISMA guidelines and transparently
reports search strings, screening data, and quality evaluation (Section 2).

2. Anew, analytically based taxonomy that includes evidence-based comparison tables
and links key technique families (data-flow analysis, symbolic execution, abstract
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interpretation, model checking, and constraint solving) to their technical trade-offs
(soundness, precision, and scalability) and representative tools.

3.  Static analysis applications from a variety of domains, including blockchain smart
contracts, safety-critical automotive and aerospace systems, security vulnerability
identification, and AI/ML pipeline verification, with a focus on embedded and cyber-
physical settings (Section 4).

4. A critical examination of enduring problems and new lines of inquiry, such as
automated program repair, hybrid static-dynamic approaches, machine-learning-
enhanced analysis, and verification issues in cloud-native and autonomous sys-
tems, with a clear connection to the technical trade-offs noted in the taxonomy
(Sections 5 and 6).

From the development of research topics and application domain selection to the
examination of scalability and certification issues, this study gives special attention to
embedded, cyber-physical, and electronic systems.

This study focuses on embedded, cyber-physical, and electronic systems, from the
formulation of research questions and application domain selection to the analysis of scala-
bility, real-time restrictions, and safety certification issues. Despite the broad applicability
of static analysis techniques, this study methodically tackles the unique needs that emerge
when they are used in embedded and cyber-physical environments.

Motivation and Research Questions.

Despite the proven advantages of static analysis and its growing maturity, there remain
substantial, persistent obstacles to its general acceptance and optimal efficacy. The most
fundamental trade-off is between soundness (the guarantee of detecting all true flaws of a
specific class) and accuracy (the reduction in false positives), a theoretical limitation that
affects all practical tools [15]. Scalability remains a crucial issue since the computational
cost of deep, inter-procedural analysis can grow exponentially with codebase size and
complexity [16]. The substantial operational difficulties involved in the initial setup, tuning,
and integration of these tools into different development frameworks could discourage
teams. In order to map the entire area of static analysis, from its fundamental algorithmic
techniques and useful applications to its enduring flaws and prospective future direction,
this article offers a systematic assessment and synthesis of recent research.

The following research questions (RQs) serve as the framework for this investigation:

e RQ1: What is a comprehensive taxonomy of the most popular static analysis ap-
proaches, and how do their underlying formal methods (such as data-flow analysis,
symbolic execution, and abstract interpretation) compare in terms of precision, com-
putational complexity, and soundness guarantees?

e RQ2: How is static analysis used, specialized, and verified in a number of impor-
tant sectors, such as security vulnerability detection, automotive embedded systems,
blockchain smart contract verification, and AI/ML pipeline testing?

e  RQ3: What are the biggest shortcomings of the static analysis methods currently in use,
and how are new advancements, like the use of machine learning, the development
of hybrid static-dynamic methods, and automated program repair, resolving these
problems and creating new research opportunities?

The rest of this paper is arranged in the following methodical manner. Section 2 gives
important background information on static analysis concepts and describes our rigorous
research methodology. A thorough taxonomy of analysis methods and their implementation
in contemporary tools is provided in Section 3. While Section 5 offers an open discussion
of the basic difficulties and constraints, Section 4 examines their applications across several
important domains. Innovative future research directions are examined in Section 6, and
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our contributions are summarized, with the most urgent research gaps highlighted in
Section 7, which wraps up the paper.

2. Background and Methodology

Static analysis examines software code without actually running it [17] by carefully an-
alyzing program behavior, enabling early identification of flaws. Analyzers often transform
source code into intermediate representations such as Abstract Syntax Trees (ASTs), which
capture logical structure, and Control Flow Graphs (CFGs), which depict branching and
execution routes [18-20]. Program Dependence Graphs (PDGs), which facilitate techniques
such as program slicing, can be employed in more intricate studies to manage dependencies
and collect information [21,22].

Static analysis uses a range of analytical techniques with varying power and pro-
cessing costs. To identify problems such as resource leaks, null pointer dereferences, and
un-initialized variables, data-flow analysis solves equations over the CFG and gathers
information about possible variable values throughout a program [23]. Symbolic execution,
which evaluates programs using symbolic rather than actual inputs while maintaining
path conditions that indicate the input space required to reach each program point, enables
the discovery of complex, path-sensitive faults [24]. Abstract interpretation provides a
strong mathematical foundation for sound exaggeration of program behavior, ensuring
coverage of all conceivable executions at the cost of potential false positives [25]. Model
checking is crucial for identifying concurrency problems like deadlocks in safety-critical
systems because it rigorously explores the state space to verify finite-state systems against
temporal-logic requirements [26].

2.1. Research Methodology

To provide a comprehensive, impartial, and reproducible synthesis of the literature,
this review followed the PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) guidelines [27]. Figure 1 shows the PRISMA flow diagram that
describes the study selection procedure. Three distinct and rigorous phases were used to
operationalize this established methodology: the first involved the precise formulation of
research questions based on identified gaps in the current body of knowledge; the second,
the systematic identification and retrieval of relevant literature; and the third, the consistent
application of predetermined inclusion criteria. The entire process of choosing the material
was led by the particular research questions listed in Section 1.

To reduce bias and increase coverage, the search was conducted in two complementary
phases. Keywords like “static code analysis” and “program verification” were used in
an initial scoping search to define the survey’s limits and major issues, with a focus on
embedded and electronic systems settings. An additional systematic search was then
conducted to fully capture the scope of static analysis research and ensure thorough
coverage of both fundamental approaches and specific applications.

Three main aspects were addressed by this enlarged search, which included a wide
range of keyword combinations: targeted vulnerability classes or program features, par-
ticular application domains, and fundamental static analysis approaches. “Data flow

i oo o /7

analysis”, “abstract interpretation”, “symbolic execution”, “model checking”, “taint analy-
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sis”, “constraint-based analysis”, “type-state analysis”, “pointer analysis”, and “interval
analysis” were among the major technical terms. “Embedded systems AND static analysis”,
“cyber-physical systems AND verification”, “smart contract AND static analysis”, “ML
pipeline AND static verification”, and “loT software AND security analysis” were examples

of domain-specific keyword pairs. “Memory safety AND verification”, “concurrency bug
AND static detection”, “vulnerability detection AND static”, and “resource leak AND
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static analysis” were among the keywords that concentrated on particular results. For each
database, these keyword groupings were combined using Boolean operators to create the
full Boolean search strings. For example, the search string for IEEE Xplore was: ((“static
analysis” OR “data flow analysis” OR “symbolic execution” OR “abstract interpretation”
OR “model checking” OR “taint analysis” OR “constraint-based analysis”) AND (“embed-
ded systems” OR “cyber-physical systems” OR “smart contract” OR “ML pipeline” OR “IoT
software”) AND (“memory safety” OR “concurrency bug” OR “vulnerability detection”
OR “resource leak”)). For each database’s syntax, equivalent strings were modified.

Identification of studies
via databases

!

Records identified: n = 1200

!

Duplicates removed: n = 250

!

Records screened: n = 950

S

Reports sought for
retrieval: n = 170

. i

Reports assessed for
eligibility: n = 170

Records excluded: n = 780

Reports not retrieved: n =0

/

Studies included in review:

Reports excluded: n = 54
n=118

Not meeting inclusion Out of scope/not relevant: Insufficient technical
criteria: n =30 n=15 detail: n=9

Figure 1. PRISMA flow diagram of the systematic literature selection process.

The search was temporally limited from 2015 to 2025 to focus on the contemporary
evolution of the field; seminal pre-2015 works establishing foundational techniques (e.g., in
abstract interpretation and model checking) were found through backward snowballing
from recent surveys and included where relevant. These keyword strings were applied to
the titles, abstracts, and keywords of publications across the major scientific databases: IEEE
Xplore, ACM Digital Library, SpringerLink, Scopus, and Google Scholar. The information
is reflected in Table 1.
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Table 1. Reference Scientific Literature Databases and Academic Search Engines.

Database/Search Engine Type URL
Scopus Search Engine https:/ /www.scopus.com
Google Scholar Search Engine https:/ /scholar.google.com
IEEE Xplore Digital Library https:/ /ieeexplore.ieee.org
ACM Digital Library Digital Library https:/ /dl.acm.org
SpringerLink Digital Library https:/ /link.springer.com
arXiv Preprint Repository https:/ /arxiv.org

To ensure relevance and minimize bias, a comprehensive, multi-stage filtering ap-
proach was employed to choose papers for this evaluation based on predetermined inclu-
sion and exclusion criteria. Works that did not meet the inclusion criteria were excluded.

The filtering process was a logical, multi-step procedure:

Step 1: Publications judged unrelated to the study topics were excluded based on
information from titles and abstracts. If an article’s abstract and title explicitly addressed at
least one of the fundamental method types or research issues listed in Section 1, it was kept.

Step 2: The remaining articles” complete texts were assessed. Works that were deemed
outside the purview of this study (for example, concentrating solely on dynamic analysis
without a static component) or that just briefly discussed static analysis were eliminated.

Step 3: A quality review was conducted on the final set of papers, which had to
meet the following requirements: the article presents a novel methodology or a significant
improvement to an existing static analysis technique; the work provides enough technical
detail to make the methodology understandable; the publication is either peer-reviewed
or from a reputable preprint server; and the study directly and significantly contributes
to the specified research questions. Each full-text publication was further assessed using
a four-point quality rating checklist: methodological clarity (0-1), empirical evaluation
(0-1), peer-review status (0-1), and direct relevance (0-1) in order to further evaluate
methodological quality and reduce selection bias. The final synthesis only includes papers
with a score of at least 2. The selected publications had an average quality score of 3.2,
which indicates that their methodological rigor was typically strong.

A summary of the formal inclusion and exclusion criteria is provided in Table 2.

Table 2. Inclusion and Exclusion Criteria.

Inclusion Criteria Exclusion Criteria

Published in one of the selected

databases (Table 1)

Not written in English

Published between 2015 and 2025 to
ensure relevance.

Published before 2015 (with exceptions
for seminal, foundational works).

At least one search term appears in the
title, abstract, or keywords

Full text not available

Addresses or analyzes the stated
research questions

Lacks technical detail or is a
duplicate of another study

Directly addresses the techniques,
applications, or evaluations
of static analysis.

Focuses exclusively on dynamic analysis
without a static analysis component.

Provides sufficient technical depth,
empirical results, or a novel
theoretical framework

Lacks technical detail, experimental
validation or a clear methodology.
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Throughout the systematic literature selection process, the PRISMA standards were
adhered to, as shown in Figure 1. In the initial search, 1200 records were located in the six
preprint repositories and databases. 950 items remained for title and abstract screening after
250 duplicates were eliminated; 780 records were deemed superfluous. After evaluating
the remaining 170 full-text publications for eligibility, 54 were rejected (30 because they
did not fulfill inclusion standards, 15 because they were beyond the scope, and 9 because
they did not provide enough technical depth). As a result, the final systematic review had
118 publications.

Figure 2 shows the distribution by year of publication of the 118 included publica-
tions. The number of publications remained very stable between 2015 and 2019, averaging
11 papers each year. Static analysis applications for emerging domains such as AI/ML
pipelines and smart contracts have garnered increasing attention, as seen by the notewor-
thy peak of 14 articles in 2020. Following a little decline in 2022-2023, the number of
publications rose to 9 papers in 2025, indicating continued research effort. The articles on
machine-learning-based static analysis, which make up the majority of the output from
2020 to 2025, are noteworthy since they mostly appeared after 2020 and show a distinct
shift in research focus toward learning-based verification methodologies.

Number of Papers
(e ]

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Figure 2. Distribution of included publications by year (2015-2025).

This rigorous, two-stage search and filtering process significantly increased the initial
corpus and enabled the inclusion of significant academic publications specialized in new
topics and specialist methodologies, ensuring a balanced synthesis of academic research
and industry application. The sections that follow offer a comprehensive synopsis of the
material selected through this systematic process. The primary focus was on advancements
from 2015 to 2025, with special attention to innovative studies that established foundational
concepts in static analysis. Papers published before 2015 were included if they provided
basic techniques or were significant sources that continue to influence contemporary study.
This approach ensured that both the current developments in static analysis research and
its historical foundations were fully covered.

2.2. Related Work and Positioning

Different aspects of static analysis have been the subject of several previous surveys.
Beyer [15] offers empirical tool performance evaluations and presents an overview of
software verification through the SV-COMP competition. An extensive textbook discussion
of abstract interpretation is given by Rival and Yi [25], while Baldoni et al. [24] give a
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thorough summary of symbolic execution strategies. In their discussion of model checking
and verification of concurrent systems, Kant et al. [26] focus on issues related to mitigating
false positives. The results of the yearly SV-COMP competition are used by Beyer [28] to
provide an overview of the State-of-the-Art in software verification. All of these works
have contributed significantly to the discipline.

This poll is different from previous research in three important ways. First, it uses
a methodical, PRISMA-guided approach (Section 2.1) with well-documented screening
statistics, inclusion criteria, and search strings, offering a degree of repeatability and
transparency not usually found in narrative reviews. Second, it focuses on embedded,
cyber-physical, and electronic systems in particular domains, where static analysis must
address resource constraints, real-time constraints, and safety certification standards such
as DO-178C and ISO 26262.

Although previous surveys touch on these areas in passing, they do not regard them
as the core organizing factor. Third, this study offers an analytically supported taxonomy
structured around basic engineering trade-offs (scalability vs. accuracy vs. soundness).
It is backed up by evidence-based comparison tables that reference particular empirical
findings from the collected literature. Instead of merely outlining methods and instru-
ments, we methodically connect their technical attributes to their applicability in various
application scenarios.

In conclusion, by providing a specific, methodologically sound, and application-
focused synthesis of static analysis for embedded and cyber-physical systems, a focus that
is both relevant and underrepresented in the current literature, this study enhances surveys
that already exist.

3. Taxonomy of Static Analysis Techniques
3.1. Introduction to the Taxonomy

Static analysis is a broad family of methods for determining software behavior without
executing programs, and it is an essential part of modern software quality assurance.
The field has evolved from simple pattern-matching linters to intricate frameworks with
State-of-the-Art mathematical foundations, each with distinct trade-offs between accuracy,
scalability, and soundness. A methodical taxonomy is necessary to comprehend when
and how to apply these strategies successfully. This section provides a comprehensive
classification of the most widely used static analysis paradigms, examining their theoretical
underpinnings, practical uses, and representative tools that have gained popularity in
both academic and commercial contexts [28]. By mapping analytical approaches to their
real-world instantiations, we hope to provide practitioners with a structured framework for
selecting appropriate analysis techniques based on their specific verification requirements
and constraints.

A conceptual representation of the taxonomy created in this section is shown in
Figure 3. Data-flow analysis, symbolic execution, abstract interpretation, model verifica-
tion, and constraint solving are the five main families of static analysis techniques that are
mapped to their main application fields. Key technical characteristics (such as soundness,
accuracy, and scalability) and representative tools define each method family. In domains
like security testing, safety-critical systems, and new fields like AI/ML and cloud-native
systems, the links show how various technology capabilities handle particular verifica-
tion demands.
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Figure 3. Taxonomy of static analysis techniques and their application domains.

3.2. Core Analysis Techniques
3.2.1. Data-Flow Analysis

Monitoring how data values propagate by using program variables along various
execution paths is the fundamental principle behind data-flow analysis. This approach
formulates program analysis as a series of equations that describe how information flows
through a program’s control flow graph by modeling possible data states using lattice the-
ory [29]. The analysis calculates fixed-point solutions to these equations to find properties
such as variable liveness, reaching definitions, and available expressions at each program
point [30].

This approach is particularly good at identifying typical programming problems, such
as use-before-initialization violations, assured null pointer dereferences, and resource leaks,
where files or database connections may not be properly terminated. However, practical
factors sometimes restrict its accuracy; many implementations adopt flow-insensitive or
context-insensitive approximations to guarantee scalability in big codebases, which may
lead to false positives [31]. Programs like SonarQube, which is used for continuous code
quality inspection, and FindBugs (now superseded by SpotBugs), which employs intrapro-
cedural analysis to identify bug patterns in Java bytecode, are built on this technique.

3.2.2. Symbolic Execution

Symbolic execution allows for the simultaneous exploration of multiple execution
paths by substituting symbolic input values for concrete ones. The method maintains
path conditions that describe the input space needed to reach each program point by
treating program inputs as symbolic variables and interpreting operations as constraints
on these symbols rather than processing specific data [32]. Program analysis is successfully
transformed into a constraint satisfaction problem using this method [33].

Buffer overflows, integer overflows, and injection vulnerabilities, all of which can
go undiscovered during standard testing, are among the deep, path-sensitive flaws that
symbolic execution excels at detecting. The KLEE tool, which employed extensive path
exploration to identify several significant flaws in GNU Core Ultilities [34], serves as an
example of this tactic. CodeQL, which represents code as queryable databases and enables
security researchers to design sophisticated queries that leverage symbolic execution princi-
ples for variant analysis across whole codebases, has made a related semantic code analysis
technique more prominent in recent years [35].

The primary problem remains the path explosion problem, which necessitates sophis-
ticated heuristics and state pruning strategies since the number of potential paths grows
exponentially with program complexity and size.
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3.2.3. Abstract Interpretation

Abstract interpretation provides a rigorous mathematical foundation for producing
static analyses that precisely approximate program behavior. The basic idea involves
executing programs on abstract domains that offer simplified views of possible program
states in order to guarantee that all concrete executions are covered while making analysis
tractable [36]. For instance, rather than tracking exact integer values, an analysis may
employ operations defined over this abstract domain to track just whether a variable is
positive, negative, or zero. Congruence domains monitor periodic interactions, interval
domains mimic variable ranges, and polyhedral domains represent linear inequalities be-
tween variables. Different program properties are captured by these abstract domains [37].
Widening operators ensure completion at the risk of potential precision loss, and fixed
points are calculated over these abstract domains in the analysis.

Because of this formal foundation, abstract interpretation is particularly well-suited for
safety-critical applications where proving the lack of particular mistake types is essential.
An important development in this area is the Astrée analyzer, which has demonstrated the
absence of runtime defects in flight control software for the Airbus A380 [38]. In a similar vein,
the Clang Static Analyzer employs a checkers design that allows domain-specific analyses
to leverage its basic symbolic reasoning skills to find problems in C, C++, and Objective-C
code using path-sensitive abstract interpretation [39]. Even while the soundness guarantee is
robust, it typically comes at the cost of false positives because the over-approximation may
contain program behaviors that cannot truly occur during execution.

3.2.4. Model Checking

Model checking automates the verification of finite-state systems against formal re-
quirements expressed in temporal logic. Unlike other static analysis approaches that work
directly on source code, model checking typically involves creating a formal model of
system behavior and then carefully inspecting every conceivable state to confirm whether
the model matches properties described in logics like LTL or CTL [40]. This comprehensive
inquiry ensures that any violations of the designated attributes will be found.

The system is depicted as a Kripke structure, a directed graph with nodes representing
system states and edges representing transitions, as part of the verification procedure. The
model checker then carefully scans this state space to determine whether each state satisfies
the temporal logic formulas. Sophisticated techniques like bounded model checking using
SAT solvers and symbolic model checking using binary decision diagrams (BDDs) have
been developed to address the inherent state explosion problem of this methodology [41].
Partial order reduction and symmetry reduction help manage complexity by eliminating
pointless state explorations.

In distributed and concurrent systems, where minute timing issues can lead to live-
locks, deadlocks, and race situations, this approach has proven to be quite beneficial. The
SPIN model checker has been frequently used to confirm protocol correctness, but NASA
has employed Java PathFinder (JPF) to validate critical spacecraft software [42]. To prevent
minor defects in AWS services, companies such as Amazon have reported adopting TLA+
and its associated TLC model checker to design and validate distributed algorithms [43].
The primary barrier remains the state explosion problem, which restricts application to
systems that can be effectively abstracted to manageable state spaces.

In order to verify satisfiability, contemporary bounded model checking tools use SAT
and SMT solvers, demonstrating how constraint solving has evolved into a technology that
makes scaled model checking possible.
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3.2.5. Constraint Solving

As mentioned in Sections 3.2.2 and 3.2.4, constraint solving is a fundamental engine
for bounded model checking and symbolic execution, even if it is a separate verification
paradigm. Constraint-based analysis reduces program verification problems to satisfiability
queries, which are then handled by automated reasoning engines. Program semantics,
pathways, and characteristics are encoded into logical formulas using Satisfiability Modulo
Theories (SMT), which combine propositional logic with domain-specific theories for
integers, arrays, and bit vectors [44]. The viability of particular program behaviors is then
demonstrated by the satisfiability of these formulas.

As part of the analysis process, program structures are transformed into comparable
logical constraints. For instance, operations become functions, control flow merges become
disjunctions, and program variables become constants in the logic. Sophisticated methods
like Horn clause solution, which enable the testing of complex program invariants, extend
this approach to relational properties [45]. It is the responsibility of SMT solvers, such as
73, CV(H4, or Yices, to determine whether the resulting constraint systems are satisfiable
and, in turn, provide models.

This formalism provides exceptional precision for checking complex, nonlinear pro-
gram properties that are difficult to manage using traditional methods. The Infer tool,
developed at Facebook and now widely used in mobile app development, uses separation
logic with bi-abduction, a constraint-based method for identifying frame conditions, to iden-
tify memory safety issues in C, Java, and Objective-C with remarkably low false-positive
rates [46]. The SeaHorn verification system, which uses limited Horn clauses to validate
safety features of C programs, further demonstrates the scalability of these techniques to
real-world software [47]. Similar to this, the CPAchecker framework [48] offers a highly
flexible platform for software verification that supports a variety of analysis approaches,
including explicit-state model checking and predicate abstraction. This framework has
demonstrated great performance in international verification contests [49]. The primary
challenge is the computational difficulty of solving these constraints, which might be
prohibitive for complex or huge verification circumstances.

3.3. Tool-Based Categorization

In order to put these theoretical approaches into practice, static analysis is practically
applied through tools that often combine many ways to balance their benefits and draw-
backs. Users need to have a deep awareness of the tool ecosystem in order to integrate
static analysis into their development workflows.

Table 3 provides a detailed comparison of the primary static analysis tools” technologi-
cal approaches, language support, analysis depth, and target user bases. This table is helpful
when selecting a tool based on organizational limitations and technological specifications.

Table 3. Comprehensive Static Analysis Tool Comparison.

Tool Type Core Technique ~ Soundness Key Strength Key Limitation Primary Domain
Higher false
Broad language positives .
SonarQube Industrial /OSS Data-flow, P attern No [50] support, CI/CD (30-50% in Java Multl—langl.lage code
Matching - . . quality
integration projects [50]),
limited depth
Deep semantic
Symbolic analysis,
Execution security-focused; Steep learning Securit Inerabili
CodeQL Industrial/OSS ecution, Partial [35] used to find ~70% of curve, resource- ccurity vunera ty
Constraint " . . detection
Solvin critical CVEs at intensive
& GitHub (CodeQL

version 2.6) [35]
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Table 3. Cont.

Tool Type Core Technique Soundness Key Strength Key Limitation Primary Domain
Abstract C-family onl
Clang Static Academic/OSS Interpretation, Partial [39] Path-sensitive, mo derat}; falsyé C/C++ systems
Analyzer Symbolic g integrates with LLVM " programming
Execution positives
Sound verification of
runtime errors; Requires expert
Astrée Academic/ Abstract Yes [38] proven absence of coc; i urati}; . Safety-critical
Industrial Interpretation : RTE in 132 K LoC rimagril for C’ aerospace/automotive
Airbus A380 flight P y
control software [38]
Finds deep
. path-sensitive bugs. .
KLEE Academic Symbth Partial [34] Achieved 90%-line Path §>fp10§10¥1, C/LLVM. systems
Execution scalability limits testing
coverage on GNU
Coreutils [34]
. Configurable, strong
CPAchecker Academic Al‘:)zetiizzt(fn Yes [48] competition results. High memory Software verification
J (multiple SV-COMP usage (C, Java)
Model Checkin, p 8
& awards [49])
Suite for critical C
Abstract ;ﬁii:n:gﬁiz Requires
Frama-C Academic Interpretation, Yes [51] P expertise to Safety-critical C code
Value Analysis analyzers for value, configure
dependency, and WP
calculus [51]
SeaHorn Academic Constrained Horn Yes [47] Scalable verification Focuses on safety C program
Clause Solving of systems code properties verification
Compositional
. . . analysis, low false Focused on mem- .
Infer ?rfgig?il:l/ Se&i?gﬁ?ci‘igilc’ Yes [46] positives (80%+ ory/resource xgﬁig’;/ SZ:ft:tm
precision at Facebook bugs y Y
scale [46])
Advanced Whole-program Closed source, Enterprise
Coverity Industrial Inter-procedural Yes [52] oleprogran limited prise,
. analysis, certifications g safety-critical
Analysis extensibility
Opcode-based . - -
Yama Academic Data-Flow Partial [53] High prec151o.n.f9r PHP-specific PHP web apphcahon
Analysis PHP vulnerabilities security
. Inter-procedural . ) Scalable taint tracking i . .
Tchecker Academic Taint Analysis Partial [54] for PHP PHP-specific PHP security analysis
. Fast, IDE integration, ~ Syntax-level only,
ESLint/PMD 0SS Pattern Match'lng, No [55] customizable (100 K no semantic Web development,
AST Analysis code style

LoC in <10 s [55])

analysis

SonarQube maintains its position as a leading platform for continuous code quality

monitoring with regular updates that enhance its data-flow analysis and pattern-matching

capabilities. The platform now supports more modern programming languages and frame-

works and has better interoperability with popular CI/CD systems. Businesses managing

large, multilingual codebases have embraced SonarQube’s comprehensive approach to

code quality management, which includes technical debt tracking and quality gate enforce-

ment. Industry reports indicate that it has been widely implemented by firms seeking to
maintain code quality across geographically dispersed teams [50].
CodeQL, a crucial component of GitHub’s security ecosystem, provides semantic code

analysis through its declarative query language. The platform continues to develop with

enhanced support for new programming language features and frameworks. Findings from

vulnerabilities discovered using CodeQL in significant open-source projects are regularly
published by the GitHub Security Lab. The focus of recent developments has been on
improving the precision and scalability of analysis. The tool’s integration with GitHub’s
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developer workflow has made advanced static analysis accessible to a variety of software
development teams [56].

Clang Static Analyzer remains a crucial part of the LLVM project’s infrastructure for
C-family languages with ongoing improvements to its path-sensitive analysis capabilities.
The tool’s checkers for detecting concurrency and memory safety issues have continuously
improved because of active industry and academic collaboration. Because of its tight
connection with the Clang compiler infrastructure, it is guaranteed to stay current with
language standards, making it applicable to the embedded development and systems
programming communities [57].

One well-known academic tool for examining safety-critical C code is the Frama-C
platform [51]. It offers a set of compatible static analyzers based on formal techniques, such
as weakest-precondition calculus, dependency analysis, and value analysis (to calculate
variable ranges and demonstrate the lack of runtime mistakes). Within a single framework,
these analyzers may be used to confirm functional features, demonstrate adherence to
coding standards like MISRA C, and even produce verification conditions for interactive
proof helpers like Coq [58]. Because of its modular design, it is a reference tool for essential
systems in both academic research and industry applications, especially in the automobile
and aerospace industries, where verification is necessary.

Infer is still being developed and used at scale to detect memory-safety and resource-
management issues, with a focus on mobile and systems programming languages. The
tool’s utility in industrial contexts is demonstrated by published case studies, and its
compositional analysis method based on separation logic has worked well for examining
big codebases. Increasing the tool’s accuracy and expanding its compatibility with modern
programming paradigms are the aims of ongoing research and development [59].

Coverity is still a competitor in the commercial static analysis industry, with a constant
focus on scalability and accuracy for business codebases. The tool’s sophisticated inter-
procedural analysis capabilities can be advantageous to organizations in safety-critical
areas where certifications and standards compliance are required. Industry papers and
user case studies highlight its application in large-scale software projects across a range
of industries, including automotive and aerospace [52]. Recent empirical research has
demonstrated its effectiveness in identifying complex security problems that traditional
testing methods could miss [60].

3.4. Comparative Analysis

The variety of static analysis approaches presents a challenging selection challenge
for practitioners, requiring careful evaluation of organizational restrictions, integration
requirements, and technical capabilities. Data-flow analysis offers the best scalability for
huge codebases, even if it could miss subtle, path-dependent errors. Symbolic execution
provides exceptional depth for security research, notwithstanding its difficulties with path
explosion. Abstract interpretation offers soundness guarantees that are advantageous
for important systems, despite the fact that it often produces false positives. Concurrent
systems benefit greatly from model checking, but creating appropriate models requires
a high level of expertise. Constraint solution enables precise verification of complex
properties despite computational complexity issues [61].

Table 4 offers domain-specific suggestions for selecting appropriate instruments and
analysis techniques. When mapping common application domains to recommended
methodologies, it considers the unique verification requirements and restrictions of each
domain. With this table, practitioners can quickly identify suitable solutions for their
specific scenario.
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Table 4. Technique Selection Guide by Application Domain.
Application Recommended Rationale Representative Key Typical Analysis
Domain Techniques Tools Considerations Requirements
CI/CD Medium
Enterprise Web IIDat.a—ﬂow Speeil / covferage SonarQube, 1I}t.e%rat10n, prec1sllor1',1 H1gh
Applications analysis, Pattern balance for ESLint. PMD multi-language scalability,
PP matching DevOps / support, fast DevOps
feedback integration
. . Symbc?llc High precision CodeQL, Vulne-zrablhty High precision,
Secur1ty-Cr1t1cal execution, £ . detection, Low .
. or complex Coverity, . Deep analysis,
Systems Constraint e false negatives, .
. vulnerabilities Klocwork g Security rulesets
solving Compliance
Soundness High soundness
.. Abstract Soundness for Astrée, Clang guarantees, & !
Safety-Critical . . . o Standards
interpretation, standards Static Analyzer, Certification .
Embedded . ) compliance, Low
Model checking compliance Frama-C support, MISRA S
. false positives
compliance
Constraint Memory safety, relgsi((i)lrl\mFlast
Mobile solving, Scalable memory Infer, Android Performance, p anal s,is
Applications Data-flow safety analysis ~ Lint, SonarQube  Battery impact oIS,
. : Resource leak
analysis detection d .
etection
Symb(?llc Deep bugs + Clang Static Memory safety, Deep analysis,
Systems execution, Concurrency, L7,
. sound Analyzer, KLEE, Path sensitivity,
Programming Abstract e : Low-level code . :
. . verification Coverity . Pointer analysis
interpretation analysis
. All techniques Flexibility for CPA checker, Extens1.b111ty, .Re.s,.earch
Academic/ . . Algorithm flexibility, Latest
(custom imple- algorithm SeaHorn, : . ;
Research ) experimentation, techniques,
mentations) research Frama-C S
Formal methods  Customization

Table 5 compares the fundamental technical characteristics of core analytical method-
ologies using key criteria, including false-positive rates, scalability, precision, and sound-
ness. This technical comparison enables well-informed conclusions about which analytical
techniques best address specific verification challenges.

When selecting a tool, the specific verification objectives should be considered. For
example, enterprise teams should prioritize SonarQube’s quality management features,
embedded systems developers should benefit from Clang Static Analyzer’s language
expertise, and security-focused organizations should benefit from CodeQL’s query-based
approach. Using a range of tools at different stages of the development lifecycle, such as
the most comprehensive analyses in nightly builds, more sophisticated tools in pull request
validation, and fast, lightweight analyzers in IDEs and pre-commit hooks, organizations
are increasingly implementing a defense-in-depth approach [62].

This taxonomy, which connects their theoretical foundations to practical applications,
systematically classifies the dominant paradigms in static analysis. Each of the basic
methods: data-flow analysis, symbolic execution, abstract interpretation, model verification,
and constraint solving has a special location in the design space of soundness, precision, and
scalability. Their use in applications such as SonarQube, CodeQL, Clang Static Analyzer,
Infer, and Coverity demonstrates how these concepts are adapted to address specific
verification problems across different domains. Understanding these links enables more
informed tool selection and provides a foundation for evaluating new analysis techniques
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as the field continues to evolve in response to new software development practices and
application areas.

Table 5. Technical Characteristic Comparison of Analysis Techniques.

Technique Soundness Scalability Evidence/Key Study Primary Use Cases
Flow-insensitive approximations enable Code qualit
Data-Flow . . scalability for large codebases but limit q %
. Medium High .. . Bug patterns,
Analysis precision [30]. SonarQube achieves Stvle checks
analysis speeds of ~10 K LoC/s [50]. y
The path explosion problem
. . fundamentally limits scalability [33], but it Security
SZ;?EEE; (or{_hg?hs) Low-Medium is effective for deep bug finding in KLEE. vulnerabilities,
p KLEE achieved 90% line coverage of GNU  Complex logic bugs
Coreutils [34].
Sound over-approximation guarantees
Abstract . . Complete?ess at FOSt of fa.llse.posuwe/s [36%; Safety verification,
Interpretation High Medium used in Astrée for avionics. Astrée Runtime error proof
demonstrated the absence of RTE in 132 K
LoC of Airbus flight control software [38].
The state explosion problem restricts the
Model ' apph.catl.on to abstracted models [41], Concurrency,
. High Low which is the standard for protocol e
Checking e L Protocol verification
verification. State space limited to
~10° states without abstraction [41].
SMT solving enables precise verification
Constraint . E . but faces computational complexity Complex properties,
Solving High Low-Medium barriers [44]. Z3 solves constraints with Type verification
10%+ clauses in seconds [45].
Syntax-level matching provides fast
Pattern Low Verv Hich feedback but lacks semantic Syntax checks,
Matching y s understanding [50]. ESLint analyzes 100 K Style enforcement

LoC in <10 s [55].

The appropriateness of any approach to a family is strongly influenced by the verifica-
tion situation. Data-flow analysis does not work well in large-scale industrial codebases
where scalability is critical and superficial bug patterns are the primary concern, whereas
path-dependent mistakes require deep semantic knowledge. It is not appropriate for
whole-program analysis without severe pruning or compositional approaches due to the
exponential growth in symbolic execution paths, but it is unparalleled at identifying com-
plex, critical security flaws. The ideal method is abstract interpretation for safety-critical
systems that require verifiable assurances of correctness (such as the absence of runtime
mistakes in aircraft software). This method’s over-approximation flaw, however, frequently
leads to false positives that require manual triage. Model checking provides comprehensive
verification of concurrent and reactive systems, but its state explosion problem restricts
its use to abstracted models or components with constrained state spaces. Despite its
exceptional accuracy in verifying complex functional properties, constraint solving’s com-
putational cost limits its use in big or loop-intensive applications. Hybrid techniques are
growing in popularity since no single strategy is dominant in all sectors. This is not due to
implementation errors, but to fundamental trade-offs.
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4. Applications of Static Analysis in Embedded and Electronic Systems

Static analysis has evolved from a specialized verification technique into a central com-
ponent of modern software engineering for embedded, cyber-physical, and electronic sys-
tems. Its rapid adoption is driven by the safety-critical nature of cyber-physical platforms—
where software faults can directly lead to physical consequences—the growing complexity
of software-controlled electronic devices, and increasingly stringent safety and security
regulations. This transition from primarily academic research to widespread industrial
deployment represents one of the most significant developments in contemporary soft-
ware engineering.

The following subsections outline the primary domains in which static analysis has
demonstrated substantial impact. Emphasis is placed on its practical industrial adoption
in electronic and safety-critical systems, its role in supporting compliance with regula-
tory standards, and recent research advances that illustrate the maturity, scalability, and
effectiveness of modern static analysis techniques.

Each domain’s level of development in the static analysis literature is shown by the
scope of coverage across domains. Since security and safety-critical automobile systems
have been the subject of extensive study and industry adoption for decades, a more
comprehensive analysis is required. Even though they are growing quickly, fresh topics
like smart contract verification and AI/ML pipeline testing are still being explored in the
literature; hence, our review provides a focused overview of the early research and current
trends in these areas.

4.1. Static Application Security Testing (SAST)

One of the most well-known uses of static analysis is Static Application Security Testing
(SAST), which identifies security flaws before software is released [63]. The method looks
for code patterns that indicate possible security flaws by examining software artifacts, like
source code or binaries, without running them. Because it can examine the entire codebase
instead of just the code paths used during a test, this offers a significant advantage over
dynamic analysis.

The Common Weakness Enumeration (CWE) [64] and the OWASP Top Ten [65] are
two of the major safety regulations that SAST tools systematically search for vulnerability
types. They are particularly good at identifying serious vulnerabilities, such as buffer
overflows, SQL injection, incorrect authentication, and sensitive data exposure [66].

Modern SAST tools use advanced methods that provide both deep inspection and
broad code coverage to be effective. They mainly do this by using two specialized tech-
niques: Symbolic Execution and Taint Analysis. By tracking untrusted user input from
its entrance point (source) to any sensitive activity (sink), a technique known as “taint
analysis”, a specific type of data-flow analysis, finds security threats. If the data reaches
the sink unsensitized, it notifies developers [67]. A technique called symbolic execution
looks at a variety of possible routes a program could take while running [68]. It excels
at identifying extensive vulnerability chains that use complex conditional logic and span
procedural boundaries. These fundamental methods are still evolving in specific fields. For
instance, opcode-based analysis for PHP vulnerability identification (Zhao et al., 2025) [53]
and scalable inter-procedural taint tracking for PHP applications (Luo et al., 2022) [54]
are two examples of how current research has expanded taint and data-flow analysis for
contemporary online ecosystems.

Vulnerability detection in a variety of programming languages and application do-
mains has significantly improved as a result of the integration of these techniques in
industrial tools. For example, taint analysis has been effectively used to identify SQL
injection and cross-site scripting vulnerabilities in web applications [69].
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Despite their benefits, empirical research shows that SAST tools have significant
practical challenges that could hinder their broad implementation. The main issues in-
clude a large number of false alarms and difficulties integrating the tools into developer
workflows. These characteristics negatively impact developers” opinions of the tool’s
effectiveness [70]. Furthermore, these issues were confirmed by a thorough evaluation
carried out in open-source projects by Beller et al., which also showed notable differences
in the warnings produced and the difficulties in properly setting the tools [55]. All of these
findings show that for SAST to be successful in industry, its accuracy must be balanced
with usefulness [71].

Integrating SAST directly into modern software development workflows is a crucial
evolution in SAST adoption. Instead of being a stand-alone, late-phase audit, the goal is to
make analysis a crucial part of the coding process. We have lessons learnt from deploying
static analysis at Google, emphasizing that for adoption to be successful, tools must be
fast, perform incremental analysis, and give developers prompt, actionable warnings [72].
SAST’s maturity is demonstrated by its official acknowledgment in security standards [73].
The National Institute of Standards and Technology’s (NIST) Secure Software Development
Framework (SSDF) expressly recommends it as an essential verification process [74]. The
primary goal of current research is to solve persistent scalability and usability problems.
As software systems grow increasingly complicated with cloud-native architectures and
microservices, SAST’s role remains vital, and efforts to adapt these techniques for new
environments are ongoing.

4.2. Smart Contract Analysis

Blockchain smart contracts are a significant topic for specialist static analysis due to
their unique characteristics. A smart contract cannot be altered or corrected once it has
been implemented, in contrast to traditional software. To prevent irreparable financial loss,
it is therefore essential to thoroughly review the code before it goes live. Furthermore, the
blockchain platform itself creates special security flaws, including reentrancy attacks and
math overflows, which have been utilized in serious financial crime events [75].

In response, static analysis tools designed specifically for smart contracts have quickly
developed. Research by Durieux et al. found that the ability of nine different analysis
methods to find vulnerabilities varied greatly. Since no single instrument was able to
detect every type of problem, a comprehensive security review requires the employment of
multiple tools in tandem [76].

The technology of these tools combines modified standard procedures with new
blockchain-specific strategies. For instance, tools like Mythril use symbolic execution,
which looks at a variety of possible contract execution scenarios to find inputs that can
result in a vulnerability. Another method, formal verification, uses mathematical models to
show that a contract complies with specific safety rules, thereby offering solid guarantees
regarding its behavior [77].

Because smart contract vulnerabilities might have significant financial consequences,
this in-depth investigation is required. In a thorough survey of attacks, Atzei et al. classified
the main vulnerability patterns that modern analysis tools are intended to detect [78].
Because of these high-profile occurrences, thorough static analysis is now a routine process
in professional blockchain security audits. Top auditing companies now use a number of
static analysis techniques as part of their evaluation process.

The area is constantly changing to meet new difficulties, especially in decentralized
finance (DeFi). For example, Tsankov et al. developed Securify, a scanner that matches
contracts to known vulnerability patterns and confirms the absence of particular significant
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flaws [79]. As blockchain technology and applications advance, static analysis techniques
are evolving to provide ongoing security.

4.3. Automotive/Embedded Systems

Verification is particularly difficult for embedded and cyber-physical systems, in
contrast to general-purpose software. These include tight hardware coupling, real-time
execution limitations, restricted memory and computing resources, and the requirement
to follow safety certification requirements such as ISO 26262 for automotive systems and
DO-178C for aircraft. In these areas, static analysis approaches must prioritize soundness
and determinism over sheer bug-finding performance. Additionally, these methods need
to be able to reason about low-level system characteristics such as worst-case execution
time (WCET), interrupt management, and memory layout.

Some examples of the increasing complexity of modern cyber-physical systems include
advanced control architectures such as adaptive sliding-mode security control for inverted
pendulums under false-data injection attacks [80] and state-constrained adaptive fuzzy
exact tracking control for nonlinear strict-feedback systems [81]. Despite addressing control-
theoretic concerns, these studies also highlight the growing need for formal software
verification techniques to ensure the precision, safety, and security of embedded software
that uses these controllers. Static analysis is crucial in this case because it enables the early
detection of software defects before they compromise the system’s stability or security.

In safety-critical industries such as automotive and aerospace, static analysis is not
only recommended but also mandated by law. International standards such as DO-178C
for aviation and ISO 26262 for vehicles set strict requirements to ensure that software
behaves predictably in all situations. These guidelines formally recognize static analysis as
an essential method for demonstrating compliance, especially in systems where a software
defect could endanger human lives [82].

A technique called abstract interpretation has shown great success for this type of
verification since it can provide mathematical guarantees about a program’s behavior.
The Astrée analyzer, developed by Blanchet et al., is among the best illustrations of this
technique in large-scale industrial software. By simulating every possible program state
using complex mathematical models, it can be shown that aviation control systems do not
exhibit significant runtime faults, such as calculation overruns and unauthorized memory
accesses [83].

Another crucial use of static analysis in embedded domains is the enforcement of
coding standards, such as MISRA C, which provide rules that forbid error-prone language
structures. Functional safety standards require these regulations to be enforced through
static analysis, a fundamental component of development processes in these sectors. Studies
have demonstrated that integrating these technologies into car development leads to early
fault discovery and improved code quality, despite significant configuration and results
management challenges [84].

The automobile industry’s shift to software-defined cars has made static analysis more
important and challenging than before. In current autos, many electronic control units
(ECUs) contain large quantities of software. Advanced technologies, like automated driving
aids, require extensive verification. The fundamental challenges of validating autonomous
driving software, where static analysis is indispensable, have been systematically outlined
in the literature [85].

New developments in embedded systems static analysis have concentrated on tackling
the particular difficulties of cyber-physical systems. Static timing analysis, a method for
figuring out worst-case execution durations (WCET) for crucial code segments, is crucial
for fulfilling real-time restrictions in safety-critical systems. Static analysis approaches are
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growing to meet the convergent objectives of cybersecurity and functional safety as cars
become more autonomous [86].

4.4. AI/ML Software Testing

The rapid development of machine learning (ML) and artificial intelligence (AI) sys-
tems has created new verification challenges that require specialized static analysis tools.
ML systems process data through a complex pipeline that includes preparation, training,
and final deployment, unlike traditional software. This results in distinct failure types that
traditional static analysis was not designed to detect, like data leaks between training and
test sets, dimension mismatches, and biased results [87-89].

As a result, static analysis for AI/ML has become a separate field of study. The
issue of “hidden technical debt” in machine learning has been recognized in foundational
work, where important flaws often occur in data preparation, feature engineering, and
integration code rather than in the models themselves. Data leakage remains a common
problem that can invalidate performance measurements when information from the test
set unintentionally affects model training. To find these incorrect information flows, static
analysis may automatically audit data partitioning and transformation logic [90,91].

Another crucial use is model integration code verification. According to research on
ML testing procedures, a sizable percentage of production errors come from the code that
prepares inputs, calls the model, or post-processes outputs rather than the core model. For
this, the integration layer is a perfect target for static analysis to find problems like tensor
dimension mistakes and API abuse [92].

Detecting discrimination and guaranteeing fairness has become a crucial frontier as
ML systems are used in socially significant fields, including criminal justice, lending, and
employment. In order to find possible sources of bias prior to deployment, research in this
field uses static analysis to examine how sensitive characteristics are handled along ML
pipelines [93].

A continuing problem for analytic tools is the quick development of ML frameworks
and architectures. Comprehensive taxonomies of deep-learning system-specific errors have
been produced recently, offering an organized basis for creating more efficient testing and
verification tools [94,95]. Static analysis’s function in guaranteeing the dependability, equity,
and security of these systems is set to rise significantly as ML use picks up speed in safety
and security-critical industries like healthcare and autonomous systems [96].

The static analysis techniques reviewed here are expected to become more specialized
and adapted as machine learning continues to permeate embedded and safety-critical
systems. This trend is similar to the previous development of the security and automotive
verification domains.

5. Challenges and Limitations

Despite significant advancements and extensive use, static analysis still has fundamen-
tal problems that limit its maximum effectiveness and broader use. These limits stem from
theoretical constraints, real engineering trade-offs, and organizational adoption hurdles.
These challenges must be fully understood by researchers working to advance the State-
of-the-Art and practitioners hoping to successfully integrate static analysis into software
development practices.

5.1. Scalability and Performance

The computational complexity of modern static analysis techniques is a significant
barrier to their application on large-scale industrial codebases. Context-sensitive inter-
procedural analysis and path-sensitive symbolic execution are two examples of deep
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semantic-comprehension techniques that often exhibit exponential time and space com-
plexity with respect to program size. This scaling problem becomes particularly severe in
modern software systems, which often have millions of lines of code [97]. The technical
features of particular analysis families are the underlying source of this difficulty. Our com-
parative taxonomy (Section 3.4, Table 5) quantifies the exponential complexity (path or state
explosion) that deep techniques like symbolic execution and model checking face, which
makes them challenging to scale to such large codebases without aggressive abstraction,
even though they provide unmatched path or state coverage.

The basic trade-offs between performance and analytical depth in industrial settings
have been well studied. The most accurate static analyses frequently become computation-
ally prohibitive for big codebases, necessitating a workable trade-off between soundness,
accuracy, and performance, as experience from developing tools at scale shows [98]. An-
other significant scaling limitation is the memory use of complex static analyzers. In order
to handle this complexity, compositional and incremental analysis approaches have been
the subject of much study [99].

5.2. False Positives and Alert Fatigue

The prevalence of false positives, or warnings that mistakenly imply the presence of
problems, continues to be one of the main barriers to the application of static analysis in
industrial practice. Empirical research has consistently shown that high false-positive rates
undermine developer trust in analysis tools and reduce the likelihood of continuous use.
When developers obtain a large number of bogus warnings, they may become fatigued and
begin to disregard even legitimate alerts [100].

Extensive studies of developers’ experiences with static analysis tools have revealed
that tool adoption and developer satisfaction were greatly influenced by false-positive rates
that exceeded specific criteria. Tools that use over-approximation techniques to guarantee
soundness make this issue worse since these methods purposefully lean on the side of
reporting possible problems that might not really be flaws in practice. This is not an issue
with tool implementation, but rather a direct consequence of the soundness-precision
trade-off described by abstract interpretation (Section 3.2.3). Our technical comparison
(Table 5) clearly scores abstract interpretation as “High” soundness but “Low-Medium”
accuracy, with a “High” false-positive rate, illustrating this intrinsic trade-off. However,
techniques such as pattern matching (Table 5) do not ensure soundness and have a few
false positives. Managing false positives is crucial to preserving developer confidence in
the practical use of static analysis [101].

5.3. Soundness vs. Precision Trade-Off

The inherent trade-off between accuracy and soundness in static analysis is a basic
theoretical and practical restriction. While precision shows that the majority of issued
warnings match real faults (few false positives), soundness refers to the property that an
analysis reports all true defects of a given class (no false negatives). This contradiction is a
basic design constraint that fundamentally defines all static analysis tools and approaches,
rather than just an implementation difficulty [102]. Each approach is positioned along this
spectrum in our taxonomy of key techniques (Section 3.2). For instance, symbolic execution
(Section 3.2.2) maximizes precision on investigated pathways, but abstract interpretation
(Section 3.2.3) is intended for soundness.

Practical analytical design decisions are directly affected by this limitation. Over-
approximation, which unavoidably adds false positives, is how sound studies, which ensure
no false negatives, accomplish this completeness. On the other hand, precision-optimized
studies increase accuracy by concentrating on probable fault patterns at the expense of
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possibly overlooking real problems. The fundamental formal basis for managing this
trade-off is the discipline of abstract interpretation, which enables the creation of analyzers
that strategically manage precision loss through carefully crafted abstract domains while
guaranteeing soundness.

5.4. Benchmarking and Evaluation Challenges

The absence of recognized norms for assessing static analysis tools is a significant
obstacle to technical progress and comparative evaluation. Due to the lack of set standards
and the disparate assessment techniques used by tool makers and researchers, it is difficult
to directly compare analytic capabilities. This difficulty is made worse by the different
fundamental capabilities of the approaches themselves. Benchmarking must consider
whether a tool is intended for sound verification (e.g., those using abstract interpretation,
as in Section 3.2.3) or high-precision bug finding (e.g., symbolic execution engines, as
in Section 3.2.2), as these goals and acceptable trade-offs differ. This variation makes it
challenging for practitioners to select appropriate tools and to objectively assess devel-
opments in the area [103]. A crucial foundation for the assessment of competing tools is
provided by standardized benchmark efforts such as the International Competition on
Software Verification (SV-COMP) [104], which have emerged to provide common bench-
mark suites and evaluation methodologies. In a similar vein, other programs, such as
the DARPA Space/Time Analysis for Cybersecurity (STAC) program [105], have high-
lighted the need and challenges of developing benchmark suites that accurately replicate
real-world software with clearly documented flaws.

Methodological flaws in evaluation methods for static analysis have been examined. A
large-scale study revealed widespread issues with metric and benchmark selection, making
it more challenging to assess the true advantages and disadvantages of different static
analysis approaches [106].

5.5. Integration into Development Workflows

There are several organizational and technological obstacles to successfully incorpo-
rating static analysis into contemporary software development workflows. Static analysis
is most valuable when it is smoothly integrated into development processes; however,
this necessitates resolving problems with results management, tool configuration, and
workflow disturbance. Despite their technical advantages, poorly integrated analytic tools
frequently have limited uptake, according to research [107].

Static analysis integration presents both opportunities and challenges as a result of the
move toward DevOps and continuous integration. These procedures demand stringent
performance criteria, even though they offer obvious opportunities for automated analysis.
To prevent hindering quick development cycles, tools must finish deeper analysis within
the strict time limitations of CI/CD pipelines and offer nearly immediate feedback within
the developer’s IDE [108].

Configuration complexity has been found to be a major obstacle to successful inte-
gration in empirical investigations of the adoption of static analysis. With the hundreds
or thousands of customizable tests that modern static analyzers usually offer, choosing
the right settings for particular projects requires a great deal of experience. This setup
complexity is influenced by the specialization of the instruments described in our survey
(Section 3.3, Table 3). An engineer must choose between using a sound, safety-focused
analyzer like Frama-C (suited for embedded systems) or a precision-oriented security tool
like CodeQL for their specific verification requirement. Each requires separate rule sets and
tweaking. Another crucial issue is managing and prioritizing analytical results. Effective
integration necessitates the provision of context-aware findings that individual developers
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can promptly evaluate and act upon, according to investigations on how developers utilize
these tools [109]. Additionally, providing collaborative defect management and tracking
becomes necessary when this procedure is scaled across teams.

The requirement for static analysis integration, built for the developer workflow and
combining capabilities that facilitate team-scale management with actionable detection, is
highlighted by these technical and usability issues. The field’s continued vitality and its
crucial role in creating more dependable, secure, and trustworthy software systems are
demonstrated by the continuous advancement and specialization of static analysis, as seen
in its application to security, smart contracts, embedded systems, and AI/ML.

5.6. Synthesis: Challenges as Manifestations of Core Trade-Offs

The limits examined in Sections 5.1-5.5 are examples of three fundamental, inter-
related problems that characterize the boundaries of static analysis research rather than
separate barriers:

1.  The Balance Between Scalability and Precision. Because of their exponential complexity,
sophisticated semantic analyses (symbolic execution, model checking) are only applica-
ble to large-scale industrial codebases, notwithstanding their great precision. Scaling
these techniques without unacceptable accuracy loss remains challenging; incremental
and compositional approaches show promise but require further development.

2. The Conflict Between Soundness and False Positives. While sound analyses (e.g.,
abstract interpretation) guarantee thoroughness, they are too imprecise and yield
costly false positives for developers. Faulty analyses (such as pattern matching,
common in industrial SAST tools) can miss significant problems while reducing
false positives. Closing this gap, whether through machine-learning-assisted triage,
probabilistic ranking, or better abstract domains, has always been a top research focus.

3. The Gap Between Adoption and Usability. Even the most technically advanced tools
are ineffective if they interfere with developer workflows, require extensive config-
uration, or display results without providing context that can be used. Translating
analytical advancements into real-world impact requires research into collaborative
defect management, intelligent defaults, and seamless CI/CD integration.

The need for fundamental improvements in the composition, design, and integration
of studies, rather than minor adjustments to specific approaches, is a recurrent topic
throughout the new paths discussed in Section 6.

5.7. Complementary Approaches: Dynamic Analysis and Fuzzing

While the primary emphasis of this examination is static analysis, it is important to
note that complementary approaches are often used alongside static techniques. Dynamic
analysis runs programs with concrete inputs to detect runtime faults, providing greater
accuracy for observable behaviors but less coverage. Fuzzing automatically generates test
inputs to trigger crashes or violations and is highly effective at detecting security flaws.
Hybrid static-dynamic techniques combine the benefits of both paradigms by using static
analysis to guide dynamic exploration or dynamic feedback to remove unrealistic static
pathways. As discussed in Section 6.2, combining approaches can help overcome the
limitations of each tactic alone.

6. Trends and Future Directions

Static analysis is being significantly impacted by the emergence of new programming
paradigms, changes in software design, and advances in machine learning. Although
traditional approaches based on data-flow analysis and abstract interpretation remain
important, researchers and practitioners are exploring novel methods to improve accu-
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racy, scalability, and usability. This section examines the major developments shaping
the field’s future, with a focus on integrating machine learning, complementing static
and dynamic techniques, automating remediation, and adapting to new languages and
distributed systems.

6.1. Machine-Learning-Enhanced Static Analysis

Machine learning offers promising solutions to recurring issues in static analysis, par-
ticularly in reducing false positives, tuning configurations, and approximating semantics.
Machine-learning models may be trained on past warning data to forecast which alerts
developers are likely to act on, thereby learning to distinguish between real issues and
misleading warnings. Graph neural networks (GNNs) operating on code property graphs
have shown particular promise for learning defect-relevant code representations, as they
can capture syntactic and structural properties that conventional studies may miss [110].

Large language models (LLMs) that directly learn program semantics from massive
code corpora, such as CodeBERT, offer a further advancement [111]. These models may
discover subtle issue patterns and code smells that are difficult to capture in traditional
rule-based systems. A significant unsolved problem is the semantic gap: LLMs exhibit
remarkable pattern recognition but lack the proven soundness guarantees of formal tech-
niques. Future studies should explore neuro-symbolic approaches that combine learned
pattern recognition with verifiable correctness frameworks, including training GNNs to
guide symbolic execution toward likely problematic routes or employing LLMs to generate
formally verified candidate invariants.

6.2. Hybrid Static—-Dynamic Analysis Methods

The complementary benefits of static and dynamic analysis have led to increased
interest in hybrid methodologies that combine the two paradigms. Static analysis may
investigate a large number of potential program states, whereas lightweight dynamic in-
strumentation confirms these discoveries at runtime by rejecting statically reasonable but
dynamically impracticable pathways. An example of this synergy is the usage of sanitiz-
ers (such as AddressSanitizer) in combination with static checkers, where static analysis
identifies potential memory corruption areas and dynamic testing confirms exploitability.

Static analysis, especially symbolic execution, generates high-value seed inputs for
symbolically guided fuzzing, a particularly promising technique that directs fuzzers into
deep, challenging-to-reach code pathways. Tools such as SAGE [112] have demonstrated
the effectiveness of this approach by detecting small security vulnerabilities in large appli-
cations. Using runtime coverage data to enhance static models and dynamically remove
unfeasible pathways, future research will likely focus on improving the feedback loop
between static and dynamic components. Static analysis provides broad structural under-
standing, while dynamic testing provides concrete behavioral validation. The ultimate goal
is a seamless integration.

6.3. Automated Program Repair

Automatic remediation, as opposed to defect identification, represents a paradigm
shift that could transform software maintenance. Candidate patches are generated using
generate-and-validate approaches (e.g., GenProg), which use genetic programming or
template-based transformations, and are then validated against test suites [113]. Both the
thoroughness of the test suite and the variety of its patch templates limit the scalability of
these solutions. Though they have scalability problems repairing big systems, semantic-
based approaches use constraint solving and program synthesis to produce fixes that are
guaranteed to be accurate with respect to a formal specification.
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The incorporation of LLMs has led to the emergence of a third paradigm, wherein
models trained on massive datasets of human-written patches offer context-aware fixes for
common issue patterns [114]. Despite the promising initial results, three key challenges
remain: generalization (resolving bugs that require deep semantic knowledge), patch read-
ability (ensuring generated code is human-maintainable), and patch correctness (moving
beyond test-suite adequacy to semantic validity). Future research must integrate the formal
guarantees of semantic approaches, the scalability of generate-and-validate, and the pattern
detection capabilities of LLMs.

6.4. Language and Platform Evolution

The landscape of static analysis is evolving with the advent of WebAssembly (Wasm),
Go, and Rust. Rust’s ownership model statically enforces memory safety without garbage
collection, shifting the analysis away from traditional memory corruption toward logical
mistakes, performance inefficiencies, and violations of safe concurrency patterns. Go’s built-
in concurrency primitives (goroutines, channels) introduce additional classes of potential
problems, including races, deadlocks, and channel misuse. These specialized static checks
can reason about lightweight thread interactions that are needed [115].

WebAssembly offers a new target: a small, structured bytecode format designed for
safe execution in sandboxed contexts (browsers, plugin systems, blockchain smart con-
tracts). Prior to deployment, Wasm static analysis must verify module isolation, resource
consumption restrictions, and the absence of harmful code patterns [116]. Since Wasm is
a compilation target for several source languages, analyses must operate at the bytecode
level to recover higher-level semantics that are lost during compilation. Language-aware
analyses that capitalize on language guarantees rather than undercut them must be de-
veloped in future study. Examples include using Rust’s type system to reduce the scope
of required checks or reconstructing control-flow and data-flow from Wasm bytecode for
security auditing.

6.5. Cloud-Native and Distributed Systems Analysis

As the architecture moves toward microservices, serverless operations, and distributed
systems, networks of loosely connected, interacting services have supplanted single mono-
lithic programs as the unit of analysis. Traditional intra- and even inter-procedural analysis
is insufficient for detecting issues that transcend service boundaries, such as broken API con-
tracts, inconsistent data formats, insecure communication channels, or cascading failures,
in which a downstream service disruption propagates throughout the system.

In recent years, research on architecture-level static analysis has focused on creat-
ing system graphs with nodes representing databases, message queues, services, and
other infrastructure components and edges indicating their interactions (API calls, mes-
sage forwarding, data dependencies). The analysis of these graphs can identify circular
dependencies, security vulnerabilities (such as unauthenticated service-to-service calls),
and resilience issues (such as single points of failure) [117]. Static analysis must also be
performed on the cloud-native environment-specific infrastructure-as-code (IaC) setups
(CloudFormation, Terraform, and Kubernetes YAML). For example, tools that statically
scan IaC templates for misconfigurations, such as dangerous default settings, wasteful
resource allocations, or overly permissive access restrictions, offer an essential expansion of
static analysis beyond application code to the whole software supply chain [118].

A key difficulty in cross-service data-flow research is tracking how data from one
service moves across another, potentially revealing sensitive information or compromising
trust boundaries. To achieve this, models of service interactions need to incorporate not
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only control flow but also propagation semantics and data transformation, an area where
research is still in its early stages.

7. Conclusions

This systematic study has thoroughly investigated the state of static analysis, charting
its evolution from a basic academic field to a crucial component of modern software
engineering. The rising criticality of software across all socioeconomic sectors, as seen by
high-profile systemic failures, has transformed static analysis from a best practice to an
essential component of responsible development.

Through a synthesis of a substantial body of literature, this work has mapped the
basic techniques, numerous applications, persistent challenges, and novel directions that
define this dynamic area. This survey provides a specialized reference for researchers
and practitioners working at the intersection of critical infrastructure and static analysis,
focusing on embedded, cyber-physical, and electronic systems, where software correctness
is not only a quality concern but also a safety and reliability imperative.

This work’s main contribution is an organized taxonomy that connects theoretical
formal approaches with their real-world industrial applications. From scalable data-flow
analysis to the intricate yet computationally demanding fields of symbolic execution and
abstract interpretation, this review has covered a wide range of fundamental techniques
and demonstrated their application in programs such as SonarQube, CodeQL, and the
Clang Static Analyzer. This paradigm provides a rational foundation for method and tool
selection by elucidating the underlying engineering trade-offs among soundness, accuracy,
and scalability, as summarized in our comparative study (Section 3.4, Table 5).

Another significant contribution is the detailed analysis of domain-specific specializa-
tions, which demonstrates how static analysis has been painstakingly adjusted to handle the
specific verification issues in application security, blockchain smart contracts, safety-critical
automotive systems, and AI/ML pipelines. This cross-domain perspective emphasizes the
field’s remarkable growth and flexibility.

The study questions presented in Section 1 are directly addressed by our survey. The
results show that choosing a static analysis method is a conscious decision along several
competing dimensions for RQ1 (taxonomy of techniques): the scalability of data-flow
analysis, the path-sensitive precision of symbolic execution, and the soundness guarantees
of abstract interpretation. Evidence for RQ2 (domain applications) indicates that effective
static analysis is now highly specialized, with emerging fields like smart contracts and
AI/ML creating their own customized verification ecosystems, safety-critical domains re-
quiring sound abstract interpretation (e.g., Astrée, Frama-C), and security-critical systems
utilizing symbolic execution (e.g., CodeQL). The ongoing issues listed in Section 5, scalabil-
ity, false positives, and integration barriers, are real-world examples of the fundamental
trade-offs noted in RQ1 for RQ3 (limitations and future directions). New developments
such as hybrid static-dynamic approaches (Section 6.2) and machine-learning-enhanced
analysis (Section 6.1) are examples of research endeavors aimed at navigating rather than
eradicating these intrinsic constraints.

Significant research gaps still need to be addressed despite these advancements. Hy-
brid systems that employ learning within a framework of verifiable correctness must be the
focus of future study. A major problem in ML-based analysis is the semantic gap, where
models exhibit remarkable pattern recognition but lack formal methods’ provable sound-
ness guarantees. The study of distributed, cloud-native systems is still in its early stages,
as current approaches struggle to reason about system-wide features such as cross-service
data flows. Furthermore, the usability and accessibility of sophisticated static analyzers
remain a major adoption hurdle, necessitating research into intelligent default configura-
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tions and minimal-disruption workflow integration. Finally, the persistent speed of change
in software development presents a constant challenge that requires static analysis tools
to become more organically flexible and extensible. As electronic systems continue to
evolve toward software-defined, autonomous, and Al-enabled architectures, static analysis
will remain a cornerstone technology for ensuring the safety, security, and reliability of
next-generation electronic platforms.

In conclusion, static analysis is an essential part of modern software quality assurance.
Its movement from abstract theory to practical application emphasizes its crucial and
expanding worth. The role of static analysis will only expand as the complexity, ubiquity,
and importance of software systems increase. Our taxonomy shows how the area has
developed from fundamental methods to specific applications, demonstrating both its
maturity and versatility. By building on its solid theoretical foundations and proactively
embracing new paradigms in machine intelligence and systems architecture, the field
is strategically positioned to address the difficult verification challenges that lie ahead,
ensuring the dependability, security, and safety of the digital infrastructure on which the
world increasingly depends.

This survey offers researchers and practitioners working at the nexus of static analysis
and critical infrastructure a specialized reference by methodically concentrating on embed-
ded, cyber-physical, and electronic systems domains where software correctness is not only
a quality concern but also a safety and reliability imperative.
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