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Abstract

Local Interpretable Model-agnostic Explanations (LIME) is a widely used technique for
interpreting individual predictions of complex “black-box” models by fitting a simple
surrogate model to synthetic perturbations of the input. However, its standard pertur-
bation strategy of sampling features independently from a Gaussian distribution often
generates unrealistic samples and neglects inter-feature dependencies. This can lead to
low local fidelity (poor approximation of the model’s behavior) and unstable explanations
across different runs. This paper presents CoLIME, which is a copula-based perturbation
generation framework for LIME, designed to capture the underlying data distribution
and inter-feature dependencies more accurately. The framework employs bivariate (2D)
copula models to jointly sample correlated features while fitting suitable marginal distri-
butions for individual features. Furthermore, perturbation localization strategies were
implemented, restricting perturbations to a defined local radius and maintaining specific
property values to ensure that the synthesized samples remain representative of the actual
local environment. The proposed approach was evaluated on a network intrusion detection
dataset, comparing the fidelity and stability of LIME under Gaussian versus copula-based
perturbations, using Ridge regression as the surrogate explainer. Empirically, for the most
dependent feature pairs, CoLIME increases mean surrogate fidelity by 21.84–50.31% on the
merged CIC-IDS2017/2018 dataset and by 29.28–60.24% on the UNSW-NB15 dataset. Stabil-
ity is similarly improved, with mean Jaccard similarity gains of 3.78–5.45% and 1.95–2.12%,
respectively. These improvements demonstrate that dependency-preserving perturbations
provide a significantly more reliable foundation for explaining complex network intrusion
detection models.

Keywords: LIME; Explainable AI (XAI); explanation fidelity; copula models; network intrusion

1. Introduction
The growing complexity of cyber threats presents major challenges for network secu-

rity, underscoring the importance of developing effective and accurate intrusion detection
systems. Traditional approaches often struggle to handle highly imbalanced datasets, re-
dundant or irrelevant features, and limited generalizability across diverse attack scenarios.
Consequently, artificial intelligence (AI) and machine learning models have become central
to modern cybersecurity, supporting intrusion detection, anomaly recognition, and threat
prediction. However, intrusion detection datasets are often highly imbalanced, with be-
nign network traffic vastly outnumbering malicious activities [1,2]. Such an imbalance
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poses significant challenges for machine learning classifiers, as minority attack classes
are frequently misclassified and their decision boundaries remain poorly understood [3].
To address accuracy challenges, recent studies have proposed advanced deep learning
architectures that incorporate feature fusion mechanisms that better capture relationships
among specialized features [4] or hybrid intrusion detection systems combining multiple
algorithms (i.e., XGBoost, Long Short-Term Memory (LSTM), Mini-VGGNet) [5] to esti-
mate feature importance and improve detection accuracy and interpretability. Adversarial
training, incorporating GANs and Siamese Neural Networks, has also been shown to
improve classification performance, especially for minority classes with less clearly defined
decision boundaries [6]. However, the complexity and low explainability of the results
obtained from advanced AI models further exacerbate this problem. Their decision-making
processes are often non-transparent, leaving security analysts and experts unable to explain
why a particular network flow was flagged as suspicious. In a high-risk context, this opacity
undermines trust, accountability, and operational reliability. Improving the explainability
of AI-driven cybersecurity systems is therefore not only a matter of explainability but also
a prerequisite for reliable and auditable decision-making.

Local Interpretable Model-agnostic Explanations (LIME) [7] has emerged as a widely
used approach for post-hoc explanation of individual predictions. LIME approximates a
black-box model locally by generating a synthetic neighborhood of perturbations around
the instance of interest, obtaining the black-box predictions for these perturbed samples,
and then fitting an interpretable surrogate (usually a weighted linear regression) to mimic
the model’s local behavior. The surrogate model’s coefficients serve as an explanation,
indicating the influence of each feature on the prediction for that instance. Despite its
popularity, the original LIME framework exhibits notable limitations in terms of fidelity
and stability [8–10]. In the context of XAI, fidelity and stability are two key metrics for
assessing the quality of local surrogate explanations: Fidelity often refers to how well
the surrogate’s predictions match the black-box outputs, usually quantified by metrics
such as R2 for regression tasks and F1-score for classification; stability, in turn, measures
the consistency of explanations in multiple runs or small input perturbations, typically
evaluated through overlap of feature classifications or Jaccard similarity [3,9,11]. However,
the interpretation and computation of these metrics vary across studies [8,12,13].

The main reason is the LIME perturbation generation strategy for digital features:
it samples each feature independently from a normal distribution N(0, 1) (which is then
scaled and shifted) [7]. This simplistic scheme assumes features are uncorrelated and
normally distributed, which is rarely true in real-world data. The problem becomes
especially pronounced in network intrusion detection, where datasets such as CIC-IDS-2017
or CIC-IDS-2018 [14] are highly imbalanced and exhibit strong inter-feature dependencies
as well as non-Gaussian distributions. Consequently, many of the synthetic perturbations
generated by LIME fall outside the genuine data manifold, causing the surrogate model
to be trained on unrealistic samples that poorly approximate the actual local decision
boundary of the black-box model. This can drastically reduce the surrogate model’s
fidelity, stability, and other quality metrics, making the explanations highly sensitive to
random initialization and sampling variations [15]. Prior studies have observed that LIME
explanations can vary significantly with different random draws of perturbations [11,16].

To address these shortcomings, an improved perturbation generation methodology
for LIME is proposed that is both data-driven and dependency-aware. In particular,
the proposed approach uses copulas to model and sample from the joint distribution
of features, thereby preserving inter-feature dependency and producing more realistic
synthetic data points [17]. Copulas are functions that couple multivariate distribution
functions to their one-dimensional marginals, enabling flexible modeling of dependencies
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separate from marginal distributions [18,19]. By fitting copulas to highly dependent feature
pairs observed in the data, perturbations are generated that capture non-linear and tail
dependencies overlooked by a Gaussian sampling. For features not strongly dependent, we
perform univariate distribution fitting (considering Gaussian, lognormal, Gamma, Weibull,
etc.) and select the best fit via a Kolmogorov–Smirnov test, instead of defaulting to Gaussian.
This ensures each feature’s marginal perturbation distribution aligns with the empirical
data (e.g., heavy-tailed or skewed features are sampled appropriately), further increasing
the fidelity of the surrogate model. Additionally, this paper introduces strategies to improve
perturbation localization around the instance being explained, addressing the limitation of
the original LIME approach, where numeric perturbations are merely centered on the data
mean or instance value and weighted by an exponential kernel to approximate locality [7].
The proposed copula-based LIME framework is evaluated on a benchmark cybersecurity
dataset (intrusion detection) where strong correlations exist between certain network
features. Explanation fidelity and stability were quantified through comparative analysis
of feature importance consistency across multiple runs. In particular, the conventional
Gaussian perturbation approach is compared with the proposed bivariate copula model
(for a pair of highly correlated features), each evaluated under various localization settings,
including global, radius-constrained, and single-feature-fixed perturbations.

A key contribution of this work is the development of CoLIME, a dependency-aware
extension of LIME that leverages copula-based perturbations to improve explanation qual-
ity for intrusion detection models. By preserving realistic joint feature behaviour during
the sampling process, CoLIME substantially enhances both the fidelity and stability of
the resulting local explanations. Empirically, for the most dependent feature pairs, CoL-
IME increases mean surrogate fidelity by 21.84–50.31% on the merged CIC-IDS2017/2018
dataset and by 29.28–60.24% on the UNSW-NB15 dataset. Stability is similarly improved,
with mean Jaccard similarity gains of 3.78–5.45% and 1.95–2.12%, respectively. These im-
provements demonstrate that dependency-preserving perturbations provide a significantly
more reliable foundation for explaining complex network intrusion detection models.

The cybersecurity domain was chosen as a testbed because network intrusion de-
tection datasets typically contain a large number of interrelated statistical flow features
that exhibit strong linear and non-linear dependencies. Such correlations naturally arise
from the sequential and bidirectional nature of network communication and become
even more pronounced during attack events, when abnormal traffic patterns cause mul-
tiple features to vary simultaneously. This makes intrusion detection data particularly
suitable for evaluating dependency-aware explanation methods such as the proposed
copula-based LIME. Moreover, explainability in cybersecurity is especially critical because
understanding why an alert is raised helps analysts verify the cause of an attack, reduce
false positives, and strengthen operational trust in AI-driven monitoring systems. There-
fore, evaluating CoLIME on a representative cybersecurity dataset provides both a techni-
cally challenging and a practically relevant scenario to assess the benefits of dependency-
preserving perturbations.

The rest of this paper is organized as follows. Section 2 reviews related work on
enhancing LIME and similar local explanation methods, highlighting how the proposed
approach differs. Section 3 describes the dataset and pre-processing steps used. In Section 4,
the materials and methods are presented, including descriptions of how dependent feature
subsets were identified, copula models constructed, perturbations generated and localized,
and fidelity and stability quantified. Section 5 presents the results and comparative analysis,
including tables and visualizations showing the trade-offs between strategies. Finally,
Section 7 provides concluding remarks, summarizing the findings, and suggesting potential
future directions to improve local explainability.
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2. Related Works
The research community has extensively examined the limitations of LIME and pro-

posed numerous modifications to enhance its explanatory reliability. Although recent
works have introduced additional evaluation dimensions such as robustness, prescriptiv-
ity, or local concordance, the most critical indicators of performance remain fidelity and
stability. The main approaches to address these challenges are summarized in Table 1,
highlighting their methodological focus and their contribution to improving the reliability
of local surrogate explanations.

One direction of research focuses on improvements to LIME’s perturbation sampling
mechanism. The original LIME framework introduced by Ribeiro et al. [7] employs Gaus-
sian perturbations to generate synthetic samples, but this assumption often results in
instability and reduced local fidelity of the surrogate model [15]. Deterministic LIME
(DLIME) [16] replaces random sampling with a deterministic procedure. It clusters the
training data using agglomerative hierarchical clustering and then selects perturbed sam-
ples from the cluster nearest to the instance via k-nearest neighbors. By drawing samples
only from the relevant neighborhood in the original data distribution, DLIME achieves
far more stable explanations. They report substantially higher explanation consistency
(intensional stability of selected features) and improved faithfulness of the surrogate,
since perturbations are actual data points rather than synthetic noise. Similarly, ALIME
(Autoencoder-LIME) [20] utilizes a denoising autoencoder to generate perturbations that
preserve local structure. In ALIME, an autoencoder is trained on the data and used to
constrain perturbations: random noise is passed through the encoder–decoder, yielding
perturbations that lie on the data manifold. This approach improved LIME’s locality
and interpretability by ensuring synthetic samples are realistic. It effectively acts as a
learned weighting function for LIME, focusing the surrogate model on perturbations that
autoencoders consider plausible reconstructions of the instance.

Another line of research focuses on modifying how perturbations are selected or
weighted. The S-LIME (Stabilized LIME) approach [11] addresses instability by dynamically
determining the number of perturbation samples required. Rather than using a fixed
5000 samples, S-LIME employs sequential sampling and a statistical hypothesis test (based
on the central limit theorem) to continue drawing perturbations until the explanation
(feature importance ranking) converges with high confidence. This ensures stability of
the explanation at the cost of more computation. S-LIME does not explicitly change the
distribution of samples, but it guarantees that enough samples are drawn to average out
the randomness.

Alternatively, US-LIME (Uncertainty Sampling LIME) [21] seeks to improve surrogate
fidelity by prioritizing perturbations in regions of higher informational value. This method
proposes uncertainty sampling, which involves preferentially generating perturbed sam-
ples near the decision boundary of the black-box model (where the model is most uncertain)
rather than uniformly in the local neighborhood. This focused sampling yields pertur-
bations that are more relevant for approximating the model locally, thus improving the
surrogate’s fidelity. Their experiments on tabular data showed higher R2 for the surrogate
and modest gains in stability as well, since redundant far-off points are reduced.

Beyond sampling strategies, modifications to the surrogate model or loss function
have been explored. For example, GLIME (General, Stable and Local LIME) [15], revises
LIME’s objective function. They derive an equivalent formulation of LIME’s weighted least
squares problem that accelerates convergence and reduces variance. GLIME also unifies
several earlier ideas. It employs an unbiased, purely local sampling distribution (centered
precisely on the instance with a proper kernel) instead of LIME’s original biased sampling
around a reference point. This change led to improved local fidelity and made explanations
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independent of the centering of data points. Moreover, GLIME allows the user to plug in
different sampling distributions (e.g., Gaussian kernel, uniform in a sphere) based on needs.
It mitigates the effect of extremely small sample weights, which was identified as a cause of
instability (as tiny weights cause the ridge surrogate to rely on the regularization term rather
than fitting data, resulting in random coefficients [15]). By ensuring a sufficient number of
high-weight samples (through the local unbiased sampling), GLIME achieved both faster
surrogate fitting and more stable explanations compared to LIME. Instead of linear models,
some works investigated alternative surrogates. In particular, decision trees have been
used as surrogate models to yield rule-based explanations that might be more intuitive in
some cases. For instance, the Tree-LIME variation (using a decision tree in place of Ridge)
can enhance interpretability but might sacrifice some fidelity if the decision boundary is
not well approximated linearly [16]. Comparatively, the approach proposed in this research
employs Ridge regression as the surrogate to isolate the impact of the perturbation strategy.
Recently, generative models beyond autoencoders have also been proposed. Conditional
Variational Autoencoder, namely CVAE, was introduced [22] to generate perturbations
conditioned on the instance’s class label, in an effort to improve local fidelity and maintain
interpretability. In a suggested approach, CVAE-LIME modifies only the sampling part
of LIME: instead of random noise, they sample from a CVAE that is trained to model
the distribution of feature vectors given a class. By doing so, the perturbations are both
plausible and more focused on regions that matter for the prediction. A notable increase in
R2 of explanations and evaluated stability under noise were observed, finding that while
CVAE-LIME was not as robust as methods explicitly targeting stability (like S-LIME), it still
performed reasonably well. This reinforces the trend that data-driven sampling can boost
fidelity substantially.

A summary of the key LIME variants is provided in Table 1. Compared to these works,
the proposed approach is novel in employing copula functions to capture multi-feature de-
pendencies. Copula-LIME (CoLIME) contributes to the ongoing efforts to improve LIME’s
perturbation sampling mechanism by introducing a dependency-aware, copula-based
approach that preserves inter-feature relationships and enhances local fidelity. The method
combines copula-based sampling with localization constraints, thereby improving the
accuracy and consistency of explanations while ensuring that the generated perturbations
remain faithful to the underlying data distribution.

Table 1. Comparison of LIME enhancement methods and their impact on explanation fidelity
and stability.

Year, [Reference] Method Core Approach Focus of Improvement

2016 [7] Original LIME Random Gaussian perturbations, weighted
linear surrogate. The baseline.

2021 [16] DLIME Deterministic sampling from nearest real-data
cluster (AHC + KNN). Stability (reproducible explanations.)

2019 [20] ALIME Denoising autoencoder for
manifold-constrained perturbations. Fidelity (local weighting) and stability.

2021 [11] S-LIME Adaptive sampling until feature importance
convergence (CLT-based) Stability (convergence of feature importance).

2024 [21] US-LIME Uncertainty sampling near model
decision boundary. Fidelity (focus on informative perturbs).

2025 [22] CVAE-LIME Conditional VAE-based perturbation generation. Fidelity and interpretability
2023 [15] GLIME Unbiased local sampling with reformulated loss. Fidelity and stability.

Our proposed method CoLIME
Fit bivariate copulas for correlated features; KS-fit
marginals for others; add locality constraints
(radius/fix).

Fidelity (realistic joint samples) and stability
(localized sampling).
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3. Dataset
The proposed approach was first evaluated on the CIC-IDS2017 and CSE-CIC-IDS2018

intrusion detection datasets, which were combined and preprocessed into a single dataset
for experimentation. CIC-IDS2017 [23] contains around 2.8 million network flow records
(with 79 features) collected over a week, encompassing 15 classes of traffic (normal and
various attacks like DoS, brute force, etc.). CSE-CIC-IDS2018 expands on this with over
16 million flows and features for defining additional attack types (including web attacks
such as SQL injection, XSS). Building on prior studies, related categories from both datasets
were unified, resulting in 28 consolidated classes. The merged dataset, namely CIC-
IDS2017/2018, comprises approximately 18 million instances and 80 features (including
the class label), which were further organized into five functional classes, summarized in
Table 2. The merged dataset provides a comprehensive representation of modern network
intrusion patterns.

Table 2. Summary of feature classes in the CIC-IDS2017/2018 dataset (five-class grouping).

No. Feature Group Count Description/Example Features

1 Basic flow identifiers and durations 9

Attributes describing session-level properties such as
Destination Port, Flow Duration, Flow Packets/s, Flow Bytes/s,
Down/Up Ratio, Subflow Fwd Bytes, etc. These features define
the basic structural characteristics of each network flow.

2 Packet length and statistical descriptors 20
Metrics summarizing packet-size distribution and
variability: Fwd/Bwd Packet Length (Mean, Std, Max, Min),
Total Length of Fwd/Bwd Packets, Average Packet Size, etc.

3 Inter-arrival time (IAT) features 14

Features reflecting temporal spacing between packets,
including Flow IAT Mean, Std, Min, Max, Fwd/Bwd IAT
Mean, Std, Active/Idle Mean, Min, Max, Std, etc. These
characterize the temporal rhythm of communication.

4 Protocol and flag-based indicators 17

Binary or count-based attributes representing control and
protocol-level signaling patterns such as SYN, ACK, FIN,
URG, ECE, PSH, RST Flag Counts, Fwd/Bwd Header
Length, etc.

5 Bulk, subflow, and activity metrics 20

Aggregated metrics describing session intensity and
transmission behavior, including Subflow Fwd/Bwd Packets
and Bytes, Avg Fwd/Bwd Bulk Rate, Avg Bytes/Bulk, Avg
Packets/Bulk, etc.

Additionally, for comparative purposes, the proposed approach was also evaluated
using the CIC UNSW-NB15 [24] intrusion detection dataset. This dataset was collected over
two days and contains 3,540,241 entries, encompassing 10 classes of benign and malicious
network traffic and 84 features (including the label), which were further grouped into
five summarized feature classes, as shown in Table 3. Compared with CIC-IDS2017/CSE-
CIC-IDS2018, the network traffic classes in CIC UNSW-NB15 are more generic in nature;
however, the issue of class imbalance remains present in both datasets.
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Table 3. Summary of feature classes in the CIC-UNSW-NB15 dataset (five-class grouping).

No. Feature Group Count Description/Example Features

1 Basic flow identifiers and durations 11

Attributes describing session-level properties such as
Source/Destination IP and Port, Protocol, Flow Duration, Total Fwd/Bwd
Packets, Total Fwd/Bwd Bytes, and related fields. These features define
the basic structural characteristics of each network flow.

2 Packet length and statistical descriptors 20

Metrics summarizing packet-size distribution and variability,
including Fwd/Bwd Packet Length (Mean, Std, Max, Min), Total Length of
Fwd/Bwd Packets, Packet Length Variance, Average Packet Size, and similar
statistics capturing payload volume per flow.

3 Inter-arrival time (IAT) features 14

Features reflecting temporal spacing between packets, such as Flow
IAT Mean, Std, Min, Max, Fwd/Bwd IAT Mean and Std, Active/Idle Mean,
Min, Max, Std, and related timing descriptors. These characterize the
temporal rhythm of communication.

4 Protocol, state, and flag-based indicators 18

Binary or count-based attributes representing control and
protocol-level signaling, including TCP flag statistics (SYN, ACK, FIN,
URG, ECE, PSH, RST Flag Counts), header-length measures (Fwd/Bwd
Header Length), and UNSW-specific connection descriptors such as state
or related protocol-status fields.

5 Bulk, subflow, and activity metrics 20

Aggregated metrics describing session intensity and transmission
behavior, such as Subflow Fwd/Bwd Packets and Bytes, Avg Fwd/Bwd Bulk
Rate, Avg Bytes/Bulk, Avg Packets/Bulk, Fwd/Bwd Packets/s, Fwd/Bwd
Bytes/s, and other indicators of burstiness and flow activity.

4. Methods
In this section, RF (Random Forest) and XGBoost (eXtreme Gradient Boosting) models

for intrusion detection are outlined. LIME is used as the baseline method for generating
local explanations. Then, the proposed CoLIME methodology, which is an extension
of LIME that improves explanation quality by combining copula-based sampling with
multiple localization strategies, is described. In particular, copula models were constructed
for bivariate cases to capture complex dependencies among features. Finally, the metrics
used to evaluate the fidelity and stability of the generated explanations are defined.

4.1. Intrusion Detection Model

In this study, two widely adopted ensemble classifiers were used, namely Random
Forest (RF) and XGBoost, as representative high-performance baselines for network intru-
sion detection. Their role here is to provide the black-box predictions that CoLIME aims
to explain.

Random Forest (RF) is an ensemble learning algorithm that builds multiple deci-
sion trees and aggregates their predictions to achieve high accuracy and generalization
performance [25]. Owing to its ensemble structure, RF effectively reduces variance and
overfitting, making it robust across diverse types of data distributions [26]. The method
has demonstrated excellent performance when applied to large-scale and high-dimensional
datasets, as it can efficiently handle complex feature interactions and noisy data [27,28].
Furthermore, RF is known to perform well on imbalanced datasets due to its bagging-based
sampling and aggregation strategies [29]. These properties make RF a suitable choice
for this study, which involves a large, imbalanced dataset requiring reliable and scalable
classification performance.

Extreme Gradient Boosting (XGBoost) is a high-performance ensemble algorithm that
builds successive decision trees, each correcting the errors of its predecessors, and thereby
delivers strong predictive accuracy on structured, tabular data [30,31]. A key strength
of XGBoost lies in its computational efficiency: it leverages optimized parallelization,
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cache-aware data structures and out-of-core computations to scale to large-scale datasets
with hundreds of millions of records [32]. It also incorporates explicit regularization
terms (both L1 and L2) and a shrinkage framework that help to control overfitting and
maintain generalization, particularly in scenarios with noisy, large or heterogeneous feature
spaces [31,33]. In addition, XGBoost offers flexible loss-functions and supports learning
on weighted samples, which is beneficial when dealing with imbalanced classes or cost-
sensitive classification tasks. Owing to these attributes, XGBoost was selected in our study
to provide a computationally efficient, scalable and robust benchmark for classification on
a large, imbalanced dataset.

The optimal hyperparameter search [34] for the Random Forest and XGBoost models
was performed using grid search, a systematic method to identify optimal hyperparameters
of a learning algorithm by exhaustively evaluating a predefined set of candidate values.
Firstly, a search space was defined that was composed of discrete hyperparameter combi-
nations selected on theoretical and empirical grounds. Each combination was fitted to the
training data. The performance of every configuration was then quantified using accuracy,
F1-score metrics, their weighted and macro averages. After all candidate configurations
have been assessed, the hyperparameter set that achieves the highest validation perfor-
mance is selected as optimal. Grid Search as a hyper-parameter search strategy was chosen
because it offers the highest degree of granularity and reliability for thoroughly exploring
the defined hyperparameter space. Unlike probabilistic methods, the deterministic Grid
Search approach guarantees checking every possible combination within the grid, which
was critical for ensuring the globally optimal parameter set was found within the specified
search boundaries for RF and XGBoost. While the datasets are large, the associated compu-
tational time was considered to be an acceptable and necessary trade-off to maximize the
confidence and robustness of the final model configuration used in the study. By applying
a grid search strategy, the optimal hyperparameters for each machine learning model are
reported in Table 4. It is important to note that these hyper-parameters were used for model
training with both the merged CIC-IDS-2017/2018 dataset and UNSW-NB15 dataset.

Table 4. Optimal random forest and XGBoost hyper-parameters.

Random Forest XGBoost
Hyper-Parameter Value Hyper-Parameter Value

n_estimators 100 n_estimators 200
max_depth 30 max_depth 6

min_samples_split 2 learning_rate 0.1
min_samples_leaf 1 subsample 0.8

max_features sqrt colsample_bytree 0.8
random_state 42 min_child_weight 1

For the training of both CIC-IDS-2017/2018 and UNSW-NB15 datasets, validation and
test sets were also prepared with a ratio of 70-20-10, respectively. Meanwhile, For LIME
and CoLIME performance evaluation, only a subset of test dataset was used. To better
understand the LIME and CoLIME capabilities and limitations, while working with a
highly imbalanced dataset, only data points that belong to “Benign” (83%), “DDoS attacks-
LOIC-HTTP” (3%) and “Brute Force -Web” (0.003%) classes were selected as points from
the CIC-IDS2017/2018 dataset for which the explanations were generated. This allowed
us to perform fine-grained analysis of classifiers and explanation models’ performance
with predominant, moderate and minority data classes. By contrast, for the UNSW-NB15
dataset, data points from all 10 classes were used, taking advantage of its smaller size and
the resulting lower computational requirements.
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4.2. coLIME

Local Interpretable Model-agnostic Explanations (LIME) is a model-agnostic method
used to provide explanations of a black-box model by approximating it locally with some
interpretable model [7]. Suppose x ∈ Rd is the instance to explain. Formally, LIME
minimizes the objective function given as:

arg min
g∈G
L( f , g, πx) + Ω(g)

where L( f , g, πx) determines the local fidelity between the explanation model g and the
black-box model f , πx(z) is a proximity measure (kernel function) that defines how close
z is to x, and Ω(g) is a complexity penalty ensuring g remains simple and interpretable.
Typically, g is chosen from the family G of interpretable models such as linear regression of
decision tree. In this context, z is a perturbed instance, i.e., a synthetic data point generated
by slightly modifying x. As such, we get Z = {z1, z2, . . . , zn}, which is the set of all
perturbed samples generated around x. Then, some interpretable model g is fitted on these
(zi, f (zi)) pairs, with higher weights for zi close to x.

In case of default LIME [7], for a continuous feature j in the tabular date, the synthetic
local observations zi of the instance x are generated using a normal distribution

zij ∼ N (xj, σ2
j )

where σ2
j is a scaled value of feature’s j global standard deviation. If feature j is cate-

gorical, the empirical categorical distribution of that feature is used to sample synthetic
observations, however usually with higher probability of keeping the same value as in xj.

Notably, when generating the synthetic samples zi for a given instance x, each
feature j is usually sampled independently from the others, i.e., for a feature vector
x = [x1, x2, . . . , xd], the points zij are perturbed not preserving any dependence between
features. However, in real-world cases, it might not be true. Consequently, perturbing them
independently, the local surrogate g might be distorted after those unrealistic combinations
of zi are fed into the black-box model f to get unreliable f (zi).

In this paper, instead of sampling each feature independently, we employ Copula
functions to model the dependencies between variables and to generate more realistic
perturbations. Copulas enable separating marginal distributions from their dependency
structure, allowing flexible modeling of multivariate relationships. In this study, we
consider four common bivariate copula families: Gaussian, Clayton, Gumbel, and Frank.
The Gaussian copula captures symmetric linear dependence similar to correlation in normal
distributions. The Clayton copula emphasizes lower-tail dependence, making it suitable for
modeling variables that jointly take small values. The Gumbel copula captures upper-tail
dependence, describing situations where extreme high values occur together. The Frank
copula, on the other hand, models symmetric dependence without particular emphasis on
tails, providing a versatile alternative when tail behavior is not dominant.

The workflow of the proposed CoLIME approach is demonstrated in Figure 1. It
begins with data preprocessing, where numerical and categorical features are cleaned,
encoded, and prepared for subsequent modeling. The dependency detection is then
performed by identifying numerical features that exhibit strong monotonic relationships,
based on rank correlations, and selecting non-overlapping pairs suitable for joint modeling.
The next stage includes a copula construction: marginal distributions are fitted and several
candidate bivariate copula families are evaluated to select the best-fitting model for each
dependent feature pair. These copulas are then used in the fourth stage for perturbation
generation, where synthetic neighborhoods are created through dependency-preserving
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sampling, followed by mapping samples back to the original feature space and enforcing
locality constraints. In the next stage, surrogate modeling, the black-box classifier (here,
XGBoost or RF) is queried on the synthetic neighborhood, proximity weights are computed,
and a sparse linear surrogate is fitted to approximate the model’s local behavior. Finally,
the methodology concludes with evaluation, where fidelity and stability are assessed to
quantify how accurately and consistently the surrogate captures the underlying decision
boundary. Together, these stages form a coherent pipeline that integrates dependency
detection, copula-based generative modeling, and localized surrogate fitting to enhance
the reliability of LIME explanations.

Figure 1. Flowchart of CoLIME methodology pipeline.

More specifically, when two features X1 and X2, for some instance x = (x1, x2),
the synthetic samples zi = (zi1, zi2) that are close to x should be created following some
dependence structure defined via a bivariate copula. More specifically, the joint distribution
using a copula Cθ(u1, u2) is created, where u1 = F1(x1), u2 = F2(x2), with F1 and F2

defining marginal CDFs. Then, the dependence structure of (x1, x2) is defined as

H(x1, x2) = Cθ(F1(x1), F2(x2)).

In order to generate samples of X2 conditional on X1 = x1, the Algorithm 1 is proposed.
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Algorithm 1 Conditional Sampling from a Bivariate Copula in a Neighborhood of u⋆

1: Number of draws N; copula C(u, v; θ); center point u⋆ ∈ (0, 1); range width δ > 0;
parameter θ.

2: Simulated realizations {vi}n
i=1 conditional on u ∈ [u⋆ − δ, u⋆ + δ].

3: for i = 1 to n do
4: Draw ui ∼ Uniform(u⋆ − δ, u⋆ + δ)
5: Draw wi ∼ Uniform(0, 1)

6: Compute conditional CDF: H(v; ui) =
∂C(ui, v; θ)

∂ui
7: Obtain vi = H−1(wi; ui)
8: end for
9: return {vi}n

i=1

In algorithm, ui ∈ [u⋆ − δ, u⋆ + δ] and vi ∼ V|U = ui are dependence-preserving
perturbations in a copula space. In the next step, they are used to fit a local surrogate (see
Algorithm 2).

Algorithm 2 CoLIME with Bivariate Copula Samples

Require: Copula samples {(ui, vi)}N
i=1; black-box f ; interpretable map ϕ(·); distance

D(·, ·); kernel width σ; default LIME perturbation DEFAULTLIMEPERTURB(·) for
j /∈ {1, 2}.

Ensure: Local surrogate g explaining f near x.
Step: Map copula samples back to feature space

1: for i = 1 to N do
2: x(i)1 ← F−1

1 (ui)

3: x(i)2 ← F−1
2 (vi)

4: end for
Step: Build LIME neighborhood (neighborhood conditioning)

5: Initialize Z ← ∅
6: for i = 1 to N do
7: z← x
8: z1 ← x(i)1 ; z2 ← x(i)2
9: for each j ∈ {1, . . . , d} \ {1, 2} do

10: zj ← DEFAULTLIMEPERTURB(xj)
11: end for
12: yi ← f (z)

13: wi ← exp
(
−

D
(
ϕ(z), ϕ(x)

)2

σ2

)
14: Z ← Z ∪ {(ϕ(z), yi, wi)}
15: end for

Step: Fit the local surrogate
16: Learn g by solving

min
g∈G

∑
(u,y,w)∈Z

w
(
y− g(u)

)2
+ Ω(g),

where G is an interpretable model class
17: return g

Moving to the higher dimension, a multivariate dependence structure is constructed
using pair-copula decomposed models, proposed in [35]. To organize those pairwise
dependencies efficiently, the concept of vines was introduced. This is a graphical framework
that describes the hierarchical structure of conditional dependencies through a sequence of
linked trees. In the works of [36,37], a graphical model denoted as the regular vine (R-vine)
was proposed, which suggests the highest flexibility. Later, two special cases of R-vine,
such as C-vine and D-vine were developed [38] to enable a specific way of decomposing
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the density. However, the selection of an appropriate structure of the construction of a vine
copula model is a crucial step, as it includes the ordering of variables and the configuration
of trees. Following [35], pairwise measures are typically computed to quantify the strength
of association between variables of dependence, as for example, the absolute values of
Kendall’s τ or Spearman’s ρ. The first tree of the vine is then obtained by constructing
a maximum spanning tree (MST), where the edge weights correspond to these absolute
dependence measures. For higher-order trees, the process is repeated using values that are
obtained from conditional copula derived from the previously estimated trees. At each
subsequent level, the algorithm again selects edges that maximize the overall dependence
strength. As the result of this approach, a fully specified vine structure is determined,
consisting of a sequence of trees that systematically represent the hierarchical dependence
relationships among all variables.

4.3. Measuring Stability and Fidelity

Two quantitative metrics were used to evaluate the quality of LIME explanations:
fidelity is measured by R2 and stability.

More specifically, for each explanation, the fidelity of the surrogate model is quantified
by computing the coefficient of determination (R2) between the surrogate’s predictions
and the black-box model’s predictions on the locally perturbed samples. Let f (x) denote
the output of the black-box model for a sample x, and g(x) denote the corresponding
prediction of the surrogate explanation model. Given a set of N sampled perturbations in
the local neighborhood of the instance being explained, the R2 score is defined as:

R2 = 1− ∑N
i=1 πx(xi)( f (xi)− g(xi))

2

∑N
i=1 πx(xi)

(
f (xi)− f (X)

)2 , (1)

where f (X) is the mean of the black-box model’s outputs f (xi) over the sampled perturba-
tions. The numerator corresponds to the residual sum of squares (the discrepancy between
the surrogate and the black-box), while the denominator is the total sum of squares (the
variance of the black-box model’s predictions in the local region). An R2 value of 1 indicates
perfect fidelity (the surrogate matches the black-box predictions exactly), whereas R2 = 0
indicates that the surrogate performs no better than predicting a constant value equal to
the local mean. Negative values may also occur, signaling that the surrogate is performing
worse than such a constant predictor. As in standard LIME-based evaluations, the R2 score
is computed separately for each explained instance, and the mean R2 over all considered
instances is then reported as the overall fidelity measure.

Meanwhile, stability, in the context of explanation methods, refers to how consistently
an explanation is reproduced when small changes are introduced, either through repeated
executions of the method or through slight perturbations of the input data or model.
A stable explanation method should yield similar explanations across such variations;
otherwise, confidence in the interpretability technique is diminished. A common way to
evaluate stability is to examine the overlap between the sets of features (or factors) that are
deemed important across multiple explanation runs. One widely used measure for this
purpose is the Jaccard similarity coefficient, which quantifies the similarity between two
sets based on the size of their intersection relative to their union.

Formally, let Er( f , x) and Es( f , x) denote the sets of features provided by the ex-
planation method E (e.g., LIME) applied to the same model f and input x during two
independent runs r and s. The Jaccard similarity between these two explanation runs is
then defined as:

J(Er( f , x), Es( f , x)) =
|Er( f , x) ∩ Es( f , x)|
|Er( f , x) ∪ Es( f , x)| (2)
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where |Er( f , x) ∩ Es( f , x)| denotes the number of features shared between the two explana-
tion runs, and |Er( f , x) ∪ Es( f , x)| denotes the total number of distinct features identified
across both runs. The Jaccard similarity coefficient J takes values in the range [0, 1], where
J = 1 indicates perfect agreement between the two explanations (i.e., identical sets of impor-
tant features), and J = 0 indicates complete dissimilarity (no overlap in identified features).
Higher values of J therefore correspond to more stable and consistent explanations, while a
perfectly stable explanation method would yield identical feature sets across all runs.

5. Results
5.1. Evaluation of RF and XGBoost for Intrusion Detection

Examination of the confusion matrices provided in Figure 2 revealed that for “Be-
nign” class, XGBoost correctly predicted 1,575,304 samples with only 105 misclassifica-
tions, whereas Random Forest misclassified 106 samples in the same class. For “DDoS”
class, XGBoost achieved a perfect classification of 12,800 instances, while Random Forest
recorded two misclassifications. Similarly, for class “PortScan”, XGBoost correctly clas-
sified 15,886 samples with only 1–2 misassignments, while Random Forest misclassified
19 samples in this class. A notable difference was observed in class “Infilteration”, where
XGBoost produced 331 false positives compared to 1568 in Random Forest, indicating
markedly better specificity in this minority class. For underrepresented classes such as
“Web Attack-Brute Force” and “Web Attack-XSS”, XGBoost misclassified 18 and 12 samples,
respectively, while Random Forest exhibited slightly higher misclassification counts (18 for
both), especially for “Web Attack-XSS”. The proportion of correctly classified samples in the
dominant classes consistently exceeded 99.9% for both models, but XGBoost maintained a
modest advantage across low-frequency classes by reducing accumulation of classification
errors. These findings indicate that while both ensemble approaches are highly effective,
XGBoost offers slightly superior robustness in handling minority classes and yields overall
cleaner diagonal dominance in the confusion matrix across classes.

Figure 2. Confusion matrices for RF (left) and XGBoost (right), trained with CIC-IDS2017/2018
merged dataset.

Despite the near-perfect AUC scores, the classification performance metrics in Table 5
reveal notable complexity in the multi-class task. Both models exhibit excellent overall
performance, with weighted accuracy scores above 0.998 and weighted F1 scores above
0.982 (RF: 0.98311; XGB: 0.98264). This indicates exceptional performance on the high-
frequency classes.
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Table 5. RF and XGBoost classification performance metrics with CIC-IDS2017/2018 merged dataset.

Model Accuracy
(Weighted)

Precision
(Weighted)

Recall
(Weighted)

F1
(Weighted)

Accuracy
(Macro)

Precision
(Macro)

Recall
(Macro) F1 (Macro)

RF 0.99875 0.98262 0.98640 0.98311 0.98640 0.92933 0.83321 0.86095
XGBoost 0.99954 0.98345 0.98668 0.98264 0.98668 0.92925 0.84249 0.86308

However, the macro-averaged metrics, which evaluate model stability across all
28 classes, show a slight reduction. The macro F1 scores are 0.86095 for RF and 0.86308 for
XGBoost. This drop suggests difficulty maintaining high recall and precision on the rarer
attack types.

XGBoost achieves marginally higher scores in both weighted accuracy (0.99954 vs.
0.99875) and macro F1 (0.86308 vs. 0.86095), largely driven by a higher macro recall (0.84249
vs. 0.83321). This suggests XGBoost is slightly more effective at identifying positive
instances across all classes equally. The significant difference in the ROC curves for Class
21 (RF: AUC = 0.98; XGB: AUC = 0.89) is partially offset by XGBoost’s overall better macro-
performance, suggesting its lower AUC on that specific class does not critically impair its
averaged results, maintaining strong classification performance across the entire, highly
diverse dataset.

As both RF and XGBoost models were also trained with the UNSW-NB15 dataset,
examination of the confusion matrices, provided in Figure 3, revealed that for the Dominant
Class “Benign”, XGBoost correctly predicted 344,117 samples, incurring 953 misclassifica-
tions (False Negatives), whereas Random Forest correctly predicted 343,912 samples with
1095 misclassifications in the same class.

Figure 3. Confusion matrices for RF (left) and XGBoost (right), trained with UNSW-NB15 dataset.

For the mid-sized minority class “Fuzzers”, XGBoost also demonstrated superior per-
formance, recording 281 misclassifications (False Negatives) compared to 310 for Random
Forest. Similarly, for class C6, XGBoost was slightly better with 2471 misassignments versus
2512 for Random Forest. A notable difference was observed in the misclassification of
the Dominant Class “Benign” as the mid-sized class “Fuzzers”, where XGBoost produced
589 instances of this error (a form of False Positive for “Fuzzers”), compared to 842 in Ran-
dom Forest, indicating a markedly better specificity for XGBoost in avoiding this confusion.
Conversely, for the smallest minority classes, such as “Analysis” and “Backdoor”, Random
Forest showed a slight edge, correctly classifying 2 and 23 instances, respectively, while
XGBoost classified 1 and 22 instances. The overall accumulation of False Positives for the
Dominant Class “Benign” was almost identical: 2735 for XGBoost and 2736 for Random
Forest. The proportion of correctly classified samples in the dominant class consistently
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exceeded 99.7% for both models, but XGBoost maintained a modest advantage across most
classes by reducing the accumulation of classification errors, particularly in the number of
False Negatives for the larger minority classes (“Fuzzers” and “Generic”) and in reducing
a major off-diagonal error (“Benign” as “Fuzzers”). These findings indicate that while both
ensemble approaches are highly effective, XGBoost offers slightly superior robustness and
overall cleaner diagonal dominance in the confusion matrix.

On the other hand, quantitative performance metrics detailed in Table 6 show differ-
ences in classification of instances at the standard operating point.

Table 6. RF and XGBoost classification performance metrics with UNSW-NB15 dataset.

Model Accuracy
(Weighted)

Precision
(Weighted)

Recall
(Weighted)

F1
(Weighted)

Accuracy
(Macro)

Precision
(Macro)

Recall
(Macro) F1 (Macro)

RF 0.99660 0.98833 0.98899 0.98843 0.98899 0.80631 0.60933 0.66864
XGBoost 0.99719 0.98868 0.98942 0.98857 0.98942 0.77223 0.59244 0.64060

Both models achieve highly commendable global performance, with XGBoost show-
ing a slight edge in Weighted Accuracy (0.99719 versus RF’s 0.99660) and nearly identi-
cal Weighted F1 scores (XGB: 0.98857; RF: 0.98843). These weighted metrics, which are
dominated by the larger classes, confirm their mastery over the frequent attack types.
Nonetheless, differences emerge in the macro-averaged metrics, which evaluate perfor-
mance equally across all ten classes. The Macro F1 scores are notably lower (RF: 0.66864;
XGB: 0.64060) than the Weighted F1 scores, indicating that while they perform perfectly
on the majority classes (as reflected in the ROC data), both models encounter difficulties
accurately classifying the rarer attack types when using the default probability threshold.
Specifically, RF demonstrates superior generalization capability in this context, achieving
better results across all macro-level indicators: macro precision of 0.80631 and macro recall
of 0.60933, compared to XGBoost’s 0.77223 and 0.59244. This pattern gently suggests that
while XGBoost is slightly more accurate overall, RF is more balanced in its predictive ability
across the full spectrum of diverse network traffic classes.

5.2. Fidelity and Stability of Explanations Using coLIME

To illustrate the role of dependency modeling within the CoLIME framework, we
first examine how strongly correlated feature pairs behave in the original datasets and
how well their joint distributions are reproduced through copula-based sampling. For the
demonstration purposes, features with high monotonic dependence (Spearman’s ρ ≈ 0.8)
were identified in each dataset, enabling the construction of bivariate copulas tailored to
these relationships. Figure 4 presents a comparison between the observed joint distributions
and their copula-generated counterparts for two representative feature pairs.

In Figure 4a,c, the dependency analysis of “min_seg_size_forward” and “Destination
Port“ resulted in the low Maximum Mean Discrepancy (MMD = 0.0018), which indicates
a high fidelity in reproducing the global distribution shape. This observation is further
supported by a low Energy Distance (denergy = 0.152), which confirms the statistical simi-
larity between the original and generated multivariate distributions. However, the analysis
of tail dependence reveals a reduction in extreme value correlation, with the upper tail
coefficient decreasing from α

orig
upper = 0.64 to α

syn
upper = 0.37, suggesting that while the central

tendency is captured effectively, the generative model slightly underestimates the depen-
dence of rare events in this feature pair. The scatterplot in Figure 4b,d demonstrates the
method’s capability to model complex dependencies between “Init_Win_bytes_forward“
and “Init_Win_bytes_backward“. While the energy distance is elevated (denergy = 73.52),
this is largely attributable to the high magnitude of the raw byte values rather than struc-
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tural divergence. Crucially, the MMD remains low (MMD = 0.0053), confirming that
the synthetic neighborhood successfully mimics the geometric structure of the original
data. Furthermore, the synthetic data exhibits a slightly conservative estimation of tail
dependence (αsyn

upper = 0.136 vs. α
orig
upper = 0.052).

(a) (b)

(c) (d)

Figure 4. CIC-IDS2017/2018 dataset: Scatter plots of network flow feature pairs: (a) “Destina-
tion Port“ vs “min_seg_size_forward“, (c) synthetic copula-generated perturbations for the same
pair, (b) “Init_Win_bytes_forward“ vs “Init_Win_bytes_backward“, and (d) corresponding copula-
generated perturbations.

Comparatively, for demonstration purposes, the most correlated features were selected
in the CIC UNSW-NB15 dataset (see Figure 5).

Figure 5a,c demonstrate how the complex joint distribution between “Bwd IAT Mean“
and “Packet Length Max“ was reproduced by the fitted copula. This alignment is sub-
stantiated by a low maximum mean discrepancy of 0.0011 and an energy distance of
18.06. Crucially, the method captures the existence of extremal dependencies in the up-
per tail (αsyn

upper = 0.195), reflecting the strong tail dependence in the original distribution

(αorig
upper = 0.485). Comparatively, Figure 5b,d demonstrates that the copula-based perturba-

tions successfully maintained the underlying dependence structure between “Bwd Pack-
ets/s“ vs. “FWD Init Win Bytes“, with an energy distance of 127.33 and a maximum mean
discrepancy of 0.0075. Moreover, the method demonstrates a capability in modeling ex-
treme relationships, with a synthetic upper tail dependence coefficient (αsyn

upper = 0.138) that

reflects the significant tail dependence observed in the original distribution (αorig
upper = 0.251).

https://doi.org/10.3390/app16010119

https://doi.org/10.3390/app16010119


Appl. Sci. 2026, 16, 119 17 of 22

(a) (b)

(c) (d)

Figure 5. CIC UNSW-NB15 dataset: Scatter plots of network flow feature pairs: (a) “Bwd IAT Mean“
vs. “Packet Length Max“, (c) synthetic copula-generated perturbations for the same pair, (b) “Bwd
Packets/s vs. “FWD Init Win Bytes“, and (d) corresponding copula-generated perturbations.

After analyzing the capacity of copula-based perturbations to reproduce the joint
feature distributions, we now examine how these perturbations affect the quality of the
resulting explanations. Specifically, we quantify explanation quality along two comple-
mentary axes: stability, which measures the consistency of feature attributions under
repeated perturbations, and fidelity, which captures how well the surrogate model locally
approximates the black-box classifier.

With the merged CIC-IDS2017/2018 dataset, CoLIME consistently outperforms Orig-
inal LIME in both stability and fidelity for RF and XGBoost classifiers as it is shown in
Table 7. Average stability is higher under CoLIME (0.8069 vs. 0.7652 for RF; 0.7576 vs.
0.7300 for XGBoost), and the gains in fidelity are even more pronounced (0.1676 vs. 0.1115,
and 0.0491 vs. 0.0403, respectively), indicating that copula-based perturbations yield ex-
planations that are simultaneously more consistent and more faithful to the underlying
model. The confidence interval bounds for CoLIME are systematically shifted upwards
for both stability and fidelity, showing that these improvements are not only observed on
average but are also supported across repeated runs. In particular, the fidelity intervals
for CoLIME do not substantially overlap with those of Original LIME, suggesting a robust
enhancement rather than a marginal effect. Variance estimates further support this conclu-
sion: stability variance is comparable between methods, while fidelity variance is notably
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lower for CoLIME, especially for XGBoost. Overall, the copula-based neighborhoods lead
to more reliable and informative local surrogate explanations.

Table 7. Stability and Fidelity averages, their confidence interval averages and variance averages for
different perturbation methods and classifiers for merged CIC-IDS2017/2018 dataset.

Metric RF XGBoost
Original LIME CoLIME Original LIME CoLIME

Avg. of Stability 0.7652 0.8069 0.7300 0.7576
Avg. of Fidelity 0.1115 0.1676 0.0403 0.0491
Avg. of Stability CI low 0.8127 0.8532 0.7759 0.8062
Avg. of Fidelity CI low 0.1504 0.2299 0.0641 0.0847
Avg. of Stability CI high 0.7177 0.7606 0.6841 0.7091
Avg. of Fidelity CI high 0.0726 0.1054 0.0134 0.0165
Avg. of Stability variance 0.0150 0.0143 0.0140 0.0157
Avg. of Fidelity variance 0.0261 0.0105 0.0110 0.0048

With the UNSW-NB15 dataset, CoLIME again improves both stability and fidelity
relative to Original LIME for both classifiers, as shown in Table 8. For RF, average stability
increases from 0.5804 to 0.5927 and fidelity from 0.1004 to 0.1298. For XGBoost, the gains
are even more pronounced in fidelity (0.1596 vs. 0.0996), with a parallel improvement
in stability (0.5924 vs. 0.5811). The confidence intervals are again consistently shifted
upwards for CoLIME. Both lower and upper bounds for stability and fidelity are higher
under CoLIME for RF and XGBoost, indicating that the enhancements are not limited
to a few favourable runs but hold across repeated sampling. In particular, the fidelity
CIs show limited overlap between methods, especially for XGBoost, suggesting that the
fidelity gains are statistically meaningful. Variance behaviour reflects a modest trade-off:
CoLIME slightly reduces stability variance for RF but increases it marginally for XGBoost,
and fidelity variance is higher under CoLIME, particularly for XGBoost. Overall, CoLIME
yields more accurate explanations, with a small increase in dispersion that accompanies
the higher fidelity regime. The practical improvements of CoLIME over the original LIME
implementation are visible in Figure 6.

Table 8. Stability and fidelity averages, their confidence interval averages and variance averages for
different perturbation methods and classifiers for the CIC-UNSW-NB15 dataset.

Metric RF XGBoost
Original LIME CoLIME Original LIME CoLIME

Avg. of Stability 0.5804 0.5927 0.5811 0.5924
Avg. of Fidelity 0.1004 0.1298 0.0996 0.1596
Avg. of Stability CI low 0.4714 0.4891 0.4861 0.4912
Avg. of Fidelity CI low 0.0412 0.0586 0.0480 0.0551
Avg. of Stability CI high 0.6894 0.6963 0.6761 0.6936
Avg. of Fidelity CI high 0.1597 0.2010 0.1512 0.2641
Avg. of Stability variance 0.0232 0.0210 0.0176 0.0201
Avg. of Fidelity variance 0.0070 0.0102 0.0052 0.0214

Based on the comparative analysis of the feature attribution generated by CoLIME and
LIME on the merged CIC-IDS2017 and CSE-CIC-IDS2018 datasets, the CoLIME methodol-
ogy demonstrates superior explanatory fidelity and robustness within the cyber-security
context. The original LIME algorithm shows a tendency toward local instability, which is
confirmed by its disproportionately high confidence on the “Total Length of Fwd Packets”
(weight: 0.142) for the Benign class (Class 0), as shown in Figure 6c. Meanwhile, CoLIME
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provides a more balanced and semantically meaningful assignment, as clearly shown in
Figure 6a. In network traffic analysis, flow volume features like packet length are often
susceptible to high variance. LIME’s heavy weighting of this metric suggests potential
overfitting to local noise. Conversely, CoLIME generates a more distributed feature ranking
for benign traffic, correctly reducing the priority of volume indicators and giving prefer-
ence to structural protocol indicators, such as “Destination Port” and “PSH Flag Count”.
Furthermore, regarding the “Brute Force-Web” attack (Class 17), CoLIME assigns a higher
relevance to the critical “Fwd PSH Flags” feature (0.0072) compared to LIME (0.0066)
(Figures 6b and 6d, respectively). By focusing on the “PSH flag”, which indicates that
a technical signature is often used in brute force attempts to bypass the buffer, CoLIME
accurately captures the dynamics of attack behavior. Consequently, CoLIME offers a more
precise, domain-aligned interpretation of the model’s decision boundaries, mitigating the
risk of spurious correlations inherent in standard local explanations.

(a) (b)

(c) (d)

Figure 6. Single instance explanation comparison between CoLIME and LIME. (a) CoLIME explana-
tion for class “Benign”. (b) CoLIME explanation for class “Brute Force-Web”. (c) LIME explanation
for class “Benign”. (d) CoLIME explanation for class “Brute Force-Web”.Green bars indicate positive
feature contributions, while red bars indicate negative contributions to the predicted class.

6. Discussion
While previous approaches, including DLIME and ALIME, achieve realistic sampling

by constraining perturbations within training clusters or autoencoder manifolds, the joint

https://doi.org/10.3390/app16010119

https://doi.org/10.3390/app16010119


Appl. Sci. 2026, 16, 119 20 of 22

distribution of selected features is explicitly captured through copula modeling in this
study. This has the advantage of preserving complex dependency structures (including tail
correlations) in a parametric way. Also, while ALIME and CVAE-LIME require training a
generative model (which can be time-consuming and dataset-specific), copulas offer a more
straightforward statistical fitting to data slices, which can be efficient for low-dimensional
dependencies. In terms of stability, the proposed strategy of perturbation localization
(radius or fixed-feature approaches) is conceptually simpler than S-LIME’s statistical guar-
antees but complements the copula sampling by ensuring we do not wander too far from
the instance. The proposed method is shown to achieve a favorable balance, attaining
substantially higher fidelity than baseline LIME (on par with CVAE-based sampling [22])
while preserving acceptable stability slightly lower than that of DLIME’s deterministic
approach [16], yet considerably superior to the original LIME’s random perturbations.
As a limitation, it is worth mentioning that the accurate copula fitting requires sufficient
coverage in the joint feature space; in highly sparse regions, dependence estimation may be
less stable. CoLIME may also provide limited improvements when feature dependencies
are weak or absent, as the benefit of copula-based sampling is directly tied to the strength
and stability of underlying relationships. Notably, the magnitude of the observed im-
provements is strongly influenced by dependency strength: feature pairs with pronounced
monotonic relationships benefit most from copula modeling, whereas pairs with weak or
unstable correlations show only marginal gains.

The computational complexity of CoLIME is modest for the copula-based component
itself, but the overall cost depends on the surrogate model used. While RF, DT, and other
surrogates were computationally efficient, our experiments indicated that K-Nearest Neigh-
bors (KNN) yielded the highest fidelity and stability (KNN stability with CoLIME ≥ 0.822,
which is ∼13% higher compared to the other models; KNN fidelity ≥ 0.584, which is
between 2 and 10 times higher than the values obtained with the other four models).
However, KNN required, on average, more than 30 times longer training time than the
other surrogates (RF, DT, and others), primarily due to its sensitivity to local density, lack
of model compression, and the computational cost of repeated distance evaluations on
large perturbation sets. This overhead makes KNN impractical for large-scale intrusion
detection datasets in the current framework. Nevertheless, these promising results indicate
that KNN has substantial potential as a surrogate for dependency-aware perturbation
methods, and we outline it as an important direction for future research. Specifically, we
plan to explore approximate nearest-neighbor search structures (e.g., KD-trees, ball trees,
FAISS indexing), dimensionality-reduction-assisted KNN, and locality-weighted KNN vari-
ants, which may significantly reduce computational time while preserving the explanation
quality observed in this study.

7. Conclusions
This paper introduced CoLIME, a copula-based extension of LIME for local explana-

tions on highly imbalanced network intrusion data. Key contributions are: a dependency-
aware perturbation framework that uses fitted marginal distributions and 2D copulas to
generate realistic synthetic neighborhoods; localization strategies that constrain perturba-
tions within a radius or along selected feature dimensions; and an empirical evaluation
of fidelity–stability trade-offs on a large-scale intrusion detection benchmark with RF
and XGBoost classifiers. Compared to baseline original LIME implementation, CoLIME
consistently achieved higher local fidelity of the surrogate model while also maintaining
higher stability throughout multiple explanation generations. For the most dependent
feature pairs, copula-based perturbations improved the mean fidelity by 21.84–50.31% with
the merged CIC-IDS2017/2018 dataset and 29.28–60.24% with the UNSW-NB15 dataset,
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while increasing mean Jaccard Similarity by 3.78–5.45% and 1.95–2.12% with merged
CIC-IDS2017/2018 and UNSW-NB15 datasets, respectively. These results indicate that pre-
serving inter-feature dependence in the perturbation mechanism is crucial when explaining
models trained on structured, imbalanced network traffic. Practically, we recommend
applying CoLIME in settings where strong feature dependencies can be identified (e.g.,
via rank correlations) and where fidelity to the black-box behavior is as important as
run-to-run stability.
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