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CYBER-PHYSICAL SYSTEMS EXPRESSION IN INDUSTRY 4.0 CONTEXT
Abstract. The changing business environment has influenced new innovation development,
which is currently described as the upcoming 4 industrial revolution. The development of Internet
of Things, Big Data concepts increased the productivity of various businesses and influenced the
appearance of new business models. A more advanced concept of technologies in recent years has
been analysed in the context of advanced production. The appearance of cyber—physical systems
and possible implementation in various other industries than production is even more stimulating
the realization of the ideal Industry 4.0 concept. Therefore, it is important to identify how exactly
cyber—physical systems is stimulating Industry 4.0 and to provide insights for future research. The
authors of this paper provide the motivation for Industry 4.0, describes the concept of cyber—
physical systems and their new implications. In the end the authors provides new and future
business models. This publication is contributing to the understandment of the new competitiveness
environment strategies. The authors amplifies the necessity to continue research focusing on cyber—
physical systems implementation in supply chain management context, because supply chain
management has only a limited amount of implications and research regarding the cyber—physical
systems.
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AHoTamnis. 3MiHa IJIOBOTO CepeOBHINA BIUIMHYJIA HA HOBUM 1HHOBALlIMHUN PO3BUTOK, SIKE
B JIaHMH 4Yac XapakTepu3yeThCs K MaOyTHs mpomucioBa peBoouis 4.0. PozBurok IHTepner—
peueii, konnenuii Big Data migBuImuB npoayKTHBHICTb Pi3HUX Oi3HECIB i BIVIMHYB Ha TOSBY HOBUX
Oi3Hec—Mozeneid. IIpocyHyTra KOHIEMINsI TEXHOJOTIM B OCTaHHI pPOKM Oyyia IpoaHaji3oBaHa B
KOHTEKCTI TepenoBoro BUpoOHUITBA. [losBa kiOep—(i3MUHUX CHCTEM Ta MOXJIMBA peami3allis B
IHITUX HK BUPOOHHUIITBO CEKTOPaX EKOHOMIKH IIe OiIbIIEe CTUMYJIIOE PeaTi3alliro i/1eary KOHIICTIIil
iaayctpii 4.0. ToMmy Ba)KIMBO TOYHO BH3HAYMTH, HACKUIBKU KiOep—(]i3UUHI CUCTEMH CTHMYIIOIOThH
Ianycrpiro 4.0 1 Ta 1a10Th ySBIEHHS PO MaiOyTHI TOCTiIKEHHs. ABTOPH II€T CTATTi MPONOHYIOThH
MOTHUBAIiIO JUist iHAYCTpii 4.0, OMUCYIOTH KOHIENII0 Kibep—(]i3MuHMX CUCTEM Ta X HOBI HACIHiIAKH.
B pesynbrari aBTOpM NpeACTaBiISAIOTh HOBI Ta ManWOyTHI Oi3Hec—Mozem. Llsg myOmikaris cripuse
PO3YMIHHIO HOBHX CTpaTeriii cepeoBHUINa KOHKYPEHTOCIIPOMOXKHOCTI. ABTOPH IiJKPECITIOIOThH
HEOOX1THICTh TIPOJIOBKEHHS JIOCTI/PKEHb, IPUCBIYCHUX BIPOBAKCHHIO KiOep—()i3UUHUX CUCTEM Y
KOHTEKCTI YIpaBIIiHHS JIAHIIOTAMU [TOCTAYaHHs, OCKIJIBKU YIPABIiHHS JIAHIFO)KKOM IIOCTauyaHb Ma€e
JUIIe OOMEXEeHE YHCIIO0 HACIIKIB Ta JOCHIIPKEHB 111010 Kibep—(hi3uyHUX CUCTEM.

KuarouoBi ciaoBa: kibep—¢dizuuni cucremu, iHayctpis 4.0, KOHKYpPEHTOCIPOMOXKHICTb,
013HeC—MO/Iei, YIPaBIiHHS JAHI[IOraMH MOCTa4YaHHs
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BbIPAXXEHUA KWBEP®PU3UYHUX CUCTEM B KOHTEKCTE UHOYCTPWUN 4.0

AHHOTanus. V3MeHeHne NenoBoi Cpelbl MOBIUAJIO Ha HOBOE MHHOBALlMOHHOE Pa3BUTHE,
KOTOpPOE€ B HACTOsILee BpeMs XapakTepusyeTcs Kak Oynymas mpombiinuieHHass peBomouus 4.0.
PasButue MutepHer—Berueil, koHuenuuii Big Data moBBICHIO MPOM3BOJUTENBHOCTh PA3IMYHBIX
OM3HECOB M TOBIUSUIO Ha TOSBJICHHWE HOBBIX OuszHec—Moneneld. I[IpoaBuHyTas KoOHUEMIHMs
TEXHOJIOTUH B MOCJIEAHNE TO/Abl Oblila MpOaHaATU3UPOBaHA B KOHTEKCTE MEPEOBOI0 MPOU3BOCTBA.
[TosiBnenune kubep—(pu3MUecKkux CUCTEM W BO3MOXKHAs peau3alus B JPYTMX YeM IPOU3BOJICTBO
CEKTOpax SKOHOMHUKH elle OOJIbIIe CTUMYIUPYET pealu3aluio uieana KOHIenuuu uHyctpun 4.0.
[TosTOMy BaXXHO TOYHO OIPEEIUTh, HACKOJIBKO KHOEp—(pHU3UYECKUE CHCTEMBbl CTUMYIHPYIOT
Wunyctputo 4.0 1 ¥ J[aloT OpeAcCTaBiIeHHE O OyAyIIUMX HccieloBaHHsA. ABTOPBI ATOH CTaTbu
Ipe/UlaraloT MOTHBAlMM s UHAYCTpuH 4.0, ONHUCHIBAIOLIME KOHLEMINIO KHOep—(pU3NIEeCKUX
CHCTEM U UX HOBBIE MTOCIIECTBUS. B pe3ysibpTare aBTOpbI MPEACTaBIAIOT HOBBIE U OyAylIie Ou3Hec—
Mozienu. OJrta  nyOnMKamus ~— CHOCOOCTBYeT  NOHMMAHHIO  HOBBIX  CTpaTeTuil  cpensl
KOHKYPEHTOCIIOCOOHOCTH. ABTOPHI MMOJIYEPKUBAIOT HEOOXOAUMOCTh MPOAOIKEHHS UCCIIEJOBAHUM,
MOCBSAIICHHBIX BHEAPEHHIO KHOEp—(U3NYECKUX CHUCTEM B KOHTEKCTE YIPABJICHUS IeNOYKaMU
IIOCTaBOK, IIOCKOJIBKY YIPAaBJIEHUE LEMNOYKONM IIOCTAaBOK MMEET JIMIIb OIPAaHUYEHHOE YHCIIO
MOCIIEACTBUM U HcCleoBaHui B cepe Knbep—(hu3nueckux CUCTEM.

Kirouesnbie CJIOBA: kubep—pusnueckue CUCTEMBI, WHIYCTpHUS 4.0,
KOHKYPEHTOCIIOCOOHOCTb, OM3HEC—MO/IEIH, YIIPaBJIECHUE LIETOUYKaMU IIOCTABOK
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Introduction. Changing business environment and models Globalization, appearance of
new products and services in the world markets has drastically effected the competitiveness
environment. Today consumer demand for high quality products with high variety and delivery
directly to their doorsteps. The appearance of internet allowed consumers to receive information
about products and services from the entire globe and expect delivery from different continents.
Because of this the production process, logistics and services are required to optimize their
operations and reduce costs to a minimum at the same time maximizing output. These trends
requires companies to change their operational and tactical level strategies to cope with these
challenges.

Literature review and the problem statement. More and more research is being
conducted, which analyses approaches to limit the negative effect of globalization and high
demand for variety and low costs. The research mainly focuses on Industry 4.0 concept, which
amplifies the necessity to automate business processes and utilize their assets in a more efficient
manner and to allow mass customization [1]. The concept of Industry 4.0 has been developed in
Germany since 2011, which amplified the necessary criteria to achieve for companies to maintain
their competitiveness. These criteria involved mass customization, high quality and low production
costs [2]. However, at that time there were only limited technologies allowing to achieve such
criteria in production process. Concepts such as Internet of Things (loT), Big Data and artificial
intelligence moved towards the Industry 4.0 concept, however a more advanced concept of Cyber—
physical systems (CPS) today can be considered as the main factor contributing to the
development of Industry 4.0. “CPS are systems of collaborating computational entities which are
in intensive connection with the surrounding physical world and its on—going processes, providing
and using, at the same time, data—accessing and data—processing services available on the internet”
[3]. Majority of researchers amplify the impact of CPS to advanced manufacturing in the context
of Industry 4.0. ,,In particular, CPS is the core technology enabling the transition from Industry 3.0
to Industry 4.0 and is transforming global advanced manufacturing® [4]. Other research provides
more application and benefits of CPS usage for production. For instance, “utilizing advanced
information analytics, networked machines will be able to perform more efficiently,
collaboratively and resiliently. Such trend is transforming manufacturing industry to the next
generation, namely Industry 4.0 [5], [6]. Other researchers amplify the process control approaches
with CPS. “CPS can radically improve functionally of monitoring systems and reduce the cost of
its implementation” [7]. However, there are problems related with not only production processes,
which reduces companies’ competitiveness. Continually increasing demand for greater logistic
performance and lower logistic costs, requires production enterprises to plan and control their
order processing in a more efficient way [8]. Other research amplify CPS usage for service
industry. “Many manufacturing systems are not ready to manage Big Data due to the lack of smart
analytics tools. As more software and embedded intelligence are integrated in industrial products
and systems, predictive technologies can further intertwine intelligent algorithms with electronics
and tether—free intelligence to predict product performance degradation and autonomously manage
and optimize product service needs” [9]. There is growing number of research related to CPS
usage for other industries than production, however the least amount of research is related to
transportation services, which is related with all the processes of customer service. The successful
implementation of CPS in the supply chain sector could provide greater competitiveness advantage
for companies. Personalised transport service addresses on-time access and multiple provider
resource management, for capacity of transport operators in cities [10]. The novelty of the research
is that CPS is the main factor contributing to the full realization of the Industry 4.0 concept.
Moreover, the identification of the limited amount of research of CPS usage for other industry than
production provides further research possibilities. Therefore, the goal of the paper is to define CPS
concept in the context of Industry 4.0 in various industrial sectors such as transportation, services
and so on. The research methodology consist of in depth literature analysis and analysis of possible
CPS applications in industry to amplify the necessity to research CPS concept for more efficient
organization management. To achieve this goal the following objectives will be accomplish:



1. To analyse the essential elements of Cyber—physical systems;

2. To identify cyber—physical systems possible applications for Industry 4.0;

3. To determine future trends of Industry 4.0 integration with Cyber—physical systems in
industrial sectors.

Research results. Elements of CPS — integration, sensors, information and data processing,
automation and control, networks, actors, adaptability A bibliometric analysis of CPS publications
by title has been conducted in Clarivate analytics Web of Science data base. The results are
represented in figure 1.
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Figure 1. Bibliometric Analysis of Cyber—physical Systems
Source: compiled by the authors based on own researches

The results clearly show that the CPS concept started to be analysed from 2006 with only 1
publication. The research of CPS grew exponentially from 2011 when the concept of Industry 4.0
was started being promoted more intensively. Since Industry 4.0 concept started developed due to
the necessity to increase quality and provide mass customization, therefore the research mainly
focused on advanced manufacturing concepts. A more precise description and essential elements of
CPS based on previous research has been summarized by the authors and represented in figure 2
[11], [1], [4], [12], [3]. The CPS base level begins from sensors, which are used to gather
information from the physical world. These sensors have been widely used in 10T concept in
previous literature. “IoT is an integrated part of Future Internet. According to the agreed protocol,
any article can be connected and talk to each other. This can be achieved through a vast number of
methods and technologies, including radio frequency identification, near field communication,
infrared sensors, and many more” [13]. The next level of CPS is controllers or more specifically
Programmable logic controller, which are used to distribute the sensors information correctly. Due
to the variety of sensors the data velocity, variety and volume can be difficult to handle [14],
therefore Programmable logic controller are used to control the flow of information. In some cases,
it might be wise to collect information with intervals to reduce the load of the network. The network
is the next level of CPS, which gathers, stores and distributes the information to High—performance
Computers. Currently researchers focus on algorithms and simulations when analysing CPS
concept. The ability to conduct business process simulations in the digital environment allows
evaluating multiple scenarios without any failures to loose quality and reduces the risk to make
mistakes in the real-world environment. Therefore, simulations allow maintaining zero defect rate,
reducing production costs dramatically and even optimizing various business processes. One of the
research groups amplifying these benefits is Warwick Manufacturing Group, which is based in UK.
“Much has been published about potential benefits of the adoption of CPS in manufacturing
industry. However, less has been said about how such automation systems might be effectively
configured and supported through their lifecycles and how application modelling, visualization, and
reuse of such systems might be best achieved” [15]. When conducting simulations it is essential to
maintain the robustness of the system. ,,As CPS become more common in our society and directly



interact with humans, it must be assured that they robustly behave as intended, which has a
particular bearing when artificial intelligence (Al) is utilized” [16]. When evaluating multiple
scenarios usually a stochastic approach is used based on previous data, therefore there are
limitations when implementing CPS. To choose the best results during simulations and choose them
periodically it is needed to run multiple times the same scenario. This problem is related to the
populistic approach of the gathered data, therefore might be difficult to correctly compare current
and past scenarios’ results due to this variability. It is possible to limit the deviation of the
simulation by using High—performance computing approaches, however still than the process
involves a trade—off between time, accuracy, robustness, CPS infrastructure development costs and
management costs which manly composes of energy sources due to cooling.
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Figure 2. Elements of Cyber—physical Systems
Source: compiled by the authors based on own researches

After the simulations in the digital world, the decisions than are transmitted to the
automation and control element of CPS. In this element, the system revaluates the recommendations
of the algorithms to better adapt them to the strategic level of the company. The final decision than
is directed to the tactical and operational levels, which causes the system to function without human
interference. Than the systems develops adaptive abilities, which is caused due to the loop of
information between the physical world to the digital and then back again to the physical world.
This information exchange without Human—Machine Interaction, Machine—Machine interaction and
Machine—Human interaction would not be possible.

The identification of the main elements of CPS is based mainly on advanced manufacturing
concept. The implementation of CPS in to other type of processes is also possible; however the
difference is the management aspect of the CPS and not the elements. A comprehensive CPS
architecture has been developed by Lee et al. (2015) [5]. The architecture consists of 5 levels such
as Connection, Conversion, Cyber, and Cognition and configure. The levels describe possible
applications in the advanced manufacturing concept by using CPS. However, the architecture
implementation in the service industry could also provide new type or applications that are more
efficient.



Capabilities of Cyber-physical Systems
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Figure 3. Cyber—physical Systems Usage Applications in Source: compiled by the authors based on own researches

The main adaption of the architecture to the service industry is related to the missing link of
human importance in technological based approaches. ,, Technically driven approaches tend to
neglect that the organizational dimension plays an important role for the application of CPS as well,
particularly in a professional context* [17]. When correctly involving professionals in the strategic
level development and then combining the strategic level with operation and tactical more value—
added services can be achieved.

Possible applications of CPS usage for service industry are represented in figure 3. For
example, by gathering personalized information of consumers personalized insights for improved
customer service could be achieved. An artificial intelligence assistance system might provide
recommendations for purchases, leisure or other activities in real-time. This application might also
provide useful insights regarding product purchasing, which might be used for new product
development. Other industries such as energy sector might benefit from advanced smart grids,
which could relocate power to more efficient usage and storage. From the other side, the CPS could
provide high level of predictive maintenance services to energy industry also and not only in
advanced manufacturing concept. “By integrating Industry 4.0 and CPS, smart devices are able to
access and analyse abundant data of themselves as well as other items and thereby automatically
react to current health condition” [12]. CPS could also be implemented in supply chain management
to utilize more efficacy vehicles, which concept is called shared autonomous vehicles. The problem
is that current vehicles are not utilized effectively, because a lot of the time the transports are not
used due to malfunctions due to legislation requirements for drivers to rest. CPS usage in managing
transport fleets could utilize the resources in a more efficient manner. Lastly, this approach might
be also used for other processes, which are repetitive, and worth automating. This process is called
Robotic Process Automation, which could reduce manual work and provide more efficient resource
utilization in various areas.

Innovative business models are appearing after every industrial revolution. Internet, 10T, Big
Data, CPS and further development towards Industry 4.0 are causing even more rapid growth of
new business models. In some cases, these technologies are reinventing past business models in
others cases, are creating new business models. ,,We are currently experiencing the fourth Industrial
Revolution in terms of CPS. These systems are industrial automation systems that enable much
innovative functionality through their networking and their access to the cyber world, thus changing
our everyday lives significantly. In this context, new business models, work processes and
development methods that are currently unimaginable will arise. These changes will also strongly
influence the society and people. Family life, globalization, markets, etc. will have to be redefined*
[18]. Due to these developments, various businesses have arisen or a laying ground work for new
disruptive industries.

Currently main research is being done in the advanced manufacturing concept. For example,
BASF is using Industry 4.0 applications in its deployment of connected systems and advanced



analytics models for predictive asset management, process management and control, and virtual
plant commissioning [19]. Okuma Corporation and Hitachi announced that they have embarked on
collaborative creation aiming to establish an advanced high—efficiency production model that
supports mass customization making use of 10T and set up an experimental model. The target of
this demonstration experiment is to increase productivity by twice and to reduce production lead
time by 50% [20]. These developments are more oriented to operational management mainly as
resource planning. However, other technologies like flexible manufacturing systems integrated with
CPS can be used for decision support in production process, which provides companies continuous
efficiency growth and reduces breakdowns. Other approaches, which also involve CPS are called
additive manufacturing technologies. Additive manufacturing applications allows building products
layer—by—layer trough adding material. The implementation of CPS in this process could provide
great potential. For example, customers could order personalized products, which would be
manufactured on the spot with additive manufacturing technologies. CPS in this case would allow
high flexibility and customization. Lastly, CPS allows human — computer interaction in real-time
during production processes. “Remote robot control becomes relevant not only in rescue operations
but also in cyber and/or cloud manufacturing environments where distant operations can be done
quickly and economically” [21]. The advances in production process are increasing productivity
and decreases defect rate and lead—time.

However, to fully automate the whole processes integration of production and logistics must
be also research. For instance, a robotics company “Symbotic” has developed a system to automate
warehouse jobs formerly done by humans. The system cut labour costs by 80% and reduced
warehouse size by 25% [22]. Technological innovation will affect not only warehousing, but also
the transportation sector. One of the largest distribution company DHL indicated that self—driven
vehicles will be able to travel 24/7 without requiring driver rest time and, compared with today’s
driving, could achieve overall cost reductions in the region of 40% per kilometre [23]. Because of
increasing rate of assets utilization, it is important to share the equipment between multiple
organizations; otherwise autonomous vehicles might be utilized not to the fullest potential. CPS in
this context is essential, because it allows integration and control of all the processes. However,
CPS usage in context of supply chain management has only a limited amount of research.

Industry 4.0 and Cyber-physical Systems

v v v
— Technical Issues — Human Resource —» Infrastructure — Business
Management
Strategic
—»  Cyber-security —» Employee Training | (» Energy Resources | [ Management
Practices
High-performance
—» Embedded Systems Managemgnt Level —> Computing —»  Collaboration
Professionals
Infrastructure

Figure 4. Trends and problematic areas of CPS and Industry 4.0 integration in industry
Source: compiled by the authors based on own researches

Growing usage of CPS in various sectors of Industry 4.0 is causing problems, which must
be addressed in near future (see figure 4). For example, CPS implementation in production and
supply chain management generates new problems in energy sector. Embedded systems requires
constant energy sources, which would allow gathering, processing and utilizing information in an
efficient way. Moreover, High—performance computing requires cooling equipment, which takes



a lot of power. “It is estimated that 90% of power consumption during breaks in production is
accounted for by machinery such as robots, extractors and laser sources and their cooling
systems” [24]. Because of high demand for electricity, CPS enables to use smart grid systems to
control the flow and storage of electricity more effectively. Smart grids are electric networks that
employ advanced monitoring, control, and communication technologies to deliver reliable and
secure energy supply, enhance operation efficiency for generators and distributors, and provide
flexible choices. The next phase of Industry 4.0 concept growth involves service industry. The
full automation without customer service and constant feedback would not be possible, therefore
implementation of CPS together with artificial intelligence in the service industry is also a must.
Artificial intelligence can be used to develop bots or assistance agents. Lastly, the usage of CPS
in Industry 4.0 arises new problems, which solutions must be finding. One problem is related with
employee training, because understandment and skills required to work with CPS requires
technical knowledge. Today companies are already identifying this gap and focusing on
providing solutions to the industry. The solutions currently focuses on technical employee
training, however there are only a limited amount of focus on manager level professionals which
could monitor and control all the business processes involving CPS. Moreover, CPS is very keen
to cyber—attacks. A fully automated business could become a victim of hackers and involve huge
financial loses and leakage of confidential information. Therefore, the cyber—security sector is
growing rapidly. According to the Nasdaqg report, global cyber security market was valued at
USD 105.45 billion in 2015, is expected to reach USD 181.77 billion in 2021 and is anticipated to
grow at a CAGR of 9.5% between 2016 and 2021 [25].

In summary, CPS are dramatically influencing further growth of Industry 4.0 concept.
Further research towards CPS usage in supply chain management by considering human
interaction and effective energy management are essential for the full realisation of Industry 4.0.

Conclusions. It is clearly visible that Cyber—physical systems (CPS) is one of the main
factors influencing the growth of Industry 4.0 New applications of CPS in other industries than
advanced production will provide disruptive changes. One of the key identification of CPS
limited usage has been identified in supply chain management context. Further research is
recommended to be focused on supply chain management, because it is integrating production
processes with customer. It would be difficult to provide value added services without efficient
distribution of resources and products. Moreover, the implementation of shared autonomous
vehicles concept in current business models could provide even greater efficiency and maintain
companies’ competitiveness. Possible recommendations of further CPS research in supply chain
management should be related to practices and strategies development of how to implement CPS
in business management. It is important to notice that without information through the whole
supply chain efficient usage of CPS would be impossible. Therefore, it is recommended to focus
research not only on technical aspects, but also consider social aspects such as collaboration,
commitment and so on.

The authors of the paper amplifies that CPS will dramatically influence the development
of Industry 4.0. However, there is only a limited amount of strategies and practices developed
which uses CPS in to new business model development.
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