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Featured Application

This article describes the energy-saving method, which can be implemented in various
wireless cargo or other asset tracking devices that operate using battery power. The idea
came from situations where multiple cargo items with attached trackers are transported
in the same truck, ship, plane, etc. Instead of sending their locations to the central server
individually and constantly draining their batteries, trackers cooperate and periodically
select one of the healthiest nearby tracking devices to report their positions to the central
server. This can significantly improve the lifetime of such trackers, since communication
with the central server requires much more energy than local data processing and local
communication between nearby trackers. This method can be applied by various compa-
nies that produce GPS (Global Positioning System) tracking devices, used by logistics
companies around the world.

Abstract

The tracking of assets or cargo is one of the main objectives of global logistics and trans-
portation systems, ensuring operational efficiency, security, and timeliness. Currently,
battery-operated GPS (Global Positioning System)-based tracking devices are used for this
purpose. The main shortcoming of these devices is the lifetime of the batteries because
they cannot be replaced or recharged, or because this is simply not economically feasible.
Therefore, efficient methods are needed to prolong battery life as much as possible. Vari-
ous existing energy-saving techniques can be applied to solve this problem. However,
none of these consider situations in which multiple tracking devices are transported to-
gether and can cooperate to further increase their energy efficiency. In this study, we pro-
pose and evaluate the novel lightweight peer-to-peer energy-saving method for nearby
wireless battery-powered trackers based on their cooperation. The proposed method is
based on the short-range BLE (Bluetooth Low Energy) device discovery mechanism and
the dynamic election of the leader tracker (with the highest battery capacity) to report the
location of its own and other neighboring trackers to the central server. The experimental
evaluation of the proposed method shows that, compared to the traditional approach,
where each tracker sends its location individually, the proposed method allows a reduc-
tion in the average battery charge required for one position report from 19% to 240% per
each cooperating tracker. The average energy consumption for one location report per
node decreased from 4.68 mWh using the traditional approach to 3.93 mWh for 2 cooper-
ating devices and 1.92 mWh for 15 cooperating devices.
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1. Introduction
1.1. Background

Cutting-edge technology has revolutionized the efficiency, transparency, and sus-
tainability of supply chains, making modern logistics systems a highly advanced and
well-organized ecosystem. Different technologies affect separate stages and processes
within the supply chain. Route optimization based on artificial intelligence, demand fore-
casting algorithms, and inventory management solutions reduce the time and cost of lo-
gistics operations. The introduction of automation and robotics reduces the need for man-
ual labor and increases the speed and accuracy of sorting, packaging, and delivery tasks.
Computational vision, virtual and augmented reality technologies enhance the interaction
and cooperation of innovative technologies, human resources, and organizational pro-
cesses, leading this sector to become a smart industry with its own “intelligence” [1].

One of the primary goals of global logistics and transportation systems, responsible
for cargo or asset tracking, is to ensure operational efficiency, security, and punctuality.
The integration of GPS (Global Positioning System) and IoT (Internet of Things) technol-
ogies is essential for global cargo tracking [2], as modern supply chains must rely on ac-
curate real-time data on the location and condition of cargo to avoid delays, optimize
routes, and respond to unexpected events. IoT technology enables the construction of in-
telligent traceability network systems for products [3], which in turn increase visibility
and proactive problem solving. Furthermore, the IoT is not just a technological upgrade,
but a strategic asset that can define the competitive edge of supply chain operations in the
contemporary business environment [4].

Despite academic interest and the number of published articles related to smart lo-
gistics, comprehensive surveys of IoT applications in this domain highlight both oppor-
tunities and challenges [5,6]. Current research indicates that key technological limitations
related to IoT, RFID (Radio Frequency Identification) and WSN (wireless sensor network)
infrastructures must still be resolved to achieve fully intelligent and scalable logistics sys-
tems [7]. In addition, smart sensing devices participating in data exchange are deficient in
power and require energy friendly communication protocols [8]. Although research ac-
tivity in smart logistics is increasing, the domain requires deeper investigation into critical
technological aspects before reaching maturity [9]. It is still in its early stages and has sig-
nificant potential for growth [10].

1.2. Problem and Purpose of the Study

One of the main challenges associated with long-term cargo tracking is high energy
consumption because continuous data collection and transmission require constant en-
ergy sources. However, the lifespan of most IoT devices is dependent on the capacity of
their battery. Therefore, the foundational technologies for cargo tracking solutions must
be carefully designed and thoroughly evaluated to ensure continuity and reliability. En-
suring data transmission and synchronization in global locations with limited connectiv-
ity is another important issue. Most traditional cargo tracking solutions often rely on cen-
tralized servers and mobile communications networks, which may not be available in re-
mote or low-coverage areas, leading to data loss or tracking interruptions. Moreover, con-
stant server access requires high energy consumption, leading to the problem defined
above. Typical tracking systems are based on independent tracking devices that do not
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share information. Cooperation between IoT devices could lead to more energy-efficient
solutions, enhancing efficiency, battery savings, and adaptability to environmental
changes. The main problem with battery-operated tracking devices is that, in most cases,
their batteries cannot be replaced or recharged, or this is simply not economically feasible.
Therefore, efficient methods are needed to prolong their battery life as much as possible.

The purpose of this study is to develop an efficient energy saving method for wireless
tracking devices, which allows them to reduce their energy consumption and prolong bat-
tery life. During the investigation of the energy consumption aspects of IoT devices, four
main subsystems are usually distinguished [11]: the power supply subsystem, the sensor
subsystem, data processing modules and wireless data transfer modules. In order to min-
imize overall energy consumption and prolong battery life, the decrease in the energy
requirements in each of these modules should be investigated. However, most researchers
agree that sensors and data processing modules require significantly less energy com-
pared to communication modules. The research results in [12] show that up to 93-94% of
the total energy consumption of devices is used by communication modules.

Therefore, the proposed approach is based on the hypothesis that cooperation be-
tween nearby trackers and selection of only one device to report the position of all nearby
devices will reduce such long-range communications to a minimum, decreasing the aver-
age energy usage of all cooperating trackers. Such a method would be useful for commer-
cial GPS trackers, since it is quite common that multiple assets with attached trackers are
transported together, making their cooperation possible. This would allow the creation of
cargo tracking solutions that ensure energy efficiency and uninterrupted global tracking,
allowing tracking devices to cooperate by sharing data and roles.

1.3. Related Work

The use of low-power IoT technologies for cargo tracking is one of the primary as-
pects proposed by other authors to address the problem of the extension of battery life.
For example, the systems presented in [13-15] are developed on embedded hardware plat-
forms that operate with relatively low energy consumption. The research in [13] incorpo-
rates Raspberry Pi and GPS modules, which can operate in low-power states, reducing
overall energy consumption. In [14], the authors introduce a fleet management system
using ESP8266 microcontrollers integrated with load cells for weight tracking and GPS
modules for location tracking that ensure cost-effective real-time data collection and trans-
mission. Another approach includes a combination of GPS and GSM (Global System for
Mobile Communications) modules with microcontrollers suitable for long-term tracking,
is proposed in [15]. A proposed battery-powered GPS tracker sends location updates via
SMS (Short Message Service) and hosts data on a MongoDB/Node]S server, besides in-
cluding an alert system to notify nearby devices during emergencies. All articles highlight
another important aspect: periodic data transmission. Transmitting data at intervals ra-
ther than continuously reduces energy drainage. Data transmission intervals can be ad-
justed based on the device’s battery level and cargo status. This allows devices to remain
in “sleep mode” more frequently, transmitting data only as needed. Furthermore, GSM
modules can send data in compact formats, minimizing communication overhead and
energy usage [15]. However, the energy-saving strategies in these articles are described at
a general level and lack specific algorithms or protocols detailing how devices should
transition to sleep mode under various conditions (e.g., cargo movement or environmen-
tal changes).

The integration of GPS and IoT technologies is essential for global cargo tracking [2].
More insights into the use of GPS and IoT for global tracking, providing scalable and user-
friendly solutions, are presented in [16,17]. The systems described utilize cloud databases
(e.g., Firebase or custom IoT server setups) to store and manage tracking data, ensuring
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scalability and accessibility, which is critical for a global tracking system. Reference [16]
focuses on maritime vessel tracking, which includes features such as iceberg detection and
emergency response systems. However, these elements are not so relevant to our problem,
because the environmental monitoring aspect is not a part of our focus. Similarly, the tech-
niques presented in [17] are narrowly tailored to cargo logistics and client-facing solu-
tions, not considering the goal of achieving energy efficiency and cooperation of autono-
mous devices.

Another relevant aspect identified in the research literature is collaboration between
devices and data synchronization. This can bring valuable benefits to achieving energy
efficiency in IoT networks. As mentioned above, [15] discusses how IoT devices can com-
municate via GSM modules, relaying location data to a central server. While data syn-
chronization in this setup is centralized, which could be a single point of failure, it demon-
strates foundational principles for data synchronization that can be adapted to a decen-
tralized system. The principles of device collaboration are presented in the research by
[18]. Said research describes how multiple UAVs (unmanned aerial vehicles) can leverage
5G PRS (5G Positioning Reference Signal) to maintain real-time positional accuracy, even
in dense urban environments, assuring high-precision collaboration between nodes and
achieving sub-meter accuracy and low-latency data exchange. This capability is crucial to
ensuring smooth collaboration between devices, especially in dynamic or remote environ-
ments. Although the authors of [18] solve different problems related to location accuracy
and latency rather than energy efficiency, this example of collaborating nodes can inspire
a similar model for coordinating tracking devices in our network.

A research domain where energy efficiency is widely recognized as a fundamental
challenge is wireless sensor networks. Consequently, researchers propose various energy-
saving strategies that focus on the different layers and operational mechanisms of WSNs.
Some studies apply different sensor activation parameters to avoid continuous monitor-
ing overhead [19,20], others introduce cooperative node scheduling to activate only a min-
imal subset of nodes required for tracking tasks [21], and other works explore role-based
trilateration coordination to limit redundant sensing and communication [22]. Alternative
approaches include clustering, which is used to reduce GPS usage and energy consump-
tion [23] or energy-aware cooperative routing in heterogeneous 5G-enabled WSNs [24].
Finally, the study in [25] demonstrates how communication overhead and energy usage
in mobile and static wireless-powered IoT networks can be reduced by reinforcement-
learning-based resource allocation, thereby extending the spectrum of energy-efficient co-
ordination strategies relevant to multi-node tracking systems. These findings, supported
by our comparative analysis Table 1, demonstrate that the reviewed literature covers dif-
ferent technological, architectural, and functional aspects of tracking systems. The re-
search presented in [19] seems to be mostly conceptually aligned with the research pre-
sented in this article. However, agent-based reasoning and cluster-formation mechanisms
would introduce unnecessary architectural complexity and communication overhead for
co-located mobile tracking devices in our case, making them less energy efficient com-
pared to lightweight local cooperation based on the decentralized approach. Finally, none
of the analyzed works combine all the strengths of mobile multi-node cooperation, local
short-range wireless discovery, leader-based task delegation, and decentralized ad hoc
network architecture to improve energy efficiency. Together with real hardware energy
measurements, these are the main contributions of our proposed solution, making it the
closest to real-world multi-device cargo tracking scenarios that are practical and measur-
able.
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Table 1. The comparison and summary of related work.
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Articl Technologi h
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Provide real-time GPS-based track- Raspberry Pi-based embedded sys-
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[14] g, . & transmission; cloud dashboard; alert- GPS None Mobile Yes
IoT-based monitoring .
ing
Provid table GPS tracki
wiiﬁ‘gog };loe rr?}:)ae zfl;)ilsit ra;cc)r IIr’legr— Microcontroller, GPS, GSM/SMS,
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tracking, obstacle detection, and Ultrasonic sensing, IR sensing, image
[16] automated rescue system for mari- processing (MATLAB), Arduino con- GPS None Mobile  Yes
time navigation safety and accident trol, Wi-Fi data reporting
prevention
Develop a cross-platform cargo  Mobile app (Flutter), Firebase cloud
[17] tracking and information manage- storage, Node.js backend, Google GPS None Mobile No
ment system Maps API
Achieve high-accuracy real-time 5G PRS signals, TDOA multilatera- Hybrid 5G
[18] UAV tracking using 5G PRS-based tion, Kalman filtering, multi-object multilatera- None Mobile No
positioning instead of GPS tracking, MATLAB simulation tion
[19] Reduce redundant communication Agent-based decision-making, clus- GPS Context-based Mo- No
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Selective activa-
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[20]  based scheduling in WSN-based = wake-up scheduling, trilateration,  (distance- minimal sensor  Static No
moving target tracking probabilistic tracker selection based) set, limited com-
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[21] . . . prediction; no uling of active Static No
mized node scheduling zation
GPS nodes
. . .Nocle optill‘ni.zatk.)n, mobile node Fra— Non-GPS  Optimized node
Track objects in WSNs more en- jectory optimization, node clustering, sensin use and mini
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. . . (object detec- mized transmis-
accuracy reporting optimization and detection . .
e tion) sions
optimization
. . Cooperative Kalman Filter, Boid
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architecture
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WSNs GPS
Optimizing
transmit power,
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Minimize the Age of Information Deep deterministic policy gradient ra?:ggff: P "
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[25] L . None node/channel se- _ . .
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1.4. Aim and Principal Conclusions

The research presented in this paper contributes to the field of efficient energy usage
and energy savings of battery-powered loT tracking devices (e.g., GPS asset trackers). The
aim of this study is to create an energy-saving method for multiple wireless tracking de-
vices based on the cooperation of nearby trackers. We propose a discovery and coordina-
tion model and algorithm that allow these trackers to elect the healthiest device, i.e., with
the highest battery capacity, to send the location data of all neighboring trackers to the
central server in a periodic manner. This approach reduces communication energy usage
since only one tracker obtains a position using GPS satellites and sends it to the central
server, while others can be put into sleep mode.

The proposed method was implemented as a prototype system, where several nearby
trackers wake up periodically, checking the state of their neighbors (or the absence of
them) and selecting the “leader” tracker, who is responsible for communication with the
central server and sending the position of all trackers in its proximity, including itself.
Unlike previous studies, we propose an additional improvement in terms of reduced com-
munication between the central server and tracking devices, as well as minimized scan-
ning to the GPS signals, replacing it with less energy demanding local communication and
synchronization between neighboring trackers. This approach allows us to save energy
and prolong the average battery life of the tracking devices.

This article evaluates the efficiency of the proposed method in terms of energy con-
sumption. We compare the energy efficiency of the prototype system, based on the pro-
posed cooperation method, with the traditional one, where each tracker sends its location
to the central server individually. The results show a high potential for the proposed ap-
proach that allows us to decrease the average battery charge consumption by up to 2.4
times when more than 15 devices cooperate.

The main contributions of this paper are listed as follows:

e  Anenergy-saving method for multiple co-located wireless tracking devices based on
the cooperation of these trackers. In contrast to existing energy-saving techniques
and methods, the proposed method reduces energy usage by employing the Blue-
tooth Low Energy (BLE) protocol-based short-range wireless discovery mechanism
combined with a lightweight cooperation and leader node election algorithm, ena-
bling fully decentralized, coordinator-less operation, which is resistant to neighbor
changes. This approach reduces the average energy consumption of all cooperating
nodes, by minimizing long-range communications and distributing energy con-
sumption among the cooperating nodes.

e An experimental evaluation of the proposed method, by measuring the energy con-
sumption of the different phases of operation of tracking devices. The experiments
were carried out using ESP32 microcontrollers with an integrated BLE radio module,
the NEO-M8N GNSS (global navigation satellite system) module and the SIM7000E
communication module.

e  The energy consumption measurements and analysis of each hardware module, in-
cluding GNSS, mobile communication, CPU, and BLE radio. These findings enable
future researchers to assess the real-world energy efficiency of their proposed meth-
ods.

This article is organized as follows. Section 2 covers the cooperation model, algo-
rithms, and evaluation methodology. Section 3 presents the results obtained. Section 4
discusses the results, and Section 5 concludes the article.
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2. Materials and Methods
2.1. Background and the Proposed Cooperation Model

The main goal of the proposed method is to improve the lifetime of wireless battery-
operated asset tracking devices, reducing their energy consumption and battery drain.
Existing trackers operate on their own, periodically sending their locations to the central
server for further processing. Existing trackers are using sleep states and periodic data
transmissions in order to reduce energy consumption to a minimum. However, in some
cases, energy consumption can be reduced even further.

The idea of the proposed method comes from the real-life scenario, when multiple
GPS trackers are transported together in the same truck, ship, plane or by other means.
Instead of sending their locations to the central server individually and independently,
tracking devices can cooperate and periodically select one of the healthiest neighbors to
report their positions to the central server. Therefore, only one tracker at a time is used to
obtain the position and communicate it to the central server, while others can be put in a
sleep state, saving energy. This can improve the lifetime of these trackers, as synchroniza-
tion with GPS satellites and communication with the central server require more energy
than local data processing and local communication between neighboring trackers.

As shown in Figure 1, cooperation between asset trackers is possible, when multiple
trackers are transported together by plane, boat, truck, etc. The tracking devices wake up
periodically and check the surroundings for other tracking devices, using the proposed
discovery and data synchronization algorithm (presented in Section 2.2) via Bluetooth
communication channels. If there are no adjacent trackers, the tracking device operates as
usual, sending its position to the central server on its own. However, if there are at least
two neighboring trackers, they discover each other and synchronize their states (“Discov-
ery and synchronization” phase in Figure 1). Then the cooperation phase takes place,
where the tracking devices elect a “Leader” node that will be responsible for sending their
locations to the central server until the next discovery and synchronization cycle. The
leader node is selected considering the state of the batteries of all cooperating trackers.
The tracker with the healthiest battery becomes a leader and communicates the IDs and
locations of all trackers, including itself, to the central server. The remaining trackers are
put to sleep mode for energy conservation. This cycle is constantly repeated and resistant
to changes in the number of cooperating trackers. Even if the leader node is removed from
the cooperating tracker group, the next time the nodes wake up and synchronize, they
will elect a new leader. Moreover, the new leader is reelected depending on the current
state of the batteries of all cooperating trackers. This approach allows to balance energy
consumption between all cooperating trackers, prolonging their average battery life.
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Figure 1. The proposed model for the cooperation of asset trackers.

2.2. Neigbor Discovery, Data Synchronization, and Leader Node Election Algorithms

The proposed energy saving method is based on the cooperation model, which in-
cludes three main phases: discovery, synchronization, and leader node election. The algo-
rithms of each phase are presented below.

2.2.1. Neighbor Discovery Algorithm

The discovery phase includes the wake-up of the tracking devices and the scanning
of the radio media for advertisements from other adjacent devices.

The main challenge for this discovery process is a specific taisc neighbor discovery
time window, where all nodes should wake up and scan radio media to detect if there are
any neighbors.

The flowchart of the discovery algorithm is presented in Figure 2. The proposed al-
gorithm utilizes several mechanisms for this purpose, including internal clock, timers, and
CPU (central processing unit) interrupts. Each tracking device sets its internal timer in
such a way that the device is put to sleep state until its timer generates an interrupt and
wakes up the tracker at a specific predefined time moment. We used configurations,
where the tracker is woken up at the beginning of each hour (1:00, 2:00, ..., 24:00), though
this time and period could be adjusted according to the specific application and user
needs. Finally, when the tracker wakes up, it can start advertising its state and, at the same
time, scan for neighbors using its Bluetooth radio. The proposed algorithm uses a prede-
fined time window taisc for this purpose, which can be adjusted. A bigger tase window
means more chances to detect neighbors, but, at the same time, increases energy usage. If
the tracking device does not detect any neighbors in its vicinity during the taic window, it
obtains its location using the GPS receiver and sends this location via the mobile commu-
nication network to the central server by itself. In contrast, if the tracker detects at least
one neighbor, then the data synchronization phase takes place.
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Figure 2. The flowchart of the general cooperation algorithm, including neighbor discovery, data

[NO NEIGHBORS DETECTED]}

synchronization and leader node election phases.

2.2.2. Data Synchronization Algorithm

The data synchronization algorithm (Figure 3) is used by the trackers to obtain the
battery states of all other nearby trackers.

At the beginning of the tuisc window, discussed in Section 2.2.1, each tracking device
starts to advertise its unique ID and battery state via Bluetooth. In other words, the track-
ers advertise their state and scan radio media at the same time (see Figure 2). This allows
us to achieve two goals: trackers can detect each other by scanning radio media and obtain
the exact level of the battery of each neighbor. Each tracker makes a list of all its neighbors
with corresponding battery levels. When the data synchronization process ends, each
tracker contains a table with all neighbors” IDs and current battery levels, including itself.
Then the leader node elections process starts.
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Figure 3. The flowchart of the data synchronization algorithm.

2.2.3. Leader Node Election Algorithm

The leader node election algorithm is used to choose the tracking device with the
highest battery level among all neighboring trackers. The flowchart of the leader node
election algorithm is presented in Figure 4:

This device is responsible for sending its and all its neighbors’ IDs to the central
server. To reduce the overall processing time and avoid complex calculations and data
exchange between trackers, we chose a very straightforward approach. Since all trackers
are synchronized and know the battery level of each other, they can independently decide
who should be the leader. If the tracker detects that it has the highest battery level among
its neighbors, it understands that it should become a leader and sends the location to-
gether with all tracker IDs to the central server. If there is a situation where several track-
ers have the same battery level, then the tracker with the smallest ID becomes the leader,
avoiding excessive communication and additional voting. Finally, the leader tracker ob-
tains the location via a GPS receiver, sends this location together with all tracker IDs to
the central server, and is put to sleep state. At the same time, the other trackers are also
put to sleep state until the next neighbor discovery time window.
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Figure 4. The flowchart of the leader node election algorithm.

2.3. Performance Evaluation Methodology

The following approach was used to evaluate the potential energy savings of the pro-
posed method: the energy requirements of the four main components of the location track-
ing devices were experimentally measured under conditions similar to those expected in
the proposed method. The main components of the cooperating devices are:

e  CPU running the code and managing all the communications;

e  BLE radio module, used for the detection of other cooperating devices;

e  GNSS module used for location services;

e Mobile communication module that is used to report location data to the central
server.

The conditions for evaluating individual devices were based on the expected appli-
cation scenario. The BLE scan interval and scan window were chosen to ensure reduced
energy requirements while potentially compromising detection latency, which is not very
important when all devices are looking for each other for a significantly longer period of
time imposed by the neighbor discovery time window taic. The energy and time require-
ments of the GNSS module were measured from the “cold” state, because the potential
application scenario implies only several location operations per day.

Subsequently, a spreadsheet-based analysis was conducted to estimate the potential
energy requirements of the proposed method when applied to varying numbers of coop-
erating devices. The following assumptions were made for this evaluation: all devices are
stable, they do not change relative locations, and no new devices arrive or leave. All de-
vices have exactly the same battery, and all batteries are used uniformly. The leader node
changes after each wake-up and cooperation cycle. Although these assumptions
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potentially represent the “best case scenario”, they also provide a good sense of situations
when the proposed method is preferable to the “traditional” approach.

2.4. Experimental Setup

To evaluate the performance and energy requirements using BLE communications,
four ESP32-C6-DevKitC-1 development boards [26] were used. They are based on Espres-
sif Systems’s (Shanghai, China) ESP32-C6-WROOM-1U general-purpose modules that in-
tegrate Wi-Fi 6 in the 2.4 GHz band, Bluetooth LE (Bluetooth 5.3 certified) and IEEE
802.15.4 (Zigbee 3.0 and Thread 1.3) functionalities. ESP32-C6-WROOM-1U has a 32-bit
RISC-V single-core microprocessor, 320 KB of ROM (read-only memory), 512 + 16 KB of
SRAM (static random-access memory), 8 MB quad SPI (serial peripheral interface) flash
memory, GPIO (general-purpose input/output), SPI, parallel IO, UART (universal asyn-
chronous receiver-transmitter), 12C (inter-integrated circuit), etc., connectivity capabili-
ties. It was also used as the main microcontroller of the system managing and communi-
cating with all other modules. Hardware UART and GPIO pins were used for communi-
cation with GNSS and mobile communications modules using AT (attention) commands.

The GY-GPSV3-NEO-M8N module [27] based on the u-blox (Thalwil, canton of Zii-
rich, Switzerland) NEO-MS8N chip [28] was used for location services. NEO-M8N supports
GPS/QZSS L1 C/A, Galileo E1B/C, BeiDou B1, and GLONASS L10F GNSS systems, and is
able to communicate with host system using UART, USB (universal serial bus), SPI and
[2C-compliant DDC (display data channel) communication protocols. NEO-M8N has an
RTC (real-time clock) based on TCXO (temperature compensated crystal oscillator) for
accelerated weak signal acquisition and faster start times. In our hardware setup, ESP32
communicated with NEO-M8N using the hardware UART port and the NMEA 0183
standard commands.

Waveshare’s (Shenzhen, China) SIM7000E NB-IOT HAT [29] based on Simcom'’s
(Shanghai, China) SIM7000E Quad-Band (B3/B8/B20/B28) LTE-FDD and Dual-Band
(900/1800Mhz) GPRS/EDGE (general packet radio service/enhanced data rates for GSM
evolution) communications module [30], which supports LTE CAT-M1 (eMTC) and NB-
IoT was used for mobile data communications. This module natively supports the TCP/IP,
UDP/IP, EMAIL, FTP, HTTP, and HTTPS protocols. SIM7000E provides UART, USB 2.0,
I2C, and GPIO interfaces. In our experimental setup, ESP32 communicated with the
SIM7000E module using hardware UART port and AT commands.

The Nordic Semiconductor (Trondheim, Norway) Power Profiler Kit II v. 1.0.1
(PPK2) [31] was used for power consumption measurements. PPK2 is capable of measur-
ing current from 500 nA to 1 A at up to 100 kS/s by acting as an ampere meter. The 8-pin
digital port could be used for synchronization with other systems. A desktop application
is designed to acquire real-time current measurements through a USB interface, offering
capabilities for data visualization and export to support further analytical processing.

All devices were powered with 5 V external power supplies. The external voltage
was reduced to a stable 3.3 V using linear voltage regulators that are an integral part of all
devices used in the experiments. All measurements presented in this paper are expressed
in Coulombs and Milliamperes, because these are the values which were physically meas-
ured. If needed, one could convert these values into energy units (i.e., Joules) by simply
multiplying by 3.3 V.

Figure 5 shows the hardware setup used to measure the energy requirements during
the scanning and advertising phases of the BLE protocol. In this scenario, the PPK2 was
used to measure the current consumed by the ESP32 device while it exchanged infor-
mation with other neighboring BLE devices. Three additional ESP32 microcontrollers
were used as cooperating devices in this process.
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Figure 5. Hardware setup used to measure energy requirements during BLE scanning and data

exchange.

Arduino IDE v. 2.3.4 was used as the main software development platform for pro-
gramming ESP32 microcontrollers. An Arduino Core for Espressif Devices software suite
v. 3.2.0 [32] developed by Espressif Systems was installed for support of the ESP32 func-
tionality. BotleticsSIM7000 library v. 1.0.6 by Botletics LLC [33] was used for communica-
tions with the SIM7000E module. The TinyGPSPlus library v. 1.0.3 was used to assist in
parsing NMEA (National Marine Electronics Association) sentences during operation
with the NEO-M8N GNSS module.

3. Results
3.1. Energy Requirements for the Discovery of Neighbors (BLE Module)

Four ESP32-C6-DevKitC-1 development boards running advertising/scanning pro-
cess were used. The same software was deployed on all devices, which simultaneously
executed scanning and advertising procedures in order to detect and collect information
from other similar devices within their neighborhood. Only one ESP32 device was con-
nected to the Power Profiler Kit to investigate power requirements during this process.
Figure 6 shows the screenshot of the PPK2 software which presents current consumption
waveform for the ESP32 microcontroller while performing advertising/scanning process
using BLE protocol. The time corresponding to a single BLE scan interval is shown, be-
cause all other scan intervals are almost identical to the first one. Moreover, the detection
of all similar devices usually occurs during the first scan interval, with rare exceptions
where one device is identified during the second interval. Several different phases of the
process are highlighted in Figure 6. Phase “a” represents current consumption while BLE
radio is turned off and ESP32 is running code. In this mode an average current consump-
tion of the ESP32 is 22.1 mA which remains quite stable, with peaks reaching only 23.6
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mA. Phase “b” is the transitional process when BLE radio is turned on, but advertis-
ing/scanning process is not started yet. Phase “c” and “d” represent one scanning interval
of BLE protocol. In our experiments, a 1500 ms scanning interval was used, as the analysis
presented in [34] indicates that this interval length ensures good energy efficiency while
maintaining adequate device detection latency. Phase “c” is a 620 ms long scan window,
i.e,, the active part of the scanning interval when the detection of other devices is per-
formed. Phase “d” is the rest of the scanning interval when only advertising is performed.
300 ms advertising interval was used in our experiments. Waveform part “f” shows the
three peaks of current during advertising process which correspond to the three advertis-
ing packets sent by the BLE radio on three different channels. Waveform “g” shows the
increased current consumption corresponding to the reception of an incoming advertising
packet, which is subsequently processed by the ESP32. Part “e” shows the status of two
GPIO pins, which were used to provide a visual representation of device detection events.
The results shown in Figure 6e indicate that four BLE devices were detected (top line, pin
0), and three of them (bottom line, pin 1) were recognized as cooperating trackers. At the
same time, they were added to the known devices list and exchange of the battery status
information (total of 20 bytes) was performed.

& Lockv-axis @ I 100ms 1s 3s 10s min 10min I A
i

— Il N M

150 mA
100 mA
I 1 |
M ; T v S s

0 —_— mn n n

1 nn 1

Figure 6. The current consumption waveform for the ESP32 microcontroller while advertising and

scanning for similar devices using BLE.

The provided results clearly indicate that there is no visible difference in energy re-
quirements to receive advertising packet from cooperating trackers (when useful infor-
mation is received) and other random BLE devices. This is because all information is al-
ready embedded into the advertising packets and no additional packet exchange is re-
quired. Moreover, it is possible to separate distinct parts of the energy requirements and
compare them. The comparison chart of the areas where the energy is actually consumed
is presented in Figure 7. The numbers presented in Figure 7 are extracted from the current
waveform shown in Figure 6 using the analysis capabilities of the PPK2 software.
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Figure 7. Distribution of the charge requirements during the one full scanning interval between

various parts of the BLE scanning/advertising process.

The analysis of Figures 6 and 7 shows that only approximately 1.5% of the total en-
ergy requirements depend on the frequency of advertising and scanning packets, as well
as on the number of nearby BLE devices. Moreover, no significant differences are observed
regardless of whether these devices are cooperating trackers or totally random, unrelated
BLE devices. This means that energy requirements may slightly increase in environments
which have lots of random BLE devices. But the percentage of energy consumed by com-
municating with other BLE devices is not very high.

The comprehensive analysis of the current waveforms measured using different
numbers of cooperating devices (from 2 to 5 devices) allows one to generalize the charge
requirements during one scanning interval for one cooperating device using the following
equation:

Qe =5 Qap +2-n- Qsp + 15t + Leest - trests (1)

where Qyy; is the total charge required during full scanning interval t;,;, which was fixed
to 1500 ms in all experiments (t;,, = 1500 ms). Qg is the charge required to send three
advertising packets on different BLE channels. The interval of the advertising packets was
fixed to 300 ms, therefore 5 of such packets are sent during each scanning interval. Q, is
the total charge required to receive advertising packets from the other devices. Only two
of such packets could be received during each 620 ms long scan window because the in-
terval for advertising packets is 300 ms. n is the number of cooperating devices, exclud-
ing the device which energy consumption is evaluated. ¢ is the length of scan window
which was fixed to 620 ms. t,.s is the length of the rest of the scanning interval, which
was fixed to 880 ms (tyest = tine — ts = 880 ms). I; and I are the average currents con-
sumed by the device (excluding the peaks when packets are received or transmitted) dur-
ing scan window and the rest of the scanning interval, respectively.

If Equation (1) is applied to the situation corresponding to the experiment depicted
in Figures 6 and 7, then the following results may be obtained:

Qine = 5-0.00019 + 2 - 4 - 0.00004 + 0.0745 - t; + 0.0460 - t,p5, =

0.00095 + 0.00032 + 0.04619 + 0.04048 = 0.08794 @
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where the values for Qg, = 0.19 mC, Qg, = 0.04 mC, I; =745 mA, L.s = 46 mA were
acquired from the analysis of current consumption graphs corresponding to experimental
evaluation of situations where 2, 3, and 4 devices are cooperating. One can observe that
these estimates quite closely repeat the experimental values provided in Figure 7.

Figure 8 shows the impact of varying numbers of active (i.e., advertising or cooper-
ating) BLE devices present in the neighborhood. The first bar in this graph was measured
experimentally using 4 devices. The other bars are the estimates using Equation (1) and
providing n = 10, 15,20, 30 accordingly.

Charge dependency on the number of BLE devices
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Figure 8. Estimated dependency of the total charge required for one cooperating BLE device during

one full scanning interval of 1500 ms on the number of advertising BLE devices.

As shown in Figure 8, even when the number of active and advertising BLE devices
increases several times, the energy used for their communication increases only a few per-
cent.

3.2. Energy Requirements for Location Acquisition (GNSS Module)

The GY-GPSV3-NEO-M8N GNSS module was connected to the ESP32 microcontrol-
ler using the UART interface to evaluate the energy requirements for acquiring the current
location (GPS L1 C/A was used in all experiments). The current was measured at the GNSS
module and therefore does not account for the current consumed by the ESP32 itself. The
test scenario was as follows: both modules were powered on simultaneously, and the
ESP32 microcontroller continuously interrogated the GNSS module until the first location
fix was received. The location fix was based on the response provided by the GNSS mod-
ule libraries, which in turn relied on the availability of signals from at least four satellites.
The “power-off” time between measurements ranged from 15 min to several days. We
tried to avoid instances of the so-called “hot start” of the GNSS module, because in our
application domain the period between consecutive location fix attempts is typically
measured in hours. Figure 9 shows the time and charge requirements to acquire fix on
current location from the cold start of the GNSS module.
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Figure 9. The time and charge requirements to acquire one fix on current location.

Upon analyzing the charts presented in Figure 9 one can draw two conclusions. The
time required for a location fix varies significantly, starting from 30 s and going up to
several minutes. On the other hand, the total energy consumption required by the GNSS
module is proportional to the time taken to acquire the location. Our experiments show
that the average current required by the GNSS module is 33.37 mA. The average time to
acquire a location fix is 57 s, and the average charge required for this task is 1.90 C. Stand-
ard error for the average total position acquisition time and the average total charge re-
quirements for one position acquisition is 7.86 and 0.26, respectively.

3.3. Energy Requirements for Data Transmission (Mobile Communications Module)

To evaluate the energy requirements for data transmission to the central server, we
used the SIM7000E communication module connected to the ESP32 microcontroller via
the UART interface. The current was measured at the SIM7000E module, so it does not
account for the current consumed by the ESP32 itself. The following test scenario was car-
ried out: the SIM7000E module was powered on from the “power off” state, allowed to
connect to the communication service provider network, used to transmit 100 bytes of
useful data to a web server, and then shut down again into the “power off” state. The
energy consumption was measured for the LTE CAT-M1 and 2G (GSM) communication
modes. We also evaluated the differences between the use of the plain HTTP and the se-
cure HTTPS protocol. The results are summarized in Figure 10 and Table 2.
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Figure 10. Comparison of time and energy requirements to transfer 100 B of useful data using dif-
ferent protocols: (a) Comparison of the energy requirements of the SIM7000E communications mod-
ule for HTTP and HTTPS data transfer using the LTE CAT-M1 mode; (b) Comparison of the energy
requirements of the SIM7000E communications module for HTTP data transfer using the LTE CAT-
M1 and 2G (GSM) modes.

Table 2. Standard errors of mean values presented in Figure 10.

Protocol Avg. Current Total Charge Max. Current  Avg. Time
HTTP using LTE 1.495 0.033 1.789 0.200
HTTPs using LTE 0.136 0.017 0.595 0.150
HTTP using GSM 2.175 0.046 15.385 0.346

Figure 10a shows that there is no advantage in avoiding the use of the secure HTTPS
protocol for network communications. Switching to plain HTTP saves only a small
amount of time (about 1.3 s, or 10%) and charge (about 0.24 C, or 18%). On the other hand,
these numbers may be significant if maximum battery time is required and data security
is ensured using other means. Figure 10b illustrates the drawbacks of the legacy GSM-
based protocol. Compared to LTE, it consumes more charge, requires a longer transmis-
sion time, and draws nearly twice the peak current, which may negatively affect the bat-
tery lifespan. Consequently, the legacy GSM protocol should be used only in scenarios
where LTE is not available.

Figure 11 presents a screenshot of the PPK2 software displaying the current wave-
form of the SIM7000E module during a single communication session. Part “a” corre-
sponds to the power on phase, during which the module transitions from the “power off”
state to a state where it can communicate with the host device (i.e., the ESP32) using AT
commands. Part “b” stands for the phase in which SIM7000E is trying to register in the
service provider data transfer network. The actual data transfer is carried out during part
“c”. Part “d” stands for the module shutdown phase, in which the module transitions back
to the “power off” state, which takes some time after the command to shutdown is issued.
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Figure 11. The current consumption waveform for the SIM7000E module while sending 100 B data

to the web server.

A summary of energy requirements during the data transfer process is presented in
Figure 12. The numbers presented in Figure 12 are extracted from the current waveform
using the PPK2 software. One can observe that the power-on process takes the longest—
8.46 s, or about 42% of the total time, but requires only 0.56 C, or about 28% of total charge.
However, the data transfer phase is the most energy-intensive, accounting for only ap-
proximately 32% of the total session duration, but consuming 0.97 C, which represents
49% of the total charge.

100%
90%
80%
70%
60% = Shutdown

50% = Data transfer

40% = Connect

Power on
30%

20% 8.46 _ —
0.56
10% —————————— —
0% T

Time, s Charge, C

Figure 12. Summary of the energy requirements during the 100 B of location data transfer to the

web server.

3.4. Dependence of Energy Requirements on the Number of Cooperating Devices

The first question to evaluate the energy efficiency of the proposed method is how
many devices it needs to be more efficient compared to the “traditional” tracking solution
when all devices act independently and personally report their locations to the central
server. The results of this comparison are provided in Figure 13.
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Figure 13. Summary of the average charge requirements for one location report for one device using
the proposed energy-saving method.

Figure 13 shows the average charge requirements to send one location report to the
central server per device. The red and green lines show the charge required to produce a
location report using the “traditional” approach. In this case, each device acts inde-
pendently. The tracking device wakes up at the predefined time, powers on the GNSS
module, waits for location lock, powers down the GNSS module, powers on the mobile
communications module, sends location data to the central server using the LTE CAT-M1
mode and the HTTP (or HTTPS) protocol, shuts down the communications module, and
goes to sleep until the next communications period. In this case the total charge require-
ments for one location data report to the HTTP server may be evaluated by the following
equations:

anss = inx + ey Iesp/ 3
Qu = Qsna + tsna - Iespv (4)
thtp = anss + Qps (5)

where Qf;,—is the total charge required by the GNSS device to fix location, t;,—is the
time needed to acquire the location, I,s,—is the average current consumed by the ESP32
microcontroller while waiting for other devices to perform their tasks. Qgy,;—is the total
charge consumed by all devices during the phase of location acquisition. Q;,.—is the total
charge required by all devices during the phase of location reporting to the server using
HTTP protocol. Qgny and tg,y are the charge and time required by the communications
device to make one location report to the central server. Qy.;,—is the total charge require-
ment including all phases and all devices in the system to perform one location fix and
report cycle. According to the experimental results presented earlier in the corresponding
chapters the following values were used: Qi = 1.9 C, try = 57.1 5, lpgp = 22.15 mA,
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Qsng = 1.324 C, tyyq = 13.8 s. To evaluate the total charge requirements in the case of
HTTPs protocol (Qspeep), one can replace Qsyq and te,q with corresponding values of
HTTPs protocol, i. e. Qgspg = 1.56 C and tg5,q =15.15.

The average charge consumption in this mode is 4.8 C when using the plain HTTP
protocol, and 5.1 C when using the HTTPS protocol, and these numbers are not dependent
on the total number of devices.

The bars on the graph in Figure 13 represent the average charge requirements for one
report on location per one device when the devices are cooperating. In this case, the de-
vices act according to the method described in Section 2.2. Estimation of the average
charge requirement in the case of the cooperating devices may be expressed by the fol-
lowing equations:

lee — tdlscl.Sth (6)
anss + er

n

Qcoop = Qpre + (7)

where Q. is the total charge required by the whole system for one cycle of neighboring
device discovery and advertising using BLE protocol, t4; is the discovery time window
during which devices are looking for each other, Q;,, is the total charge required during
one BLE scanning interval of 1.5 s calculated using Equation (1), and n is the total number
of cooperating devices. Discovery time window ty;s. = 30 s was used, which we believe
is sufficient to overcome potential drift in the internal clocks of the cooperating devices.
In this case, only the leader node device uses GNSS and LTE services to report the loca-
tions of all cooperating devices, and the leader changes after each cycle.

The analysis of Figure 13 shows that some energy savings could be achieved when
at least two devices are in range. However, starting from 10 and more devices, further
energy savings are not significantly increasing. The optimal number of devices to save
energy is 5 and more. A single device will always lose energy while trying to find nonex-
istent cooperating devices. The use of the plain HTTP protocol does not give any substan-
tial improvement, especially when the number of cooperating devices is 5 and more.

Figure 14 highlights the reason why energy savings start to increase insignificantly
when the number of cooperating devices reaches 10. The values in this figure were calcu-
lated using Equations (3)—(7) and separating energy demands of different devices.
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Figure 14. Relative amount of charge required for the different activities of the tracking devices.
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This figure shows the relative amount of charge required by the different tasks of the
tracking devices. The column labeled “NA” shows the case of the “traditional” approach
when each device reports its location to the central server individually and independently.
In this case, BLE communications are not used at all. Other columns represent the average
charge distributions per device while making one location report. In cases where several
devices are cooperating, the relative charge requirements for HTTPS and GNSS services
decrease, but, on the other hand, the relative charge requirements for BLE communication
increases. These tendencies balance each other when the total number of devices increases
and the total amount of charge required for one location report stabilizes (see Figure 13).

The neighbor discovery time window used in the cooperation process was tiisc = 30 s
and directly influences the amount of energy required for the BLE part of the activities.
Figure 15 shows what happens when the different durations of the fuisc are used in Equa-
tions (6) and (7).

2 devices 3 devices 5 devices 10 devices === 15 devices —Not cooperating

10

20 25 30 35 40 45 50

15
Neighbor Discovery Window fy;sc, S

Figure 15. Dependency of the average charge required for one location report on the duration of the

taise window.

One can see that shortening the duration of the neighbor discovery window taisc can
slightly increase the energy efficiency of the cooperating devices. However, a short tais
requires very good synchronization of the clocks of all cooperating devices, which is not
a trivial task when devices spend most of their time in a deep sleep state.

4. Discussion

In this work, we have evaluated the proposed energy saving method for cooperating
nearby battery-powered tracking devices. The main idea of the proposed approach is to
save energy by combining the position information of several devices and sending it to
the central server using a single session. It is based on previous research results, which
show that sensors and data processing modules require significantly less energy com-
pared to communication modules, as concluded in [12]. The proposed method is based on
the hypothesis that cooperation between nearby tracking devices and the selection of only
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one device to report the position of all nearby devices will reduce the average usage of
long-range communications modules (mobile communication and GNSS) to a minimum,
decreasing the average energy usage of all cooperating trackers. To achieve this a light-
weight protocol for the discovery of the cooperating devices and their information ex-
change was used, based on the BLE scanning/advertising mechanism.

The main challenge of the experimental evaluation was to find the conditions in
which the proposed method is more energy efficient than the straightforward approach
when each tracker works independently. Evaluation of the energy efficiency of all main
hardware modules of the tracking devices revealed the main characteristics and tenden-
cies that lead to reasonable recommendations on how to implement and use the proposed
method in practice.

Based on the results of the evaluation of the proposed method, several important
findings were revealed:

1. The microcontroller with an active BLE radio subsystem uses significantly more cur-
rent than while running code and performing calculations (58.7 mA vs. 22.1 mA). To
reduce total energy requirements, the BLE radio could be used less. But this leads to
the potential risk that tracking devices will not be able to discover each other when
their clocks are not synchronized. A 30 s discovery time window starting at the pre-
defined time (i.e., at the beginning of each hour) should be sufficient to compensate
for the clock drifts in the cooperating devices. If further energy savings are required,
one can try to reduce the time window duration even further and try to compensate
for the time drift by synchronizing the time of all cooperating devices. In this case, a
slight modification of the BLE-based communication protocol is required, which
could be an interesting topic for further research.

2. Experimental evaluation shows that there is only a slight dependency of the energy
requirements on the number of nearby BLE devices (including all discoverable de-
vices, not necessarily trackers). Energy requirements may increase by up to 3% when
the number of BLE devices increases from 1 to 30 or more. This dependency does not
differ according to the type of device, as all nearby BLE devices add some additional
energy losses. This means that even in environments with many active random BLE
devices, the proposed method should be sufficiently efficient.

3. Experimental evaluation of the GNSS module shows that its energy requirements are
not as high as was expected, and they are comparable with those of the active BLE
radio, which performs scanning/advertising (33.4 mA average current for the GNSS
module vs. 36.6 mA for the BLE radio subsystem alone). The only problem is the
stability of the time interval required to acquire the current position. This time inter-
val depends on many external factors, such as physical location of the device, orien-
tation of the antenna, radio interference, etc. The measurements presented in this
study were performed under good conditions and represent the “best case scenario”
with respect to GNNS energy requirements. If conditions are worse and location fix
time is increased, then the efficiency of the proposed method should also be more
beneficial compared to the traditional tracking approach. Research revealing depend-
encies on the efficiency of the proposed algorithm when tracking devices are under
more ungrateful conditions (i.e., inside the metal shipping container) could be per-
formed in the future.

4. Evaluation of the mobile communications module shows that there is no significant
difference if TLS (Transport Layer Security) based HTTPS or plain HTTP protocols
are used, which means that there is no reason to not use the secure protocol. Selecting
the secure protocol is best practice. Additionally, the LTE-based communication pro-
tocol ensures better energy efficiency compared to legacy GSM, so this protocol
should only be used in situations where LTE is not available.
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Compared to the traditional tracking method (where each tracking device is working
independently), the proposed method allows energy savings of 19% to be achieved when
at least two cooperating devices are in range. The average energy requirements to make
one report on device location drops from 4.68 mWh to 3.93 mWh. Energy savings increase
with the number of devices and reach 240% when 15 devices cooperate. In this case, the
average energy for one location report per device drops from 4.68 mWh to 1.92 mWh.
However, starting from 10 devices, additional energy savings do not increase significantly
(225 percent for 10 cooperating devices vs. 240 percent for 15 devices). The optimal num-
ber of devices is 5 or more (providing energy savings starting from 180 percent and more).
On the other hand, a single device will always lose some energy while trying to find non-
existent cooperating devices.

Therefore, the results of this study are in line with previous research, proving that
communication of wireless devices requires much more energy than local processing, and
the minimization of this communication allows one to achieve significant energy savings,
as in our proposed method.

5. Conclusions

In this paper, we have presented a cooperative location tracking method for nearby
battery-powered tracking devices, which allows them to save battery energy by sharing
location reporting tasks. The results presented here confirm that communication tasks re-
quire much more energy than the local processing and calculations performed by the CPU
alone. The energy requirements of the GNSS module are comparable with those of the
active BLE radio: the average current for the GNSS module is 33.4 mA, while the average
current for the BLE radio subsystem is 36.6 mA. On the other hand, an average current for
the CPU is 22.1 mA, and for most of the communication tasks, the CPU should be active
as well. Therefore, it is beneficial to minimize the usage of communication modules (BLE,
GNSS, and mobile networks) by sharing location reporting tasks between adjacent track-
ing devices, as proposed in this study. Our results show that when the number of neigh-
boring tracking devices is two or more, the proposed approach allows the average energy
usage of tracking devices to be reduced, compared to the traditional approach, when each
tracker reports location independently. The experimental evaluation of the proposed
method shows that, compared to the traditional approach, where each tracker sends its
location individually, the proposed method allows a reduction in the average battery
charge required for one position report from 19% to 240% for each cooperating tracker.
The average energy consumption for one location report per node decreased from 4.68
mWh using the traditional approach to 3.93 mWh for 2 cooperating devices and 1.92 mWh
for 15 cooperating devices. The proposed method could be applied to mobile asset track-
ing devices, used by logistics companies around the world, allowing them to prolong the
life of their battery-powered trackers. The beneficial effect of the proposed method can be
achieved in the cases when multiple assets with attached trackers are transported to-
gether, which would be a quite frequent case in parcel delivery in urban areas, for exam-
ple.

To achieve greater energy savings, future studies could further investigate reducing
the duration of the neighbor discovery time window. To address any resulting time drift,
it would be necessary to synchronize the clocks of all cooperating devices. This may re-
quire minor adjustments to the current BLE-based communication protocol, offering an
opportunity to expand the scope of future studies. Another direction for future research
is to evaluate the performance of the method under less favorable conditions. When loca-
tion fix times are longer, the proposed approach is expected to outperform traditional
tracking methods even more. Therefore, future studies could examine its effectiveness in



Appl. Sci. 2025, 15, 12886 25 of 26

environments such as metal shipping containers or areas with weak and unstable GPS
signals to better understand the impact of environmental factors.
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