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LIST OF ABBREVIATIONS

PVDF — Polyvinylidene fluoride

HA — Hydroxyapatite

AgNO; — Silver nitrate

GO — Graphene oxide

SEM — Scanning electron microscopy

NPs— Nanoparticles

rGO — Reduced graphene oxide

AGNP- Silver nanoparticle

GBMs — Graphene-based materials

PUF — Physical unclonable function

DMSO — Dimethyl sulfoxide

MITM — Man-in-the-middle attack

IC — Integrated circuit

FPGA- Field programmable gate array

TCP — Transmission control protocol

MySQL — Relational database management system
DDoS- Distributed denial-of-service
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SGD - Dtochastic gradient descent

SVM - Support vector machine

MCC — Malicious mobile code

CA — Certificate authority

PLA — Polylactic acid

PLC — Polycaprolactone

ID — Identification

LOX/HRP — Redox dye

NADH/ NAD+ — Nicotinamide adenine dinucleotide
ALT/LDH — Ratio used to assess liver function and potential liver damage
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GDH/GLDH — Glutamate dehydrogenase
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SRAM PUF — Cryptographic root key
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INTRODUCTION

Information used in sensing technology can be a target for attackers. They can
determine whether a person is wearing an implant and identify its type. In addition to
capturing messages, attackers may also send commands, modify the information, and
resend it. Therefore, when developing the functional element, it is first necessary to
select a material production technology and then examine the possibilities for ensuring
security.

The use of polymeric materials, or composites, is becoming increasingly
necessary due to their affordability and wide availability. Composites consist of two
or more materials with different properties combined. Polymers typically have high
field strength and high dielectric properties. Piezoelectric polymers are suitable for a
variety of device configurations as well as technical and engineering applications.
Piezoceramic materials serve as the foundation for basic technical components in
biomedical devices, acoustics, and microelectronics.

Due to its superior stability and electrical properties, polyvinylidene fluoride
(PVDF) is one of the most appealing and advantageous fluoride polymeric materials
in the industry. The piezoelectric properties of PVDF are attributed to the - and y-
phases, which are polar crystalline phases. The f-phase has the largest electric dipole
moment of all the crystalline phases. Therefore, increasing the B-phase content in the
PVDF is an effective way to improve the piezoelectric properties of PVDF-based
piezoelectric sensors. Several methods, such as stretching, polarization in a high
electric field, thermal annealing, and filler insertion, can be used to induce dipole
alignment and increase the 3-phase fraction in PVDF.

By increasing the B-phase of PVDF, its piezoelectric response can be enhanced;
hence, porous ceramics such as hydroxyapatite (HA) can be used as reinforcement to
improve the piezoelectric properties of PVDF. The PVDF polymer and a-PVDF/HA
composites have mechanical properties, as well as dielectric, thermal, and physical
properties, which are determined by factors such as thickness, structure, surface
topography, and functional groups on the film surfaces.

Graphene-based materials (GBMs) can be widely applied in biomedical
engineering. Graphene has very high mechanical strength, surface area, and thermal
and electrical conductivity. Graphene oxide (GO) can be added to polymer matrices
to enhance their mechanical, thermal, and electrical characteristics.

Silver nanoparticles (Ag°) release silver ions (Ag*), which interact with the
phosphorous moieties of DNA. Adding a conductive phase, such as silver, can be
advantageous for the following reasons: first, by increasing the sensitivity of the
piezoelectric response, the conductive phase enhances charge transfer.

Solid layers, known as dielectric films, have extensive applications in the
pharmaceutical, organic transistor, capacitor, sensor, microelectronics, and power
electronics sectors. In the field of sensor applications, there are numerous threats,
including cyber-attacks aimed at obtaining or controlling personal information.
Therefore, biosensors are a potential area to explore the possibilities of attacks and
methods for their protection.
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The composite being developed is a potential material for information protection
in this application domain. Physical unclonable functions (PUFs) are often found in
cyber-physical systems. Using this type of PUF could add security features without
investing in expensive new hardware.

The aim of this doctoral thesis is to develop a piezoelectric composite material
based on a B-phase polyvinylidene fluoride for biomechanical sensors with data
protection capabilities.

Objectives

1. Toinvestigate methods for data protection and materials used in wearable
and implantable biomechanical sensors.

2. To synthesize a piezoelectric composite with B-phase transformation by
incorporating hydroxyapatite (HA), graphene oxide (GO), and silver
nitrate (AgNOs3) nanoparticles into PVDF.

3. To evaluate the influence of HA and AgNO; nanoparticles, as well as
their different compositions, on the piezoelectric composite’s electrical,
mechanical, and morphological properties.

4. To evaluate the influence of GO on the piezoelectric, electrical, and
morphological properties of a PVDF-based composite for sensing
applications.

Research methods

For preparation, the solvent casting method was used with dimethyl sulfoxide
(DMSO) as the solvent. The vibration accelerometer KD35 (RFT GmbH,
Schwabmiinchen, Germany) was used for vibration experiments. The amplitude of
the vibration of the metal plate and its end was measured using the Keyence 5 laser
distance meter. Data were collected using the PicoScope 3424 oscilloscope. The
software program PicoScope 6.14.69 was used to analyze the data once it was linked
to a personal computer. A wide-area 3D measurement system was used for surface
roughness analysis. For electrical four-probe measurement, the Model 4200-SCS
Semiconductor Characterization System was used. The samples were coated using the
e-Beam method. They were placed in an electron beam physical vapor deposition
chamber (Nanovak NVEB-600), evacuated to a pressure of 9 x 10 Torr, and coated
with gold to obtain a conductive surface for SEM analysis. The gold source was
evaporated by heating the filament with a current of 56 mA, maintaining a constant
layer thickness of 5 nm. Scanning electron microscopy (SEM) images were obtained
using an FEI QUANTA 250 model. The dsz constant was measured using a PolyK
Quasi-Static Piezoelectric dss Meter. Theoretical vibration models were simulated
using COMSOL Multiphysics software. A contact angle geometer was used to
measure angles and determine the contact angle between a liquid drop and a solid
surface (Faculty of Mechanical Engineering and Design, Kaunas University of
Technology). For EDX measurements, Bruker 127 eV equipment was used along with
Esprit software for analysis. A Perkin ElImer UATR Two FT-IR spectrometer was
used for Fourier-transform infrared (FTIR) analysis.
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Scientific novelty
1. PVDF-based piezoelectric composites with HA, GO, and AgNOs particles
are biocompatible and suitable for the formation of biomechanical sensors
with complex geometries.
2. The integration of piezoelectric properties and B-phase transformation in the
composite material ensures data security and supports its application in the
development of the Internet of Things.

Practical value of the work
1. The methodology of synthesis of piezoelectric composite based on PVDF
with HA, GO, and AgNO; nanoparticles has been developed to ensure the
integration of piezoelectric properties and f-phase transformation in the
composite material.
2. Functional elements based on the synthesized piezoelectric composite can
be used to measure physical pulses while ensuring the security of input and
output information.

Statements to be defended
1. The synthesized piezoelectric composite exhibits piezoelectric properties at

the micrometric level, while its mechanical, electrical, morphological, and
hydrophobic properties are controlled by modifying the added
nanoparticles.

2. The developed B-phase transformed piezoelectric composite is suitable for
the development of biomechanical sensors.

Research approbation

The results of the dissertation were published in two peer-reviewed scientific
articles indexed in the Web of Science database with a citation rate in international
(foreign) publishing houses, one article in a journal of a national publishing house,
and one article in a Web of Science-indexed publication without a citation rate. The
results were presented at five international scientific conferences: Mechanics 2021,
Advanced Materials and Technologies 2022, Mechanics 2023, Engineering
Mechanics 2023, and Mechanics 2024. Additionally, in 2024, the author participated
in three international conferences: IEEE MEMSTECH 2024, Mechanics 2024, and
the 2024 Innovations in Intelligent Systems and Applications Conference (ASYU).

Structure of the dissertation

The dissertation consists of an introduction, a literature review, four main
chapters, general conclusions of the final thesis, a summary in Lithuanian, a list of
references, a curriculum vitae, and acknowledgments. The total length is 132 pages,
with 74 figures, 16 tables, and 120 references.
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1.  ANALYSIS OF PIEZOELECTRIC COMPOSITES AND FILLERS
USED FOR SENSING APPLICATIONS WITH DATA PROTECTION
EVALUATION

Attackers have already demonstrated that targeting sensors and devices is highly
convenient for them [1]. Due to their widespread use and lack of security features,
sensors and devices remain prime targets for attacks [1].

The functional element under development is a potential material for
information protection applications. For security reasons, PUFs are commonly found
in cyber-physical systems. By using this type of PUF, security features could be added
without the need for investing in expensive new hardware [2].

The piezoelectric effect is commonly used in sensors, so the most popular
materials with this property are reviewed below. Since polymer/ceramic composites
are widely used and discussed, this chapter will focus on composites that have already
been developed and studied with this composition. Compared to piezoelectric
ceramics, PVDF is the most widely used organic piezoelectric material due to its
lighter weight and versatility. PVDF films with 98.8% [ phase are prepared at an ideal
crystallization temperature of 60 °C using DMSO as a solvent. HA is an
osteoconductive, biocompatible, bioactive, and thermodynamically stable material,
which, when combined with biocompatible polymers (PVDF, polylactic acid (PLA),
polycaprolactone (PCL), etc.), becomes a material with great potential for composite
development [3]. GO and reduced GO (rGO) composite films exhibit improved
dielectric, ferroelectric, and piezoelectric properties. The composite film with
optimized GO concentration (0.16 wt%) has a conductivity of 25.6 (~2 times that of
pure PVDF). A conductive phase such as silver can be beneficial because it increases
the sensitivity of the piezoelectric response and improves charge transfer, which is a
crucial aspect in the design of piezoelectric composites. Silver nanoparticles (AgNPSs)
can be used as a filler in PVDF to increase the B-phase content, as well as an
antibacterial agent in industries or surgery.

1.1. Data protection in biosensors

Attackers have already demonstrated that targeting sensors and devices is a
convenient option for them [1]. Due to the widespread use and lack of security
features, sensors and devices appear to be a prime target [1].

The composite being developed is a potential material for information protection
in the application domain. The authors suggest that PUFs are commonly found in
cyber-physical systems, and using this type of PUF could add security features
without the need for expensive new hardware [2].

Since attackers can affect sensing technology, it is first necessary to analyze
potential threats and identify ways to protect the information flow in the application
area.

Biosensors handle confidential information, which must be protected against
potential attacks. Therefore, it is crucial to review the threats that can be detected in
sensors used in medicine and its devices. Security violators can be divided into two
main categories: active and passive. A passive attack can only listen on a channel and
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therefore gain access to messages. Assuming that the radio channel is insecure, a
passive attacker poses a direct threat to confidentiality and can threaten authentication.
A passive attacker (Fig. 1.1) can determine whether a person carries an implant, find
out what type of implant it is, and capture other details such as its model, serial
number, etc. They can also disclose private information about the patient, such as their
health record ID, name, age, condition, etc. In contrast, an active attacker (Fig. 1.1)
can capture the messages exchanged over the radio channel and send commands to
modify outgoing messages before they reach the device. Attacks can involve multiple
interceptions, modifications, and message generation. The attacker may also try to
change the configuration of the device, disable the treatment, or even put the patient
into a state of shock [5].

Implantable
Medical Devices
attacker types

Passive attacker Active attacker

Attack physiological Change commands in
information device

To get private Send changed
information information in device

Identify device

information Gy

configurations and
functions.

Request condifencial,
private information

Fig. 1.1 Types of attackers and attack information

Another approach that biosensors are currently interested in is biometric data.
One way to identify individuals is to measure the concentrations of three metabolites
in their perspiration. The metabolites lactate, urea, and glutamate are the focus of each
of the three enzymatic assays used in this investigation. The enzymes urease and
glutamate dehydrogenase are used in the urea assay. Only glutamate dehydrogenase
is utilized in the last glutamate assay. These assays can be evaluated
spectrophotometrically using the redox dye LOX/HRP or the conversion of NADH
and NAD+ in the other two [6].

Though more studies are required to make biometrics a dependable method of
authentication using biosensory techniques, the use of sweat materials for biometric
applications is growing. When used for authentication, other metabolites should be
tracked simultaneously for enhanced security, especially for higher-security and
cybersecurity systems. This tracking procedure would benefit current fields like
clinical diagnostics as well as upcoming biometric research. Biosensors are
increasingly being used in cybersecurity. New cryptographic techniques and the use
of sensors for personal authentication have emerged recently.

Before that, the paper provides an overview of the implementation of a versatile
wearable biosensor designed to continuously monitor individual sweat metabolites for
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authentication purposes. Monitoring these metabolites can provide output data that
would be useful in determining the authentication of an individual for multiple
cybersecurity applications. The data obtained during the colorimetric tests are used to
encrypt the message. If the recipient of the message performs the same experiment
under the same conditions, the message will be correctly deciphered. Data from these
enzymatic assays act as “keys” that can be used to lock and unlock data associated
with encryption.

The future of user authentication, cryptography, and non-traditional computing
may be significantly impacted by this brief fusion of biosensors and cryptology. For
user authentication, which is just as crucial as, if not more crucial than, data protection
via encryption, the procedures outlined here can be integrated with biometric
information [6].

Ceramic-based PZT and polymer PVDF-based transducers generate a voltage
proportional to the applied mechanical stress, force, or pressure. Piezoelectric
transducers mounted in a cantilever position oscillate under mechanical force,
producing an electrical output signal that oscillates at the resonance frequency of the
inverter. Resistance measurement curves for each transducer show the lowest
resistance at series resonance and highest impedance at parallel resonance, which are
unique to each converter. A simplified resonator circuit can simulate this, with the
impedance response measured using an impedance analyzer to extract the resonance
frequencies. Thermal and polarization noise contribute to the output noise signal from
piezoelectric transducers. A weak, low-amplitude vibration signal applied to the
inverter generates this noise. The transducer’s output, ranging from microvolts to
millivolts, is amplified by an external circuit. This amplified signal is then sampled or
recorded for statistical analysis. A shaker provides low-level excitation, while the
piezoelectric transducer outputs a noisy signal. The noise signal combines applied
vibration, noise sources, and voltage fluctuations from the pyroelectric effect in PZT
and PVDF converters. Shielded cables minimize external noise, but the connections
remain susceptible. Preliminary data analysis indicated that resonance frequency
measurements could be potential PUF candidates. Samples placed in a heat chamber
had their resonance frequencies measured at temperatures ranging from 25 °C to 150
°C [7].

PUF is a lightweight hardware security primitive for devices that shows
promise. Depending on process modifications that unavoidably take place during chip
production, it can produce non-cloneable replies. PUFs can be classified as internal or
non-internal based on whether further hardware design is needed. While intrinsic
PUFs don't require any changes to the current hardware, non-essential PUFs—Ilike
ring oscillator and arbiter PUFs—need extra hardware circuits to carry out the PUF
function. One such example of an internal PUF is the cryptographic root key (SRAM
PUF). The initial state of the enabled SRAM cells determines its responses.
Nevertheless, the challenge-response pair (CRP) space is constrained due to the poor
SRAM PUF. An further common PUF is the internal processor-based PUF, which
generates PUF replies by employing delay variability in the data pathways and control
paths in the microprocessor pipeline and challenges with central processing unit
(CPU) commands [8]. PUFs, a type of hardware-based security primitives that take
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advantage of the distinct physical properties of electronic devices to generate random
and unexpected cryptographic keys, are the most promising choice [4]. A ring
oscillator PUF is a device consisting of an odd number of NOT gates that produce an
oscillating output between two voltage levels. Each NOT gate contributes to the delay
in the output signal, where the output frequency depends on the entire ring delay line
oscillator. The delay occurs due to manufacturing differences in NOT gates. A PUF
will be produced since each NOT gate will be practically random, as will the ring
oscillator’s output frequency. A more intricate setup is needed for an optical PUF. The
glass, a translucent substance infused with light-scattering particles that produce a
distinctive stain pattern when activated by a laser beam, is exposed to the laser. The
orientation of the laser beam on the transparent material causes the dot pattern to shift
in both location and angle. The stain pattern in the output will differ between two
similar transparent materials if their doping levels vary, even when the laser beam is
focused on the same spot at different angles. The inductor-capacitor (LC) PUF
consists of two metal plates and a metal coil, forming a passive LC circuit. Due to the
influence of metallic materials on capacitance and inductance, similar-looking
systems will exhibit different resonance frequencies when a frequency sweep is
performed in an LC circuit. It is challenging to ensure identical values for the
container and inductive materials because of manufacturing discrepancies. Computer
methods are used in pseudo-random number generators, and noise sources are used in
hardware random number generators [7].

PUFs are crucial in information security for identification, authentication, and
key generation in device authentication and anti-counterfeiting. They generate unique
keys from physical modifications that are hard to replicate due to high entropy. Metal
oxides like amorphous indium gallium zinc oxide (a-1GZO) are promising for PUFs
due to large-area synthesis and low-temperature processing but require engineering to
add randomness as they usually have uniform properties [7]. Thin-film transistors
(TFTs) offer parameters like carrier mobility, threshold voltage, and on/off-state
current that are essential for PUFs, enabling multi-factor authentication and securing
individual apps with unique security keys. Hardware-based PUFs offer strong
defenses against side-channel and machine-learning threats when used with software
solutions [7].

PVDF-HFP induces irregular electrical properties in a-IGZO semiconductors
and is soluble in organic solvents like N-methyl-2-pyrrolidone and DMF. It contains
fluorine and hydrogen, with short carbon-fluorine bonds and high bond energy. The
presence of HFP units increases solubility compared to other PVDFs, with PVDF-
HFP having the highest fluorine content. It can transform into a-, -, and y-phases. As
a thermoplastic, PVDF undergoes phase transitions during annealing, affecting
electrical characteristics through dipole interactions. PVDF and its derivatives find
uses in TFTs, sensors, batteries, and more. Its phase transition properties are valuable
for PUF devices needing high-entropy electrical attributes [7]. PVDF-HFP changes
into a-, B-, and y-phases, with the B-phase enhancing the dipole moment due to aligned
C-F bonds [7]. Non-polar a- and y-phases maintain balanced electrical properties
through zigzag hydrogen and fluorine arrangements. The VON range varies due to
interfacial dipole effects, with the B-phase showing the largest, unpredictable VON
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distribution in PVDF-HFP a-1GZO TFTs. Hardware safety relies on local dipole
moments. B-phase devices showed a significant 37 V AVON and the largest VON
distribution, roughly 50% more than pristine a-IGZO TFTs, whereas y-phase had
smaller VON dispersion [7]. Digital values formed a QR code-like security key. Low
VON values in a-phase devices stem from limited dipole doping, primarily in the 0
state. The B-phase contained mixed 0 and 1 states due to uneven polar dipole
distribution, while the y-phase was more predictable. PUF device security was
evaluated by uniformity and inter-HD, with inter-HD measuring output string
differences, affirming phase randomness in PVDF-HFP-doped a-IGZO TFTs. The -
phase showed a 49.79% inter-HD, indicating potential for highly unpredictable keys
[7]. The digitally segmented values were used to create a security key that resembles
a QR code, as shown in Fig. 1.2.
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Fig. 1.2 Security key based on phase transitions in a-phase, B-phase, and y-phase

To determine if an attacker can detect a pulse, it is necessary to find out the
methods that are used to detect the information. Therefore, several scanning methods
are presented to help assess the scope and accuracy of information detection. Port
scanning is a method used to determine open ports on devices in a network. This
information can provide attackers with opportunities to identify and exploit
weaknesses in the target system [9]. For instance, an open port on a patient monitoring
device can allow attackers to infiltrate the system and manipulate patient monitoring
data [27]. Using the Nmap tool in the model, information such as IP addresses, MAC
addresses, used ports, and many other details about devices in the network were
obtained. This information was a significant step in identifying and closing security
vulnerabilities in the system [28]. The scanning results are shown in Fig. 1.3.
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Fig. 1.3 Nmap scan

Distributed Denial of Service (DDoS) is a type of Denial of Service attack
carried out by sending an excessive amount of traffic from multiple sources to a target
system or network. These attacks are typically orchestrated through a group of devices
or computers controlled from a large network [62]. Especially in the healthcare sector,
DDosS attacks can prevent monitoring of patient’s health conditions, hinder access to
healthcare services, and impede timely emergency interventions [30]. In the created
model, as seen in Fig. 1.4, after the DDoS attack was initiated, the system froze and
empty packets from different IPs were observed. Additionally, it was observed that
data transmission to the patient monitoring system was not possible due to the system
being overwhelmed.

Source Destination
7.609077866 |95.237.110.162 192.168.43.250
21886 47.609127747 | 186.153.117.229 192.168.43.250
21887 47.609160877 | 165.134.187.164 192.168.43.250
21888 47.609178236 | 232.33.232.207 192.168.43.250
21889 47.609190539 | 16.147.41.2 192.168.43.250
21890 47.609202416 | 62.139.47.13 192.168.43.250 TCP
21891 47.609222708 | 128.255.158.33 192.168.43.250 TCP
21892 47.609246391 | 46.94.245.217 192.168.43.250 TCP

Fig. 1.4 DDoS attack

A man-in-the-middle (MITM) attack is a type of attack that allows an attacker
to intercept communication between two points and even manipulate it [31]. Such
attacks can lead to serious consequences, especially in the healthcare sector, such as
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theft or alteration of sensitive data [32]. For instance, through a MITM attack, data
from patient monitoring devices can be altered, misleading healthcare staff and
leading to incorrect treatments [33]. In the created model, as seen in Fig. 1.5, it was
observed that sensors capture patient pulse data.
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Fig. 1.5 MITM attack

Such attacks can jeopardize the security of vital data in the healthcare sector
[34]. The theft or manipulation of sensitive patient data can lead to incorrect diagnoses
and treatments, putting patients’ lives at risk. Therefore, taking security measures to
detect and prevent such attacks is of critical importance [36]. Especially to ensure the
security of devices and healthcare systems, various measures should be taken.
Continuous updates and patches, security firewalls, anomaly detection systems,
encryption methods, and secure communication protocols are among these measures
[54].

1.1.1. Evaluation of data protection for wearable and implantable biosensors

Biosensors handle confidential information, which must be protected against
potential attacks through methods that enable identification of the pulse information
stream. Since attackers can affect sensing technology, it is essential to first analyze
potential threats and find ways to protect the information flow in the application
domain. Information retrieval, search methods, and best practices in the targeted
application area will be examined.

The patient tracking system is an important technology used in the healthcare
sector. The network topology in Fig. 1.6 illustrates the organization of the patient
tracking system and the integration of sensors. These sensors measure patients’ pulse
values and transmit the data over the network. The network topology shows how
sensors communicate with the patient tracking system and how the data is transferred.
A MITM attack can detect information at the three points highlighted in red in the
image. The attacker can not only detect but also modify the information and send it
back, replacing it with the desired information.

The sensing method offers a technical advantage over signal monitoring by
transmitting the targeted information to a readable output. A passive attacker directly
threatens confidentiality and could jeopardize authentication if the radio channel is
insecure. Such an attacker can determine if someone has an implant, identify its type,
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and retrieve other parameters, such as the model and serial number. They can also
access additional information and expose personal data about the patient, including
their name, age, condition, health record ID, and other details. In this scenario, an
active attacker can transmit commands to alter the messages delivered before they
reach the device in addition to intercepting the messages sent over the radio channel.
Since this can affect not only personal information but also the range of treatments or
applications, it is crucial to safeguard such data from potential risks [5].
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Fig. 1.6 Network topology

The interface of the patient tracking system consists of the tables and graphs
shown in Fig. 1.7. These tables and graphs display the pulse values of patients,
allowing for simultaneous measurement of pulse values for four patients. A sensor is
attached to the patient’s wrist for pulse measurement, and once the sensor is in place,
pulse data is sent to the patient tracking system.

Patient Tracking System

Date

2024-06-06 111505
2024-06-06 11:-15-04]
20240606 11:15:03]
2024-06-06 11:15:02]

2024-06-06 11:15.01

Fig. 1.7 Interface of the patient tracking system
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When the system is started, the sensor value is transmitted to the computer
environment via the TCP communication protocol, and the transmitted value is added
to the database. Using the MySQL database, the time of each incoming value, pulse
rate, and patient name are recorded. These data are displayed in both the table and the
graph showing the values indicated by the pulse sensors to which the patients are
connected. The system measures the pulse rate once per second, transmits these data
to the system, and ensures they are displayed. The table turns yellow when pulse
values exceed normal ranges, indicating that the patient’s pulse has either decreased
or increased. However, when pulse values are extremely high or low, the table turns
red, indicating that the patient’s pulse rate is at a risky level and requires urgent
intervention.

When examining Fig. 1.8, the flow diagram, it is observed that the system
consists of four fundamental stages. The sections related to the attack encompass the
reconnaissance, attack, and observation stages. However, to actively rescue the
system from attacks as soon as possible, focusing on a passive attack like MITM,
which is the focal point of the study, and to prevent information disclosure, an attack
detection stage through artificial intelligence algorithms has been added.
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Fig. 1.8 Attack flow diagram

In the first stage, the network was generally scanned, and after determining the
target system, brand model information was verified to confirm whether this target
system was actually on the network. As shown in the flow diagram, two separate
attacks (DDoS and MITM) were then carried out on the identified target system. The
effects of these attacks on the system were observed in the third stage. During the
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DDosS attack, an increase in packet durations was observed, while in the MITM attack,
duplicate packets were received via Wireshark, and entries were made into the tables
of the victim devices.

In the final stage of attack detection, packets obtained with Wireshark were used
to first add abnormal network packets and those classified as attacks into the system
through machine learning. After machine learning was completed, the success
percentage of attack packets was examined with the packets in the training set. The
evaluation revealed that attack packets were detected successfully with a success rate
of 98%.

Today, technologies used in the healthcare sector play a critical role in
monitoring and managing patients’ health conditions. However, the increased use of
these technologies has made them more vulnerable to cybersecurity threats. The
security of health data is of paramount importance, both for protecting patient privacy
and ensuring accurate treatment processes. In this context, examining cyberattack
types and security measures against these threats is essential for ensuring the security
of healthcare systems. Below are the vulnerability analyses of the attacks conducted
in the model.

Network traffic attack detection was performed using artificial intelligence
algorithms. The detection model consists of four steps. First, to improve algorithm
accuracy, network traffic data was preprocessed into a suitable dataset and split into
10-millisecond pieces. Second, 30% of the dataset was used for validation, while 70%
was used for training. Ten-fold cross-validation was used to analyze several
algorithms, including Support Vector Machine, Gradient Boosting, Neural Networks,
Naive Bayes, and Stochastic Gradient Descent (SGD). Third, to gain a better
understanding of algorithm performance, visualization approaches were employed.
Ultimately, SGD was chosen for real-time attack detection due to its superior
accuracy, recall, and time values (Fig. 1.9).
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Fig. 1.9 Attack detection using artificial intelligence algorithms
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Artificial neural network-based SGD efficiently analyzes data and discovers
patterns, which makes it helpful for intrusion detection. It is composed of linked
neurons in multiple layers. Data is delivered into the input layer during training, and
error values are calculated by comparing the output. SGD iterates over tiny, randomly
chosen portions of the dataset, enabling quick, effective training. These errors are
transmitted backward to change the network’s weights and biases. SGD can detect
intrusions with high accuracy by learning intricate patterns in large datasets. SGD was
the best technique for intrusion detection in real-time data, with the highest accuracy
and time performance in comparison evaluations.

In the second phase, machine learning and artificial intelligence algorithms were
used to parse packets and analyze attacks. 70% of the training data for the system was
derived from captured packets, which were categorized as either normal or attack.
30% of the validation data was subjected to different methods following classification.
It was not enough to evaluate accuracy alone; other important parameters included
precision, memory, and test time. The system picks up data definitions without any
problems during training, but test time—the speed and precision of identifying
incoming packets—is crucial. SGD was chosen for the expert system due to its better
success rate and faster test time, even though its accuracy rates were comparable. SGD
demonstrated the best success percentage and the quickest test time. Attacker packet
traces were tracked and shown in red to indicate attacks, while the network traffic of
source hosts (Fig. 1.10) (Y-axis) was assessed over time (X-axis). Attack detection
techniques successfully identify attacker activities and distinguish attack packets from
regular traffic, as seen by the visual detection of these packets in the reference model
without attackers.
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Fig. 1.10 Detection of attackers using the artificial intelligence model
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These findings highlight the importance of robust security measures in patient
tracking systems. Effective attack detection ensures the security of healthcare data,
protecting patient privacy and treatment accuracy. Measures include continuous
updates, security firewalls, anomaly detection systems, encryption methods, and
secure communication protocols.

1.2. Types of sensors

There are several types of technological sensors, thus this section examines
those used not only for medical purposes but also in other areas of application.

Biosensors can often use nanoparticles to detect and amplify various signals.
These biosensors have developed functional nanoparticles (electronic, magnetic, and
optical) coupled with biological molecules. In addition, there are nanoparticle-based
sensors, such as optical biosensors, magnetic biosensors, electrochemical biosensors,
and acoustic wave sensors [10, 11]. Other action-based sensors are also frequently
used, such as vibration, force, and dynamic mode mechanical biosensors as well as
various mechanical surface sensors. These sensors work by converting changes in
pressure, acceleration, temperature, strain, or force into an electrical charge that can
be detected and measured.

Accelerometer sensors are extensively used in consumer electronics,
automotive, and aerospace industries to measure acceleration and track motion,
shocks, and vibrations. An accelerometer is a device that measures continuous static
force or dynamic vibration and motion, with vibration, shock, motion, and earthquake
being various forms of acceleration that can be measured. Accelerometers can be
classified as piezoresistive, capacitive, piezoelectric, or resonant based on several
sensitive components.

In contrast to other sensor types, piezoelectric accelerometers are characterized
by their wide frequency band, large range, simple structure, consistent performance,
strong output linearity, etc. Their structure primarily consists of a base, a mass block,
and a piezoelectric-sensitive element. When a particular acceleration is applied to an
object, the accelerometer is affected. The inertial force opposing the device’s
acceleration causes the piezoelectric element to bend as the mass block operates. This
results in a potential difference when the two surfaces of the piezoelectric element
amass equal quantities of opposing charges due to the piezoelectric effect [12].

Typically, a piezoelectric element consists of two piezoelectric sheets. After
placing a mass with a higher specific gravity on top of the piezoelectric sheet, the
mass is preloaded using a stiff spring, bolt, or nut. The piezoelectric sheet generates
alternating charges (voltage) on both sides of its surface as a result of its piezoelectric
effect. The output charges of the sensor are proportionate to the applied force, or the
acceleration of the specimen, when the vibration frequency is significantly lower than
the fixed frequency.

Common applications for piezoelectric pressure sensors include environmental
monitoring, medical equipment, and industrial processes. Flexible piezoresistive
pressure sensors use the piezoresistive effect to transform changes in pressure into a
shift in the resistance of the sensing material. To create a configuration, the sensitive
layer can be positioned between two electrodes that are vertically aligned or in the
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same plane as the connected electrodes. The sensitive layer of a structured sensor, for
instance, must create several ant-paths for effective charge transfer and flexibility to
adjust to various mechanical deformation processes. Due to the limited internal
conductivity of polymers, the conducting function components often comprise
additional conductive phases, such as carbon nanotubes, carbon black, graphene,
MXene, gold/silver, and other conductive materials [13]. Force measurement sensors
are used in robotics, medical devices, industrial machinery, scales, and other fields. A
sensor that uses piezoelectric elements to directly convert force and electricity is
known as a piezoelectric force sensor. Due to its high sensitivity, linear response, and
low cost, the piezoelectric force sensor is one of the most popular sensors in force
measurement applications. Piezoelectric sensors effectively use the direct
piezoelectric effect to transform dynamic forces into electrical signals. It is common
practice to use two or more functional elements as piezoelectric elements for both
pulling and pressing. These sensors offer high linearity and stability, good dynamic
characteristics, a large measuring range, and high rigidity [14].

Numerous machines and structures may sustain damage due to vibrations, which
can hasten aging and wear. In industrial applications, vibration sensors help detect
faults and perform predictive maintenance by tracking vibrations in structures and
machinery. Various methods for detecting vibrations have been developed thus far.
The majority of vibration sensors use indirect vibration measurement. For instance,
many small vibration sensors measure acceleration, whereas seismometers typically
measure velocity. The most common methods for measuring vibration are
piezoelectric or electromagnetic transducers.

Vibration sensors are frequently used because of their ability to detect high-
frequency inertial forces, whereas accelerometers must react to direct current. In
certain situations, piezoelectric accelerometers can be employed as vibration sensors
due to their broad operating frequency bandwidth. Piezoresistive, capacitive, tunnel,
optical, and piezoelectric sensors are among the many detection methods that have
been developed for vibration sensors. Compared to piezoresistive and capacitive
devices, piezoelectric transduction offers superior linearity, long-term stability, and
temperature stability [15].

Using the direct piezoelectric mode, one of the most popular operating
principles is force sensors or multiple configuration sensors [10, 11].

1.3. Piezoelectric composites

The piezoelectric effect is commonly used in sensors, and the most popular
materials with this property are reviewed below. Since polymer/ceramic composites
are widely used and discussed, the composites with this composition that have already
been developed and studied will also be reviewed below.

Piezocomposites are used in the majority of piezoelectric materials. Due to their
excellent mechanical qualities, piezoelectric polymers—such as poly(L-lactide)
(PLLA), poly(vinylidene  fluoride) (PVDF), poly(vinylidene  fluoride
trifluoroethylene) (P(VDF-TrFE)), polyimides (PI), polyacrylonitrile (PAN), and
others—constitute the majority of organic piezoelectric materials. These materials are
frequently utilized in flexible sensors. The most common organic piezoelectric
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material is PVDF, which is lighter and more adaptable than piezoelectric ceramics.
Therefore, they offer advantages over piezoelectric ceramics in various applications,
as they can be integrated into thin films of any required shape [16, 26]. To improve
the performance of piezoelectric polymer sensors, piezoelectric composites have been
developed using various common inorganic piezoelectric materials, including PZT
and ZnO. While piezoelectric polymers have good mechanical properties, their low
piezoelectric coefficients limit sensor performance. The development of inorganic
piezoelectric materials involves enhancing their piezoelectric characteristics. These
materials include piezoelectric films, ceramics, and single crystals [16, 26].

Pb [ZrxTil—x] Os, also known as lead zirconate titanate (PZT), is the most
commonly used piezoelectric ceramic. One of its primary drawbacks is that PZT
contains over 60% lead (Pb) by weight. Currently, no suitable lead-free piezoelectric
materials have been developed, as no composition has been found that exhibits PZT-
like characteristics. Barium titanate was among the first practical materials to use
piezoelectrics. Despite its low piezoelectric constant, this material’s conductivity is
exceptionally high [16, 26]. Lead magnesium niobate-lead titanate (PMN-PT) and
lithium niobate (LiNbOs) are also frequently utilized in piezoelectric materials.
Biocompatible ceramics, such as KNbOs;, NaNbOs, etc., can be employed in various
sensors [19].

The benefits of HA and PVDF B-phase composites were also analyzed. The
comparison of the stimuli-responsive properties of PVDF fibers suggests that
solution-blowing spinning resulted in a higher fiber production rate than
electrospinning and more B-phase in the fibers produced [21].

Ag/C particles were uniformly distributed throughout the PVDF matrix, which
affected the crystallization process and dielectric characteristics of the Ag/C/PVDF
composites. The crystallinity of the composites decreased as the quantity of Ag/C
particles increased. As the Ag/C particle content increased, the transmittance of the
Ag/PVDF composites also increased due to improved interfacial polarization. Thus,
Ag-containing composites enhance PVDF f-phase behavior in addition to the
electrical characteristics [22].

An Ag-NBCTO-PVDF composite was created, and the results demonstrated
that Ag nanoparticles were crucial in increasing the dielectric permittivity of the
material. The benefits of introducing the silver phase into the Ag-NBCTO-PVDF
composite were also observed [115].

The PVDF films were prepared using a traditional rod-coating method [82].
DMF was combined with concentrations of biochemical oxygen demand (BOD) and
water, and the mixture was heated to 100 °C for 9 hours. After the solution cooled to
room temperature, PVDF was added at a weight percentage of 10% and heated for an
additional 2 hours at 60 °C. Finally, rod coating was used to prepare the PVDF films
at approximately 100 °C. The prepared PVDF/BDS solution remained stable without
affecting the morphology or quality of the resulting films and could be stored for an
extended period [82].

A PVDF solution, containing water and a small quantity of BOD, was used to
cast B-phase PVDF films. During the thermal breakdown process, H.SOz is produced
in situ and is spontaneously eliminated during the coating phase. A large B-phase (B
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= 95%) was successfully generated in PVDF by H>SOs. As a result, PVDF/BDS films
showed excellent ferroelectric and piezoelectric characteristics without requiring
mechanical stretching or an extended thermal annealing process. The author’s simple
and efficient method for synthesizing B-phase PVDF has various applications,
including transducers, energy harvesters, electrochemical sensors, and other
electronic devices [82]. Studies using PVDF/HA as control targets have been
conducted. For example, a PVDF/HA composite was used to stop heavy corrosion of
316L stainless steel, resulting in good matches of electrochemical corrosion
parameters. Additionally, the HA adsorption efficiency of hybrid PVDF membranes
was investigated, and the results showed an acceptable range of adsorption ratios [70].

Furthermore, the deposition of HA using the PVDF polymer process on
commercially pure titanium surfaces was examined using modified laser beam
irradiation [29]. Another study described the use of PVDF/HAP composites for
medical applications [23]. The evaluation of the bioactivity of HA nuclei with PVDF
composites in a solid film mode was also reported [24]. All research on PVDF/HA
composites indicates that the PVDF coating on the composite’s surface did not
facilitate the coating process. Therefore, a major challenge in applying piezoelectric
PVDF is enhancing the hydrophilicity and electrical properties of the coating.

Another composite example provided is the PVDF/Ag/BaTiOz composite made
by casting. Compared to conventional PVDF/BaTiO; composites, the composite
containing silver particles exhibits superior dielectric properties. The dielectric
constant of the PVDF/Ag/BaTiOz; composites significantly increases as the amount of
Ag increases [75]. Additionally, the findings demonstrate that electrodynamics affects
the Kkinetics of apatite growth. A reverse piezoelectric effect can be achieved in bone
implants by using the developed HAB-PVDF composite [76].

Overall, a brief comparison of some related previous studies and their
performances is presented in Table 1.1.

Table 1.1 Comparison of piezoelectric composites

Sample Short explanation Ref.
HA/PVDF The HA content ranges from 0% to 15%. The ds3 constant | [3]
decreased from 2.61 pC/N to 1.08 pC/N, while the ds3 value
increased to 1.53 pC/N as the HA content grew to 20%. The
addition of HA altered the amount of B-PVDF, and,
consequently, the piezoelectric performance of the HA/PVDF
composite.

PVDF/HA According to reports, the stress was 459.2 + 4.1 MPa, and the [4]
(60:40) deformation was 0.23 mm.

PVDF- Piezoelectric scaffolds were created using polyvinylidene | [3]
hydroxyapat | fluoride (PVDF) as a polymer matrix, and the formation of the
ite PVDF piezoelectric phase was studied. To create multifunctional
composite composite membranes with bioactive qualities, HA particles at

the micro and nanoscale were added to this matrix as a dispersed
phase. The results show that membranes containing composite
micro and nanofibers can be produced by electrospinning. HA
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particles exhibit good dispersion in the polymer matrix and
predominate PVDF B-phase.

PVDF- Upon applying a 1.2 N force at a 5 Hz frequency, the fibers | [17]
BaTiOs-Ag | demonstrated an increase in output voltage (1.78 (12) mV) in
comparison to pristine PVDF and PVDF-BaTiO; composite
fibers (1.48(26) mV).
PVA/AgNO; | A set of samples dried at 25 °C showed the highest antibacterial | [63]
properties. The antibacterial activity of the examined samples
was attributed to the silver ions produced when the samples
dissolved in water.
PVDF in When DMSO was used as the solvent at an ideal crystallization | [67]
DMSO temperature of 60 °C, PVDF films with a p-phase content of up
solvent to 98.8% were produced.
PVDF/NaY | A comparison of solvents, such as DMSO and DMF, revealed a | [111]
zeolite significant variance in the dielectric constant.
composites
PVDF/GO Out of all the samples examined, the PVDF composite containing | [110]
imprinted 0.1 weight percent rGO exhibited the highest degree of
composite crystallinity, the most electroactive phase, and the highest
piezoelectric coefficient (ds3). As a result, quenching enhanced
the piezoelectric response, while the addition of rGO
significantly influenced the domain orientation (polarization).
H-PVDF- Although the rejection efficiency of the H-PVDF-PVA/GO-m- | [101]
PVA/GO-m- | Ag membrane was slightly lower compared to the H-PVDF-
Ag PVA/GO membrane, the uniform imprinting of Ag ions on the
membrane membrane surface can provide a membrane with excellent
antimicrobial properties.
HA/PVDF The titanium surface was coated with HA/PVDF, which | [38]
coating on demonstrated a piezoelectric effect. The hydrophilicity of the
titanium coating was enhanced by the addition of more HA. Corona
surface polishing successfully reduced the contact angle and imparted
piezoelectric properties to the HA/PVDF coating. Moreover, the
contact angle of the polarized HA/PVDF coating decreased by
66.9%. The introduction of HA and the high piezoelectric
coefficient promotes the mineralization of the coating.
PVDF/AgN | The optimal conductivity, dissipation factor, and dielectric | [112]
O3 constant were achieved by mixing 0.6 g of AgNO3; with PVDF.
conductive The presence of AgNO; significantly increased the conductivity
membrane of membranes.
HA/PVDF The HA content ranges from 0% to 15%, which reduced the dss | [113]

constant from 2.61 pC/N to 1.08 pC/N. When the HA content
reached 20%, the ds3 value increased to 1.53 pC/N. The addition
of HA altered the amount of B-PVDF, thereby affecting the
piezoelectric performance of the HA/PVDF composite.
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PVDF- After creating PVDF-HFP/CB/GO composite films, Cai et al. | [114]
HFP/CB/GO | discovered that the hybrid fillers could successfully encourage
film phase transition during the early stages of crystallization. The
maximum output voltage and harvested power density of the
films were 181% and 329% of the neat PVDF-HFP films,
respectively, resulting in a higher B-phase fraction at lower
concentrations.

GO/PVDF GO was added to PVDF to enhance its B-phase content until the | [50]
filler ratio reached 2 weight percent. The open-circuit voltage
was 1.5 V, and the short-circuit current was 200 nA. When
reduced at 140 °C, rGO led to the formation of a higher p-phase,
with the open-circuit voltage and short-circuit current increasing
to 16 V and 700 nA, respectively, resulting in the most efficient
power generation. The induced charge transfer produced by
PVDF was further enhanced by the increased conductivity of
rGO. By boosting the induced charge and B-phase transfer of
PVDF, rGO improved the piezoelectric response of the fiber,
showing great potential for significantly increasing the power
generation efficiency of nanogenerators.

nanogenerat
ors

PVDF in Phase characterization revealed that the highest f-phase in the [78]
DMSO films was observed when PVDF was annealed at 90 °C for 5
solvent hours.

After reviewing composites and materials used in piezoelectric sensors,
nanogenerators, and energy harvesters, potential materials for developing the sensor
are further explored.

1.3.1. Effects of PVDF p-phase on piezoelectric sensor applications

Compared to piezoelectric ceramics, PVDF is the most widely used organic
piezoelectric material due to its lighter weight and versatility. PVDF films with a
98.8% B-phase content are produced at the ideal crystallization temperature of 60 °C
using DMSO as a solvent. The associated PVDF film exhibits exceptional
ferroelectric and piezoelectric properties owing to its strong [-phase composition.
Additionally, solvent casting can be used to create PVDF films. PVDF films can be
produced at various crystallization temperatures (50-160 °C) using DMSO as the
ideal solvent to evaluate the influence of temperature on B-phase content. DMSO, an
aprotic solvent, is also miscible with polar liquids because of its dipole moment [77].
PVDF can be produced in all three phases using the same polar solvent. By adjusting
the solution temperature with the polar DMSO solvent, several PVDF phases can be
obtained. Additionally, annealing conditions can induce phase transitions leading to
distinct PVDF phases. The B-phase is produced by a polar solvent and suitable
annealing, which is necessary for ferroelectric applications. The PVDF films reach
their maximal -phase after annealing at 90 °C for 5 hours [78, 37]. The material
PVDF is a viable choice for wearable, flexible, and implantable electronic sensors,
nanogenerators, energy harvesters, artificial skin, and biomedical applications due to
its mechanical and chemical stability, flexibility, non-toxicity, thermal stability, and
biocompatibility. PVDF is dielectric, piezoelectric, ferroelectric, and pyroelectric.
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As shown in Fig. 1.11, PVDF has three polymorphic crystalline modifications
(a, B, and ), but only two constitute polar phases. The B-phase is the most preferred
due to its highest electric dipole mobility. For PVDF to transition into the polar -
phase, its unique o-phase must be treated. Typically, PVDF B-phase strengthening is
achieved by heat treatment, mechanical stretching, electropolishing, and filler
addition [37, 79, 80].

a - phase (TGTG' cinfiguration) B - phase (TTT cinfiguration) Y - phase (T3GT3G' cinfiguration)

=@ =© o Y < O -9 < o

Carbon  Fluorine Hydrogel Carbon  Fluorine Hydrogel Carbon  Fluorine Hydrogel

Fig. 1.11 Molecular structure of PVDF and representation of its a, B, and y phases

Using DMSO as a solvent during optimal crystallization produces PVDF films
with a high pB-phase content of up to 98.8% [78]. According to the XRD curve, the -
phase peak was at its highest when the PVDF film was annealed for 5 hours at 90 °C.
The PVDF films exhibit their maximal B-phase after 5 hours of annealing at 90 °C.
[73].

The B-phase with all-trans conformations (TTTT) offers the best piezoelectric
characteristics. Polymeric fibers are created by rearranging molecules into the trans-
conformation in a polymer solution. Numerous research have examined different -
phase enhancement values and the piezoelectric characteristics of PVDF fibers. For
example, lowering the evaporation rate results in an increase in the amount of -phase
[17].

The B peak is seen in the PVDF film cast from the DMSO solvent, suggesting
that the B-phase becomes the primary phase. The diffraction data show the trends of
the B-phase in PVDF films when cast from a solvent with a greater dipole moment.
During the B-phase transition, the molecular chain in the PVDF film transitions from
its original a-phase conformation TGTG to the TTTT conformation [77].

The impact of annealing on the conversion of y-phase PVDF to - and a-phase
PVDF was demonstrated. PVDF sheets were annealed in DMSO at 90 °C for 5 hours,
resulting in B-phase conditions in the PVDF film. The presented data unequivocally
demonstrate that the PVDF film’s B- and a-phases correlate with annealing
temperatures of 70 °C for 5 hours, respectively. Thus, under these annealing
circumstances, the PVDF film contains both the - and a-phases. After annealing,
PVDF films display both the - and a-phases. Additionally, it has been confirmed that
annealing at 110 °C for 5 hours is required. After 5 hours of annealing at 130 °C,
PVDF films show both an increase and a decrease in the values of the B-phase in -
phase content.

When PVDF is subjected to external mechanical force, it can generate a
significant amount of power. PVDF is more practical than ceramics due to its
remarkable flexibility and durability, making it a useful material for applications
requiring tactile sensing or force feedback. Despite its many benefits, the primary
obstacle to the restricted application of PVDF polymers is the challenge of reaching
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the B-phase. If the polymer film is utilized as a functioning component of a device,
this could become a significant issue [79].

1.3.2. Hydroxyapatite (HA) material

Since ceramics exhibit good piezoelectric properties, HA is one of the potential
materials. HA is an excellent material for biomedical applications due to its properties
such as biocompatibility and piezoelectricity. This bioceramic compound, a form of
calcium phosphate, is naturally found in human tissues in crystalline form and is the
main inorganic mineral component of teeth and bones. Synthetic methods are widely
used to produce HA, as synthetic HA exhibits a piezoelectric effect, making it suitable
for detecting electromechanical signals. The synthesis of HA thin films is an effective
way to produce sensors for technological applications [35].

Piezoelectric composites have been created using a range of popular inorganic
piezoelectric materials, such as HA, to enhance the performance of piezoelectric
polymer sensors. The produced HA exhibited low crystallinity and high porosity. HA
derived from animal bones and calcined at 800 °C has the highest crystallinity. HA
can develop a chemical link with the surrounding minerals once the HA interface layer
has formed [4, 37].

HA, on the other hand, is a calcium phosphate with the chemical formula
Caio(PO4)s(OH)2. It is extensively studied in bioceramics and is one of the most
commonly used materials in biomedical and clinical applications because it closely
resembles the crystalline phase of bone tissue. HA is an osteoconductive,
biocompatible, bioactive, and thermodynamically stable material. When combined
with biocompatible polymers such as PVDF, polylactic acid (PLA), polycaprolactone
(PCL), etc., it becomes a material with great potential for composite development [3].

Considering that HA has good hydrophilicity and can form bone connections
with bone tissue, HA/polymer composites can be prepared. The introduction of HA
into the PVDF piezoelectric coating can improve the hydrophilicity of the coating and
endow it with both the piezoelectric properties of PVDF and the good
biocompatibility of HA [38].

HA is endowed with all kinds of morphologies, including three-dimensional HA
nanoparticles. These nanoparticles have greater mechanical qualities, a higher specific
surface area, increased adsorption capacity, and a larger pore volume, in addition to
having a higher number of hydrophilic groups [67]. The synthesis of HA nanoparticles
has been reported using several techniques, including heat treatment, hydrothermal,
wet chemical sol-gel, and microwave methods [72, 69].

1.3.3. Graphene oxide (GO) material

Graphene has very high mechanical strength, surface area, and thermal and
electrical conductivity, making it a highly promising material for our composite. GO,
a member of the graphene family of materials (GFMSs), exhibits exceptional
mechanical, electrical, optical, thermal, and biocompatible properties. According to
studies, GO has antibacterial qualities through the processes of electrostatic
adsorption, lipid peroxidation, oxidative stress, and physical isolation. However, its
antibacterial properties have been extensively studied and mounting data indicates
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that the antibacterial properties of pure GO are unstable and dependent on a number
of variables, including structure, environment, temperature, and magnetic field. To
overcome these factors, GO-based antibacterial composites can be developed by
combining GO with components such as antibacterial agents and polymers. Compared
with GO, the antibacterial properties of GO-based composites are more stable and
excellent, as indicated by faster sterilization and longer duration of action [119].

Piezoelectric  scaffolds composed of  poly(3-hydroxybutyrate-co-3-
hydroxyvalerate) (PB) and GO have been successfully fabricated using
electrospinning technology. The fabricated scaffolds were investigated for their
morphological, physical, chemical, piezoelectric, and biological properties.
Reinforcement with 1.5% GO increased the tensile strength of PB to 2.08 + 0.33 MPa
compared to PB alone (0.59 + 0.12 MPa). GO reinforcement significantly increased
the piezoelectric coefficient (ds3), and PB of 0.5%, 1%, and 1.5% GO was found to be
0.12 + 0.015, 0.57 £ 0.19, and 0.94 £ 0.03 pC/N, respectively. Voltages of 11.84 +
1.4,54.69 + 18.29, and 100.2 £+ 3.2 mV were generated, respectively [39].

The effect of GO/rGO on the electrical properties of the PVDF-(BZT-BCT)
composite film was also investigated. GO and rGO composite films exhibit improved
dielectric, ferroelectric, and piezoelectric properties. The composite film with an
optimized GO concentration (0.16 wt%) has a conductivity of 25.6 (~2 times that of
pure PVDF). The remanent polarization is improved by a factor of six, and
piezoelectric deformation by a factor of three, making the composition ideal for
piezoelectric energy harvesting purposes, such as artificial pacemakers and low-
power electronics [40].

1.3.4. Silver nitrate (AgNO3) material

A conductive phase such as silver can be beneficial because it increases the
sensitivity of the piezoelectric response, thereby improving the conductive phase
charge transfer, which is a very important aspect in the design of piezoelectric
composites. Silver nanoparticles (AgNPs) can be used as a PVDF filler to increase the
amount of B-phase and as an antibacterial agent in industry or surgery. It was
discovered that when the AgNP content was between 0.4% and 0.6%, the § content
of PVDF increased by nearly 8%. The electrospun fibers exhibited increased overall
crystallinity, tensile strength, and thermal stability, as well as a higher p-crystalline
content and visible nanopores on their surfaces [41].

Silver ions (Ag*) released from silver nanoparticles (AgP°) interact with the
phosphorus moieties of DNA. Silver nanoparticles are highly bactericidal, relatively
harmless to humans, and non-toxic. Adding a conductive phase such as silver can be
beneficial because, firstly, it improves charge transfer by increasing the sensitivity of
the piezoelectric response, and the appropriate amount of Ag deposition enhances the
piezoelectric activity, whereas higher Ag loading decreases it (concentration
properties studied at 0.12%, 0.21%, 0.52%, and 1 mL) [20, 17]. Notably, the enhanced
localized electromagnetic field of Ag nanoparticles (Ag NPs) can be rationally
induced by pressing or bending the PVDF film to enable ultra-high sensitivity tuning
[42].
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1.4. Chapter conclusions

1. Biosensors are commonly used to measure a person’s voice, breathing,
heartbeat, brain or eye pressure, wrist pulse, and hand movements. In sensing
technology, an attacker can not only capture messages but also send commands to
change the information. This study examines the security vulnerabilities of the
wireless infrastructure of piezoelectric biosensors used in the medical field.
Additionally, solutions to correct the security flaws in the system are proposed. The
integration of a PUF key into the PVDF B-phase, which does not require additional
hardware to ensure security, is also investigated.

2. PVDF, as the main phase, is widely used due to its wide range of applications
and piezoelectric properties. To compensate for the mechanical weakness of HA,
several HA/polymer composites have been developed. The composition containing
GO is well-suited for piezoelectric electronics, as it improves permanent polarization
and piezoelectric deformation. Silver can be used as an antibacterial agent and as a
PVDF filler to increase the B-phase content, thereby improving charge transfer and
piezoelectric response. Composites consisting of PVDF, HA, GO, and AgNOs have
not yet been analyzed. Therefore, to improve the mechanical, electrical, and
piezoelectric properties of the functional element under development, PVDF, HA,
GO, and AgNO; materials were selected along with a solvent annealing method.

3. Based on the literature review, PVDF, HA, GO, and AgNO; materials were
selected to create the functional element. The following objectives were set: to
evaluate data protection methods and materials used in wearable and implantable
biomechanical sensors; to synthesize a piezoelectric composite with p-phase
transformation by incorporating HA, GO, and AgNOs nanoparticles into PVDF; to
evaluate the influence of HA, GO, and AgNOs nanoparticles on the electrical,
mechanical, and morphological properties of the piezoelectric composite, ensuring -
phase transformation; and to evaluate the possibilities for the application and
integration of the functional element.
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2.  MATERIALS AND EXPERIMENTAL METHODOLOGY

Measurement and application techniques are required to identify composite
materials as viable for sensing applications. The first step is to measure the
morphology, which is done using a scanning electron microscope (SEM). The current
energy dispersive X-ray (EDX) peaks and chemical composition reveal the chemical
properties of the composite being made and help identify the presence of contaminants
in the samples. The quality of the liquid preparation can be determined using the
multifractal spectra methodology, which is particularly important when adding more
phases to the composite. However, the primary functions of measuring electrical
characteristics, such as piezoelectric constants, are required to identify a functional
material as a sensor layer.

2.1. X-ray diffraction measurement methodology

An essential method for researching semi-crystalline and amorphous polymers
is X-ray diffraction. It allows for the examination of various aspects of the material’s
microstructure, such as lattice parameters, the existence of flaws, crystallographic
orientations (texture), and the degree of crystallinity.

In a standard X-ray diffraction experiment, the polymer sample is exposed to X-
ray radiation, a type of electromagnetic energy with a short wavelength (A = 0.1 nm).
X-ray diffraction of the samples was measured in the hard film mode in the 20 range
between 10° and 80°. The study was performed and showed mixed amorphous and
crystalline phases, confirming no complete crystallization in the samples.

2.2. Fourier transform infrared (FTIR) spectroscopy measurement
methodology and g-phase transformation

FTIR spectroscopy is a useful technique for investigating biological material
chemistry. This method provides a quick, low-cost, and relatively non-invasive way
to determine the chemical makeup of a biological material. It allows for the
identification of primary chemical bonds and functional groups, offering details on
the biological molecules present in the sample. Variability in the chemical profiles of
specimens of the same species can be evaluated by spectral analysis. As aresult, FTIR
spectroscopy is an effective technique for analyzing differences in the ratios of key
chemical components, both between species and specimens cultivated in various
environments. FTIR spectra were used to analyze the bands associated with the o and
B phases of PVDF, which are more prevalent, especially at 537, 724, 734, and 895 cm"
1, The effect of adding additional components such as HA, GO, and AgNOs on the
spectra was also examined.

Fig. 2.1 shows the Perkin EImer UATR Two FT-IR spectrometer, which was
used for FTIR analysis.
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Fig. 2.1 FTIR measurement: (a) measuring of sample; (b) spectrometer

Both phases (o and ) were observed in the FT-IR plots. To determine the
fraction of the B phase present in each sample, IR absorption bands at 763 cm™ (a
phase) and 840 cm™! (B phase) were used. Assuming that the IR absorption follows
the Lambert-Beer law, the relative fraction of B phase can be calculated using the
equation [66, 120]:

IR _ Ig40 . (1)

EA — Kgsg ’
—1 +1
K3 (76371820

where 1840 and 1763 are the absorptions at 840 cm™' and 763 cm™!, respectively,
and K840 and K763 are the absorption coefficients at the corresponding wavenumbers
[66, 120].

2.3. Scanning electron microscope (SEM) measurement methods

SEM is used to examine the morphology of materials. This analysis was chosen
to observe the phase change of PVDF and determine whether the additive particles
have penetrated the structure and are evenly distributed. To prepare the samples for
measurements, they were coated (with an Au layer for scanning quality) using the e-
Beam method. The samples were placed into an electron-beam physical vapor
deposition chamber (Nanovak NVEB-600, Fig. 2.2), evacuated to a pressure of 9 x
1076 Torr, and coated with gold to obtain a conductive surface for SEM analysis. The
gold source was evaporated by applying 56 mA current to the filament and the layer
thickness was kept constant at 5 nm.
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(b)

Fig. 2.2 Au coating machine: (a) mirror plate with samples; (b) Nanovak NVEB-600
machine

SEM images were obtained using the FEI QUANTA 250 model under the
following conditions: a 7-9 mm working distance, 0-130 Pa pressure, and a voltage
of 10 kV under a high vacuum medium. FEI QUANTA 250 model is shown in Fig.
2.3.

|

Fig. 2.3 Scanning electron microscopy FEI QUANTA 250 machine

2.4. Energy-dispersive X-ray (EDX) and mapping measurement methodology

EDX analysis was used to determine the chemical elements and their
concentrations in the precursors. It also reveals the presence of any additional
impurities (chemical elements) in the samples, which is why this analysis was chosen.

The mapping results show the upper layer of the analyzed samples. A separate
mapping result is created for each chemical component of the composition, which
shows whether any impurities or additional elements are present, as well as the
distribution and concentration of those particles. Alongside SEM or TEM, EDX
analysis is carried out. This provides the general spatial mapping of a sample, as well
as elemental specifics of its near-surface elements. In this process, the sample is
exposed to a high-intensity electron beam of around 10-20 keV, and an energy-
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dispersive spectrometer gathers the X-rays emitted by the material. The elemental
specifics of the sample are provided by the energy of the X-rays produced, which are
traits of the atomic structure of the element from which they are emitted. EDX is
typically used as a bulk characterization method because X-rays are produced to a
depth of around 2 um in the material. One such method involves examining chemical
maps of particle surfaces and cross-sections acquired with SEM/EDX. Information
regarding the properties of the sample, including particle type (such as carbon or
fluoride), layer composition, particle shapes, structure, etc., can be found in chemical
maps and electron micrographs. Fig. 2.4 shows the EDX measurement equipment
Bruker 127 eV and Esprit software for analysis.

3B

(a) (b)

Fig. 2.4 EDX measurement: (a) samples prepared for scanning; (b) Esprit system
analysis

2.5. Electrical potential measurement methodology

Electrical measurements were chosen to measure the electrical potential of each
sample under the action of a force. This approach aims to determine whether the
addition of materials affects the electrical characteristics. To investigate the electrical
properties, five specimen-based devices (samples 1, 2, 3, 4, and 5) were constructed.
Each device consisted of three layers: steel, specimens, and aluminum. Additionally,
the reference [98] conducted similar research and measured the voltage in an open
circuit. Fig. 2.5 depicts the schematic path of the electrical characteristics research of
the devices.

Fig. 2.5 Scheme for measuring the electrical properties of samples
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2.6. Hydrophilicity testing

Hydrophilicity is measured to determine the effect of additional materials on the
water absorption of the sample. This is important because it can affect electrical
characteristics and play a role in hydrolysis processes. The wettability and surface free
energy of the samples were evaluated by measuring the contact angle. Understanding
the wetting behavior of solvents on solid surfaces is essential for improving the
electrical characteristics of the produced samples and examining the intermolecular
communication between the liquid analyte and the piezoelectric solid surface. The
wetting intensity determines the equilibrium between adhesion and cohesion [50].

The impact of adding silver-impregnated activated carbon powder and
functionalized carbon nanotubes to the material composite, aiming to increase its
electrical conductivity and hydrophilicity on the electrosorption capacity of the
electrodes was examined.

The PAC electrode and the silver-impregnated electrode both have contact
angles close to 90°, demonstrating their hydrophobic nature and indicating that silver
impregnation does not contribute to their alteration. However, the contact angle of the
functionalized MWCNT-incorporated electrode dropped to 82°, suggesting that the
addition of functionalized MWCNT increases the hydrophilicity of the electrode.
According to the results [51], the contact angle decreases more slowly than the
electrical conductivity increases.

In the frequency range of 0.1-25.0 GHz, the broadband behavior of the
complicated electrical characteristics of glycerin—water mixtures was examined. Due
to its total miscibility with water, glycerin is a particularly adaptable binding fluid that
can be adapted to a range of fabric qualities. Being non-toxic and antibacterial,
glycerin is perfect for human safety and is found in a lot of soaps, hand creams, and
food products. In addition, it becomes lossy in the 1-2.5 GHz frequency band, making
it useful for attenuating undesired multipath signals. At all frequencies, the actual
conductivity decreases monotonically as the glycerin content increases. Similarly, as
the glycerin—water ratio increases, a steepening of the dispersion is observed. At
frequencies above 10 GHz, conductivity increases monotonically with both frequency
and water concentration. Moreover, as the percentage of glycerin to water increases,
the slope of the conductivity change with frequency decreases noticeably. The
findings demonstrated that the conductivity of the water mixtures at 0.5, 2.0, and 5.0
GHz glycerin combined with water and 0.9% rises from low values to a maximum
and then falls to lower values as the water content rises. Differences between the saline
and water situations become more noticeable when the concentration surpasses 60%
and start to appear when the concentration exceeds 30%. The near-complete binding
of water to proteins and long-chain molecules at lower water concentrations was
identified as the cause of this reaction, as it restricts the mobility of ions necessary for
electrical conduction. There are not enough open water molecules to permit ion
movement unless the water content is increased [53].

The wettability and surface free energy of the samples were assessed using
contact angle measurements. Fig. 2.6 shows the schematic routes for measuring the
angles. Understanding the wetting behavior of solvents on solid surfaces is essential
for studying the intermolecular communication between the liquid analyte and the
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piezoelectric solid surface, as well as for enhancing the electrical characteristics of the
produced samples. The balance of forces between adhesion and cohesion is
determined by the degree of wetness [50].

Water or Li
; inzes > y R
Light source glycerin Lan;era Computer with results
Specimen ‘ l
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e

Fig. 2.6 Hydrophilicity measurement scheme: (1) drop on samples, (2) coating base,
(3, 4) convex double lenses, (5) Guppy CMOS camera, and (6) software system

A contact angle measurement technique was used to evaluate the wettability of
a surface by a liquid. Fig. 2.6 shows the schematic routes for measuring the angles
using a contact angle geometer for the determination of the contact angle between a
drop of liquid on a solid surface (Faculty of Mechanical Engineering and Design,
Kaunas University of Technology). The process involves placing a droplet of liquid
on a surface and measuring the angle formed between the droplet’s edge and the
surface. A low contact angle (below 90°) indicates a hydrophilic surface, while a high
contact angle (above 90°) suggests a hydrophobic surface.

Moreover, biosensing elements often require hydrophilic surfaces to ensure
efficient interaction with biological molecules, which are typically dissolved in
aqueous solutions. A hydrophilic surface attracts water and, consequently, the
biological molecules in it. This facilitates contact between the molecules and the
sensor’s detection layer, enhancing sensitivity. Furthermore, the force balance
between adhesion and cohesion can be determined by the degree of wetting [3]. In
this research, to understand how solvents wet solid surfaces and what is intermolecular
communication between the liquid analyte and the piezoelectric solid surface, a set of
five repeating measurements was performed with each liquid, water and glycerine,
and the average angles were used for the final evaluation of hydrophilicity.

2.7. Piezoelectric coefficient (ds3) measurement

The piezoelectric characteristics (D coefficient) are measured to determine the
influence of additives and manufacturing technology on the samples. The
manufacturing process and materials are selected to maximize the D constant. This
constant is one of the most important properties for the application of a functional
element in the piezoelectric field. The D constant is related to large mechanical
displacements, typically found in motion transducer equipment. Conversely, the
coefficient can also be considered as related to the load placed on the electrodes under
mechanical stress. The piezoelectric effect is an interaction between the mechanical
and electrical behavior of the material, and, to a linear approximation, this interaction
can be described by the following expressions [80]:

S =SET + dE; ¥
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D =¢eTE +dT; (3)

where E is the electric field strength, D is the dielectric displacement, T is the
applied stress, S is the strain, s is the compliance, and ¢ is the permittivity.

The superscripts E and T are used to indicate values determined at constant field
and stress, respectively. The above equations are generalized, without the directional
notation [29].

The constant d is related to three important properties of the material, according
to the following equation [80]:

d = k\/gogkTsE (C N71). (4)

In this formula, k is the electromechanical coupling coefficient, k' is a dielectric
constant under constant tension, and s is the elastic correspondence (10 m N) in the
constant electric field. The following are the two main constants [80]:

d3q = k31 €okist; (CN71); (5)
dss = ka3 goki s (CN71). (6)

The d constants are related to large mechanical displacements commonly found
in motion transducer equipment. Conversely, the coefficient can be considered to be
related to the load assembled on electrodes under mechanical stress, ds3 applies when
the force acts in three directions—parallel to the axis of polarization—and acts on the
same surface from which the load is taken. ds; is applied when the load is collected
from the same surface as dss, but the force acts perpendicular to the axis of
polarization. They are known to have the following empirical connection [80]:

d33 = _2,5 X d31. (7)

The piezoelectric charge coefficient connecting the electrical charge generated
per piece area with the mechanical force is applied and calculated by coulombs-
Newton units (C N). This constant is most commonly used for the evaluation of
piezoelectric materials [80]:

__ Strain developed __ Charge density (open circuit)

Applied field - Applied stress (8)

PVDF-based thin films were prepared from DMSO solvent at 90 °C. Granulated
PVDF was dissolved in DMSO, while HA and AgNO; were dispersed in DMSO at
room temperature. The solutions were mixed uniformly and poured onto the substrate
at room temperature. The films were then dried at 65 °C for approximately 3 hours.

The ds; constant was measured using the PolyK Quasi-Static Piezoelectric ds3
Meter (Fig. 2.7). A schematic of the piezoelectric constant is presented in Fig. 2.8.
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Fig. 2.7 PolyK Quasi-Static Piezoelectric dsz Meter

Nozzles of Piezoelectric
measure sample

Aic piezoelectric d33 meter
1

Fig. 2.8 Schematic of the piezoelectric constant dss by PolyK Quasi-Static
Piezoelectric dss Meter

2.8. Surface roughness measurement methodology

Surface roughness is measured by evaluating the differences in the height of
surface particles in the relief. During scanning, these characteristics are assessed by
selecting a point on the sample, which can affect other properties. The surface
roughness of a film affects its mechanical properties [73]. The surface texture of an
object is a key factor that greatly influences the wear resistance, fatigue life, and
friction characteristics of individual components.

Fundamental surface parameters, such as waviness and surface roughness, are
important features of the object that significantly affect the wear resistance, fatigue
life, and friction characteristics of the components [84].

Surface roughness has been extensively researched as a major component of
surface texture, although tactile surface texture has received significantly more
attention. There are two methods for measuring surface roughness: touch and non-
contact. Contact methods rely on repulsive mechanical contact with the test surfaces
and are often immune to external interference. In contrast, non-contact methods,
which are distinguished by their great sensitivity to the surface height and slope,
measure the surface in a non-destructive manner [85].

The amplitude, frequency, and amplitude-to-wavelength ratio (a/A) of deviations
from the typical surface form in the vertical direction can be used to quantify the
roughness of the physical characteristics. The surface roughness of thin films is
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frequently represented by average roughness values. For ultra-thin films, the
size/wavelength-to-material ratio (Str) and the interfacial area ratio (Sdr) were created
[64, 86].

The homogeneity of surface texture is gauged by the Str parameter. The value
is calculated by dividing the horizontal distance in the direction of the slowest
decrease by the horizontal distance in the direction where the autocorrelation function
reduces to the value [s]. A measure of the correspondence between an image displayed
at various coordinates and the original image is called the autocorrelation function in
image processing. The autocorrelation function is determined using the following
formula [86]:

Sai

— ©)
vl [

The Sdr represents the increase in surface area of a texture (within a defined
area) relative to the plane definition area. This parameter is expressed as a percentage.
The Sdr value increases with surface slope, while a perfectly level surface has an Sdr
of 0 [86, 87]. It is defined as:

Sdr = %[ffA <J1 o (200" (22l 1) dxdy]. (10)

The experiments were conducted using the VR series ONE-SHOT 3D.

Str =

2.9. Multifractal spectra measurement methodology

Multifractal spectra reveal the microscopic distribution and structural
complexity of materials. This analysis is crucial for assessing the quality and
homogeneity of our samples. The analysis is performed using SEM images. In the
context of the PVDF B phase, these spectra show the distribution of local particle
density moments, which directly affects the heterogeneity of the material. Since it
enables the thorough characterization and comparison of the complexity of various
material structures and natural processes, multifractal analysis is essential in the
context of materials. By employing this technique, traits that might not be apparent
using traditional methods can be identified. Multifractal analysis is used to investigate
the heterogeneity, pore distribution, grain shapes, and other structural elements that
affect the physical and chemical properties of materials [88, 89]. It also enables the
identification and quantification of material variability, opening new perspectives for
assessing material quality and processing. In the context of material testing, this
method can be particularly valuable for identifying and analyzing structural diversity,
which directly affects material properties such as strength, elasticity, or conductivity.

2.10. Dynamic investigation methodology

Dynamic measurements are needed to determine whether the functional
elements are working and can detect vibrations. The aim is to assess whether AgNO;
and HA gradually amplify the signal. Sensors such as an accelerometer, a laser
distance meter, and both contacts of our recently developed functional element were
used to collect data. The samples were evaluated by measuring the output signal and
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using a sinusoidal signal with the first resonant frequency of 11 Hz (plate frequency).
Five metal plates, each covered with various PVDF materials, were tested. Following
the addition of a thin layer of copper, two wires with contacts on both sides—on a
copper plate and a metal plate—were soldered. A multimeter was used to verify the
insulation, ensuring no short circuits. The samples used in this study are illustrated in
Fig. 2.9.
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Fig. 2.9 Samples prepared on steel plates coated with different PVDF materials with
a conductive copper phase on top and contacts

Fig. 2.10 displays the experimental configuration. Clamps (6) were used to
secure the copper film and the PVDF-covered metal plate (7) to the vibrator (8). A
sinusoidal signal for the vibrator was produced using the UNI-T UTG1022X signal
generator (3) (Uni-Trend Technology Ltd., China) and VEB Metro LV103 signal
amplifier (4). The vibration parameters (to detect vibration, mV) were detected using
the KD35 vibration accelerometer (RFT GmbH, Schwabmiinchen, Germany), which
is not shown in the picture. The amplitude of the vibration of the metal plate and its
end was measured using the LK-G82 laser distance meter (5) (Keyence, EImwood
Park, New Jersey, USA). Data from three sensors were collected using the PicoScope
3424 oscilloscope (2) (Pico Technology, Cambridgeshire, UK). The PicoScope

6.14.69 software program, connected to PC (1), was used to analyze the data.
2 3 4

0 Noy »n

Fig. 2.10 Experimental setup with key hardware components: (1) computer, (2)
oscilloscope, (3) signal generator, (4) signal amplifier, (5) laser distance meter, (6)
clamps, (7) PVDF-covered metal plate, (8) vibrator
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2.11. Four-point probe measurement methodology

A four-probe measurement was chosen to evaluate the resistance results of the
samples. An ultra-high impedance voltmeter can be used to measure the voltage drop
(V) across the inner probe pair, while the current (I) flows through the outer probe
pair. Therefore, the current flowing through the sample causes a measured voltage
drop across the semiconductor surface. During the measurement process, four equally
spaced probes come into contact with the material and the electrical resistance
measurement begins.

Due to its excellent precision and minimal sample preparation requirements,
four-point probe characterization is a widely used technique in materials science to
investigate the electrical characteristics of solids and thin films [55]. Novel nanoscale
and biomaterials have been developed as a result of the rapid scaling of electronic
devices [56].

In materials science and the semiconductor industry, four-point probe
characterization is a common technique for examining the electrical characteristics of
solids and thin films due to its high precision and minimal sample preparation
requirements. The basic principle is quite straightforward: a voltmeter with very high
resistance is used to detect the voltage drop across the inner pore of the probe after a
current is allowed to pass through its outer pore. As a result, the measured voltage
drop (V) occurs mainly at the surface of the semiconductor due to the current ()
flowing through the sample. When measuring semiconductor crystals or thin films,
the current essentially flows through three channels, namely the surface state, the
surface space charge layer, and the bulk state [25].

Various measurement modes have been developed for the traditional four-point
probe, including the Van der Pauw mode, square mode, collinear mode, dual probe
configuration mode, and other modes [25, 57, 58]. Among these, the collinear mode
is widely used, and the principle of the collinear four-point probe method is presented
in Fig. 2.11.
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Fig. 2.11 Four-point probe method: | is the current applied between the outer probes
(1, 4), U is the voltage between probes 2 and 3, and R is the sheet resistance

A voltameter with ultrahigh impedance can be used to measure the voltage drop
(V) across the inner probe pair, while a current (1) flows through the outer probe pair.
Consequently, the current flowing through the specimen causes the measured voltage
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drop to occur on the semiconductor surface. Then, the four-point probe resistance (R)
is [25]:

R=7 (1)
4pp __ L 25-1Y.

Rop™ = o In ( S+r )’ (12)
fop _ L (L)

Ryp™ = oy n (s+r Zs—r)’ (13)

where:

s — the spacing between adjacent point contacts;

r — the radius between adjacent point contacts;

oslay, — uniform sheet conductivity of the specimen under measurement.

Since the r is tiny compared to the probe spacings, it is disregarded. The
following formulas can be used for the calculation [25]:

4 U In2

Rob = 7= mo0 (14)
dpp _ U _ 1

Ryp™ = I~ 2msop’ (15)

In this study, the Model 4200-SCS Semiconductor Characterization System
(Keithley, Tektronix, Bracknell, United Kingdom) was used for the four-point probe
measurement. Fig. 2.12 presents the equipment.

|

Fig. 2.12 The four-point probe method measuring equipment: (a) specimen
measurement; (b) Model 4200-SCS Semiconductor Characterization System

As part of the measurement process, four equally spaced probes are brought into
contact with a substance whose resistance is unknown. The volume resistivity can be
calculated using the formula [25]:

In2 I
where:
P — volume resistivity, Q-cm;
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V — the measured voltage, V;

| — the source current, A,

t — the sample thickness, cm;

k — a correction factor based on the ratio of the probe to wafer diameter and on
the ratio of water thickness to probe separation.

To obtain the best measurement results, the probe must be placed in the center
of the sample. One of the disadvantages of this method is that the specimen can be
damaged.

2.12. Synthesis of hydroxyapatite (HA)
The chemical structures of PVDF, HA, and AgNOs; are shown in Fig. 2.13.
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Fig. 2.13 Visualization of the chemical structure of (a) HA, (b) PVDF, and (c)
AgNO3

The production method for artificial HA in our investigation is depicted in Fig.
2.14. Phosphorus pentoxide (P20s) and calcium nitrate tetrahydrate (Ca(NO3).4H0)
were employed as precursors in a 10:3 molar ratio. (1) Ten milliliters of ethyl alcohol
(C,HsOH) and distilled water were used to dissolve Ca(NOs).4H,0 and P,Os. (2) The
product was agitated at 400 rpm for 2 hours. (3) The gel formed near the bottom of
the dish. (4) The gel was then allowed to air dry for 20 hours at 120 °C. (5) Heat
treatment was carried out for 15 hours at 850 °C for sintering. This method is similar
to the one described by [108, 109].

4

5
at 120 °C for 18 hours at 850°C for ]_'5 hours

Distillated water

Fig. 2.14 Synthesis of HA via the sol-gel method
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2.13. Chapter conclusions

1. The characterization of the piezoelectric potential of the material can be
analyzed through various methods, including SEM, surface roughness, multifractal
spectra analysis, vibration parameters, ds; constants, 4-probe electrical measurements.
SEM was used to study the morphology of the developed composites. The surface
roughness methodology and its influence on the electrical characteristics are
examined. Additionally, multifractal analysis was used to study material
heterogeneity, pore distribution, grain shapes, and other elements affecting the
physical and chemical properties of the material.

2. For dynamic research, a sinusoidal signal was generated using a signal
generator and a signal amplifier. Vibration parameters were determined using a KD35
vibration accelerometer. The vibration amplitude of the metal plate and its end were
measured using a Keyence laser distance meter. Three sensors were used to collect
data using a PicoScope 3424 oscilloscope. The data analysis was performed with
PicoScope 6.14.69 software, connected to a computer.

3. The wettability and free surface energy of the samples were evaluated using
contact angle measurements. The piezoelectric effect, which describes the interaction
between the mechanical and electrical behavior of a material, was investigated. The
d33 constant was measured using a PolyK Quasi-Static Piezoelectric d33 meter.

4. The 4200-SCS semiconductor characterization system was used for four-
point probe measurements. In materials science, the four-point probe measurement is
a typical method for measuring the electrical characteristics of solids and thin films
due to its high accuracy and minimal sample preparation requirements. During the
measurements, four equally spaced probes make contact with a conductive surface to
perform a four-point probe measurement.
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3. SYNTHESIS AND ANALYSIS OF PIEZOELECTRIC PVDF
COMPOSITE MATERIALS

This dissertation aims to create a piezoelectric composite material based on
PVDF with a cybersecurity model. The objectives include synthesizing PVDF by
inserting HA, GO, and AgNO; nanoparticles to create a piezoelectric composite
characterized by B-phase transformation. The study also aims to evaluate the influence
of HA, GO, and AgNOs nanoparticles and their different compositions on the
electrical, mechanical, and morphological properties of the piezoelectric composite.
Since the phase transformation of PVDF is very important for these properties, a
solvent casting method, along with materials that promote phase transformation, is
selected. The properties of the materials are determined experimentally by measuring
SEM, FTIR, vibration measurements, electrical characteristics, piezoelectric
properties, hydrophilicity, roughness, and other characteristics.

3.1. Development of PVDF-based materials with hydroxyapatite (HA) and
silver nitrate (AgNQO:)

This section describes the fabrication process of the functional element. The
selected suitable materials for this element are PVDF, HA, and AgNOs, with the
solvent casting method chosen for fabrication. The non-toxic solvent DMSO is used
in the process. This fabrication method and materials were chosen to increase the beta
phase, which is very important for cybersecurity and piezoelectric properties. The
results of the composites with PVDF, HA, and AgNO; are presented.

3.1.1. Preparation of PVDF/HA/AgNO3; composites

Chemicals in the liquid can more easily penetrate holes for a better surface.
There is less carrier transport resistance in thin film dielectrics with smoother surfaces
[64, 83]. For this reason, the solvent casting process is used for sample preparation.

DMSO is used as a solvent at an ideal temperature of 90 °C to create films. To
create a homogenous solution, PVDF beads and a DMSO solvent were first combined
and dissolved at 90 °C for 5 hours. At room temperature, AgNOsz and HA were
similarly dissolved in a DMSO solvent and agitated for one to two minutes to ensure
equal dispersion. After mixing all the ingredients and pouring the solution onto the
basis, the film is created using forming rods and dried in an oven at 65 °C for 3 hours.
The entire preparation process is depicted in Fig. 3.1, while Table 3.1 provides a list
of the precursor values.
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Fig. 3.1. Synthesis scheme of composite solid films with PVDF/HA/AgNO;

Table 3.1. Concentrations and recipes of samples with PVDF/HA/AgNO3

Sample No. PVDF (g/ml) HA (g/ml) AgNOs (g/ml)
1) 0.5g./2ml. 0.05g./1ml. -

(2 0.5g./2ml. 0.10g./1ml. -

3 0.59./2ml. - 0.2g./1ml.

4 0.59./2ml. 0.05g./1ml. 0.2g./1ml.

(5) 0.5g./2ml. - -

Five samples—0.05 g HA:0.5 g PVDF (1), 0.1 g HA:0.5 g PVDF (2), 0.2 g
AgNOs:0.5 g PVDF (3), 0.5 g HA:0.5 g PVDF:0.2 g AgNOs (4), and 0.5 g PVDF
(5)—were prepared at 90 °C for 5 hours until the colloidal phase was achieved, taking
into consideration the initial characteristics of HA, PVDF, and AgNOs. After applying
200 pL of the liquid samples to create the films, the thin layer was rolled out and
allowed to dry at 65 °C. DMSO proved effective, and because of its ice phase at
ambient temperature, heat treatment was carried out at 90 °C. PVDF acted as a matrix,
whereas HA and AgNOs; served as reinforcements in the five types of produced
composites (samples 1, 2, 3, 4, and 5). DMSO was used as a solvent due to its low
toxicity and alternative nature [59, 60]. Large volumes of PVDF can dissolve in
DMSO, a non-toxic solvent with low toxicity, at room temperature or slightly higher
temperatures [60]. The production of composites with DMSO has a well-established
history in the literature. For instance, a pleasantly scented form of DMSO was used
to phase separate a compound based on polyethersulfone (PES) [59]. Additionally,
kinetic and thermodynamic analyses, as well as the impact of various PVVDF quantities
on the physicochemical characteristics of the composite, have been investigated [3,
38].

3.1.2. Investigation of crystallinity parameters and particle size by X-ray
diffraction

As shown in Fig. 3.2, X-ray diffraction of the samples in solid film mode was
carried out in the 20 range between 10° and 80°. It is important to note that samples
1, 3, and 5 show mixed amorphous and crystalline phases and did not exhibit complete
crystallization. This could be attributed to the PVDF content and the low heat
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treatment temperature of 80-90 °C [61, 65]. PVDF is divided into two phases: o and
B. The orthorhombic symmetry (Cm?m space group) is associated with the B-phase,
while the monoclinic symmetry (P21/c group) with the a-phase [66]. The original -
phase of PVDF was used in this study, as confirmed by the sharp broad main peaks at
260 = 19.89°, 21.20°, and 20.38° [68]. Additionally, the amorphous phase and the
overlap with the a-phase (020) can cause the a-phase (020) to be monoclinic PVDF.
The solute-solvent reaction is responsible for this [52]. The XRD patterns were
consistent with the results of previous studies that used DMSO as a solvent and
achieved the maximum percentage of $-phase in PVDF thin films when annealed at
90 °C for 5 hours [78]. Alternatively, Imtiaz Noor Bhatti et al. used acetone as a
solvent and obtained a similar result to Satapathy, but they noted that 26 = 20.3° is
part of the B-phase [44]. Dipolar interactions between C=0 and CH2-CF2 in DMSO
and PVDF are responsible for the absence of the crystalline phase [45]. The B-phase
of PVDF contributes to the faint peaks observed in samples 1, 3, and 5 at
approximately 37.92° and 44.05°, respectively. Furthermore, the usage of HA as
reinforcement leads to the mixed amorphous and crystalline phases observed in
samples 2 and 4. The weak hydrogen bonds C=0....H-C may be the cause of this, as
they both disrupt the interchain forces of PVDF:HA when the phases are combined
[46]. The HA evidence is confirmed by the strong peaks at 260 = 31.15° and 31.23°,
which are attributed to HA. Two peaks appear in this region because the amorphous
phase is present in all XRD patterns, and the peak positions of AgNO; fall between
20° and 25°; thus, the overlap of this amorphous region causes the AgNO; peaks to
occur. However, quantitative X-ray EDAX analysis can be used to examine the
presence of AgNO:s.
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Fig. 3.2 X-ray diffraction results of samples with PVDF, HA, and AgNO3

54



3.1.3. Investigation of chemical properties and g-phase transformation by
Fourier transform infrared (FTIR) spectroscopy

The next stage of the study was analyzing the material’s FTIR spectra, as shown
in Fig. 3.3. These spectra indicated that bands associated with the o and B phases of
PVDF were more prevalent, particularly at 537, 724, 734, and 895 cm™! [25, 71]. The
FTIR spectra of samples 1, 2, and 5 showed excellent agreement. However, there are
minor variations in the transmittance percentage because sample 1 has more PVDF
than samples 2 and 5. Considering the amorphous phases of the samples, the main HA
compositions, such as PO_4/(3-), can overlap with the PVDF a- and -phases due to
the influence of PO_4/(3-) in the vibrational modes [47, 48]. When comparing the
PVDF spectrum with the spectra of pure HA, a noticeable decrease in the strength of
the bands in the PO_4 ~ (3-) region formed by HA was observed, where the a-phase
was significantly reduced. The PVDF B-phase, located at 1193 cm?, helped to
strengthen the band at 1046 cm-1, which should have been present in the HA spectra
of the composition from the beginning. In all samples, the spectra in the range of
1375-1982 cm! are assigned to C-O bonds [49]. Additionally, the C-F bond may be
responsible for the stretching band around 1340 cm™' [52]. Furthermore, the -OH
groups of the HA components have shown that PVDF exists, which may account for
the large range of wavenumber values from 2787 to 3548 cm™! [99]. Since both the
composition content and crystallization temperature were low (90 °C), and the
sintering and crystallization temperatures of HA and AgNO; were higher than ~500
°C, their presence did not have a remarkable effect on the FTIR spectrum [100]. To
transfer the phase and components of the composites, the FTIR results complied with
the XRD results.
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Fig. 3.3 FTIR spectrum results of deposited thin films
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The presence of both phases (o and ) was observed in the FTIR diagrams. To
determine the proportion of the B-phase present in each sample, the IR absorption
bands at 763 and 840 cm™!, characteristic of the a- and - phases, respectively, were
observed. Table 3.2 presents the B-phase concentrations and calculation data for the
samples. Higher B-phase concentrations were observed in the PVDF/HA/AgNO;
sample, while PVDF showed the lowest concentration of the B-phase. The results
demonstrate that the addition of additional phases such as HA or AgNOs; affects the
B-phase transformation in the composites.

Table 3.2. B concentrations of samples with PVDF, HA, and AgNO;

Sample a(cm™) | p(ecm™) | K(~840/763) | B (%)
PVDF/0.05HA 103.63 85.85 ~1.1 42.95
PVDF/0.1HA 99.78 86.23 ~1.1 43.99
PVDF/AgNQO3 87.11 64.56 ~1.1 40.25
PVDF/HA/AgNO; 90.80 94.14 ~1.1 48.52
PVDF 83.79 60.94 ~1.1 39.80

The B-phase measurement was performed using IR absorption. According to the
Lambert-Beer law, the relative fraction of the  phase was calculated for each sample.
Fig. 3.4 presents the peaks of the o and 3 phases for each specimen.
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Fig. 3.4 FTIR spectrum peaks of a and  phases

This calculation results in the ferroelectric phase accounting for about 50% of
the total crystalline phase of the nanoparticles. From the combined analysis of X-ray
diffraction and IR spectroscopy experiments, a ferroelectric response was observed.

3.1.4. Morphology investigation with a scanning electron microscope (SEM)

SEM was used to examine the materials morphologically, and Fig. 3.5 shows
the 3D images that were produced. As a result, it is evident that for sample 1, PVDF
serves as both the matrix and the nucleation, and HA development on the PVDF
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happens concurrently. Although X-ray diffraction could not be used to assess the size
of the nanocrystallites because of the amorphous phases, the SEM images of samples
1 and 2 show spherical HA with diameters of approximately 25 um and 5 pum,
respectively, which can be predicted in comparison to pure PVDF. The HA:PVDF
composite was made using an electrospinning technique, and it is important to note
that the HA particles were nucleated on the PVDF and served as reinforcement [101].
Additionally, the comparable composition of samples 1 and 2 is linked to the
similarity of their photographs. Since only a small amount of AgNOz was used in the
fabrication of sample 3, it was observed that the integration of AgNO3; was adequate,
with good dispersion of these particles in the skeleton. The size of the nucleated
particles in sample 4 decreased when all three constituents of the composites—PVDF,
HA, and AgNOs—were present. This phenomenon was noted for composites with
PVDF as the primary component [21]. These minor variations between samples may
be due to the evaporation rate and the use of DMSO as a solvent, which can alter
conductivity and increase viscosity. The SEM image for sample 5 (PVDF alone)
shows a uniform structure. When irregular porosities were created in the composites,
the PVDF strand morphology was observed. The properties of the tetoxy solvent used
(DMSO), particularly its polarity and the low temperature at which it was applied,
may be the reason for the present results. This is because DMSO is a polar aprotic
solvent that is miscible with various organic solvents and dissolves both polar and
non-polar molecules, making it suitable for all the components that were chosen. In
this case, the strong dipoles of the C-F bond in the molecular chain of PVDF and the
amorphous phase rotate due to the polarity of DMSO, reducing the energy barrier for
the development of the extended trans conformation [102, 103]. Therefore, during the
thermal activation process, the PVDF may not be able to freely flow on the surface
due to the high molecular weight of the composites.

Since the PVDF has a crystalline shape and the molecular chains are free to
wander around and lack a stable structure, which adversely affects the electrical
properties, it was desirable to create an amorphous phase in this study [105]. It is
evident that at low temperatures (90 °C), the reaction energy between the PVDF
molecular chains is higher than the reaction energy of the PVDF:DMSO interaction.
As a result, the crystalline region of PVDF remains essentially passive, and swelling
occurs as the solvent permeates the amorphous region, as seen in the X-ray diffraction
and SEM images.
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Fig. 3.5 SEM images of PVDF/HA/AgNOs samples

3.1.5. Chemical components analysis by energy dispersive X-ray (EDX) method

EDX analysis was used to determine the chemical elements and their
concentrations in the precursors. Fig. 3.6 shows the EDX spectra and quantitative
ratios, with the obtained values listed in Table 3.3. In addition, in this study, the values
presented in Table 4.2 confirmed that there were no impurities in the composite
structure and they were consistent with the chemical compositions of the composites.
A homogeneous distribution of elements is observed in the extracted EDX analysis
values. Furthermore, the chemical elements predominant in the composites were
detected in the EDX analysis: C, O, F, Ca, Ag, and P, which indicates a successful
sample preparation. The small differences in values confirm that the presence of these
elements must be taken into account when preparing the composites. As expected, the
fluorine peak originating from PVDF is particularly intense and visible in all samples.
The Ag spectra were detected in samples 3 and 4, confirming their presence in the
samples. The gold phase detected corresponds to the Au coating required for the SEM
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measurement process. Thus, Ca peaks are visible in the samples where the HA phase
was injected.
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Fig. 3.6 EDX results: 1 — PVDF/0.05HA, 2 — PVDF/0.1HA, 3 —-PVDF/AgNOs, 4 —
PVDF/HA/AgNO;s, 5 — PVDF

Table 3.3 EDX results and component concentrations in samples

Element 1-PVDF/ 2-PVDF/ | 3-PVDF/ 4 — 5-PVDF
0.05HA 0.1HA AgNO3 PVDF/HA/
AgNO3
Norm. Norm. Norm. Norm. Norm.
[wt.%] [wt.%] [wt.%] [wt.%] [wt.%]
Fluorine 42.86 47.49 44.32 42.27 51.59
Carbon 39.75 37.27 28.97 23.95 36.78
Gold 16.78 12.57 7.48 7.69 10.43
Phosphorus 0.18 0.06 0.009
Calcium 0.42 0.22 0.85
Silver 15.52 20.42
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According to Table 4.2, when HA was used as reinforcement, the mass fraction
of fluorine decreased to 42.86% (sample 1) and 47.49% (sample 2). The composition
ratio of the main elements of HA was Ca/P = 2.33 for sample 1 and Ca/P = 3.66 for
sample 2, respectively. AgNO; as a reinforcement component was detected in
composite 3. Furthermore, in sample 4, the addition of AgNO; as an additional
reinforcement decreased the Ca content, but the HA structure remained. These values
were in good agreement with native HA (Ca/P = 1.67) [45, 92, 97].

3.1.6. Study of electrical potential

To investigate the electrical properties, five specimen-based devices (samples
1, 2, 3, 4, and 5) were constructed. Table 3.4 lists the values obtained from the
electrical study. The absence of the active layer HA in samples 3 and 5 is responsible
for the decrease in value. Sample 2 showed the highest energy level, with a value of
approximately 0.12 W/A. Since the composites made from samples 3 and 5 (without
HA) exhibited the lowest energy values, it is obvious that HA is suitable as a
reinforcement to increase electrical durability. This is because of the initial fact that
HA can display piezoelectric capabilities and the semi-empirical, automatically
determined piezoelectric constants can be derived from the crystal structure of HA
[116, 117]. Additionally, it is important to remember that the development of
ferroelectric characteristics by PVDF can also increase mobility and the electric
charge barrier at room temperature [118].

Table 3.4 Energy values extracted for each sample

Sample
Energy 1 2 3 4 5
(W/A) 1 0.08£0.01 |0.12+0.01 | 0.06+0.01 | 0.09+0.01 | 0.05+0.01

3.1.7. Hydrophilic analysis and results

The average angles between the spin-coated samples on the solid film and a drop
of water are displayed in Fig. 3.7. The spin-coated sample 2 on the film had the lowest
angle, with average angle values (0Young) ranging from 52.81° to 62.67°. For all
samples, excellent wetting can be reported if 8 < 90° [104]. It was observed that
sample 2 exhibited the highest surface energy and best matches the liquid [106, 107].
The results indicate that the spin-coated surface of sample 2 has the highest uniformity
and polarity on the solid film.

Angle 62.67° £ 0.01° Angle 52.81° + 0.01° Angle 61.74° £0.01° Angle 55.05° 0.01° Angle 60.44° +0.01°

Fig. 3.7 Droplet imaging and wetting angles of sample on solid films
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3.1.8. Piezoelectric coefficient (ds3) measurement results

As shown in Fig. 3.8, each sample was measured four times with increasing
force in the range [2-5 N]. The PVDF sample had the lowest value on the piezoelectric
meter, measuring 5.6 pC/N at a force of 2 N and steadily dropped. The PVDF/HA
samples had the highest results, with a force of 2 N and a steady drop of 8.8-9 pC/N.
The PVDF/HA/AGNO; sample also showed good results, with a ds; constant of 8.3
pC/N at a force of 2 N. A force of 2 N yielded the finest performance. The “x0.1”
option on the ds3 was selected for film metering. To prevent damage to the sample, the
knob modifies the spacing between the two hemispherical probes, ensuring that the
sample is held securely but not too tightly. Fig. 4.7 displays the meter’s reading of the
dss value for the samples. The meter shows the corresponding dss values. The sample
was then rotated 180 degrees and measured again in the opposite polling direction.
The meter displayed ds; values with opposite polarization. The positive and negative
results should be quite near; if they are not, the knob needs to be adjusted to obtain
the right values. Quantitative analysis of soft polymer films is challenging. Therefore,
the findings of the measurements must be qualitative, and the meter should be used to
compare samples of comparable thicknesses.
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3.1.9. Surface roughness properties and results

Str is the surface roughness level correlation measurement, as seen in Fig. 3.9.
Sample 4 exhibited a Str roughness of 0.605, while sample 2 displayed the highest Str
roughness at 0.814. The samples with the lowest surface roughness findings are 3 and
5. The addition of AgNOs to the sample resulted in a decrease in both Str and Sdr
roughness values.
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Fig. 3.9 Str (texture aspect ratio) and Sdr (developed interfacial area ratio)

The same pattern was observed in the Sdr results. The properties of thin films
are often greatly influenced by surface roughness or the interaction between layers of
different materials. Surface roughness affects many material properties, including
dielectric. The electrical phenomenon can become more complicated if there is surface
roughness or if the particles are unevenly distributed and form an uneven relief. To
reduce the loss of optical and acoustic signals, it is necessary to reduce roughness and
increase uniformity. The surface roughness evaluation is shown in Fig. 3.10. In
sample 2, evenly distributed cluster points result in a higher value, which is influenced
by the distribution of HA particles in the product. In image 1, the addition of the HA
phase was twice as much and therefore it affected the lower surface roughness and the
formation of aggregates, as confirmed by the Str and Sdr results. In samples 3 and 5,
a small height distribution is visible because no solids were added, and the silver phase
in sample 3 was successfully dissolved in the DMSO solvent. For samples 3 and 5,
the height and roughness results were affected only by the forming method, which
caused a slight change in film thickness.
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Fig. 3.10 Surface roughness images of samples 1-5

3.1.10. Multifractal spectra analysis

The singularity spectra for consecutively captured SEM images of materials are
shown in Fig. 3.11. Several distinguishing characteristics can be observed. The slight
differences between the samples may be related to the speed of evaporation and the
use of DMSO as a solvent, which may cause a change in conductivity and an increase
in viscosity. Sample 5 shows a uniform structure (PVDF alone) in the SEM image.
PVDF fiber morphology was observed where uneven porosity was introduced to the
composites. This might be related to the low drying temperature and polarity
properties of the DMSO solvent. This is because DMSO dissolves both polar and non-
polar molecules and is a polar solvent that blends well with a variety of organic
solvents. In this case, the polarity of DMSO encompasses the amorphous phases and
the strong dipoles of the C-F bond in the P\VDF molecular chain, thereby lowering the
energy barrier for creating the extended trans conformation.

An amorphous phase was created for this study because PVDF is in a crystalline
form and the molecular chains are allowed to wander without a defined structure,
which negatively affects the electrical properties. The SEM images indicate that the
reaction energy between the PVDF chains is higher than the contact reaction energy
of PVDF and DMSO at low temperatures (around 90°C). Consequently, the
crystalline portion of PVDF becomes passive when the solvent penetrates the
amorphous portion, causing swelling. As a result, vaporized DMSO in the pores is
evident in the SEM images of samples 1, 2, 3, and 4. The low (not too high)
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temperature promotes the formation of the -phase in PVDF. A morphological study
revealed that the constituent elements were not provided sufficient time or
temperature to achieve crystallization.
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Fig. 3.11 Multifractal spectra of individual images illustrating stable distributions
that suggest a homogeneous structure for samples 1-5

Multifractal spectra for various samples are displayed in Fig. 3.11 to show the
material’s microscopic distribution and structural complexity. In the context of the [3-
phase of PVDF, these spectra demonstrate the distribution of local particle density
moments, which directly affects the material’s heterogeneity [93-95]. The even
distribution of AgNOsand HA in the PVVDF matrix is indicated by the close spacing
or overlap of the particle distribution curves, which is ideal for consistent ferroelectric
and piezoelectric characteristics throughout the sample.

Achieving strong piezoelectric and ferroelectric activity requires the formation
of an ordered B-phase, which may have been facilitated by the annealing process,
according to this uniformity. For chemical and biosensing applications, where a
precise reaction to mechanical or electrical stimuli is necessary, the stability of this
phase is crucial.

At 100x magnification, Fig. 3.11a (100x) illustrates stable distributions of the
spectrum, suggesting a homogeneous structure in the sample. The absence of notable
variations indicates that the sample preparation procedure produced a homogeneous
dispersion of nanoparticles within the matrix. In Fig. 3.11b (500x), the spectral value
slightly increases, which can be a sign of increased structure heterogeneity at higher
magnification. This could indicate that upon closer examination, local variations in
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the distribution of molecules become apparent. A drop in the spectrum seen in Fig.
3.11c (500x2) indicates a change in the structure of the test sample compared to the
earlier ones. The decline could be a sign of uneven distribution or agglomeration of
nanoparticles, which would impact the material’s homogeneity and possible qualities.
Similar to the 100x sample, the spectrum recovers to more stable distributions in Fig.
3.11d (1000x). This would suggest that the material’s structure is stabilizing, which
might be the consequence of improved nanoparticle dispersion at this magnification
level. The material structure gradually changes as a result of the sample preparation
procedure and the impact of the added components (e.g., AgNOs, HA) on the PVDF
structure, as shown in Fig. 3.11e (2000x, 3000x, 10,000x). The observed variations in
the multifractal spectra at different scales can reveal information on how the distinct
constituents affect the material’s heterogeneity and characteristics.

Curves that are closely spaced from one another, even overlapping from left to
right and up to down, indicate that the nanopowder particles in the sample’s liquid are
dispersed correctly. The fluid was improperly prepared if variations in the form and
location of individual curves were observed. The SEM data are used to analyze
multifractal spectra. The sample liquid contains properly distributed nanopowder
particles if the curves overlap in both up and down and left to right directions [96]. If
the liquid is not prepared properly, noticeable differences in the shapes and locations
of the various curves will appear. The liquid was almost homogeneous, resulting in
fairly consistent data. However, noticeable areas of accumulation were present, which
may have caused some curves to shift positions.

Fig. 3.12 presents the multifractal analysis results, which show consistent
singularity spectra in a single plot for each sample. Several distinctive characteristics
can be observed. Significant variations in the form and location of individual curves
are visible in sample 1, where the spectra are displayed. This suggests that there are
accumulations, damaged and transparent parts, or poorly prepared fluid. In sample 2,
multifractal spectra are situated close to one another, even overlapping. In the up-
down and left-to-right directions, the hmin, hmax, and h° values in Fig. 3.12 do not differ
significantly from one another, suggesting that the nanopowder particles are evenly
dispersed throughout the liquid in the sample. The same outcomes are observed in
samples 3, 4, and 5, where the values in both directions remain consistent, suggesting
that the nanopowder particles are dispersed throughout the liquid as intended.
However, due to breakage or transparent portions in some samples, several curves
have varied orientations.
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Fig. 3.12 Graphs showing the juxtaposition of three key points in the multifractal
spectrum (hmin, h°, and hmax) and a graph showing the change in entropy with each
increment for samples 1-5 (a—€)

The numerical data are displayed in Fig. 3.12. The better the mixing and
dispersion of the nanopowder particles, the smaller the hmi, value.

The characteristic values of the multifractal spectrum (hmin, h° and hmax) and
entropy variations are displayed in Fig. 3.12. These values reveal details about the
complexity and structure of the samples. Low hmin and high hmax values may indicate
regions with high and low particle densities, affecting the local heterogeneity of the
sample. The majority of the sample region is characterized by a moderate uniformity
of particle distribution, as shown by high values of h° relative to hmin and hmax. Entropy
change: Entropy is a measure of a system’s disorder or complexity that shows how
annealing alters the structure of the p-phase. A decrease in entropy suggests a more
ordered structure, which is advantageous for ferroelectric and piezoelectric
capabilities. The uniformity of the sensor qualities may suffer from a high entropy,
which could be a sign of a more disordered structure. A steady and uniform B-phase
is essential for attaining the best ferroelectric and piezoelectric characteristics.
Through a suitable distribution of AgNO3 and HA particles in the PVDF matrix, the
annealing process is crucial for fostering this phase, as the observations indicate. The
consistency and dependability of the sensor’s reaction to stimuli are influenced by the
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homogeneity of the [-phase. Structural stability and homogeneity are crucial
characteristics because chemical sensors must accurately detect changes in the
environment. A decrease in the hmin value of the 500x2 signifies a drop in local
homogeneity findings and suggests that the structure of the sample has changed. The
presence of regions with greater heterogeneity may be indicated by an increase in the
hmax Value, which is important for comprehending how operations like annealing affect
the material. The degree of disorder and structural complexity is reflected in changes
in entropy for individual samples. The observed decrease in entropy and concurrent
fall in hmin values in sample 500x2 may suggest that the structure becomes more
organized, but with a greater degree of local particle aggregation.

3.1.11. Dynamic investigation results

The data were collected using various sensors, including an accelerometer, a
laser distance meter, and both contacts from our recently developed sensor. Five plates
with different PVDFs were examined experimentally. They were all evaluated under
the same conditions, which included measuring the output signal for each one and
utilizing a sinusoidal signal with a first resonance frequency of 11 Hz (the plate’s
frequency). The findings are displayed in Fig. 3.13.
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Fig. 3.13 Data collection from three sensors: accelerometer (1), laser rangefinder
(2), and both contacts from our newly created sensor (3); (a) signals using the 1st
newly created sensor, (b) signals using the 2nd newly created sensor, (c) signals
using the 3rd newly created sensor, (d) signals using the 4th newly created sensor,
(e) signals using the 5th newly created sensor

The results show that our recently developed functional elements are operational
and capable of vibration detection. The lowest signal, 17.18 mV, can be produced
using the PVDF functional element. Sample 2 (PVDF/0.1HA) can generate a slightly
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higher signal at 19.46 mV. The functional element in sample 4 (PVDF/HA/AgNO3
may produce the highest signal at 21.56 mV, while the PVDF/AgNQO; functional
element may provide a signal with an amplitude of 20.83 mV. The PVDF/HA/AgNO;
functional element produced the strongest signal. AgNOs; and HA are two other
substances that progressively boost the signal. All samples were subjected to the same
tests.

3.1.12. Chemical components analysis by mapping method

Table 3.5 shows the distribution of components F, Ag, Ca, and C on the surface
of the sample. The results revealed that the top layer of the analyzed samples consisted
of major chemical elements such as carbon, fluorine, silver, calcium, carbon, and
phosphorus. In addition, no impurities or additional elements were detected. Further
analysis revealed that the sample without HA (sample 1) was free of calcium and
phosphorus. It was also found that the sample without AgNOs; (sample 2) did not
contain elemental silver. The observed results support the idea that the proposed
solvent casting method (using DMSO as a solvent) is suitable for the development of
PVDF/0.05HA, PVDF/0.1HA PVDF/AgNOs;, PVDF/HA/AgNOs;, and PVDF
composites. The distribution of particles, such as Ag, shows a uniform distribution,
indicating good preparation of the composite. However, the distribution of the HA
phase, while uniform, is not completely homogenous. This is due to the phase’s
insolubility in the solvent, causing these particles to distribute in the sample according
to the principle of mixing, which may result in clustering.

Table 3.5 Mapping results of four specimens

Specimens
Ch. 2 4 4 5
El. PVDF/0.1HA PVDE/gsA/Ag PVDF/HA/AgNOs PVDF

) ..-

Ag
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3.1.13. Conductivity resistance investigation

This subsection discusses the impact of PVDF, HA, and AgNOs on the electrical
resistance of composite films. Fig. 3.14 displays the electrical measurement results of
four-point probe pulses.
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Fig. 3.14 Results of electrical measurement of four-point probe pulses: sample
1 - PVDF/0.05HA, sample 2 — PVDF/0.1HA, sample 3 — PVDF/AgNOs3, sample 4 —
PVDF/HA/AgNOQ3z, sample 5 — PVDF

Four-point probe pulse measurement of the composite containing
PVDF/0.01HA (sample 1) showed an average electrical resistivity of this composite
of 10.16 x 10° Qm and a peak of 11.13x107° Qm. The incorporation of HA into the
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composite increases the electrical resistivity. A larger change was observed with the
addition of the AgNOs additive, with the highest peak recorded at 12.54 x 10° Qm.

The maximum increase in electrical resistance, reaching 12.96 x 10° Qm, was
observed after adding all the materials. These results indicate that both AgNO3 and
HA can influence the electrical properties of the composite. In addition, AgNO3 can
lead to the formation of ionic species that can contribute to the overall conductivity.
The results of sample 5 also show that the absence of phases had an impact on the
decrease in electrical resistance. The sample containing only PVDF showed the
highest result of 10.45 x 10°¢ Qm. It is important to note that the conductivity
resistance can also be influenced by other factors, such as the dispersion of additives
in the composite and the processing conditions used. However, further studies are
needed to elucidate the exact mechanisms responsible for the observed changes in
electrical properties.

3.1.14. Mathematical model of dynamic investigation

The dynamic mathematical model uses COMSOL Multiphysics software. The
goal is to determine the electrical potential of a frequency-stimulated material and
compare it with the physical results obtained. A piezoelectric composite simulation is
selected. The mathematical model consists of a deformed polymer composite model
and a mathematically described composite. According to the provided geometric
design parameters, a 2D finite element parametric model is performed in COMSOL,
as shown in Figure 3.15. The composite material parameters are calculated according
to the material property formulas. The piezoelectric cantilever 2D models are created
using the Solid Mechanics module. The piezoelectric material PVDF parameters are
sourced from COMSOL, and the composite additive material parameters were
calculated. For the geometric model, fixed constraint boundary conditions are added
to the fixed end of the beam, while the other ends remain free. The numerical model
was created using the parameters determined for the PVDF/0.05HA/AgNO3 sample,
as shown in Table 3.6. Other models were determined and calculated based on their
composition in the same way.

Table 3.6 Parameters for the numerical model of the PVDF/0.05HA/AgNO; sample

Specimen Density | Size os
thickness |Extract- | dss, 10 Mass, | kg/m?® specim
(piezoele- |ed 2C/N g ens,
Sample ctric energy (Force, daz mm
layer), (WIA) 2N)
mm
PVDF/HA/AgNO; | 0.18 0.09 8.3 3.32 /019 |0.08 30x80

Natural frequency and deformation analyses were used to verify the model. The
produced samples, with a thickness of 300 um, exhibit low resonant frequencies.
Accordingly, at 11 Hz, the sample was stimulated to create the first eigenvalue, with
the dynamic results indicating vibration at 11 Hz vibration mode 1. The theoretical
results from COMSOL Multiphysics are presented in Fig. 3.15, which shows the
electrical potential of the samples. Table 3.7 presents a comparison of the theoretical
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and practical dynamic results, as well as the error in the theoretical and practical
electric potential for each sample.

Table 3.7 Theoretical and practical values comparison of dynamic investigation and
electrical potentials

Model/ PVDF/ PVDF/ PVDF/ PVDF/HA/ PVDF
Samples 0.05HA 0.1HA AgNO3 AgNO3
Measured | A19.46 mV | A19.61mV A20.83mV | A2456 mV | A17.18
electrical mvV
potential
results
Comsol A21.04 mV A21.66 mV A22.9 mV A23.8 mV A19.77
theoretical mvV
electrical
potential
results
Error % 7.5% 9.46% 9.03% 3.19% 13.10%

The error in the results ranged from 3.19% to 13.10%, with the lowest error

observed in the PVDF/HA/AgNO; sample.
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Fig. 3.15 Surface electrical potential of samples at a frequency of 11 Hz and
deformation of the functional element
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The simulation results showed an electric potential ranging between 19.77 to
23.8 mV. The composite can detect vibration. The highest electric potential results
were shown by the PVDF/HA/AgNO; sample, reaching 23.48 mV. Therefore, the
addition of the additional phase affects the electric potential. The PVDF sample alone
showed an electric potential of 19.77 mV.

3.2. Development of PVDF-based materials with hydroxyapatite (HA),
graphene oxide (GO), and silver nitrate (AgNOs)

This section investigates the influence of GO on the piezoelectric, electrical, and
morphological properties of a PVDF-based composite for sensing applications. The
focus is on the fabrication process of a functional element composed of PVDF, HA,
GO, and AgNQs;. The solvent casting method and non-toxic solvent DMSO were
chosen for the fabrication of the functional element. This fabrication method and
materials were chosen to increase the beta phase, which is very important for data
protection and piezoelectric properties. The results of composites with PVDF, HA,
GO, and AgNO; are presented in this section.

3.2.1. Preparation of PVDF/HA/GO/AgNO; composites

The films were prepared using DMSO as a non-toxic solvent at 90 °C. The
PVDF beads and DMSO solvent were first dissolved at 90 °C for about 5 hours until
a homogeneous solution was formed. The AgNOs, GO, and HA components were
then dispersed in the DMSO solvent at room temperature and stirred for 1-2 minutes
until evenly distributed or dissolved. Finally, all components were mixed and poured
onto the electrode substrate. The film was then formed using forming rods and dried
in an oven at 65 °C for about 3 hours. The schematic representation of the sample
preparation process is shown in Fig. 3.16.
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Fig. 3.16 Schematic methods of sample preparation
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Table 3.8 presents the recipes for the specimens. Four different composites were
prepared to evaluate the effect of each filler.

Table 3.8 Concentrations of samples with PVDF/HA/GO/AgNO3

Sample No. PVDF (g/ml) HA (g/ml) GO (g/ml) AgNOs (g/ml)
(1) 0.3 g./2 ml. - 0.3g./1ml. 0.2 g./1ml.
(2) 0.3 9./2 ml. 0.1g./1ml. 0.3g./1ml. -

75




3) 0.39./2 ml. 0.1 g./1ml. 0.2 g./1ml.

(4) 0.3 9./2 ml. 0.1 g./1ml. 0.3 g./1ml. 0.2 g./1ml.

3.2.2. Morphology investigation with a scanning electron microscope (SEM)

The goal of this experiment was to create an amorphous phase, as PVDF is in a
crystalline form, and the molecular chains are freely moving and do not have a stable
structure, which negatively affects the electrical and piezoelectric properties. The
reaction energy between the molecular chains of PVDF is higher than the reaction
energy of the PVDF:DMSO interaction at low temperature (90 °C). According to X-
ray diffraction and SEM images, the solvent enters the amorphous part of PVDF,
while the crystalline part remains practically passive. The low temperature encourages
the production of the B phase of PVDF, and the pores seen in the SEM images are the
remains of evaporated DMSO. The topography of materials, which reveals surface
textures, contours, and shapes, can be visualized at the nanometer scale. Detailed
observations of a sample’s surface structure are provided by SEM images, which are
essential for studying materials such as metals, ceramics, and biological tissues. Fig.
3.17 shows the images acquired using SEM.

Fig. 3.17 SEM analysis of each sample
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Fig. 3.17 SEM images display the surface morphology of each sample, enabling
the examination of various particles and revealing their size, shape, and arrangement.
This aids in describing the uniformity of the sample and locating flaws. PVDF
nanoparticles in sample 1 ranged in size from approximately 4 um to 10 um. Sample
2 showed a porous surface structure with HA and silver nanoparticles. HA
nanoparticles ranging in size from 15 pum to 40 um can be seen on the porous surface
of sample 3. Additionally, a thin film in sample 4 contains a network of tiny,
connected holes or pores throughout the substance. These pores, which typically vary
in size and distribution, contribute to the high surface area, benefiting applications
such as filtration or sensors that require more interaction with the surrounding media.
Because thin films are porous, the material can be flexible and lightweight while
maintaining strong mechanical stability and chemical resistance. The degree of
porosity can also affect characteristics such as hydrophobicity, ion permeability, and
dielectric behavior, making it adaptable for a range of applications.

3.2.3. Chemical components analysis by energy dispersive X-ray (EDX) and
mapping methods

The surface chemical composition of the samples was determined using EDX
analysis, which can detect concentrations as low as 0.001 percent. The normal
concentration (mass %) of chemical components is presented in Table 3.9. Fig. 3.18
shows the chemical element peaks for each sample.
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Fig. 3.18 EDX graph results of each sample

Table 3.9 Chemical composition of specimens

Content Specimens
of 1 2 3 4
chemical PVDF/AgNO3/GO PVDF/HA/AgNO; PVDF/HA/GO PVDF/HA/AgNO3/GO
elements | wt.o at.% error | wt.% at.% error | wt.% at.% error | wt.% at% | error,
(%) (%) (%) %

Carbon 32.22 54.12 2.97 24.60 39.07 2.79 36.36 50.07 5.18 29.49 44.82 2.80
Oxygen 5.09 6.42 0.77 8.15 9.71 1.29 1.37 1.42 0.46 8.22 9.38 1.09
Fluorine 30.19 32.07 2.85 43.83 44.01 4.25 54.56 47.49 7.03 40.72 39.13 3.59

Silver 25.39 4.75 0.67 10.99 1.94 0.43 8.39 1.42 0.30
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Gold 5.68 0.58 0.23 6.62 0.64 0.31 6.63 0.56 0.40 5.87 0.54 0.24

Calcium - - - 3.71 1.77 0.24 0.92 0.38 0.14 5.68 2.59 0.24
Nitrogen 1.43 2.06 0.41 2.10 2.86 0.69 - - - 1.62 2.11 0.48
Phospho - - - 0.00 0.00 0.00 0.16 0.08 0.05 0.00 0.00 0.00

rus

The composition is given for chemical elements of normal concentration (wt.%) and atomic concentration (at.%)
without the chemical element hydrogen (hydrogen cannot be detected using the EDX method).

The results showed that the primary chemical elements—carbon, oxygen,
fluorine, silver, gold, calcium, nitrogen, and phosphorus—composed the top layer of
the examined specimens, as shown in Table 4.7. Furthermore, no new components or
contaminants were found. Subsequent investigation showed that sample 1, the
specimen devoid of HA, was phosphate and calcium-free. Additionally, it was
discovered that elemental silver and nitrogen were absent from sample 3, the specimen
that lacked AgNOs. As a result, the EDX analysis verified that the four distinct
specimens had been prepared successfully. The observed results lend credence to the
notion that PVDF/AgNOs/GO, PVDF/HA/AgNOs;, and PVDF/HA/AgNOs/GO
composites free of unwanted impurities can be produced utilizing the suggested
solvent casting process (as a solvent employing DMSO).

The EDX analysis identified chemical elements including C, O, F, Ag, Au, Ca,
N, and P, indicating that the samples were successfully produced. The elements C, O,
N, and P were evenly spaced. Nevertheless, not every sample had the same
distribution of F, Ag, and Ca elements on the composite’s surface. Table 3.10 presents
the mapping findings of four specimens.

Table 3.10 Mapping results of four specimens

Specimens
1 2 3 4
PVDF/AgNOs/G  PVDF/HA/AgN PVDF/HA/AgN
0 Os PVDF/HA/GO 04/GO

Flu
orin

Silv
er

Cal
ciu
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3.2.4. Investigation of chemical properties and B-phase transformation

The next stage of the study involved investigating the FTIR spectra of the four
specimens (Fig. 3.19).

__Single bond stretching
~Skeletal bending
Houtof!

PVDF/AgNO:/GO

(o]

PYDF/HA/AgNOs

Transmittance, a.u
7
{
- Q :

\\ N
2 man
¥
A1) |
N
A
a4 PVDF[HA/AgNO/GO

LiEICEEEEEEEEE

500 1000 1500 2000 2500 3000 3500
Wave number, cm-1

Fig. 3.19 FTIR spectrum of PVDF/AgNOs/GO, PVDF/HA/AgNO3s, PVDF/HA/GO,
and PVDF/HA/AgNO3/GO specimens

The FTIR spectra of the samples exhibit a strong association with one another.
Bands associated with the o and B phases of PVDF are most frequently found in the
spectra at 537, 724, 734, and 895 cm™ [71, 74]. The main basic compositions of HA,
such as P03, might overlap with the a- and B-phases of PVDF when considering the
amorphous phases of the specimens. This occurs because PO3~ has an impact on the
vibrational modes of 731, 1024, and 1088 cm™ [47, 81]. According to the observed
spectra, the vibrational bands of the PVDF B-phase were located at 510 and 840 cm'?
[49]. Furthermore, every sample in the 1375-1982 cm™ range contains C-O bonds
[43]. The C-F bond is responsible for the stretching bond at 1340 cm. The presence
of -OH groups is indicated by the broad range of wavenumber values from 2787 to
3548 cm™. The FTIR spectrum did not reveal any discernible effects of GO, AgNOs,
and HA due to their low concentration and the low crystallization temperature (90 °C).
In essence, the components of the composites were validated by FTIR spectra, and all
specimens were shown to exhibit the PVDF f crystalline phase.

The presence of both phases (a and ) was observed in the FTIR diagrams. To
determine the proportion of the B-phase present in each sample, the IR absorption
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bands at 763 and 840 cm™!, characteristic of the a- and B-phases, respectively, were
examined. Table 3.11 presents the B-phase concentrations and calculation data for the
samples. Higher B-phase concentrations were observed in the PVDF/HA/AgNO; and
PVDF/HA/GOAgNO; samples. The results demonstrate that the addition of
additional phases such as HA, GO, or AgNO3 affects the B-phase transformation in
the composites.

Table 3.11. B concentrations of samples with PVDF, HA, GO, and AgNOs

Sample a(cm™) B (cm™) ~K (840/763) | B (%)
PVDF/GO/AgNO; 45.83 46.83 ~1.1 48.15
PVDF/HA/GO 76.31 67.27 ~1.1 44.48
PVDF/HA/AgNO3 42.99 56.93 ~1.1 54.63
PVDF/HA/GO/AgNO; 43.30 62.02 ~1.1 56.76

The B-phase measurement was performed using IR absorption. According to the
Lambert-Beer law, the relative fraction of the  phase was calculated for each sample.
Fig. 3.20 presents the peaks of the a and  phases for each specimen.
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Fig. 3.20 FTIR spectrum of a- and B-phases in PVDF/AgNOs/GO,
PVDF/HA/AgNOs, PVDF/HA/GO, and PVDF/HA/AgNOs/GO

This calculation results in the ferroelectric phase accounting for approximately
50% of the total crystalline phase of the nanoparticles. A ferroelectric response is
observed from the combined analysis of X-ray diffraction and IR spectroscopy
experiments.

3.2.5. Hydrophilic properties analysis and results

The contact angle between a drop of water and a drop of glycerol on the surfaces
of several samples was measured using a contact angle geometer. Distilled water is
commonly used in drop liquid contact angle measurements to evaluate hydrophilicity
for several reasons: water’s high surface tension highlights the distinction between
hydrophilic and hydrophobic interactions; its high polarity makes it sensitive to
surface energy changes, allowing it to spread well on hydrophilic surfaces; and it is
free of impurities, ensuring that contaminants do not interfere with measurements. As
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a result, water is a perfect testing medium for real-world relevance in many
applications involving hydrophilic surfaces, such as in biomedical or environmental
domains. Glycerol, the other liquid used in the experiment, was chosen for its unique
gualities that enhance water measurements. It is less volatile than water, forms a stable
droplet that does not evaporate quickly, and, in certain situations, allows for a more
thorough analysis of surface properties, increasing the accuracy of hydrophilicity
measurements. Additionally, glycerol has a higher surface tension than water, making
it more sensitive to subtle surface energy variations on the substrate, helping to
provide a clearer contrast between hydrophilic and hydrophobic surfaces. Fig. 3.21
shows the angles measured during the experiment between a drop of water and
glycerol on thin solid film samples.

l/\an 1 1

Angle: 52,59° Angle: 57,68

(8 (h)

Fig. 3.21 Drop liquid angle measurements: (a) water drop on sample 1, (b) sample 2,
(c) sample 3, (d) sample 4, and (e) glycerol drop on sample 1, (f) sample 2, (g)
sample 3, (h) sample 4

Every measured angle falls within a range that defines the related processes. For
example, the adhesion phenomenon occurs when the contact angle is less than 90
degrees. There is no adhesion between the liquid and solid surfaces if the contact angle
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is 90 degrees or greater. As indicated by the results, the hydrophilicity of all measured
samples using distilled water and glycerol was confirmed. Sample 1 had an average
contact angle of =58° for water and =52° for glycerol; sample 2 had an average contact
angle of =53° for water and ~58° for glycerol; sample 3 had an average contact angle
of =43° for water and ~49° for glycerol; sample 4 had an average contact angle of
~45° for water and =56° for glycerol. The high hydrophilicity of the newly developed
composite thin films is crucial for biodegradation, tissue engineering, and drug
delivery applications because it affects water entry, fluid transport, and
pharmacokinetics.

3.2.6. Electrical investigation of four-point probe pulses

This subsection discusses the impact of PVDF, HA, AgNQOs, and GO on the
electrical resistance of composite films. Fig. 3.22 presents the findings of the electrical
measurements obtained using four-point probe pulses.
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Fig. 3.22 Results of electrical measurements using four-point probe pulses

The composite including PVDF/AgNOs/GO had an average electrical resistance
of 8.20 x 10 Qm, according to four-point probe pulse measurements. The addition
of HA to the composite, while removing GO, did not cause any notable modifications,
with an average resistance of 8.21 x 107 Qm. However, when GO was added and the
AgNO; additive was eliminated, a more significant change was observed, with the
composite’s average electrical resistivity increasing to 9.25 x 10° Qm.

When all the materials were added, the electrical resistance increased the most,
reaching 10.82 x 107° Qm. These findings suggest that GO and AgNOs—particularly
GO—may have a more significant impact on the composite’s electrical characteristics
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than HA. One possible explanation for these trends is the interaction between the
minerals and the PVDF polymer chains. GO can help with charge transmission in the
composite because it is a highly conductive substance with a wide surface area.
Furthermore, AgNO; may introduce ionic species that can increase the total
conductivity.

It is crucial to remember that other elements, such as the way additives are
distributed throughout the composite and the processing conditions employed, can
also affect the conductivity resistance. Nevertheless, further research is required to
pinpoint the precise processes causing the noted modifications in electrical
characteristics.

3.2.7. Piezoelectric coefficient (ds3) measurement results

A static piezoelectric meter was used to measure the ds; values of the developed
piezoelectric composites. When an electric field acts in the polarization direction
(typically in three directions), a material with a high ds; value can induce high
mechanical stress. In this study, all samples were measured under the same force [+1—
2 N]. For sample 2, the piezoelectric meter displayed the lowest reading of 8.70 pC/N.
Sample 1 exhibited the highest findings, with a temperature of 11.40 pC/N. The
addition of graphene results in slight variations in the constant, while the addition of
silver in sample 3 (8.90 pC/N) causes an increase in the constant in a proportion of
0.20 pC/N. The addition of the sample including GO and AgNO; phases continues to
produce the highest result, even though Sample 4, which has all the components,
exhibits a steady increase, reaching 9.40 pC/N. Sample results for piezoelectric dss
constants are presented in Fig. 3.23.

z Dx constant pC/N
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1 2 3 4
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Fig. 3.23 d33 measurement results: sample 1 — PVDF/AgNQO3, GO, sample 2 —
PVDF/HA/AgNOs, sample 3 — PVDF/HA/GO, and sample 4 —
PVDF/HA/AgNO3/GO

3.2.8. Surface roughness properties and results

Fig. 3.24 shows the correlation between surface roughness levels as measured
by Str. Sample 4 exhibited the highest Str value of 0.5910 among all samples, which
was influenced by the addition of GO and HA phases. In contrast, Sample 2 had the
lowest Str value of 0.1710. The Sdr results followed a similar trend; however, sample
1, which did not contain HA nanoparticles, showed the lowest roughness. Sample 4
showed the highest Sdr value of 0.2030.
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Fig. 3.24 Str (texture aspect ratio) and Sdr (developed interfacial area ratio)

The interaction of different material layers or surface roughness often has a
significant impact on the properties of thin films, such as dielectric characteristics.
Surface roughness can complicate electrical phenomena and affect their consistency
and stability. In general, less roughness is needed to reduce the loss of both acoustic
and optical signals. Fig. 3.25 shows the surface estimation of the surface roughness.
The addition of phases affects the surface roughness of HA and GO, as these materials
do not dissolve in DMSO but rather disperse, showing more pronounced areas of
dispersion and aggregation. The distribution of these details is fairly even. In sample
2, the largest height changes, but this is not due to the influence of particles; instead,
it results from the differentiation in the thicknesses of the forming film.

10.3253 mm

0Omm

Fig. 3.25 Surface roughness images of samples 1-4
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3.3. Chapter conclusions

1. The films (with PVDF, HA, and AgNO3) were obtained using DMSO as a
solvent at 90 °C. FTIR spectra confirmed that the B phase of PVDF at 1193 cm™!
helped to enhance the 1046 cm™! band. The electrical characteristics of the prepared
samples were investigated, and the samples containing all components
(PVDF/HA/AgNO3) exhibited the highest energy recovery values, ranging from
56.50 to 125.20 mV. For PVDF, the piezoelectric meter showed the lowest result of
5.6 pC/N at a force of 2 N, which was continuously decreasing. Similarly, the
PVDF/HA/AgNO3 sample exhibited good results, with a dss constant of 8.3 pC/N at
a force of 2 N. The loading force of 2 N provided the best results. The dynamic results
showed that the PVDF/HA/AgNO; functional element generated the highest signal.
Additional components, such as AgNOs and HA, gradually increased the signal. Four-
point probe measurement revealed that the inclusion of HA in the composite increased
the electrical resistance. A larger change was observed with the addition of the
AgNO3 additive, with the highest peak recorded at 12.54 x 107° Qm. After adding all
the materials, the maximum increase in electrical resistivity was 12.96 x 10°¢ Qm.
These results suggest that AGNO; and HA can affect the electrical properties of the
composite.

2. At an ideal temperature of 90 °C, DMSO was used as a solvent to create films
containing PVDF, HA, GO, and AgNOs. All samples with CO and OH bonds had the
PVDF B crystalline phase, as confirmed by FTIR studies. According to the results of
electrical measurements, the maximum increase in electrical resistance was observed
in the PVDF/HA/AgNO3/GO sample (sample 4), with a value of 10.82 x 10° Qm.
However, sample 1 (PVDF/AgNO3/GO) showed the best piezoelectric results (dss),
with a value of 11.40 pC/N, while sample 4 (PVDF/HA/AgNOs/GO) had a ds3 of 9.40
pC/N. Based on the obtained results, new composite materials consisting of AgNOs,
HA, GO, and PVDF were developed, exhibiting excellent piezoelectric properties and
high hydrophilicity. These materials also exhibit 3 phase transformation.
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4.  APPLICATION AND INTEGRATION OF A PIEZOELECTRIC
COMPOSITE MATERIAL

The composite being developed holds potential for use in information security
applications. Since attackers can compromise sensing technology, it is necessary to
first analyze the possible threats and identify ways to protect the information flow in
the application. Biosensors handle confidential information, which must be protected
against potential attacks. Therefore, the following section discusses the threats that
can be detected in sensors and their devices used in medicine, as well as strategies for
protecting information flow from attackers.

After manufacturing and measuring the characteristics of both composites, the
FTIR peaks and SEM morphology results are compared to assess the [B-phase
transformation and the influence of solid particles. The electrical results from the four-
point probes and piezoelectric measurements are also compared. One of the goals of
the dissertation is to evaluate the application and integration possibilities of a
functional element that ensures cybersecurity. Therefore, the integration possibilities
of this functional element are presented.

4.1. Comparison of the results of the created composites and the influence of
graphene oxide (GO) on their properties

Table 4.1 presents the composites and their concentrations that were produced,
while this section compares several measurement results.

Table 4.1. Concentrations and recipes of samples

Sample Recipes (g/ml)

PVDF/0.05HA PVDF0.5g/2ml,HA0.05g/1 ml

PVDF/0.1HA PVDF0.5g/2ml,HA0.10g/1 ml

PVDF/AgNO3 PVDF 0.5g/2ml, AgNO30.2g/1ml

PVDF/HA/AgNO3 PVDF0.5¢g/2ml, HA0.05g/1 ml, AgNO30.2g/1ml

PVDF PVDF0.5g/2 ml

PVDF/GO/AgNO3 PVDF 0.3g/2ml, GO0.3g/1ml, AgNO30.3g/1ml

PVDF/HA/GO PVDF0.3g/2ml,HA0.1g/1ml, GO0.3g/1ml

PVDF/HA/AgNO3 PVDF0.3g/2ml,HA0.1g/1ml, AgNO30.3g/1ml

PVDF/HA/GO/AgNO; PVDF0.3g/2ml,HA0.1g/1ml, GO 0.3g/1ml, AgNO3
0.3g/1ml

According to the SEM photographs, PVDF is in crystalline form; however, the
solvent penetrates the amorphous portion of PVDF, as the experiment aims to produce
an amorphous phase. The crystalline portion, on the other hand, remains essentially
inactive. The pores observed in the SEM images are the remains of evaporated
DMSO, as low temperatures encourage the formation of the  phase of PVDF. SEM
images of the PVDF/HA/AgNOs and PVDF/HA/GO/AgNOz composites, shown in
Fig. 4.1, demonstrate that the amorphous phase predominates in both composites and
that all the samples exhibit developed pores.
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Fig. 4.1 Comparison of SEM images of composites

Fig. 4.2 shows the ds3 constant results for both composites. The highest constant,
1140 pC/N, is found in the PVDF/GO/AgNO; composite. The
PVDF/HA/GO/AgNO; sample also shows good results, with a dss of 9.40 pC/N. The
lowest results are observed for the sample containing pure annealed PVDF, indicating
that the addition of phases such as GO, AgNO3, and HA affects the dss constant results.
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Fig. 4.2 Comparison of dss piezoelectric constants for all samples

Fig. 4.3 shows the electrical results of the four-probe measurements. The highest
results were demonstrated by samples with PVDF/HA and samples with
PVDF/AgNOs. The maximum increase in electrical resistance of 12.96 x 10°° Qm was
observed after adding all materials. The incorporation of HA into the composite
increased the electrical resistivity. When all the materials were added to the
PVDF/HA/AgNOs/GO sample, the electrical resistance increased by 10.82 x 10° Qm.
AgNO:s can lead to the formation of ionic species that can contribute to the overall

conductivity.
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Fig. 4.3 Electrical conductivity results from four-probe measurements; comparison
of all samples

The FTIR spectrum did not reveal a significant effect of AgNOs, GO, and HA
due to their low concentration and the low crystallization temperature (90 °C). The
components of the composites were essentially confirmed by the FTIR spectra. All
samples were found to contain the PVDF B-crystalline phase according to the visible
FTIR peaks. The B-phase concentrations were calculated and are presented in Fig. 4.4.
The highest B-phase concentrations were found in the PVDF/HA/AgNO; and
PVDF/HA/GO/Ag NOs samples ranging from 54.63% to 56.76%.

= =gl S S i
g 2 2 k:'_‘p;ll-"‘la;::h' Zl"'; E i B EJJ L : : ﬁ
05‘ LL. 2 { -!\‘ Q 535'5::;'00?&*'
g A : = = o =
S £ B42.95% |~ | B43.99% |2 S =
~ Y
@ R P
E B sof [54815% e, 1MTB4448% 55675% t B
[ 5§¢m-1, 46 laa_e;__! Isas s9am-1, 67.27%T __i B "““' S i
PVDF/GO/AgNO3 3% PVDF/HA/GO PVDF/HA/AgNO, PVDHHN“}’?-’?NON

Wave number, cm?

Fig. 4.4 Comparison of FTIR spectrum results for all samples
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4.2. Application and integration of a functional element

The study presented focuses on the final application: the multilayer biosensor
design. In addition to the design of the biosensor functional element itself, it is also
important to consider the whole with which it will interact. Fig. 4.5 shows the design
of the biosensor in a sensing device application. One layer of the biosensor is a
functional element with two electrodes. The properties of the hydrogel, such as high
flexibility, were determined. The hydrogel helps the sensor to come into closer contact
with human skin, and the PVDF/HA/AgNOz or PVDF/HA/GO/AgNO3 sensing
material was chosen for its excellent piezoelectricity and plasticity. Two copper strips
of silver paste were placed on both sides of the electrode conductor to ensure good
conductivity and a wire was soldered on them for connection. The entire device was
completely covered with a layer of silicone on both sides to increase mechanical
strength and protect against dust and water.

The developed functional element is perfectly suited for pulse measurement.
The FTIR peaks and results perfectly revealed the existence of the  phase in the
samples, which means that the additional materials and the chosen processing method
are perfectly suited to increase the B phase and the properties required for the
functional element application. The B phase is also needed to integrate a PUF key,
which would ensure secure use of the functional element and protect patient data.
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Fig. 4.5 Piezoelectric pressure sensor structure, PUF in B-phase, and FTIR peaks of
B-phase in created functional elements
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4.3. Chapter conclusions

1. The comparison results showed that the electrical characteristics of the
prepared samples were investigated. The highest energy recovery values were
observed in the samples containing the PVDF/HA/AgNO; components, ranging from
56.50 to 125.20 mV. The PVDF sample showed the lowest result of 5.6 pC/N, while
the constant of the PVDF/HA/AgNO; sample was 8.3 pC/N. These results
demonstrate the influence of the added phases. PVDF/AgNOs/GO showed the best
piezoelectric findings (dss), with a value of 11.40 pC/N. The four-point probe
measurement revealed that the inclusion of HA and AgNQs in the composite increased
electrical resistance to 12.96 x 10° Qm. The addition of GO also increased electrical
resistance, reaching 10.82 x 10° Qm in the PVDF/HA/AgNOs/GO sample. FTIR
spectra showed that all samples contained the PVDF B-crystalline phase according to
the visible FTIR chemical peaks, with the additional phases contributing to the
increase in the peaks.

2. The combination of PVDF, GO, HA, and AgNOs; shows great potential for
the development of composites due to its stability in this study. This leads to the
creation of new high-performance composites that can be applied in wearable
electronics, energy harvesting, self-propelled sensors, and, most importantly,
biomedicine or its products. The B phase is also needed to integrate the PUF key,
which would ensure the safe use of the functional element and protect patient data.
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5. CONCLUSIONS

1. After investigating the security gaps in the wireless infrastructure of
piezoelectric biosensors used in the medical field, it was found that the information
used in these sensors is a target for attacks. In medicine, flexible and implantable
sensors handle various types of data that can be detected and changed. By integrating
the PUF key into the PVDF B phase, it is possible to protect the information obtained
through sensors. However, the functionality and applicability of the piezoelectric
composite in forming biomechanical sensors are equally important. HA, GO, and
AgNO3 nanoparticles were selected to enhance functionality and control mechanical,
electrical, morphological, and hydrophobic properties. In piezoelectric composites,
HA ensures biocompatibility and increases the piezoelectric effect, GO improves
electrical properties and promotes the f-phase transformation in a PVDF polymer, and
AgNO; has not only antibacterial properties but also improves charge transfer. Such
composites have not been previously analyzed; therefore, this study aims to develop
a functional element that ensures mechanical, electrical, and piezoelectric properties
and ensures the security of transmitted data.

2. A synthesis methodology for a piezoelectric composite based on PVDF with
HA, GO, and AgNOs; nanoparticles was developed to ensure the integration of
piezoelectric properties and B-phase transformation in the composite material. The
synthesis procedure was developed on solvent casting with DMSO (90 °C, 5 h).
Samples of various materials and concentrations were prepared on 0.05 mm steel
electrodes. The film was deposited on an electrode with a thickness of 0.17 mm.
Surface roughness analysis and multifractal spectra confirmed the good quality of the
sample preparation.

3. The investigation showed the influence of HA and AgNO; nanoparticles on
the electrical, mechanical, and morphological properties of the piezoelectric
composite and the provision of B-phase transformation. In the PVDF/HA/AgNOs
composite, the constant ds3 was 8.3 pC/N and increased by 33%. Electrical
characteristics analysis showed that the highest energy values were observed in the
PVDF/HA/AgNOs component, ranging from 56.50 to 125.20 mV. The four-point
probe measurements indicated that the inclusion of HA and AgNOs in the composite
increased electrical resistance to 12.96 x 10° Qm. The highest f-phase transformation
was recorded in the PVDF/HA/AgNO; samples.

4. The investigation revealed the influence of GO on the piezoelectric, electrical,
and morphological properties of the PVDF-based composite. The PVDF/AgNO3/GO
sample exhibited the best piezoelectric findings at 11.40 pC/N. FTIR results
demonstrated that the additional phases, such as HA, GO, or AgNOQOs3, affect the -
phase transformation in the composites, reaching the highest B-phase concentration at
56.76%. Electrical measurements showed that the maximum increase in electrical
resistance occurred in the PVDF/HA/AgNO3/GO sample, reaching 10.82 x 107¢ Qm.
The B phase is also required to integrate the PUF key, which would ensure the safe
use of the functional element and protect patient data. The developed B-phase-
transformed piezoelectric composite is suitable for the development of biomechanical
Sensors.
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6. SANTRAUKA
IVADAS

Aptikimo technologijoje naudojama informacija gali biiti uzpuoliko taikinys.
Uzpuolikas gali nustatyti, ar Zmogus nesioja implantg, ir suzinoti implanto tipa.
Uzpuolikas gali ne tik uzfiksuoti praneSimus, bet ir siysti jiems komandas keisti
informacija ir jg i8siysti. Todél kuriamam funkciniam elementui pirmiausia reikia
parinkti medziagy gamybos technologija, o tada nagrinéti saugumo uztikrinimo
galimybes.

Polimeriniy medziagy arba kompozity naudojimas tampa vis reikalingesnis dél
ju iperkamumo ir plataus prieinamumo. Polimerai paprastai turi didelj lauko stiprumg
ir didelj dielektrinj stipruma. Pjezoelektriniai polimerai idealiai tinka jvairioms
jrenginiy konfiglracijoms, taip pat techninéms ir inzZinerinéms reikméms.
Pjezokeraminés medziagos yra pagrindiniy techniniy komponenty pagrindas
biomedicinos prietaisy, akustikos, mikroelektronikos ir kity jutikliy srityse, todél
polimery ir keramiky kompozicija yra labai paklausi.

Dél puikaus stabilumo ir elektriniy savybiy polivinilideno fluoridas (PVDF) yra
viena naudingiausiy fluorido polimeriniy medziagy pramonéje ir dél puikiy
feroelektriniy savybiy placiai naudojamas elektrotechnikoje. Pjezoelektriné PVDF
savybé priskiriama P ir y fazéms, kurios yra polinés kristalinés fazés. B fazé turi
didziausig elektrinj dipolio momentg i§ visy kristaliniy faziy, tod¢l PVDF B fazés
kiekio padidinimas yra veiksmingas buidas pagerinti PVDF pagrindu veikianciy
jutikliy pjezoelektrines savybes. Gali biti naudojami keli apdirbimo metodai:
tempimas, poliarizacija elektriniame lauke, terminis atkaitinimas ir uzpildo jterpimas,
siekiant padidinti dipolio stiprumg ir padidinti § fazés frakcija PVDF.

Padidinus PVDF [ faze, galima sustiprinti jo pjezoelektrinj atsaka. Akyta
keramika, tokia kaip HA, gali baiti naudojama kaip armatiira, siekiant pagerinti PVDF
pjezoelektrines savybes. PVDF polimeras ir a-PVDF/HA kompozitai pasizymi
dielektrinémis, mechaninémis, Siluminémis ir fizinémis savybémis.

Grafeno pagrindu pagamintos medziagos gali biti placiai taikomos
biomedicinos inzinerijoje. Grafenas turi labai didelj mechaninj stipruma, pavirSiaus
plota ir Silumos bei elektros laidumg. GO galima pridéti prie daugelio polimeriniy
matricy, siekiant pagerinti jy mechanines, Silumines ir elektrines charakteristikas.
Biomedicinoje GO jtraukimas neturéty sumazinti biologinio suderinamumo ir,
pageidautina, turéty slopinti bakterijy augimg ant pavirSiy ir sumaZzinti
trombogeniSkuma.

Sidabro nanodalelés (AgP) isskiria sidabro jonus (Ag"), kurie sgveikauja su DNR
fosforo dalimis. D¢l §iy priezasCiy laidZios fazés, tokios kaip sidabras, prid¢jimas gali
biti naudingas, nes, padidinus pjezoelektrinio atsako jautruma, laidZioji faz¢ pagerina
kriivio perdavima.

Dielektrinés plévelés placiai naudojamos farmacijos, organiniy tranzistoriy,
kondensatoriy, jutikliy, mikroelektronikos ir galios elektronikos sektoriuose. Sioje
jutikliy taikymo srityje yra daug kibernetiniy ataky siekiant gauti ar valdyti asmening
informacija, todél biojutikliai yra potenciali sritis, kurioje galima perzvelgti ataky
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galimybes ir jy apsaugos budus. D¢l placiai paplitusio naudojimo ir saugos funkcijy
trikumo interneto jrenginiuose Kibernetinis saugumas yra pagrindinis tikslas.

Kuriamas kompozitas yra potenciali medziaga informacijai apsaugoti tikslinéje
funkcinio elemento taikymo srityje. PUF — fiziné neklonuojama funkcija, daznai
randama kibernetinése fizinése sistemose. Naudojant $io tipo PUF, biity galima pridéti
saugos funkcijy neinvestuojant j brangia naujg aparating jranga, todél kuriant funkcinj
elementg bus pasitelkta $io funkcionalumo galimybéms integruoti.

Darbo tikslas — sukurti pjezoelektring kompoziting medziagg, pagamintg beta fazés
polivinilideno fluorido pagrindu, skirtag biomechaniniams jutikliams su duomeny
apsaugos galimybémis.

UZdaviniai

1. Istirti duomeny apsaugos metodus ir medziagas, naudojamas
nesiojamuosiuose ir implantuojamuose biomechaniniuose jutikliuose.

2. Susintetinti pjezoelektrinj kompozitg su beta fazés transformacija, i PVDF
jtraukiant HA, GO ir AgNOj3 nanodaleles.

3. Jvertinti HA, AgNOsz nanodaleliy ir skirtingos jy sudéties jtaka
pjezoelektrinio kompozito elektrinéms, mechaninéms ir morfologinéms
savybéms.

4. Ivertinti GO jtakg PVDF pagrindu pagaminto kompozito pjezoelektrinéms,
elektrinéms ir morfologinéms savybéms jutimo taikymui.

Metodai ir priemonés

Pléveléms paruosti buvo naudojamas tirpiklio liejimo metodas su DMSO
tirpikliu. Vibracijos eksperimentams naudojamas vibracijos akselerometras KD35
(RFT GmbH, Schwabminchenas, Vokietija). Metalinés plokstés ir vibracijos
amplitudei gauti buvo naudojamas lazerinis atstumo matuoklis (Keyence), o
informacijai gauti buvo naudojamas PicoScope 3424 osciloskopas. Jis buvo prijungtas
prie kompiuterio, o duomenys buvo analizuojami naudojant PicoScope 6.14.69.
PavirSiaus Siurk§tumui analizuoti buvo naudojama plataus ploto 3D matavimo
sistema. Elektriniams matavimams buvo naudojama 4200-SCS puslaidininkiy
charakteristiky sistema. SEM matavimams méginiai buvo paruosti e-Beam metodu.
Meéginiai buvo jdéti j elektrony pluosto fizing gary nusodinimo kamera (Nanovak —
NVEB 600), jdéti iki 9 x 10 Torr slégio kamerg ir padengti auksu, kad biity iSgautas
laidus pavirSius SEM analizei. Aukso sluoksnis buvo isgautas naudojant 56 mA srove,
0 sluoksnio storis buvo pastovus 5 nm. Skenuojamosios elektroninés mikroskopijos
(SEM) vaizdai buvo gauti naudojant FEI QUANTA 250 modelj. ds3 konstanta buvo
iSmatuota naudojant PolyK Quasi Satic Piezoelectric ds3 Meter. Teoriniai vibracijos
modeliai buvo modeliuojami naudojant COMSOL multifizikos programing jranga.
Hidrofiliskumui matuoti buvo naudojamas kontaktinio kampo geometras, skirtas
skys¢io laso ant kieto pavirSiaus sgly¢io kampui nustatyti (Kauno technologijos
universiteto Mechanikos inzinerijos ir dizaino fakultetas). EDX matuoti buvo
naudojama Bruker 127 eV ir Esprit programiné jranga analizei. [ranga Perkin Elmer
UATR Two FT-IR spektrometras naudojamas FTIR analizei.
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Mokslinis naujumas
1. PVDF pagrindu sukurti pjezoelektriniai kompozitai su HA, GO ir AgNO;
dalelémis yra biologiskai suderinami ir tinkami sudétingos geometrijos
biomechaniniams jutikliams formuoti.
2. Pjezoelektriniy savybiy ir beta fazés transformacijos integracija
kompozitinéje medziagoje uztikrina duomeny saugumg ir gali bati taikoma
kuriant daikty internets.

Praktiné darbo verté

1. Sukurta pjezoelektrinio kompozito PVDF pagrindu su HA, GO ir AgNOs
nanodalelémis sintetinimo metodika, uztikrinanti pjezoelektriniy savybiy ir
beta fazés transformacijos integracija kompozitingje medziagoje.

2. Susintetinto pjezoelektrinio kompozito pagrindu sukurti funkciniai
elementai gali buti naudojami fizikiniams impulsams matuoti, kartu
uztikrinant jvesties ir iSvesties informacijos sauguma.

Ginamieji teiginiai

1. Susintetintas pjezoelektrinis kompozitas pasizymi pjezoelektrinémis
savybémis mikrometriniu lygiu, o jo mechaninés, elektrinés, morfologinés
ir hidrofobinés savybés yra valdomos keiciant pridedamas nanodaleles.

2. Sukurtas beta fazés transformacija pasiZymintis pjezoelektrinis kompozitas
yra tinkamas biomechaniniy jutikliy kiirimui.

Darbo aprobavimas

Disertacijos rezultatai paskelbti dviejuose straipsniuose recenzuojamuose
mokslo leidiniuose Web of Science duomeny bazéje indeksuotuose leidiniuose su
cituojamumo rodikliu tarptautinése (uzsienio) leidyklose, viename straipsnyje
nacionalinés leidyklos Zzurnale ir rezultatai paskelbti viename Web of Science
duomeny bazéje indeksuotame leidinyje be cituojamumo rodiklio. Rezultatai
pristatyti penkiose tarptautinése mokslinése konferencijose (Mechanika 2021,
Advanced materials and technologies 2022, Mechanika 2023, Engineering mechanics
2023, Mechanika 2024). Taip pat 2024 metais rezultatai pristatyti trijose tarptautinése
konferencijose (IEEE MEMSTECH’2024, Mechanika 2024 ir 2024 Innovations in
Intelligent Systems and Applications Conference (ASYU).

Disertacijos struktiira

Disertacijg sudaro jvadas, literatiiros apzvalga, keturi pagrindiniai skyriai,
bendrosios baigiamosios darbo i§vados, santrauka lietuviy kalba, literatiiros sgrasas,
gyvenimo aprasSymas, padéka. I§ viso 132 puslapiai, 74 paveikslai, 16 lenteliy ir 120
literatiiros Saltiniai.
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6.1. Duomeny apsauga biojutikliuose

Uzpuolikai jau jrodé, kad jiems biity labai patogu nusitaikyti j daikty interneto
jrenginius [1]. Dél placiai paplitusio naudojimo ir saugumo funkcijy trikumo
interneto jrenginiai yra pagrindinis uzpuoliky tikslas [1].

Kuriamas kompozitas yra potenciali medziaga informacijos apsaugai taikomyjy
programy srityje. PUF — fiziné neklonuojama funkcija, daznai randama kibernetinése
fizinése sistemose. Naudojant PUF, biity galima pridéti saugos funkcijy
neinvestuojant j brangia naujg aparating jranga [2].

Kadangi uZpuolikai gali paveikti jutimo technologija, pirmiausia reikia
iSanalizuoti galimas grésmes ir biidus, kaip apsaugoti informacijos srautg taikomoje
srityje.

Biojutikliai naudoja konfidencialiag informacija, kuri labai svarbi siekiant
apsisaugoti nuo galimy ataky, todél toliau apzvelgsime, kokias grésmes galima aptikti
medicinoje naudojamuose jutikliuose ir jos jrenginiuose.

Saugumo pazeidéjus galima suskirstyti j dvi pagrindines kategorijas: aktyvius ir
pasyvius. Pasyvi ataka gali klausytis tik kanale ir gauti prieigg prie praneSimy. Darant
prielaida, kad radijo kanalas yra nesaugus, pasyvus uzpuolikas kelia tiesioging grésme
konfidencialumui. Pasyvus uzpuolikas gali nustatyti, ar Zmogus ne$ioja implanta,
suzinoti, kokio tipo implantg ir kitg informacijg, tokig kaip jo modelis, serijos numeris
ir kt. Taciau aktyvus uzpuolikas gali ne tik uzfiksuoti praneSimus, bet ir siysti jiems
komandas Keisti pranesimus. Jis taip pat gali bandyti pakeisti prietaiso konfigiiracija,
iSjungti gydyma ar net sukelti pacientui Soko biiseng [5].

Keraminiai PZT ir polimeriniai PVDF keitikliai sukuria jtampa, proporcinga
taikomam mechaniniam jtempiui, jégai ar slégiui. Pjezoelektriniai keitikliai,
sumontuoti konsolingje padétyje, svyruoja veikiami mechaninés jégos, sukurdami
elektrinj i8¢jimo signala, kuris svyruoja keitiklio rezonanso dazniu. Preliminari
duomeny analizé parod¢, kad rezonanso daznio matavimai gali biti potencialiis PUF
kandidatai [7].

PUF yra daug Zadantys aparatinés jrangos saugumo jrenginiai. PUF gali
generuoti neklonuojamus atsakymus, pagristus proceso pokyciais, kurie
neiSvengiamai atsiranda gaminant lusta. Perspektyviausias variantas yra Physical
Unclonable Functions (PUF) — aparatiiros pagrindu sukurty saugumo primityvy klasé,
kuri sukuria atsitiktinius ir netikétus kriptografinius raktus, pasinaudodama
specialiomis fizinémis elektroniniy prietaisy savybémis [4].

Kadangi PUF gali pasitilyti saugy ir patikimg identifikavima, autentifikavima ir
rakty generavima jvairiose programose, jskaitant jrenginio autentifikavima, saugy rysj
ir apsaugag nuo padirbingjimo, jie yra labai paklausiis informacijos saugumo
pramongje. Pagrindiné PUF funkcija yra sukurti saugos rakta arba pasiilyti atskira
identifikacija, kuri gaunama specialiai fiziSkai pakeitus elektroninj jrenginj. PUF yra
ypac saugis ir naudojami programose, kurioms reikia patikimy ir tvirty saugos
funkcijy, nes jy fizines savybes daznai sunku arba nejmanoma kopijuoti. Metaly
oksidai pastaruoju metu sulauké didelio susidoméjimo kuriant PUF, naudojant
patikimas, nusistovéjusias puslaidininkines medziagas dél jy pranasumy, jskaitant
didelio ploto sintezg, apdorojimg zemoje temperatiroje ir suderinamumg su
standartiniais gamybos jrankiais.
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PVDF ir jo dariniai buvo naudojami daugelyje prietaisy, tokiy kaip
fotodetektoriai, jutikliai, baterijos ir triboelektriniai nanogeneratoriai. Be to, PUF
jrenginiai, kuriems reikia elektriniy savybiy, gali biiti suprojektuoti naudojant
skirtingas PVDF faziy peréjimo charakteristikas.

Sukurtas p fazés PVDF-HFP elektrinis jtaisas parodé, kad atkaitinimo
temperatira PVDF-HFP patyré faziy peréjima, sudarydama a-, - ir y-fazes.
Skaitmeniskai segmentuotos reik§més buvo panaudotos kuriant saugos rakta, panasy
1 QR koda, kaip parodyta 6.1 pav. Ribotas PVDF-HFP sasajos dipolio momentas,
kuris rodo, kad ji pirmiausia yra 0 buisenoje. Priezastis, kodé¢l a fazés PVDF-HFP
dengty jrenginiy VON reik§més yra mazos, zitirint j saugos rakta 1.1 pav., nevienodas
poliniy dipoliy i$sidéstymas, palyginti su i§ anksto nustatyta standartine verte, lémé
pastebétg netolygiai pasiskirs¢iusiy 0 ir 1 biseny maiS§ymasi  fazéje. Nors 0 biisena
dominuoja visame masyve dél didesnio mazo VON tankio jrenginiy tankio, akivaizdu,
kad 0 ir 1 biisenos taip pat yra sumaisytos y fazéje, todél seka yra labiau nuspéjama
nei B fazéje. Kadangi veiksmingas PUF diegimas priklauso nuo nenuspéjamumo, PUF
jrenginio saugos charakteristikos buvo jvertintos naudojant pagrindinj nasSumo
rodiklj, tokj kaip vienodumas.
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6.1 pav. Sukurtas saugos raktas fazés peréjimu a fazeje, p fazéje ir y fazéje

6.1.1. NeSiojamuyjy ir implantuojamuy biojutimy duomeny apsaugos jvertinimas

Biojutikliai naudoja konfidencialig informacija, kuri yra labai svarbi siekiant
apsisaugoti nuo galimy ataky, todel dabar apzvelgsime metodus, leidziancius
identifikuoti pulso informacijos srauta. Kadangi uZpuolikai gali paveikti jutimo
technologija, pirmiausia reikia iSanalizuoti galimas grésmes ir rasti budy, kaip
apsaugoti informacijos srautg taikomyjy programy srityje. Perzitirésime informacijos
nuskaitymo, paieskos metodus ir geriausig metodo pasirinkima tikslingje taikomyjy
programy srityje.

Pacienty sekimo sistema yra svarbi technologija, naudojama sveikatos
priezitiros sektoriuje. Tinklo topologija 6.2 pav. iliustruoja paciento sekimo sistemos
organizavimg ir jutikliy integravimg. Jutikliai naudojami pacienty pulso reikSméms
matuoti ir perduoti Siuos duomenis tinklu. Tinklo topologija parodo, kaip jutikliai
bendrauja su paciento sekimo sistema ir kaip perduodami duomenys. MITM (zZmogus
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viduryje) ataka gali aptikti informacija trijuose taskuose, kurie paveikslélyje pazymeéti
raudonai, taip pat, kaip galime pamatyti, uzpuolikas gali ne tik aptikti, bet ir pakeisti
informacija ir iSsiysti ja atgal, pakeites norimg informacija.

Jutimo metodas suteikia techninj pranaSuma, palyginti su signalo stebéjimu,
perduodant tiksling informacijg i nuskaitoma iSvestj. Pasyvus uzpuolikas tiesiogiai
kelia grésme konfidencialumui ir gali kelti pavojy autentifikavimui, jei radijo kanalas
yra nesaugus. Pasyvus uzpuolikas gali suzinoti, ar kas nors turi implanta, koks jis yra,
ir kitus parametrus, pvz., modelj ir serijos numerj. Jie taip pat gali gauti daugiau
informacijos ir atskleisti asmens duomenis apie pacients, jskaitant varda, amziy,
bikle, sveikatos jraso ID ir kita informacija. Pagal §j scenarijy, aktyvus uzpuolikas
gali perduoti komandas, kad pakeisty pranesimus, prie$ jiems pasiekiant jrenginj, ir
perimti radijo kanalu siunCiamus praneSimus. Kadangi tai gali turéti jtakos ne tik
asmeninei informacijai, bet ir gydymo ar taikymo spektrui, labai svarbu apsaugoti
tokius duomenis nuo galimos rizikos [5].
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Local Network g ('
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Patient monitoring system
IP: 192.168.43.64

6.2 pav. Tinklo topologija

Pulsui matuoti prie paciento rieSo tvirtinamas jutiklis, o jj pritvirtinus, pulso
duomenys siun¢iami j paciento sekimo sistema.

Paleidus sistema, jutiklio reikSmé TCP rySio protokolu perduodama i
kompiuterio aplinka, o perduota reikSme jtraukiama j duomeny baze. Naudojant
MySQL duomeny bazg, jraSomas kiekvienos gaunamos reik§més laikas, pulso daznis
ir paciento vardas. Sie duomenys rodomi lenteléje ir grafike, kuriuose rodomos pulso
jutikliy, prie kuriy pacientai yra prijungti, reikSmés. Sistema karta per sekunde
matuoja pulso daznj, perduoda Siuos duomenis j sistemg ir uztikrina jy atvaizdavima.

Siandien sveikatos prieZifiros sektoriuje naudojamos technologijos atlieka itin
svarby vaidmenj stebint ir valdant pacienty sveikatos biikle. Taciau dél didesnio Siy
technologijy naudojimo jie tapo labiau pazeidziami kibernetinio saugumo grésmiy.
Sveikatos duomeny saugumas yra itin svarbus pacienty privatumui, ypac tiksliy
gydymo procesy uztikrinimui. Siame kontekste, norint uztikrinti sveikatos prieZiiiros
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sistemy sauguma, bitina iSnagrinéti kibernetiniy ataky tipus ir apsaugos nuo §iy ataky
priemones.

Tinklo srauto ataky aptikimas buvo atliktas naudojant dirbtinio intelekto
algoritmus. Siekiant padidinti algoritmo tiksluma, tinklo srauto duomenys pirmiausia
buvo i§ anksto apdoroti j atitinkamg duomeny rinkinj ir padalyti j 10 milisekundZziy
dalis. Antra, 30 % duomeny rinkinio buvo naudojami patvirtinimui, o 70 % —
mokymui. KryZminis patvirtinimas buvo naudojamas analizuojant kelis algoritmus.
Véliau SGD buvo pasirinktas atakoms aptikti realivoju laiku dél geriausio tikslumo
(6.3 pav.).
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6.3 pav. Ataky aptikimas naudojant dirbtinio intelekto algoritmus

Dirbtinis neuroninis tinklas, pagristas SGD (Stochastic Gradient Descent),
efektyviai analizuoja duomenis, todél jis naudingas aptikus jsibrovimg. Duomenys
treniruoéiy metu pateikiami j jvesties sluoksnj, o klaidy reikSmés apskaiciuojamos
lyginant iSvestj. SGD gali labai tiksliai aptikti jsibrovimus, mokydamasis sudétingy
modeliy dideliuose duomeny rinkiniuose. SGD buvo geriausias jsibrovimy aptikimo
realaus laiko duomenims metodas, pasizymintis didZiausiu tikslumu.

6.2. Pjezoelektriniai kompozitai

Kaip buvo aptarta ankstesniame skyriuje, jutikliams daznai naudojamas
pjezoelektrinis efektas, todél zemiau apZvelgiamos populiariausios §ig savybe
turin¢ios medziagos. Kadangi polimero / keramikos kompozitai yra placiai naudojami
ir aptariami, toliau taip pat bus apzvelgti jau sukurti ir iStirti kompozitai.

Dél puikiy mechaniniy savybiy pjezoelektriniai polimerai, tokie kaip poli(L-
laktidas) (PLLA), poli(vinilideno fluoridas) (PVDF), poli(vinilidenfluorido
trifluoretilenas) (P(VDF-TrFE)), poliamidai (PI), poliakrilnitrilas (PAN) ir kt., sudaro
dauguma organiniy pjezoelektriniy medziagy. Sios medziagos daznai naudojamos
lankséiuose jutikliuose. Labiausiai paplitusi organiné pjezoelektriné medziaga yra
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PVDF, kuri yra lengviau pritaikoma nei pjezoelektriné keramika. Todél polimerai turi
pranasumy, palyginti su pjezoelektrine keramika, nes juos galima integruoti | bet
kokios reikiamos formos plonas pléveles [16, 26]. Siekiant pagerinti pjezoelektriniy
polimery jutikliy veikima, pjezoelektriniai kompozitai buvo pagaminti naudojant
Jvairias jprastas neorganines pjezoelektrines medziagas, jskaitant PZT ar ZnO.
Pjezoelektriniai polimerai pasizymi geromis mechaninémis savybémis, taciau mazi jy
pjezoelektriniai koeficientai riboja jy veikima jutikiliuose [16, 26].

Pb [ZrxTil—x] Oz (PZT) yra dazniausiai naudojama pjezoelektriné keramika.
Tagiau bario titanatas buvo viena i§ pirmyjy medziagy, naudojusiy pjezoelektra. Sios
medziagos laidumas yra iSskirtinai didelis, nepaisant mazos pjezoelektrinés
konstantos [16, 26]. Svino magnio niobato-§vino titanatas (PMN-PT) ir li¢io niobatas
(LiNbO3) taip pat daZnai naudojami pjezoelektrinése medziagose. Biologiskai
suderinama keramika, tokia kaip KNbOs;, NaNbOs ir kt., gali bati naudojama
jvairiuose jutikliuose [19].

Taip pat buvo analizuojami HA ir PVDF kompozity pranaSumai. PVDF pluosty
pagaminimas tirpalu 1émé didesnj pluosto gamybos greitj ir f fazés susidaryma nei
elektrinis verpimas [21].

Taip pat kuriamo kompozito Ag/C dalelés buvo tolygiai paskirstytos PVDF
matricoje, o tai turéjo jtakos Ag/C/PVDF kompozity kristalizacijos procesui ir
dielektrinéms savybéms. Kompozity kristaliSkumas sumazgéjo, nes padidé¢jo Ag/C
daleliy kiekis. Did¢jant Ag/C daleliy kiekiui, dél pageréjusios sasajos poliarizacijos
padidéjo ir Ag/PVDF kompozity elektrinis laidumas. Taigi, kompozitai, kuriy
sudétyje yra Ag, pagerina PVDF beta fazés buvima bei elektrines savybes [22].

Buvo sukurtas Ag-NBCTO-PVDF kompozitas, ir rezultatai parodé, kad Ag
nanodalelés buvo labai svarbios didinant medziagos dielektrinj laiduma [115].

Didelé B fazé (B = 95%) buvo sékmingai sukurta PVDF naudojant H,SOs. Todél
PVDFBDS pléveles pasizyméjo puikiomis feroelektrinémis ir pjezoelektrinémis
savybémis [82].

PVDF/Ag/BaTiOs;, pagamintas tirpalo liejimo bidu, palyginti su jprastais
PVDF/BaTiOs kompozitais, pasizymi geresnémis dielektrinémis savybémis.
PVDF/Ag/BaTiO3 kompozity dielektriné konstanta smarkiai padidéjo didéjant Ag
kiekiui [75].

6.2.1. PVDF B fazés poveikis pjezoelektriniams jutikliams

Palyginti su pjezoelektrine keramika, PVDF yra placiausiai naudojama organiné
pjezoelektriné medziaga, nes ji yra universalesné. PVDF plévelés turi 98,8 % B fazés
gaminant idealioje 60 °C temperatiiroje, naudojant tirpiklj dimetilsulfoksida (DMSO).
PVDF plévelé pasizymi i$skirtinémis feroelektrinémis ir pjezoelektrinémis savybémis
del stiprios B-fazés sudéties. Galiausiai, PVDF pléveléms kurti galima naudoti liejimo
buda tirpikliu. PVDF plévelés gali biiti gaminamos esant jvairioms kristalizacijos
temperatiiroms (50-160 °C), naudojant idealy DMSO (dimetilsulfoksido) tirpiklj,
siekiant nustatyti, kaip temperatiira veikia  fazés kiekj [77]. Reguliuojant tirpalo
temperatiirag DMSO (dimetilsulfoksido) tirpikliu, galima sukurti keleta PVDF faziy.
Viena fazé gali virsti kita PVDF faze dél atkaitinimo sglygy. p fazé aptinkama
naudojant polinj tirpiklj ir tinkamg atkaitinimg, kuris yra butinas feroelektrinéms
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reikméms. Po penkiy valandy atkaitinimo 90 °C temperatiiroje PVDF plévelés
pasiekia maksimalig  faz¢ [78, 37]. Medziaga PVDF yra perspektyvus pasirinkimas
neSiojamiesiems, lankstiems ir implantuojamiems elektroniniams jutikliams,
nanogeneratoriams, energijos surinkéjams, dirbtinei odai ir biomedicinos reikméms
dél mechaninio ir cheminio stabilumo, lankstumo, netoksiskumo, terminio stabilumo
ir biologinio suderinamumo. Kaip matyti 6.4 pav., tik dvi i$ trijy polimorfiniy
kristaliniy PVDF modifikacijy (o, P ir y) sudaro polines fazes. Labiausiai
pageidaujama PVDF polimero fazé yra [ fazé dél didziausio elektrinio dipolio
momento. Paprastai PVDF B-fazés sustiprinimas pasiekiamas termiSkai apdorojant,
mechaniniu tempimu, elektropoliravimu ir uzpildo pridéjimu [37, 79, 80].
- phase (TGTG' cinfiguration) B - phase (TTT cinfiguration) Y - phase (T3GT3G' cinfiguration)
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6.4 pav. PVDF molekuliné struktiira, vizualinis a, B ir y faziy vaizdas

Kai PVDF yra veikiamas iSorinés mechaninés jégos, jis gali pagaminti daug
energijos. PVDF medziaga yra praktiskesné nei keramika dél nepaprasto lankstumo
ir ilgaamziSkumo. Nepaisant daugelio privalumy, pagrindin¢ kliiitis PVDF polimery
naudojimui yra i$stukis pasiekti  faze [88[79].

6.2.2. HA-hidroksiapatito medziaga

Kadangi keramika turi geras pjezoelektrines savybes, kaip aptaréme
ankstesniuose skyriuose, HA (hidroksiapatitas) yra viena i§ potencialiy medziagy.
Hidroksiapatitas (HAp) yra puiki medziaga biomedicinoje dél savo savybiy, tokiy
kaip biologinis suderinamumas ir pjezoelektra. Sis biokeraminis junginys, kalcio
fosfato forma, natiiraliai randamas zmogaus audiniuose ir yra pagrindinis danty ir
kauly neorganinis mineralinis komponentas. Sintetiniai metodai pla¢iai naudojami
HAp gamybai, nes sintetinis HAp turi gera pjezoelektrinj efekta, todél tinkamas
elektromechaniniams signalams aptikti. HAp plony pléveliy sintezé yra efektyvus
biidas gaminti jutiklius technologinéms reikméms [35].

Pjezoelektriniai  kompozitai buvo sukurti naudojant daugybe populiariy
neorganiniy pjezoelektriniy medziagy, tokiy kaip HA, siekiant pagerinti
pjezoelektriniy polimery jutikliy veikimg. Mazas kristaliSkumas ir didelis poringumas
buvo pagaminto hidroksiapatito (HA) savybés. HA, pagamintas i§ gyviany kauly ir
kalcinuotas 800 °C temperatiiroje, pasizymi didziausiu  kristaliSkumu.
Hidroksiapatitas (HA) gali sukurti cheminj ry$j su aplinkiniais mineralais, kai
susidaro HA sgsajos sluoksnis [4, 37].

Kita vertus, hidroksiapatitas (HA) yra kalcio fosfatas, kurio cheminé formulé
CaioPO4)s(OH)2, kuris yra istirtas biokeramikos srityje ir yra vienas dazniausiai
naudojamy biomedicinoje ir klinikinéje veikloje, nes labai primena kristaling kaulinio
audinio faze¢. Hidroksiapatitas yra osteokondukcija, biologiSkai suderinama, bioaktyvi
ir termodinamiSkai stabili medziaga, kuri kartu su biologiskai suderinamais
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polimerais (PVDF, polipieno rugstimi (PLA), polikaprolaktonu (PCL) ir kt.) tampa
medziaga, turin¢ia didelj kompozito kiirimo potenciala [3].

Atsizvelgiant j tai, kad HA turi gera hidrofilisSkuma ir gali sudaryti kauly rySius
su kauliniu audiniu, galima paruosti HA/polimero kompozitus. HA jterpimas j PVDF
pjezoelektring dangg gali pagerinti dangos hidrofiliskuma ir suteikti pjezoelektrines
savybes ir gerg biologinj suderinamuma [38].

6.2.3. GO — grafeno oksido medZiaga

Grafenas turi labai didelj mechaninj stipruma, pavirSiaus plotg ir Silumos bei
elektros laiduma, todél tai potenciali medziaga kuriamam kompozitui. Grafeno
oksidas (GO) pasizymi iSskirtinémis mechaninémis, elektrinémis, optinémis,
Siluminémis ir biologiskai suderinamomis savybémis. GO pasiZymi antibakterinémis
savybémis dél elektrostatinés adsorbcijos ir fizinés izoliacijos. Jo antibakterinés
savybés buvo placiai istirtos, o duomenys rodo, kad GO antibakterinés savybés yra
nestabilios ir priklauso nuo daugelio kintamyjy, jskaitant strukttra, aplinka,
temperatirg ir magnetinj laukg. Norint jveikti Siuos veiksnius, GO pagrindu pagaminti
antibakteriniai kompozitai gali bti sukurti derinant GO su polimerais [119].

Pjezoelektriniai kompozitai, sudaryti i§ poli (3-hidroksibutirato-ko-3-
hidroksivalerato) (PB) ir grafeno oksido (GO), buvo sékmingai pagaminti naudojant
elektros verpimo technologija. Buvo istirtos pagaminty kompozity morfologinés,
fizinés, cheminés, pjezoelektrinés ir biologinés savybés. GO pridéjimas padidina
pjezoelektrinj koeficientg (dss) [39].

Taip pat buvo istirtas GO/rGO (rGO — redukuotas grafeno oksidas) poveikis
PVDF-(BZT-BCT) kompozitinés plévelés elektrinéms savybéms. GO ir rGO
kompozicinés plévelés pasizymi geresnémis dielektrinémis, feroelektrinémis ir
pjezoelektrinémis savybémis. Kompozitinés plévelés su optimizuota GO
koncentracija (0,16 masés%) laidumas 2 kartus didesnis uz gryno PVDF. Rezultatai
rodo, kad poliarizacija pagerinama $esis kartus, o pjezoelektrinés savybés —tris kartus,
todél kompozicija idealiai tinka pjezoelektrinés dirbtiniams Sirdies stimuliatoriams ir
mazos galios elektronikai [40].

6.2.4. AgNO:s; — sidabro nitrato medziaga

Laidi faze, tokia kaip sidabras, gali buiti naudinga, nes, padidinus pjezoelektrinio
atsako jautrumga, laidzioji fazé pagerina kriivio perdavima, o tai yra labai svarbus
aspektas projektuojant pjezoelektrinius kompozitus. Sidabro nanodalelés (AgNP) gali
biiti naudojamos kaip PVDF uzpildas B fazés kiekiui padidinti ir kaip antibakterine
priemoné pramonéje ar chirurgijoje. Nustatyta, kad kai AgNP kiekis buvo nuo 0,4 %
iki 0,6 %, PVDF B kiekis padidéjo beveik 8 % [% [41].

Sidabro nanodalelés yra labai baktericidinés, gana nekenksmingos Zzmonéms ir
netoksiskos. LaidZios fazés, tokios kaip sidabras, pridéjimas gali biiti naudingas, nes;
pirma, laidZioji fazé pagerina kriivio perdavimg padidindama pjezoelektrinio atsako
jautruma, o atitinkamas Ag nusédimo kiekis suteikia pjezoelektrinj aktyvuma [20, 17].
Pazymeétina, kad sustiprintas lokalizuotas Ag nanodaleliy (Ag NP) elektromagnetinis
laukas gali biiti racionaliai sukeltas paspaudziant arba lenkiant PVDF plévelg, kad
biity galima nustatyti itin didelj jautruma [42].
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6.3. Medziagos ir ekesperimentiné metodika

Norint nustatyti kompozicines medziagas kaip tinkamas naudoti jutiklivose,
reikalingi matavimo ir taikymo metodai. Pagrindinés elektrinés charakteristikos, pvz.,
pjezoelektrinés konstantos, ir kitos charakteristikos yra butinos norint nustatyti
funkcine medziagg kaip jutiklio sluoksnj. Todél toliau apzvelgsime tyrimo metodika,
naudojamg kuriant kompozitus.

6.3.1. Dinaminis tyrimas

Vibracijos matavimams buvo paruoSos penkios metalinés plokstelés, padengtos
jvairiomis PVDF medziagomis. Pridéti ploni vario sluoksniai ant virSaus ir sulituoti
du laidai su kontaktais abiejose pusése — ant varinés plokstés ir metalinés plokstés.
Naudojant multimetrg izoliacijai patikrinti, trumpyjy jungimy nerasta.

6.5 pav. parodyta eksperimentiné konfigiiracija. Bandinys (7) tvirtinamas prie
vibratoriaus (8), ir buvo naudojami spaustukai (6). Vibratoriui buvo sukurtas sinusinis
signalas, naudojant signaly generatoriy (3), ir signalo stiprintuvas (4). Vibracijos
parametrai nustatyti naudojant vibracijos akselerometra KD35. Metalinés plokstés
vibracijos amplitudé buvo iSmatuota naudojant Keyence 5 lazerinj atstumo matuoklj.
Duomenys rinkti naudojant PicoScope 3424 osciloskopa 2. Duomenims analizuoti
naudota programiné jranga PicoScope 6.14.69, kuri buvozprijgngia prie PC (1).

0 NO »n

6.5 pav. Eksperimento paruo$imas matavimams, parodant pagrindines naudojamos
techninés jrangos dalis: 1 — kompiuteris, 2 — PicoScope 3424 osciloskopas (Pico
Technology, Kembridzsyras, JK), 3 — signaly generatorius UNI-T UTG1022X (Uni-
Trend Technology Ltd., Kinija), 4 — signalo stiprintuvas VEB Metro LV103, 5 —
LK-G82 lazerio nuotolis metras (Keyence, ElImwood Park, Naujasis Dzersis, JAV),
6 — spaustukai, 7 — plieniné ploksté, padengta PVDF medziagomis, ir vario laidZioji
fazé, 8 — vibratorius
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6.3.2. Pjezoelektrinio koeficiento ds; matavimas

Pjezoelektrinis efektas yra sgveika tarp mechaninio ir elektrinio medziagos
elgesio, $ig saveika galima apibudinti iSraiskomis [80]:

S = SET + dE; (17)

D =¢eTE +dT; (18)
¢ia E — elektrinio lauko stipris, D — dielektrinis poslinkis, T — taikomas jtempis,
S — deformacija, s — atitiktis, ¢ — laidumas.

Konstanta d yra susijusi su trimis svarbiomis medziagos savybémis pagal $ig
lygtj [80]:

d = kyeokTsE (CN™Y); (19)

&ia k yra elektromechaninis sujungimo koeficientas, k" yra dielektriné konstanta
esant pastoviam jtempimui, o s° yra tamprus atitikimas pastoviame elektriniame
lauke. Toliau pateikiamos dvi pagrindinés konstantos [80]:

d31 = k31ﬂ Eokgsfl (C N_l); (20)
d33 = k3zy/eok3 st (CN7H). (21)

D konstantos yra susijusios su dideliais mechaniniais poslinkiais, esanciais
judesio keitikliy jrangoje. Ir, atvirksciai, koeficientas gali biiti laikomas susietu su
apkrova, sumontuota ant elektrody veikiant mechaniniam jtempimui, dss taikomas,
kai jéga veikia trimis kryptimis — lygiagreciai poliarizacijos aSiai — ir veikia ta patj
pavir$iy, nuo kurio imama apkrova, ds: taikomas, kai apkrova surenkama nuo to paties
pavirSiaus, Kaip ir dss, tadiau jéga veikia statmenai poliarizacijos aSiai. Yra Zinoma,
kad jie turi tokj empirinj rysj [80]:

diz = =25 X djq. (22)

Pjezoelektrinio kriivio koeficientas, jungiantis elektros kriivi, susidarantj
bandinio plote su mechanine jéga, taikomas ir apskai¢iuojamas kulonais — Niutono
vienetais (C N1).

dss konstanta buvo iSmatuota naudojant PolyK Quasi Satic Piezoelectric dss
Meter (6.6 pav.).
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Nozzles of Piezoelectric
measure sample
Static piezoelectric d33 meter

U]

6.6 pav. Pjezoelektrinés konstantos dz3 matavimo schema, naudojant PolyK statinj
pjezoelektrinj dss matuoklj

6.3.3. 4 zondy matavimas

Medziagy ir puslaidininkiy moksle keturiy tasky zondo apibiidinimas yra
tipiskas kietyjy medziagy ir plony pléveliy elektriniy charakteristiky tyrimo metodas.
Didelés varzos voltmetras naudojamas jtampos kritimui per viding zondo grandine
aptikti po to, kai srové praeina per jo iSoring granding. Dél to iSmatuotas jtampos
kritimas (V) daugiausia atsiranda puslaidininkio pavirSiuje dél srovés (1), tekancios
per méginj. Matuojant puslaidininkinius kristalus arba plonas pléveles, srové i$ esmés
tekés trimis kanalais [25].

Van der Pauw rezimas, kvadratinis rezimas, kolinearinis rezimas, dvigubo
zondo konfigiiracijos rezimas ir kiti rezimai yra tarp daugybés sukurty tradicinio
keturiy tasky zondo matavimo rezimy [25, 57, 58]. Pla¢iai naudojamas kolinearinis
rezimas, o kolinearinio keturiy tasky zondavimo metodo principas pateiktas 6.7 pav.

I
U

Rum tact Rumlact

ARAEERS

Rspeuu.nen |

6.7 pav. Keturiy taSky zondo metodo principas: | yra srove, taikoma tarp iSoriniy
zondy, U yra jtampos pokytis tarp zondy 2 ir 3, R yra laksto varza

Jtampos kritimui (V) vidinéje zondo grandinéje matuoti gali biiti naudojamas
voltmetras su didele varza, o srové (1) teka per iSoring zondo granding. Vadinasi, per
bandinj tekanti srové sukelia iSmatuotg jtampos kritimg puslaidininkio pavirSiuje.
Tada 4 tasky zondo varza (R) yra [25]:
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R=7 (23)
app _ 1 g (27T.

Ryp™ = o In ( s+r )’ (24)
app _ L (1)

R3D " oy In (s+r Zs—r)’ (25)

¢ia s — atstumas tarp gretimy tasky kontakty, r — spindulys tarp gretimy tasko
kontakty, ¢ s/o_b — vienodas matuojamo bandinio lakstinis laidumas.
Skai¢iuojant galima naudoti Sias formules [25]:

4 U n2

Rob =T =m0 (26)
4pp _ U _ 1

R3D T 1 2msop (@7)

Siame tyrime 4200-SCS puslaidininkiy charakteristiky sistema naudojama
keturiy taék\q zondui matuoti. Jranga pateikta 6.8 pav.

(a) (b)
6.8 pav. Keturiy tasky zondo metodo matavimo jranga: a) méginio matavimas; b)
4200-SCS modelio puslaidininkiy charakteristiky sistema

Matavimo proceso metu keturi vienodais atstumais iSdéstyti zondai lieciasi su
medziaga. Turio varza galima apskai¢iuoti pagal formule [25]:

T 14
p= mz 1 t-k; (28)
¢ia P— tlriné savitoji varza, £-cm, V — iSmatuota jtampa, V, | — Saltinio srove,

A, t — bandinio storis, cm, k — koeficientas, pagrjstas zondo ir plokstelés skersmens
santykiu bei storio ir zondo santykiu.

6.4. Pjezoelektriniy PVDF kompozitiniy medzZiagy sintezé ir analizé

Siame skyriuje aptarsime funkcinio elemento gamybos procesa. Funkciniam
elementui parinktos tinkamos medziagos yra PVDF, HA ir AgNOs, 0 gamybai
pasirinktas tirpiklio liejimo biidas. Bus naudojamas netoksiskas tirpiklis DMSO. Sis
gamybos biidas ir medZiagos buvo pasirinkti siekiant padidinti beta faze, kuri yra labai

svarbi kibernetiniam saugumui ir pjezoelektrinéms savybéms. Aptarsime kompozity
su PVDF, HA ir AgNOs rezultatus.
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6.4.1. Kompozity PYDF/HA/AgNO; paruoSimas

Skystoje fazéje esancios cheminés medziagos gali lengviau prasiskverbti ]
poras, kad buty geresné pavirSiaus apdaila. Plonasluoksniuose dielektrikuose su
lygesniais pavirsiais neSiklio transportavimo varza yra mazesné [64, 83]. Dél Sios
priezasties méginys ruosiamas liejimo tirpikliu biidu.

Dimetilsulfoksidas (DMSO) naudojamas kaip tirpiklis idealioje 90 °C
temperatiroje pléveléms gaminti. Norint sukurti homogenin; tirpala, PVDF ir DMSO
tirpiklis pirmiausia buvo sumaisyti ir penkias valandas kaitinami, tirpinami 90 °C
temperatiroje. Kambario temperatiiroje sidabro nitratas ir hidroksiapatitas buvo
iStirpinti DMSO tirpiklyje ir maiSomi 1-2 minutes, kad biity uztikrinta vienoda
dispersija. Sumaisius visus komponentus ir isliejus ant pagrindo, formavimo strypais
suformuojama plévelé ir tris valandas dziovinama 65 °C temperatiroje. Visas
paruos$imo procesas pavaizduotas 6.9 pav. Be to, 6.1 lenteléje yra nurodytos bandiniy
medziagy koncentracijos Kiekvienam bandiniui.

- /
Foﬂ“‘ng %% \
~ “~a
HA b,
Solvent Evaporation 65 °C
-'\' gy 4 .
< b i
-~ -
)
AgNO, L

6.9 pav. Kompozitiniy kietyjy pléveliy su PVDF/HA/AgNO:3 sintezés schema

6.1 lentelé. Méginiy su PVDF/HA/AgNOs koncentracijos ir receptiiros

Sample No. PVDF (g/ml) HA (g/ml) AgNOs (g/ml)
(D) 0,59/2ml 0,05g/1ml -

2 0,59/2ml 0,10g/1mi -

3 0,59/2ml - 0,2g/1ml

4 0,59/2ml 0,05g/1ml 0,2g/1ml

(5) 0,59/2ml - -

Buvo pagaminti penki méginiai — 0,05 g HA:0,5 g PVDF (1), 0,1 g HA:0,5 ¢
PVDF (2), 0,2 g AgNOz:0,5 g PVDF (3), 0,5 g HA:0,5 g PVDF: 0,2 g AgNOs (4) ir
0,5 g PVDF (5).

6.4.2. Elektros potencialo tyrimas

Elektrinéms savybéms istirti buvo sukonstruoti penki bandiniai (1, 2, 3, 4 ir 5
pavyzdziai). Bandiniai buvo sudaryti i$ trijy sluoksniy: plieno, funkcinio sluoksnio
(kuriami kompozitai) ir aliuminio. Be to, buvo atliktas panasus tyrimas ir iSmatuota
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jtampa atviroje grandingje [98]. 6.10 pav. pavaizduotas schematinis prietaisy
elektriniy charakteristiky tyrimo principas.

6.10 pav. Méginiy elektriniy savybiy matavimo schema

6.2 lenteléje pateikiamos vertés, elektros tyrimo rezultatai. Aktyvus sluoksnis
HA, Kkurio néra 3 ir 5 pavyzdziuose, yra vertés sumazéjimo priezastis. Rezultatai 2-
ame méginyje ir parodé auk$¢iausia energijos lygj. Kadangi pagaminti kompozitai 3
ir 5 (be hidroksiapatito-HA) turéjo maziausias energetines vertes, akivaizdu, kad HA
tinkama medziaga, siekiant padidinti elektrines savybes. Svarbu paminéti, kad P\VDF
feroelektriniy charakteristiky vystymas taip pat gali padidinti elektros kriivio
perdavima [118].

6.2 lentelé Kiekvieno méginio i$skirtos energijos vertés rezultatai

Sample
Energy | 1 2 3 4 5
(W/A) 0,08+0,01 |012+0,01 | 0,06+0,01 | 0,09+0,01 | 0,05+0,01

6.4.3. Pjezoelektrinio koeficiento ds; matavimo rezultatai

Kaip parodyta 6.11 pav., kiekvienas méginys buvo matuojamas 4 Kartus,
didinant apkrovos jéga [2-5 N] diapazone. PVDF (5 bandinys) verté buvo maziausia,
ji buvo 5,6 pC / N su 2 N jégos apkrova ir palaipsniui mazéjo — didinant apkrova.
Didziausius rezultatus, 8,8-9 pC/N, pasieké PVDF/HA méginiai— esant 2 N jégal, ir
palaipsniui mazéjo — didinant apkrova. Geri rezultatai taip pat gauti méginio
PVDF/HA/AGNO:s, kurio ds; konstanta yra 8,3 pC/N esant 2 N jégai. 2-jy N jégos
apkrova uztikrina geriausia naSuma. 6.11 pav. parodo meéginiy ds3 reikSmes.
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6.11 pav. dss konstantos méginiy matavimo rezultatai

6.4.4. Elektriniy savybiy matavimas (4 zondy)

Siame skyriuje aptariama PVDF, HA ir AgNO; jtaka kompozitiniy pléveliy
elektrinei varzai. 6.12 pav. rodomi keturiy taSky zondo impulsy elektriniai matavimo
rezultatai.
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6.12 pav. Keturiy tasky zondo impulsy elektrinio matavimo rezultatai, 1
pavyzdys — PVDF/0,05HA, 2 pavyzdys — PVDF/0,1HA, 3 pavyzdys —
PVDF/AgNOQOs3, 4 pavyzdys — PVDF/HA/AgNOs;, 5 pavyzdys — PVDF

Kompozito, kurio sudétyje yra PVDF/0,01HA (1 pavyzdys), keturiy tasky
zondo impulsy matavimas parodé, kad Sio kompozito vidutiné elektriné varza yra
10,16 x 10° Qm, o didziausé reik§mé — 11,13 x 107 Qm. HA jtraukimas ] kompozitg
padidina elektrine varzg. Didesnis pokytis buvo pastebétas pridéjus AgNOs priedo, 0
didziausia smailé uzfiksuota ties 12,54x107° Qm.

Pridéjus visas medziagas, didziausias elektrinés varzos padidéjimas buvo
12,96x107¢ Om. Sie rezultatai rodo, kad AgNOs ir HA gali turéti jtakos kompozito
elektrinéms savybéms. Be to, dél AgNOs gali susidaryti joninés jungtys, kurios gali
prisidéti prie bendro laidumo. 5 méginio rezultatai taip pat rodo, kad, kai néra
papildomy komponenty, matoma jtaka elektrinés varzos kritimui. Svarbu pazyméti,
kad laidumo varzai jtakg gali daryti ir Kiti veiksniai, pvz., priedy sklaida kompozite ir
naudojamos apdorojimo salygos. Taciau reikalingi tolesni tyrimai, siekiant iSsiaiskinti
tikslius mechanizmus, atsakingus uz pastebétus elektriniy savybiy pokycius.
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6.5. PVDF pagrindu pagaminty medZiagy su HA, GO ir AgNO3 uZpildais
kiirimas

Siame skyriuje aptarsime funkcinio elemento gamybos procesa. Funkciniam
elementui parinktos tinkamos medziagos yra PVDF, HA, GO ir AgNOs, 0 gamybai
pasirinktas tirpiklio liejimo biidas. Bus naudojamas netoksiskas tirpiklis DMSO. Sis
gamybos biidas ir medZiagos buvo pasirinkti siekiant padidinti beta faze, kuri yra labai
svarbi kibernetiniam saugumui ir pjezoelektrinéms savybéms. Aptarsime kompozity
su PVDF, HA, GO ir AgNOs rezultatus.

6.5.1. Kompozity PVDF/HA/GO/AgNQs paruoSimas

Plévelés buvo paruostos naudojant dimetilsulfoksidg (DMSO) kaip netoksiska
tirpiklj 90 °C temperattroje. PVDF ir DMSO tirpiklis buvo sumaiSomi ir atkaitinami
90 °C temperatiiroje mazdaug 5 valandas, kol susidarys vienalytis tirpalas. Sidabro
nitratas, grafeno oksidas ir hidroksiapatito komponentai buvo disperguoti DMSO
tirpiklyje kambario temperattroje ir maiSomi 1-2 minutes, kol tolygiai pasiskirsto
arba iStirpsta. Galiausiai visi komponentai buvo sumaisyti ir supilti ant elektrodo
pagrindo, plévelé suformuota naudojant formavimo strypus ir dziovinama 65 °C
temperatiiroje apie 3 valandas. Méginio paruo§imo schema parodyta 6.13 pav.

PVDF =

o

Solvent Evaporation 65 °C

HA P 114

6.13 pav. Méginiy PVDF/HA/GO/AgNO3 paruosimo shema

Meéginiy receptai ir koncentracijos pateikti 6.3 lenteléje. Buvo paruosti 4
skirtingi kompozitai.

)

AgNo3

Mixing

[nmso

Stirring 1-2 min.

6.3 lentelé. Méginiy su PVDF/HA/GO/AgNO:s koncentracijos ir receptiiros

Sample No. | PVDF (g/ml) | HA (g/ml) | GO (g/ml) | AgNOs (g/ml)
1) 0,3g/2ml - 0,3g/iml | 0,2 g/iml

(2 0,39/2ml 0,1g/iml | 0,3 g/Iml | -

3) 0,3g/2ml 0,1g/iml | - 0,2 g/iml

(4) 0,39/2ml 0,1g/Aml | 0,3 ¢g/iml | 0,2 g/1ml

6.5.2. Elektrinis keturiy tasky zondo impulsy matavimas

Siame skyriuje aptariama PVDF, HA, AgNOs ir GO jtaka kompozitiniy pléveliy
elektrinei varzai. 6.14 pav. pateikiami keturiy tasky zondo impulsy elektrinio
matavimo rezultatai.
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6.14 pav. Keturiy tasky zondo impulsy elektrinio matavimo rezultatai:
PVDF/AgNO3/GO, PVDF/HA/AgNQO3, PVDF/HA/GO ir PVDF/HA/AgNOs/GO

Kompozito PVDF/AgNO3/GO (1 pavyzdys) vidutiné elektriné varza 8,20x10°
Qm. Kai vidutinis atsparumas yra 8,21x 107¢ Qm, HA pridéjimas prie kompozito ir
GO pasalinimas nesukélé jokiy pastebimy pakeitimy. Pridéjus GO ir pasalinus AgNOs
prieda, buvo pastebétas didesnis pokytis. Vidutiné kompozito elektriné¢ varza buvo
9,25x 107° Qm.

Esant visiems komponentams, elektriné varza padidéjo labiausiai — 10,82x107°
Qm. Sie rezultatai rodo, kad GO, AgNO; ir GO gali turéti didesnj poveikj kompozito
elektrinéms charakteristikoms nei HA pridéjimas. GO gali padéti perduoti kriivi
kompozite, nes tai labai laidi medziaga. Be to, AgNOs3 gali sudaryti jonines jungtis,
kurios gali padidinti bendrg laiduma.

Labai svarbu atsiminti, kad kiti veiksniai, pvz., priedy pasiskirstymas visame
kompozite ir naudojamos apdorojimo salygos, taip pat gali turéti jtakos laidumui.
Nepaisant to, reikia atlikti daugiau tyrimy, kad biity galima tiksliai nustatyti
pastebétus elektriniy charakteristiky pokycius.

6.5.3. Pjezoelektrinio koeficiento ds; matavimo rezultatai

Sukurty pjezoelektriniy kompozity dss reikSméms matuoti naudotas statinis
pjezoelektrinis matuoklis. Kai elektrinis laukas veikia poliarizacijos kryptimi (daznai
trimis kryptimis), medziaga, turinti didel¢ dsz verte, gali sukelti didelj mechaninj
jtempj. Kiekvienas $io tyrimo méginys buvo matuojamas ta pacia jéga [+1-2 NJ. 2
pavyzdyje pjezoelektrinis matuoklis rodé maziausig 8,70 pC/N rodmenj. 1 méginys
rodo didziausius rezultatus 11,40 pC/N. Komponenty GO ir AgQNOs pridéjimas j 1
méginj davé didziausig rezultatg, nors 4 méginio, kuriame yra visi komponentai,
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rezultatas yra 9,40 pC/N, taciau rezultatai taip pat daug zadantys. Pjezoelektriniy ds3
konstanty rezultatai pateikti 6.15 pav.

z Dy constant pC/N
O11.4M 1140
o
EIO.S
w
g 9.6 9.40
© 8.90
S 87 me/0 . T
1 2 3 4
Sample number

6.15 pav. dss rezultatai (matuojami statiniu ds3 matavimo jrenginiu), 1 méginys —
PVDF/AgNOs, GO, 2 pavyzdys — PVDF/HA/AgNOs3, 3 méginys — PVDF/HA/GO, 4
méginys — PVDF/HA/AgNOs/GO

6.6. Sukurty kompozity rezultaty palyginimas ir GO jtaka savybéms

6.4 lenteléje pateikiami pagaminti kompozitai ir jy koncentracijos, o Siame
skyriuje pateikiami keliy matavimo rezultaty palyginimai.

6.4 lentelé. Méginiy koncentracijos ir receptai

Bandiniai Receptai (g/ml)

PVDF/0,05HA ( PVDEF 0,5 g/2 ml, HA 0,05g/1ml

PVDF/0,1HA PVDF 0,5 g/2 ml, HA 0,10¢/1ml

PVDF/AgNO3 PVDF 0,5 g/2 ml, AgNO3 0,2g/1ml

PVDF/HA/AgNO3 PVDF 0,59/2 ml, HA 0,05g/1ml, AgNOs; 0,2g/1ml

PVDF PVDF 0,59/2 ml

PVDF/GO/AgNO; PVDF0,3 g/2 ml, GO 0,3 g/iml, AgNO3 0,3 g/1ml

PVDF/HA/GO PVDF 0,3 g/2 ml, HA 0,1 g/1ml, GO 0,3 g/1ml

PVDF/HA/AgNO3 PVDF 0,3 g/2 ml, HA 0,1 g/tml AgNOs 0,3 g/1ml

PVDF/HA/GO/AgNO3 PVDF 0,3 g/2 ml, HA 0,1 g/1ml, GO 0,3 g/1ml, AgNO30,3
g/iml

6.16 pav. parodyti abiejy kompozity ds3 konstantos rezultatai. Didziausia
konstanta yra 11,40 pC/N PVDF/GO/AgNQO; kompozite. Taip pat geri rezultatai
PVDF/HA/GO/AgNO3 méginio — 9,40 pC/N. Maziausi rezultatai méginio, kuriame
yra gryno atkaitinto PVDF, o tai rodo, kad faziy, tokiy kaip GO, AgNQO;s ir HA,
pridéjimas turi jtakos ds3 rezultatams.
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6.16 pav. dss pjezoelektriniy konstanty visy méginiy palyginimo rezultatai

6.17 pav. parodyti 4 zondy elektriniai rezultatai. AukSCiausius rezultatus
demonstruoja méginiai su PVDF/HA ir méginiai su PVDF/AgNQOs. Pridéjus visas
medziagas, didziausias elektrinés varzos padidéjimas buvo 12,96x10¢ Qm. HA
jtraukimas j kompozita padidina elektring varza. Pridéjus visas medziagas i
PVDF/HA/AgNOs/GO méginj, elektriné varza padidéjo 10,82x10°¢ Qm.

130T 2, 19 ) T { R e
12.54 PVDF/AgNO,; ]

T %2
[PVDF/HA/AGNO,

Conductivity resistance, Qm 10 ©

6.17 pav. 4 zondo matavimy elektros laidumo rezultatai, visy méginiy palyginimas
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FTIR spektrai 6.18 pav. parodé, kad juostos, susijusios su PVDF a ir § fazémis,
buvo labiau paplitusios.

FTIR spektras neatskleidé labai didelio reik§mingo AgNO3, GO ir HA poveikio
dél mazos Siy medziagy koncentracijos ir zemos kristalizacijos temperatiiros (90 °C).
Kompozity komponentai i§ esmés buvo patvirtinti FTIR spektrais. Taciau buvo
jrodyta, kad visuose méginiuose buvo PVDF J kristaliné fazé pagal matomas FTIR
smailes. Buvo apskaiCiuotos [ fazés koncentracijos, kurios pateiktos 4.3 pav.
Didziausios [ fazés koncentracijos buvo nustatytos PVDF/HA/AgNO; ir
PVDF/HA/GO/AgNO3; méginiuose, jos buvo 54,63-56,76 %.

= B [z I V.

e Rl (- B
5 5 T2 P s Yl
s > > Bt (557 spmt. o sour o > )
g E = B43.99% |5 ) SN B —
E B40.25% |- B48.52% B 39.80%
g e oot [pserec | o

ey ) B | Dokl gV DEFTEET]

PVDF/HA/GO/AgNO,

PVDF/GO/AgNO3 *** PVDF/HA/GO PVDF/HA/AgNO,
Wave number, cm?

6.18 pav. Visy méginiy FTIR spektro rezultaty palyginimas

6.6.1. Funkcinio elemento taikymas ir integravimas

Pateiktame tyrime pagrindinis démesys skiriamas galutiniam pritaikymui —
daugiasluoksniam biojutiklio dizainui. Be paties biojutiklio funkcinio elemento
konstrukcijos, taip pat svarbu atsizvelgti j visuma, su kuria jis sgveikaus. 6.19 pav.
parodyta biojutiklio konstrukcija jutimo jrenginyje. Vienas biosensoriaus sluoksnis
yra funkcinis elementas su dviem elektrodais. Hidrogelis padeda jutikliui geriau liestis
su zmogaus oda, o jutimo medziaga, pagal atliktus tyrimus, parinkta
PVDF/HA/AgNO; arba PVDF/HA/GO/AgNO; dél puikaus pjezoelektriSkumo ir
plastiSkumo. Abigjose elektrodo laidininko pusése uzdedamos varinés sidabro pastos
juostelés (kievienam elektrodui po viena), kad buty geras laidumas, ant jy
prilituojamas sujungimo laidas. Visas prietaisas i$ abiejy pusiy visiS$kai padengiamas
silikono sluoksniu, kad padidinty mechaninj stipruma ir apsaugoty jutiklj nuo dulkiy
ir vandens.

Sukurtas funkcinis elementas puikiai tinka pulsui matuoti. FTIR smailés ir
rezultatai puikiai atskleidé beta fazés egzistavimg méginiuose, o tai reiskia, kad
papildomos medziagos ir pasirinktas apdorojimo budas puikiai tinka beta fazei
padidinti ir funkciniams elementams pritaikyti. Beta fazé reikalinga taip pat norint
integruoti PUF rakta, kuris uztikrinty saugy funkcinio elemento naudojimg ir
apsaugoty paciento duomenis.
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6.19 pav. Pjezoelektrinio jutiklio struktiira, PUF — funkcija § faz¢je ir FTIR
fazés smailés sukurtuose funkciniuose elementuose

6.7 ISvados

1. Istyrus medicinos srityje naudojamy pjezoelektriniy biojutikliy bevielés
infrastruktiiros saugumo spragas, nustatyta, kad jutikliuose naudojama informacija
yra ataky taikinyje. Lanks¢iuose ir implantuojamuose jutikliuose naudojama jvairi
informacija, kuri gali bati aptikta ir pakeista. Integravus PUF raktg j PVDF P faze,
galima apsaugoti naudojant jutiklius gauta informacija. Taciau labai svarbus ir
pjezoelektrinio  kompozito funkcionalumas ir pritaikomumas formuojant
biomechaninius jutiklius. Funkcionalumui padidinti bei mechaninéms, elektrinéms,
morfologinéms ir hidrofobinéms savybéms valdyti pasirinktos HA, GO ir AgNOs
nanodalelés. Pjezoelektrinuose kompozituose HA uztikrina biosuderinamumg ir
padidina pjezoelektrinj efekta, GO gerina elektrines savybes, padidina beta fazés
virsma PVDF polimere, o AgNOs turi antibakteriniy savybiy bei pagerina kriivio
perdavimg. Tokie kompozitai anks¢iau nebuvo analizuojami, todél siekiama sukurti
funkcinj elementa, uztikrinant] mechanines, elektrines ir pjezoelektrines savybes bei
uztikrinantj perduodamy duomeny sauguma.

2. Sukurta pjezoelektrinio kompozito PVDF pagrindu su HA, GO ir AgNO3
nanodalelémis sintetinimo metodika, uztikrinanti pjezoelektriniy savybiy ir beta fazés
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transformacijos integracija kompozitinéje medziagoje. Sintezei pasirinktas tirpiklio
atkaitinimo btidas su DMSO (90 °C, 5 val.). Ant 0,05 mm plieniniy elektrody buvo
paruosti jvairiy koncentracijy méginiai. Plévelé buvo nusodinta ant 0,17 mm storio
elektrodo. PavirSiaus Siurk$tumo ir multifraktaliniy spektry analizé patvirtino gera
méginio paruoSimo kokybe.

3. Ivertinus HA, ir AgNOs nanodaleliy jtaka pjezoelektrinio kompozito
elektrinéms, mechaninéms ir morfologinéms savybéms bei beta faziy transformacijos
uztikrinimui, rezultatai parodé, kad PVDF/HA/AgNOs, konstanta dsz yra 8,3 pC/N ir
padidéja 33 %. IStirtos elektrinés charakteristikos, rodancios didZiausias energijos
reik§mes komponente PVDF/HA/AgNOs, 0 rezultatai svyravo nuo 56,50 iki 125,20
mV. Keturiy tasky zondo matavimas parodé, kad HA ir AgNOs jtraukimas j
kompozita padidino elektring varza iki 12,96x10° Qm. Didziausia beta fazés
transformacija uzfiksuota tokiuose méginiuose PVDF/HA/AgNOs.

4, Ivertinus GO jtakg PVDF pagrindu pagaminto kompozito
pjezoelektrinéms, elektrinéms ir morfologinéms savybéms, jutimo taikymui,
rezultatai parodé, kad PVDF/AgNO3/GO méginyje buvo geriausi pjezoelektriniai
radiniai esant 11,40 pC/N. FTIR rezultatai rodo, kad HA, GO arba AgNO3 veikia beta
fazés transformacija kompozituose ir didziausia beta fazés koncentracija yra 56,76%.
Didziausias elektrinés varzos padidéjimas rastas PVDF/HA/AgNOs/GO méginyje —
10,82x107° Qm. B fazé reikalinga ir PUF rakto integravimui, kuris uztikrinty saugy
funkcinio elemento naudojimg. Sukurtas beta fazés transformacija pasizymintis
pjezoelektrinis kompozitas yra tinkamas biomechaniniy jutikliy kiirimui.
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