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1. Jvadas

Technologiju progresas toks spartus ir neisvengiamas, kad net sunku issivaizduoti, ka mokslininkai ir
inzinierial pasitlys ar pakeis jau rytoj. Visgi yradalykai, kurie yra nusistovéje ir kuriy keitimas ar tobulinimas
atrodo ne tik nebiatinas, bet netgi ir neimanomas. Motyvacija paprasta — pasitikéjimo naujovémis trakumas,
biurokratizmas ar, galu gale, finansy stoka

Seimo, Prezidento ar kitos valdzios rinkimy tvarka atrodo jau nusistovéjusi ir tapusi norma. Nepaisant
daznai girdimy jtarimy dél rezultaty klastojimy ar kity rinkimy pazeidimy néragarsiai kalbama apie galimybe
i§ esmés pakeisti rinkimo procediras, siekiant uzkirsti galimybe piktnaudziauti. Vis mazéjantis rinkéju
skaicius taipogi kelia nerima. Trikumy yra - ir daug... Tai ir paskatino istirti galimybe realizuoti el ektroniniy
rinkimpy modeli remiantis uzsienio patirtimi, esamomis technologijomis bei oficialia rinkimus
administruojancia ingtitucija. Be abejo, tai néra tik bandymas adaptuoti esama rinkimy sistema — atlikome
tyrima, projektavima bei analize, ir galimeteigti, kad tai pasiteisina.



2. Analizésdalis

2.1. Tyrimo sritis, objektas, problema, dar bo aktualumas

Mobiliyju E-rinkimy taikomoji sistema - programinis ir techninis sprendimas kompiuterizuotiems,
mobiliems rinkimams organizuoti. Objekto paskirtis - balsavimo procediry vykdymas, suteikiant vartotojui
gaimybe keliais budais atiduoti savo balsa, maksimaliai uztikrinant duomeny sauguma.

Rinkimai suteikia galimybe salies pilieciams isreiksti savo norus, issirinkti norimus valdininkus.
Tatiau vis dazniau rinkimal tampa korumpuoti ir tendencingi, tai jvyksta, kai konkretus asmuo naudodamas
ivairius neleistinus metodus stengiasi nulemti rinkimy eiga savo naudai. Sioms problemoms spresti yra daug
budy, taciau vienas geriausiy, tai rinkimy sistemos kompiuterizavimas bei mobilizavimas. Panaudojus
modernias technologijas galima padaryti rinkimus zymiai skaidresnius, supaprastinti ju eiga, sumazinti ju
sanaudas, pasalinti zmogiskaji faktoriy, kuris dazna turi itakos rinkimy eigai ir rezultatams. Tam tikdui
projektuojama mobiliyju E-rinkimy sistema, kuri susideda is centralizuoto tinklo, kuriame visa informacija
surenkama i$ rinkéjy tiesiogiai, be tarpininky. Nemazal investavus 1 mobiliyju E-rinkimy sistema ateityje
galima sutaupyti zymial didesnes pinigu sumas. Naudojantis aukstomis technologijomis galimas maksimalus
saugumo uztikrinimas ir ypatingai grieztaklaidy kontrolé.

Rinkéjui suteikiama galimybé balsuoti keliais budais, kad nereikty stovéti eilése prie balsavimo urny.
Tal dar labiau skatina atlikti pilieting pareiga. Mobiliyju E-rinkimy sistema rinkimams suteiks skaidrumo,

aiskumo ir konkretumo. Rinkimy rezultatai i$ be tarpininky pateks i rinkimines apygardas.

2.2. Analizésmetody ir priemoniy parinkimas

Projekto procesy anaizei ir modeliavimui issirinkome Siuolaiking projektavimo kaba UML
naudodamiesi Rational Rose paketu. Si programa naudojama sudétingy procesy analizei, dokumentacijai ir
klaidy taisymui. Produktas suteikia galimybe aiskiai isdéstyti tokius svarbius faktorius, kaip — kokios veiklos
sritys reikalingos, kaip jos igyvendinamos ir kokie isteklial reikalingi tai atlikti. Tai suteikia galimybe visa
organizacijos modelj atvaizduoti aiskiomis rysiy diagramomis. Sio paketo privalumai :

Supaprastéja komunikacija, visi kalbata pacia kalba, issvaistoma maziau laiko;

Reikalavimai lengviau apibréziami ir dokumentuojami, maziau “pamirsty” viety;

Vartotojai itraukiami i programos kiirima nuo pat pradziy, maziau perdarymy pabaigoje;

Priemon¢ issaugoti sukauptas zinias imongéje, net jei zmonés ja palieka;

Sutaupo laiko susipazistant su jau sukurtomis sistemomis.



2.3. Esamos situacij os analize

Rinkimy procesa skirstome i sias pagrindines pakopas :
Visy Lietuvos gyventojy duomeny bazés sudarymas ir perkélimas | centring darbo stotj;
I§ visy Lietuvos gyventoju duomeny bazés formuojamas aktyviy rinkéju (LR pilieciy virs 18 mety)
sgrasas,
Rinkéju sarasas paskirstomas pagal gyvenamaja vieta konkrecioms rinkiminéms apygardoms;
Prie centrinés darbo stoties prijungta spausdinimo iranga spausdinami kvietimai i rinkimus pagal
konkrecias rinkimines apygardas,
Kvietimai isdalinami rinkéjams;
Kiekvienas rinkéjas bal suoja nustatytoje rinkiminéje apylinkéje;
Atéjusi rinkiming apylinke, asmuo identifikuojamas ir jam suteikiamateisé balsuoti;
Asmuo uzbraukia norima kandidata lapelyje ir imetalapeli | balsadéze.

Galimas isankstinis bal savimas pastu;

[statymines rinkimy bazés apzvalga :

Rinkimai vykdomi tam, kad sudaryti valstybés valdymo aparata. Demokratinés respublikos piliecial
turi prigimting konstitucing teise dalyvauti valstybés valdyme, ir $i teisé¢ yra nepaneigiama bel negincijama,
i§Skyrus istatymo numatytus atvejus. Kaip ir daugelis procesy susijusiy su valstybés valdymo veikla, rinkimai
yra grieztai aprasyti ir reglamentuoti istatymy. Kiekvienas zingsnis yra aiskia apibréztas ir detalizuotas,
numatytos net pacios smulkiausios detalés. Tai daroma tam, kad buty aiski rinkimy organizavimo, rengimo ir
rezultaty skaiciavimo bel pateikimo visuomenei veiksmy seka. Lietuvos Respublikoje rinkimy bidu | savo
postus isrenkamas LR Prezidentas ir LR Seimo nariai. Seimo rinkimus reglamentuoja LR Seimo Rinkimy
Istatymas, o Prezidento rinkimus— LR Prezidento Rinkimy Istatymas [2].

LR Seimo Rinkimy [statyma sudaro vienuolika skirsniy ( kurie yra suskirstyti i 98 smulkesnius
straipsnius) [1]:

Galima paminéti, kad sis istatymas uzima net 42 puslapius A4 formatu. Naujausia LR Seimo rinkimy
Istatymo redakcija isigaliojo nuo 2003 05 O1.

LR Prezidento Rinkimuy Istatyma sudaro devyni skirsniai ( kurie yra suskirstyti i 74 smulkesnius
straipsnius) [2].

LR Prezidento rinkimy Istatymo redakcija isigaliojo nuo 2002 06 20. Sj jstatyma sudaro 31 puslapis
A4 formatu.



Miisy projektui aktualts visi istatymy punktai, kadangi jais remiantis organizuojami rinkimai. Be abejo
neisvengiamos istatymuy pataisos norint detaliai reglamentuoti naujaja elektroniniy rinkimy Sistema,
pagrindiniai pakeitimai turéty bati atlikti siuose punktuose :

Rinkimy apygardy sudarymas
Atsizvelgiant 1 patoguma rinkéjui atvykti i balsavimo patalpas ir rinkéju skai¢iy, miesty, rajony teritorijos
dalijamos i rinkimy gpygardas.

Rinkimy komisijos
Rinkimus organizuojair vykdo:
1. Vyriausioji rinkimy komisij&;

2. Apygardy rinkimy komisijos.

Rinkéjy sqrasai
1. Rinkimams organizuoti ir vykdyti sudaromi sie rinkéjy sarasai:
a Lietuvos Respublikos rinkéjy sarasas,
b. Rinkimy apygardy rinkéjy sarasai.

IS Lietuvos Respublikos rinkéju saraso turi bati isbraukiamas mirgs LR pilietis, asmuo, netekes LR

pilietybésir LR pilietis, dél kurio isigaliojo telsmo sprendimas pripazinti ji neveiksniu.

Rinkejo pazyméjimas
Rinkéjo pazyméjimas yra rinkimy komisijos isduotas dokumentas, kuriame nurodoma, kurios rinkimy
apygardos rinkéju sarase yrairasytas Lietuvos Respublikos pilietis.
Rinkéjo pazyméjime nurodoma:
- rinkéjo vardas ir pavardg;
- rinkéjo gimimo data (metai, ménuo, diena);
- rinkéjo adresss;
- rinkimy apygardos, i kurios rinkéju sarasa itrauktas rinkéjas, pavadinimas, numeris ir balsavimo
patal pos adresas;
- rinkéjo eilés numeris rinkimy apygardos rinkéjy sarase;

- rinkimy data, balsavimo rinkimy apygardos bal savimo patalpoje laikas.



Jeigu rinkéjas praso isduoti rinkéjo pazyméjimo dublikata vietoj pamesto ar negauto rinkéjo
pazyméjimo, dublikatas turi baiti nedelsiant isduodamas rinkéjui, kai tik yra nustatomi rinkéjo duomenys,
kurieturi bati irasomi | pazyméjima.

Balsavimo laikas ir vieta
Balsavimas vyksta rinkimy diena nuo 7 iki 20 valandos apygardos rinkimy komisijos nurodytose
terminaly vietose. Rinkéjas bal suoja toje rinkimy apygardoje, i kurios rinkéju sarasus jis yrairasytas, jel kitko

nenumato §is jstatymas.

Draudimas rengti balsavimo patalpoje kitus renginius

Balsavimo patalpoje negalima rengti jokiu kity renginiy, isskyrus rinkimy organizavima ir balsavima.
Jokiy renginiy taip pat negalima rengti ir peréjimo patalpose (koridoriuose) bei prie i¢jimo i balsavimo
patal pos pastata.

Rinkéjo asmenybés nustatymas

Pries jeidamas i mobiliojo balsavimo terminalo patalpa rinkéjas privalo perbraukti rinkéjo pazyméjima
per duryse imontuota jrengini. Taip uztikrinama kad pasaliniai asmenys negaléty jeiti | balsavimo patalpa.
Véliau jis identifikuojamas naudodamasis balsavimo pazyméjimu bel asmens tapatybés kortele. Jai rinkéjas
identifikuotas sekmingai, jam suteikiamateisé bal suoti.

Galimi pakeitimai

Norint reformuoti rinkimy sistema i mobiliyju E-rinkimy sistema bitinas naujy teisiniy akty
priémimas, bel rinkimy jstatymy pataisos, tam kad biity galima suformuluoti nauja rinkimy vykdymo eiga.
Kompiuterizuojant rinkimus keicias ne tik juy balsavimo bidas, bet ir rinkimy organizavimo modelis, rinkéju
saraSy sudarymo metodai, rinkéjy pazyméjimo forma ir paskirtis, apygardos savoka, balsy skaciavimo
procesas ir rezultaty pateikimo formos. Todél visus pasikeitimus reikiadetaliai pateikti naujajame pataisytame
istatymuy projekte.

Siai sistemai realizuoti bitina centrine darbo stotis, kuri talpina visu gyventoju duomeny baze ir ja
apdoroja, bei paskirsto duomenis apygardy darbo stotims. Apygardu darbo stotis apdoroja ir paskirsto
apygardos gyventoju duomeny baz¢ pagal pilieciy gyvenamaja vieta. Apygarda — tai ne daugiau 100000
gyventojy apimanti sritis apibrézta geografiskai. Aparatiné dalis yra triju lygmeny — centrinés darbo stoties

resursai ir visy Lietuvos apygardy darbo sto¢iy tinklas, kuris periodiskai aktyvuojamas informacijai parsisiysti



1 apygardy darbo stotis. Taip uztikrinamas saugumas nuo isilauzimo | duomeny bazes Internetu, rinkimy
eigoje. Apygardos darbo stotis atlieka informacijos pasikeitimo funkcija su centrine darbo stotimi. Treciasis
lygmuo — konkrecial apygardos darbo stociai priklausantys balsavimy terminalai, kurie identifikuoja rinkéjus,
priima balsus uz kandidatus ir saugo sukauptus duomenis per visa rinkimy eiga. Balsavimy terminala - ju
pagalba zmonés gali isrinkti norima kandidata prisilietimams jautriame ekrane. Prisilietimams jautriis ekranai
turi atitikti auksciausios kokybés reikalavimus (ISO standarta Europoje), pagal tai ir bus pasirinktas ju
gamintojas. Sie ekranai turés tiesioging sasaja su duomeny baze, per atitinkamas tvarkykles, kad balsai bity
iSkart itraukiami i ja. Saugumui uztikrinti vykdomas dvigubas balsuojanc¢io asmens identifikavimas.
Nuskaitomi duomenys i asmens identifikavimo kortelés, taip pat nuskaitomas ,,Bar kodas* esantis bal savimo
biuletenyje. Reikéty paminéti, kad visi irenginiai turi baiti aprapinti rimta, sauguma uztikrinanéia programine

iranga, be to reikia atsizvelgti ir i fizini jy sauguma, kad pasalinia asmenys negaléty prie ju prieiti.

2.4. Literaturos saltiniuose pateikty sprendimy problemai spresti lyginamoji analizé

Jau senial egzistuojajvairios rinkimy sistemos, taciau kiekvienaju turi savy trakumy.

Analogiskos sistemos

Diebold Rinkimy sistermy sprendimai sukurti JAV pasizymi AccuVote-TS technologija. Si technologija
valdo visa rinkimy procesa, kuris vyksta rinkéjui renkant pretendenta prisilietimams jautriame ekrane. Rinkéjo
balsas fiksuojamas virtualioje balsy saugykloje, kuri rinkimams pasibaigus perduodama | darbo stot; ir tada
skai¢iuojami galutiniai rinkimy rezultatai. Si sistema yra pritaikyta ir nejgaliesiems, bei nerastingiems
zmonéms. Siame projekte naudojama Global Election Management System (GEM S) programiné jranga, kuri
valdo Diebold‘s AccuVote-TS prisilietimams jautry monitoriy. Pritaikyta vartotojui suprantama sasaja su
balso gidu. [Sistemos aprasymas pateikiamas priede Nr. 5]

Sitema WINvote — tai belaidé technologija. Balsuojama prisilietimams jautriame ekrane. Pagrindinis
sistemos privalumas — belaidé technologija, kuri leidzia nutolusiam vartotojui bendrauti su pagrindiniais
bal savimo sistemos komponentais. Tikimasi, kad si sistema taps laba populiari dél itin mazy islaidy rengiant
rinkimus. Sistema apjungia visas elektroniniy rinkimy sistemose isplétotas technologijas. [Sistemos aprasymas
pateikiamas priede Nr. 2]

Unilect Patriot — tai daugiakalbé elektroniné balsavimo sistema, kur prisilietimams jautriame ekrane
balsuotojas gali pasirinkti norima kandidata. Atskiri terminalai yra prijungiami prie pagrindinio kompiuterio,
kad duomenys balsavimo metu bty perduodami tiesiai jam. [Sistemos aprasymas pateikiamas priede Nr. 3]



Sequoia AVC Edge — sioje sistemoje balsuojama prisilietimams jautriame ekrane. Tai taip pat
daugiakalbé balsavimo sistema, kuri duomenis jrasinéja i viding aiminti. Rinkéjas ijkisa specialia kortele i Sia
masing ir jam yra suteikiama teis¢ balsuoti. Basas jrasomas | ,basadézés® viding atminti. Pasibaigus
rinkimams vidinés atmintys i$ , balsadéziy“ yra iSimamos ir vezamos i centrines rinkimy stotis, is kuriy
duomenys tinklo pagalba papuolai centring rinkiming balsavimo stotj. Centrinéje balsavimo stotyje duomenys
prijungiami prie jau esamy duomeny ir gaunamas rinkimy rezultatas. [ Sistemos aprasymas pateikiamas priede
Nr. 4]

Sequoia AVC Advantage — balsavimo sistema panasi i Sequoia AVC Edge sistema. Pagrindiniai
skirtumai — balsavimo duomenys issaugomi akumuliatoriy palaikomoje RAM atmintyje, kuri rinkimams
pasibaigus isimama ir transportuojamai pagrinding rinkimy stoti. [ Sistemos gprasymas pateikiamas priede Nr.
5]

Hart Intercivic eSate — elektroniné basavimo sistema kurioje rinkéjas kandidata pasirenka ne
prisilietimams jauriame ekrane, o sukdamas prie ekrano esantj ratuka ir ji paspausdamas pasiekus norimo
kandidato varda. eSlate aparatas kabeliu yra sujungtas su speciaiu Judge's Booth kontroleriu. Kontroleris
priima is kompiuterio duomenis ir siuncia jam atgal, jame yra saugomi balsavimo duomenys. Prie sio
kontrolerio gali bati prijunta iki dvylikos eSlate kompiuteriy. Rinkiminés apylinkés darbuotojai rinkéjams
iSduoda atsitiktinal sugeneruoty, keturiy skaitmeny prisijungimo kodus, balsavimui JBS sistema. Pasibaigus
rinkimams, amintis i§ kontrolerio isimama ir pervezama i pagrinding rinkiming apylinkg, kurioje
prisumuojami prie jau esamy duomeny. [Sistemos aprasymas patei kiamas priede Nr. 6]

ES& S iVotronic — tal balsavimo apylinkés darbuoto aktyvuojama, daugiakalbé sistema. Balsuojama
prisilietimam jauriame ekrane. Prasidedant rinkimams balsavimo apylinkés prizitrétojas i $ia sSistema ikisa
specialia kortelg — taip paleisdamas sistema balsavimui. Balsuotojai pasirenka norima kalba. Pasibaigus
rinkimams i$ sistemos isimama atmintis, kurioje saugomi rinkimy duomenys ir vezama i centring rinkimy
apygarda. [Sistemos aprasymas pateikiamas priede Nr. 7]

E-Voting sistema Vokietijoje. 2000m. Vokietijoje buvo sukurtas projektas LDS , Internetiniai rinkimai
: naujo takstantmecio moderni alternatyva’, kuris laiméjo pirmaja vieta 1999/2000m. Elektroninés valdzios
tema vykusiose varzybose surengtose CISCO iniciatyva prizitirint V okietijos vidaus reikaly ministrel Brigitte
Zypries [9]. Varzybose dalyvavo per 50 dayviy. Isanalizavusi visy pretendenty projektus nepriklausoma
mokslininky i$ Potsdamo Universiteto ziuri pri¢jo isvados vertinti pretendentus pagal tris kriterijus :

- Internetiniy technologiju aplikaciju sustiprinimas modernizuojant administravima;
- administravimo veiksmy kokybés ir efektyvumo didinimas,

- pagerintas vartotojy Sasajos modelis.



Ziuri pabrézé moderniy technologijy ir organizaciniy techniniy sprendimy, bei saugumo koncepcijas.
LDS ateities planai :
- surengti tikrus tarybos vadovybés rinkimus per Interneta;
- pasiekti auksta registracijos technologiju lygi, kad rinkéjas galéty naudotis savo elektroniniu parasu
pagal visus Europos teisés aktus;
- kvalifikuotai apmokyti rinkimy administracijos darbuotojus;
- sukurti elektroniniy rinkimy sistemos sertifikavimo modelj;

- atlikti griezta elektroniniy rinkimy sistemy eksperimentinj patikrinima.

Sios sistemos dé¢ka ketinama surengti rinkimus | Vokietijos parlamenta 2006 m. Ir  Europos
parlamento rinkimus 2006m. Arba Vokietijos parlamento (Bundestago) elektroninius rinkimus 2006m. Siuo
metu vyksta intensyvis parengiamieji darbai , kad paruosti elektroniniy rinkimy sistema pagal visus
Vokietijos konstitucinius istatymus bei pasitilyti issamia informacing struktiira sistemos viduje.

2000m. Surengti rinkimai vien tik Internetu buvo stkmingi.

2000m birzelio ménesi buvo sékmingai surengti pirmigji kompanijos tarybos vadzios rinkimai
Internetu panaudojant elektronini parasa. Buvo naudojami tik paprasti kompiuteriai su pelyte bei ,, smart-card*
tipo kortelémis, kad uzfiksuoti rinkéjo balsa. Taip pat buvo galima balsuoti ir specialiu kompiuteriu viesose
balsavimo kabinose, i$ kuriy biuleteniai buvo Internetu persiunciami i virtualiaja biuleteniy déze. Taciau
suskaiciavus rezultatus nustatyta , kad 60% rinkéju balsavo Internetu naudodamies sio projekto programine
iranga |-V ote. Balsavusigji naujajatechnologijaliko patenkinti ypatingai patogiu balsavimo budu.

Sis bandymas jrodé, kad jmanoma surengti elektroninius rinkimus Internetu, uztikrinant patikima
rinkéju identifikavima, apsisaugant nuo rezultaty iskreipimo, bei uztikrinant sauguma.

Sio projekto esminiai momentai :

panaudotas RSA kodavimo agoritmas duomeny apsaugai;

fizinésir virtualios balsavimo biuleteniy saugyklosimitavimas;

rinkéjo registracija.

Sis projektas yra bandymy stadijoje, tadiau vyksta sckmingai.

VoteHere kompanijos E-rinkimy sistemos. VoteHere kompanija yra vienais pradininkiy elektroniniy
rinkimy sistemy kiirimo srityje ir redliai i to gaunanti pajamas [6]. Si JAV bendrové yra sukiirusi neviena E-
rinkimy sistema, pritaikyta tiek ivairiy kompaniju vadovybéms, tiek universitety valdzia rinkti (1 pav.).

Pagrindiné kliatis su kuria VoteHere susiduria kuriant E-rinkimy sistemas — nesaugus Internetas. Kad



uztikrinti balsavimy privatuma ir sauguma, $i kompanija isskyré kelis punktus, kuriuos batina igyvendinti
norint tai pasiekti :

tinkamumas — tik turintysteise rinkéjai gali balsuoti;

unikalumas — galima balsuoti tik vieng karta;

saugumas — niekas negali pridéti, pakeisti ar istrinti balsy nepastebétas,

kontrolé — bet kas gali patikrinti ar visi balsal buvo suskaic¢iuoti teisingai;

patogumas — balsavima fiksuoti greitai ir nereikalaujant papildomy igiidziy;

paslankumas — jvairis biuleteniy tipai;

mobilumeas,

efektyvumas — rinkimai rengiami ir prizitirimi minimaliomis sanaudomis.
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1 pav. VoteHere E-rinkimy ir tradiciniy rinkimy schema
,VoteHere" technologija sukurta naudojant atvirojo kodo architektiira, kas leidzia ja integruoti

daugelyje skirtingo tipo irenginiy su skirtingomis operacinémis sistemomis. Suteikiama galimybé naudoti bet
kokia techning jranga ir standartines Interneto narsykles tikriems rinkimams organizuoti. ,VoteHere"
technologija i§ esmés modernizavo rinkimy procesa. Pagrindiniai sistemos privalumali — supaprastinta
rinkimy rezultaty valdymo ir skai¢iavimo logistika. Rinkéjui suteikiama galimybé balsuoti is jam patogios
vietos. Rinkimy islaidy minimizavimas sitilant efektyvy ir trumpa apmokyma administratoriams bel nebrangu
irangos palaikyma ir priezitra [5].



IPI — Internet Policy Ingtitute internetiniy rinkimy projektas. Nuotoliniai Internetiniai rinkimal
patrauké zmoniy ir spaudos démesj ir yra gretinami su Internetiniais rinkimais balsavimo apygardose, taciau
norint juos igyvendinti reikiaisspresti daug techniniy ir organizavimo elgsenos problemy [6]. Taciau yraviena
tarpiné grandis tarp nuotoliniy ir tradiciniy rinkimy rasiy — tai rinkimy kioskai, atspariis sukéiavimams,
papirkinéjimams ir klastotéms, kuriuos buty galima jrengti mokyklose, pasto skyriuose ir netgi prekybos
centruose (2 pav.). Vienas siy kiosky privalumas - jie buty priziarimi rinkimy komisjos darbuotojy.
Balsavimas kioskuose biity stebimas rinkimy komisijos darbuotojy, tyrinétoju ar netgi filmavimo kamery, kad
uztikrinti sauguma ir slaptuma bei uzkirsti kelia prievartiniam balsavimui ir kitoms jsikisimo formoms.

Balsavimo kioskuose yra daug saugumo problemy, taciau labiau priimtinos nei problemos susijusios

su nuotoliniais rinkimais.
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2 pav. Bendra internetiniy rinkimy schema

Vadzios struktiory rinkimuose balsavimo klientai bus apygardy balsavimo terminaai, tuo tarpu
nuotolinéje rinkimy sistemoje balsavimo klientai bus — individualtis kompiuteriai namuose ar darbo vietoje.
Sie balsavimo klientai pajungti prie vieno ar keliy Interneto paslaugy tiekéju teikiandiy Interneta ir darbo
stociy prieigas Darbo stoties prieigos yra dalijamos | dvi dalis : posistemé A, kuri surenka uzkoduotus
biuletenius ir posistemé B, kuri atkoduoja biuletenius, juos skaic¢iuoja ir archyvuoja bei sukuria issamias
ataskaitas.



Pateikiama nagrinéty rinkimuy sistemy palyginimo lentelé: Lentelé Nr. 1
Balsavimo badal VoteHere | DieBold | E-Voting | Unilect Patriot | ES&SiVotronic
Iprastu pastu Taip Taip Ne Ne Ne

Telefonu Taip Taip Ne Ne Ne

SMS Tap Ne Ne Ne Ne

E-mail‘u Taip Ne Taip Ne Ne

Terminalu Taip Taip Taip Taip Taip

Www svetainéje Taip Ne Taip Ne Ne

Skaitmeniniu TV | Taip Ne Ne Ne Ne

Lentelé 2.1. Esamy rinkimy sistemy funkcijy palyginimas

2.5. Projekto tikdlasir jo pagrindimas, kokybés kriterijy apibrézimas

2.5.1. Projektuojamas obj ektas

Programinisir techninis sprendimai kompiuterizuotiems E-rinkimams organizuoti.

2.5.2. Projektuojamo objekto paskirtis

Balsavimo procediry vykdymas, maksmaliai uztikrinant duomeny sauguma, suteikiant vartotojams

alternatyvaus balsavimo galimybes, bel operatyviai pateikiant informacija apie rinkimy eiga.

2.5.3. Projektuojamo objekto funkcijos

Kvietimy i rinkimus spausdinimeas,

Rinkéjo identifikavimas;

Rinkéjo balso priémimas;

Rinkéjo balso fiksavimas duomeny bazéje;

Rinkéju balsy sisteminimas;

Rinkéju balsy suskaiciavimas;

Rinkimy rezultaty patei kimas,
Rinkéjy aktyvumo statistika.




2.5.4. Reikalavimai projektuojamo objekto posisteméms

Reikalavimai aparaturos posistemei:

Centriné darbo stotis:
1. Reikalingas galingas kompiuteris, prijungtas prie greito Interneto kanalo, atlikti sioms operacijoms:
- pilieciy duomeny bazés apdorojimas,
- rinkéjuy pazyméjimy generavimas,
- rinkiminiy apygardy darbo sto¢iy uzklausy apdorojimas;
- rinkimy eigos stebéjimas ir kontrolé;
- rinkimy rezultaty apdorojimas, ataskaity generavimas.
2. Rinkéju pazyméjimams spausdinti specializuota spausdinimo aparatiira.
Rinkiminés apygardos darbo stotis:
1. Kompiuteris, kuris atlikty Sias operacijas:
- rinkiminei apygardal siunc¢iamy duomeny apdorojimas,

terminalo uzklausy apdorojimas;

- duomeny terminalui siuntimas;

periodinis rinkimy statistikos pri¢mimas, apdorojimas ir siuntimas,

rinkimuy rezultaty priémimas, gpdorojimas ir siuntimas.
Balsavimo terminalas:
1. Kompiuteris, kuris atlikty Sias operacijas:

- balsuojan¢iy zmoniy duomeny apdorojimas,

- kandidaty duomeny priémimas,

- rinkéjo identifikavimas;

- balso uz kandidata fiksavimas,

- kandidaty balsy sumavimeas;

- rinkimy statistikos siuntimas apygardos darbo stociai;

- rinkimy rezultaty siuntimas apygardos darbo stocial.

2. Briuksninio kodo skaitytuvas.

Reikalavimai informacijos posistemei:

Centrine darbo stotis:
- centrinéje darbo stotyje s Lietuvos gyventojy duomeny bazés atrenkami pilieciai pagal

Lietuvos LR jstatymus galintys dalyvauti rinkimuose;



- gyventoju sarasas paskirstomas pagal apskritis;
- balsavimo duomeny (statistika, rezultatai) centrinéje darbo stotyje priémimas, ataskaity
formavimas;

- rinkimy eigos stebéjimasir kontrolé.

Rinkiminés apygardos darbo stotis:
- gaunata rinkiminel gpygardal priklausanti rinkéju sarasa;

- siunciaterminalams priklausancius rinkéjy sarasus.

Balsavimo terminalas:
- 1§ rinkiminés apygardos darbo stoties gauna kandidaty sarasa;
- balsugjancio piliecio atpazinimas ir prisijungimas prie terminalo;
- 1§ rinkiminés apygardos gaunainformacija apie rinkéja (gali, negali balsuoti ir kodél, kur
kreiptisjel asmens néra duomeny bazéje);
- balsavusio piliecio pasirinkimo registravimas,
- balsavusio piliecio atpazinimas;
- rinkimy statistikos siuntimas apygardos darbo stociai;

- rinkimy rezultaty siuntimas gpygardos darbo stocial.

Reikalavimai vartotojo sasajai:

Centrine darbo stotis:
1. Aiskumas,
2. Patogumes,
3. Nasumas,

4. Intuityvumas.

Apygardos darbo stotis:
1. Aiskumas,
2. Patogumes,
3. Nasumas,
4

. Intuityvumas.



Balsavimo terminalas:
1. Aiskumas,
2. Patogumes,
3. Nasumas,

Intuityvumeas;

Pritaikymas nejgaliesiems zmonems,

o o &

Ergonomika

2.5.5. Eksploataciniai reikalavimai

Rinkéjy informacijaimama is gyventoju registro. Tarpiniai duomenys ir galutiniai rezultatai saugomi

taip, kad priejy galéty prieiti tik ta teisg turintys asmenys.

2.5.6. Reitkalavimai projekto dokumentacijai

Visa rinkimy procediira turi baiti suskirstyta i atskirus etgpus (rinkéjo sarasy generavimas, rinkéju
skirstymas pagal rinkimines apygardas, kvietimy spausdinimas ir t.t.). Kiekvienas ju turi bati pilna
dokumentuotas, t.y. numatant galimus darby sutrikimus ir reglamentuoti ju sprendima tiek techninémis, tiek
programinémis priemonémis. Instrukcija rinkéjams turi bati kuo trumpesné ir lengvai suprantama tiek
susidarusiems su kompiuterine technika, tiek ir kompiuterio visiska neismanantiems pilie¢iams. Pries
rinkimus rinkéjai ziniasklaidos déka (televizija, spauda) turi buti supazindinami su nauja rinkimy vykdymo
technologija.

2.5.7. Reitkalavimai realizacijai

Readliai pritaikant sistema reikia jstatymiska apibrézti elektroning-kompiutering rinkimy procediira.
Tiek rinkimy, tiek bandymuy metu naudoti tik sertifikuota ir licenzijuota kompiutering jranga. Duomeny
mainams naudoti techniskal saugius duomeny kanalus, perduodamus duomenis koduoti siuolaikiskais
kodavimo agoritmais.

Programing iranga turi baiti istestuota pries naudojant ja tikruose rinkimuose.



2.6. Kompiuterizuojamos sistemos varianto parinkimas

Projektas realizuojamas JAVA programavimo kalba, darant sasaja su PostgreSQL duomeny baze.

Java™ programavimo kalbos apzvalga:

Vis dazniau siuolakinése technologijose galime isgirsti minint Java™ programavimo kalba. Kuo ji
tokia ypatinga, kad taip greitai ispopuliaréjo programuotojy tarpe? Taigi, issamus Java™ kalbos ypatybiy
aprasymas. Visy pirma Java™ yra ne tik programavimo kalba, bet ir platforma. Todél pradzioje apzvelkime
Java™ kaip programavimo kalba — tai auksto lygio programavimo kalba, kuria bity galima apibadinti siais
zodziais[3]:

paprasta;

dinamiska;

saugi;

nepriklausoma nuo kompiuterio platformos;

orientuota j objektini programavima;

tinkama , real-time" talkymams,

dinamiska;

efektyvi (nasi).

Ir ta tik maza dais gery savybiy, kuriomis pasizymi $§i programavimo kalba Daugumoje
programavimo kalby norint, kad programa veikty jasy kompiuteryje reikia ja arba sukompiliuoti (sudaryti is
kodo), arba vykdyti (interpretuoti i§ kodo). Tuo tarpu Java™ programavimo kalboje programa yra ir
kompiliuojama, ir interpretuojama. Pirmiausiai kompiliatoriaus déka, programa paverciama i tarping kalba,
vadinama Java™ kodu (Java™ bytecodes) — sis kodas nepriklauso nuo kompiuterio platformos ir yra
nuskaitomas ir vykdomas Java™ platformos interpretatoriaus. Interpretatorius nagrinéjair paleidzia kiekviena
Java™ kodo komanda kompiuteryje. Programos kompiliavimas atliekamas tik karta, o interpretuojama kaskart

kai ji iskvieciama. Sis paveiksi¢lislabai vaizdziai iliustruojasi procesa (3 pav.):



myPraogram. java
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3 pav. Java™ technol ogijos veikimo principas

Galima isivaizduoti Java™ koda kaip masininio kodo Java™ Virtua Machine (Java™ VM)
instrukcijas. Kiekviena atnaujintanarsyklé turi Java™ VM realizacija. Java™ kodas padedaisspresti skirtingu
platformy nesuderinamumo problema. Atsiranda galimybé sukurta programa sukompiliuoti  vienoje
platformoje ir paskui ja interpretuoti skirtingos platformos interpretatoriumi, jei jisturi Java™ VM.

Dabar apzvelgsme Java™ platforma. Platforma - tai programiné arba aparatiné aplinka, kurioje
realizuojamos programos. Tokios platformos kaip Win2000 arba Linux gai buti apibadintos kaip operacinés
sistemos ir aparatinés dalies derinys. Tuo tarpu Java™ platforma yra gryna programiné platforma, kuri dirba
ant aparatinés platformos pagrindo. Java™ platforma susidedais dviejy daliy :

Java™ Virtual Machine;

Java™ Application Programming Interface (API).

Virtuali Java™ masina sudaro Java™ platformos pagrinda ir ji dirba vienu lygmeniu aukséiau ivairiy
technine jranga pagristu platformy. Tuo tarpu Java™ APl — ta platus jvairiy reikalingy programiniy
priemoniy rinkinys, kuris yra suskirstytas i giminingy klasiy bibliotekas, kurios dar yra zinomos kaip paketai
(packages).

Java™ platforma galima pavaizduoti taip (4 pav.) :

myProgram.java

Java AP |
Java Virtual Machine }JEWEI Platfarm

Hardware-Based F'Iatﬂ:urm|

4 pav. Java™ platforma
Panagrinéjus Java™ programavimo kalba ir pacia platforma kyla klausimas, kokius realius projektus
gdima igyvendinti naudojant Java™ programavimo kaba. Pagrindiniai programy tipal parasyti Java™
kalboje tai apletai ir aplikacijos, tatiau jos daugiau skirtos internetiniam naudojimui. Be elementariy

programy, naudojant gausias API bibliotekas galima redlizuoti ir ypac sudétingus projektus. Galima kurti



tokias aplikacijas, kaip darbo stotys, kurios aptarnauja ir palaiko klientus internete, serviets — tai aplikacijos
veikiancios darbo stoties puséje. Galima kurti proxy, mail stotis. Taikymy ratas yra ypatinga platus dél
Java™ technologijos paslankumo ir suderinamumo.
Kaip APl palaiko toki platy talkymy rata? Programiniy komponenty paketal uztikrina platy
funkcionaluma. Kiekviena pilnaJava™ platforma suteikia galimybes naudotis siomis savybémis :
pagrindiniai elementai : objektai, ellutés, gijos, skaicial, ivestis ir isvestis, duomeny struktiros, data ir
laikas, ir t.t.;
apletai : aplety naudojimo privalumai;
tinkly panaudojimas. URLS, TCP (Transmission Control Protocol), UDP (User Datagram Protocol)
sockets, ir IP (Internet Protocol) adresai;
internacionalizacija : pagalba rasant programas, kurios gali bati pritalkomos vartotojams visame
pasaulyje. Programos gali automatiskai nusistatyti paleidimo vieta ir bati rodomos tam tikra kalba;
saugumas : ir zemo ir auksto lygio, iskaitant elektronini parasa, viesojo ir privataus rakto valdymas,
priéjimo kontrolé ir sertifikatai;
programiniai komponentai : zinomi kaip JavaBeans™, gali biti idiegti { egzistuojancia struktira;
Java™ Database Connectivity (JDBCTM): uztikrina vientisa priéjima prie plataus rato giminingy
duomeny baziy.
Taip pat Java™ platforma turi APl jgyvendinti 2D ir 3D grafika, telefonija, balso atpazinima,
animacija ir dar daug specifiniy priemoniy. Sekantis paveikslélis pavaizduoja kas sudaro Java™ 2 SDK (5

pav.):

[ Java IDE j

Java Compiler"javac" Other Dev. Tools Java Debugger
Client Compiler Java™ Plug-in

SDK 1.3

HotSpot ( math [ net bl rmi [ =security ) f sq
Runtime ':- tent j [- util j(accessibilnyj f zwing j I:- corba

£°L JHr unejag
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5 pav. Java™ SDK schema



Taigi gaime daryti isvadas, kad Java™ ta ateinanti naujos kartos programavimo kaba Todél
pateiksme keleta priezast¢iuy, kodél mes bitent Sia programavimo kaba pasirinkome savo projekto
realizavimui :

Nepaisant to, kad Java™ yra galinga objektinio programavimo kaba, ja nesudétinga isisavinti, ypac

tiems, kas yra susidiirgs su C++ programavimo kalba;

Ivairiy programavimo kaby kodo palyginimai rodo, kad Java™ kodas yra keturis kart trumpesnis, nei

tos pacios programos kodas C++ kalboje;

Galima dvigubai sutrumpinti programavimo laika, kadangi kodas yra trumpesnisir pati kalbalengviau

isisavinamanei C++;

Galimaislaikyti savo programas veikiancias visose platformose programuojant tik Java™ kalba;

Si programavimo kalba atitinka siandienos reikalavimus.

Vartotojo sasaja galutiniame projekto variante taip pat realizuojama Java™ programavimo kalba. Dél
gery savybiy ir suderinamumo su ivairiomis platformomis, mes pasirinkome batent Java™ programavimo
kalba, tuo labiau, kad ji yra kompleksiska, stabiliai integruojama i kitas sistemas. Pagrindiniai reikalavimai
vartotojo sasgjai, tai ypac lengvas valdymas ir askumas. Kadangi didelé¢ Lietuvos pilieciy dalis yra
nemokantys dirbti kompiuteriu, tai butina vartotojo sasaja padaryti tokia, kad zmogus nesunkiai galéty
suprasti balsavimo procedira. Mygtukai turi buti dideli, su aiskiais uzrasais, vaizdingi, kad nesumaisyti ju

tarpusavyje. Reikia atkreipti démesi ir pritaikyti Sia sistema ir neigaliesiems zmonémes.

PostgreSQL apzvalga :

Duomeny bazé siame projekte realizuojama PostgreSQL reliaciniais objektais pagrista duomeny baziy
valdymo sistema (ORDBMS), kuri yra pagrista POSTGRES Version 4.2 sistema sukurta JAV Kalifornijos
universiteto mokslininky. PostgreSQL yra atvirojo kodo sistema ir palaiko SQL92/SQL99 programavimo
kalbas bei turi daug moderniy funkcijy [4]. Bet pagrindinis aspektas dél kurio mes pasirinkome butent Sia
Sistema - tal, kad ji yranemokama. POSTGRES pirmoji pradéjo taikyti daugeli reliaciniy objekty koncepciju,
kurios po truputi atsiranda ir komercinése duomeny baziy sistemose. Tradicinés duomeny baziy valdymo
sistemos (RDBMYS) palaiko duomeny modeliavima susidedanti is vardiniy rysiy, turin¢iy konkretaus tipo
atributus. Siuolaikinese komercinése sistemose gaimi tokie duomeny tipai, kaip — slankaus kablelio arba
sveikigi skaiciai, zenkly ellutés, pinigai ir datos. Daznai pripazistama, kad toks komerciniy duomeny baziy
modelis yra nepakankamas ateities duomeny apdorojimo programoms. Reliacinis modelis sekminga pakeité

ankstesnius modelius dél savo paprastumo. Taciau kartais dél sio paprastumo be galo sunku igyvendinti



konkrecias aplikacijas. PostgreSQL sitilo esminius papildomus priedus, kurie padeda vartotojui lengvai
iSplésti astema, tai :

paveldéjimas;

duomeny tipai;

funkcijos.

Sie priedai suteikia sistemai lankstumo ir pajegumo :

apribojimai, rysiai;

trigeriai;

taisyklés,

operacijy integracija.

Visos §ios ypatybés pastato PostgreSQL sistema i reliaciniy objekty duomeny baziy kategorija, norsji
ir turi kai kuriy orientuoty objekty duomeny baziy bruozy. Todél PostgreSQL labai gerai palaiko tradicines
reliacines duomeny baziy kirimo kalbas. Be to §i sistematuri sasgas su C, C++, Java™, Perl, Tcl ir Python
programavimo kalbomis.

PostgreSQL naudoja kliento/darbo stoties modeli. PostgreSQL sesija susideda is $iy saveikaujanéiy
procesy :

Darbo stoties procesas, kuris valdo duomeny bazés laikmenas, priima prisijungimo uzklausas is kliento

aplikacijuy ir vykdo duomeny bazéje veiksmus kliento vardu. Duomeny bazés darbo stoties programa

vadinama,, postmaster”.

Vartotojo kliento aplikacija, kuri atlikinéja duomeny bazés operacijas. Kliento aplikacijos gali bati

ivairios : klientas gali baiti kaip tekstu orientuotas irankis, grafiné aplikacija, tinklo (web) darbo stotis,

kuri jungiasi prie duomeny bazés, kad parodyty tinklo puslapius ar netgi specializuotas duomeny baziy
priezitros irankis. Kai kurios kliento aplikacijos pateltkiamos kartu su PostgreSQL programa, bet
daugeli ju susikuria pats vartotojas.

Paprastai  kliento/darbo stoties aplikacijose, klientas ir darbo stotis gali bati  skirtinguose
kompiuteriuose (hosts). Tuo atveju jie tarpusavyje informacija keiciasi TCP/IP protokolo pagalba. [ tai reikia
atsizvelgti, nes lalkmenos, kurios prieinamos kliento kompiuteryje, gali bati neprieinamos duomeny bazés
darbo stotyje. PostgreSQL darbo stotis vienu metu palaiko keleto klienty prisijungima. Siam tikslui ji
paleidzia nauja procesa kiekvienam prisijungimui. Todél klientas ir naujas procesas tarpusavyje , bendrauja’
be , postmaster proceso isikisimo. Bet ,, postmaster” procesas visada lieka aktyvus ir laukia naujo kliento

prisijungimo.



Apzvelgus PostgreSQL architektiiros pagrindus matome, kad si duomeny baziy valdymo programa
tinka musy projektui, dél savo strukturos ir naujy idéjy, taip pat ji yra nemokama. [Issamesnis PostgreSQL
aprasymas pridedamas priede Nr. 8]

2.7. Analizésisvados

Néravieningos balsavimo sistemos kuri apjungty kelis balsavimo biaidus. Esamos rinkiminés sistemos
yrapakankamai auksto lygio, taciau kiekvienajy apimatik siaura sriti, nesudarydamos vieningo sprendimo
elektroniniams rinkimams organizuoti. Y rajmanoma sukurti tokia sistema kuri bitu paprasta, daugiafunkcing,
maksimalial saugi, apjungty jau esamy idéjy rata ir taip pat suteikty galimybe balsuoti naujais budais. Toir

yrasiekiama siame darbe.



3. Projekto dalis

Projekto valdymas atsakinga ir sudétinga uzduotis. Tam, kad isvengti daugybés klaidy reaizavimo
metu bitina atlikti detaly sistemos projektavima. Projektavimo metu sudétingi sistemos mazgai detalizuojami
skaidant | paprastesnius segmentus. Techninés ar programinés dalies analizés eiliskumas bendru atveju neturi
reiksmés, taciau siuo atveju reikia nepamirsti daugelio techniniy apribojimy kurie jtakoja programing

realizacija.
3.1. Techniné uzduotis

Reikia apibrézti kokie pagrindiniai techniniai-programiniai komponentai sudarys projektuojama

sistema, todél reikalingas grafinis sistemos planas.

. . - Internetas + VPN + duomeny kanalo Sifravimas
Centriné darbo stotis
Ugniasiené
—— | Internetiné darbo stotis

Ugniasiené palaikanti HTTPS, WAP,
SMS technologijas

|
Saugaus ry8$io kanalas
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i
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6 pav. Principiné techninio realizavimo schema
Paveiksl¢lyje matome, jog Sistema sudaro kelios didelés tinklinés sistemos techninémis bel
programinémis priemonémis atskirtos viena nuo kitos. Rysys tarpusavyje palaikomas naudojantis saugiais

kanalais. Sekanciuose skyriuose apzvel gsime sistemos daliy ypatybes.



3.1.1. Techninés dalies projektas

Centriné darbo stotis:

Centrine darbo stotis skirta duomeny apdorojimui, rinkéju sarasuy formavimui, duomeny pateikimui,
rinkimu eigos stebéjimui bel rezultaty skaiciavimui. Likus kelioms valandoms iki rinkimy centriné darbo
stotis atidaro saugy pri¢jima prie saugomy duomeny ir atitinkamos darbo stotys prisijungia bei uzklausy metu
parsisiuncia reikiamus duomenis. Rysio seansy metu uztikrinamas saugus rysio kanalas. Rinkimuy metu
centriné darbo stotis priima statistinius duomenis apie rinkéju aktyvuma bei stebi tinklo biisena, taip ispédama
apie galimus vienokius ar kitokius trikdzius. Pasibaigus nustatytam laikui rinkimy duomenys priimami i

centrine darbo stot; ir gavus visus duomenis bei juos apdorojus pateikiami rezultatai.

Apygardos darbo stotis:

Siekiant sumazinti tinklo apkrovima pasitelkiamos apygardos darbo stotys, kurios veikia kaip
tarpininkai tarp centrinés darbo stoties ir balsavimo terminaly. Apygardos darbo stotis, gavusi atitinkama
duomeny paketa, juos agpdoroja (suskaido i dalis atitinkamiems terminalams) ir toliau persiuncia. Véliau renka
statistikos bei biuklés duomenis. Pasibaigus rinkimy laikui tarpininkauja surenkant duomenis i$ balsavimo
terminaly ir juos pateikia centrinei darbo stociai.

Toks sprendimas padés papildoma uztikrinti sauguma visiskai atskiriant centring darbo stoti nuo
bal savimo terminaly tokiu badu isvengiant nenumatyto duomeny pakeitimo ar Kity trikdziy.

Yra nemaza tikimybé, kad kai kurie rinkéjai rinkimy diena dél vieny ar kity priezasiy neturés
balsavimo pazyméjimy, todél numatoma galimybé, jog apygardos darbo stotys jdiegus papildoma programing
iranga galés tarpininkauti suteikiant balsavimui reikalinga dokumenta. Esant reikalui, numatoma, jog
apygardos darbo stotys kreipsis i centring darbo stoti papildomy duomeny rinkéjo pazyméjimui pagaminti.

Balsavimo terminalas.
Balsavimo terminalas — tai ypatingal daug sanaudy reikalaujanti sistema. Ji turi ne tik uztikrinti

patogia balsavimo sasgja rinkéjui, bet ir bati izoliuota nuo galimy isorés veiksniy. Tal uztikrins bevielio rysio
techniné irangaturinti galimybe apjungti stotisi saugy ir koduojama tinkla.

Terminalo uzduotis — identifikuoti rinkéja bel suteikti jam galimybe saugiai balsuoti. Duomenys
privalo buti saugiai talpinami terminalo techninémis priemonémis. Tai gali bati ne tik elektroninés atminties
lalkmenos, bet ir papildomi jrenginiai uztikrinantys duomenu sauguma (naudojami papildomam rezultaty
tikrumo irodymui).

Startavus terminalqg pastarasis prisijungia prie apygardos darbo stoties ir parsisiuncia reikalingus
duomenis rinkéjams identifikuoti, bei duomenis apie kandidatus. Rinkéjas turi galimybe susipazinti su

bal savimo procediiros pavyzdziu paspaudés mygtuka ,, Pagalba’.



Rinkéjo pazyméjimas butinas balsuojanciojo identifikavimui. Tai rinkéjui suteikia teisg balsuoti.
Terminalas, atpazings balsuojantjji bei gaves leidima balsuoti, balsuojancigjam pateikia kandidaty sarasa.
Pasirinkus galima(-us) kandidata(-us), rinkéjo paklausiama ar patvirtina savo balsa, ir gavus teigiama
atsakyma balsas issaugomas, priesingu atveju rinkéjas vél grizta prie kandidaty pasirinkimo saraso.

Internetinemis bei mobiliosiomis priemonémis veikiantys balsavimo terminalai turi uztikrinti tokio

paties lygio reikalavimus bei garantuoti siun¢iamy duomeny sauguma.

3.1.2. Projektuojamo objekto konceptuali schema

Bal savimo terminalo konceptuali schema
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7 pav. Balsavimo terminalo konceptuali schema

Mobilusis balsavimo terminalas turi specialias jungtis, prie kuriy prijungiama bevielio rysio jranga,
USB atminties modulis su operacine sistema ir reikalinga programine iranga ir ,,SmartCard” tipo korteliy
skaitymo/rasymo jrenginys atsarginéms duomeny (basavimo rezultaty) kopijoms. Jjungus terminala
automatiska nustatoma sistema - is aiminties modulio pakraunama programiné iranga identifikuoja techning
iranga, idiegia reikalingas tvarkykles bei nustato jrengimus. Specialiomis komandomis uzmezgamas rysys ir
patikrinamas kanalo pralaidumas. Sékmingai atlikus procediiras paleidziama balsavimo programa, kuri pilnal

pradedaveikti tik nustatyta rinkimy valanda bei gavusi leidima i$ apygardos darbo stoties.



Per specialius nuskaitymo jrengimus vartotojas identifikuojamas — tam reikalinga asmens tapatybés
kortelé bel rinkéjo pazyméjimas. Naudojimosi instrukcijos pateikiamos terminalo ekrane garsinémis bei
vaizdinémis priemonémis. Operacijos atliekamos lieciant jautry ekrano pavirsiy (esant galimybei terminalas

apripinamas papildoma pirsty antspaudy atpazinimo jranga).

Internetinio balsavimo terminalo konceptuali schema

Ugniasienée + VPN + Sifravimas Ugniasiené + saugus kanalas

Internetinio balsavimo
terminalo darbo stotis

=
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8 pav. Internetinio balsavimo terminalo konceptuali schema

Internetinio balsavimo veikimo principal ir reikalavimai identiski mobiligjam balsavimo terminalui,
skiriasi tik techniné bei programiné jranga. Stotis prijungta prie dviejy marsrutizatoriy, atskirty techninémis ir
programinémis priemonémis. Rinkimy metu rinkéjai gali prisijungti prie special aus rinkimams skirto tinklapio
ir ivede prisijungimo duomenis atlikti balsavimo procedura. Identifikavimas realizuojamas elektroninio paraso

priemonémis (arba analoginémis) taip uztikrinant asmens tapatuma.



Apygardos darbo stoties konceptuali schema

Ugniasienée + VPN + Sifravimas

Apygardos darbo stotis
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9 pav. Apygardos darbo stoties konceptuali schema

Rinkimy diena ar keleta dieny pries, naudojantis instrukcijomis personalas sukomplektuoja techning
iranga, stotyje paleidzia specialia automatizuota programing iranga, kuri identifikuoja techninius resursus,
idiegiareikalingas tvarkykles bei nustato specialius tinklo parametrus. Sékmingai atlikus diegima patikrinami
rysio kanalai. Numatytu metu apygardos darbo stotis jungiasi prie centrinés darbo stoties, parsisiuncia
reikalingus duomenis bei atidaro prieigos kanala mobiliosioms darbo stotims. Rinkimy metu tarpininkauja
siunciant statistinius duomenis, o véliau ir rezultatus.

Esant reikalui ir galimybei papildomai prijungiamas balsavimo terminalas balsuoti turintiems teisg,
bet negavusiems rinkéjo pazymejimo.



Centrinés darbo stoties konceptuali schema

Centriné darbo stotis
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10 pav. Centrinés darbo stoties konceptuali schema

Centriné darbo stotis — tai galingas serveriy masyvas, uztikrinantis nepertraukiama darba duomeny
perdavima bel stebintis tinklo bukle. Siekiant uztikrinti pastovy darba energija stociai tiekia nepertraukiamo
maitinimo saltiniai visa rinkimy laika. Stotis prijungta prie didelio pralaidumo interneto prieigos tasko bei
apsaugota ugniasiene. Pri¢jimas apygardy darbo stotims suteikiamas tik rinkimy metu.

Stotyje diegiama speciali programiné iranga. Prasidéjus rinkimams gavus speciadlias uzklausas
siunciami duomenys, priimama tinklo biisenos informacija, stebimos galimos klaidos tinkle, taip uztikrinant
rinkimy eigos sauguma. Atsitikus nenumatytiems atvejams programiné jranga specialiais pranesimais isveda
detalia informacija apie gedima ar trikdzius. Tokiu budu aptarnaujantis personalas gali nedelsiant imtis
priemoniy ir salinti gedimus.

Darbo stotis apriipinta ir technine iranga gaminancia rinkéjy pazyméjimus (esant galimybéms $ia

funkcija deréty perduoti specialial spaustuvei).



3.1.3. Darbo viety sasajuy su specifikuotomis funkcijomislentelé e N 2

Darbo vieta Specifikuota funkcija

Balsuojan¢iyju duomeny apdorojimas;
Duomeny apygardoms siuntimas;
Centriné darbo stotis Rinkimy eigos stebéjimas;

Duomeny surinkimas bel gpdorojimas;
Rezultaty skai¢iavimas.

Rinkéju duomeny siuntimas,
Kandidaty duomeny siuntimas,

Stati stikos duomeny apdorojimas;
Apygardos darbo stotis Rinkimy eigos stebéjimas;

Rinkéju pazymeéjimy spausdinimas,
Tarpininkavimas surenkant rinkimy
rezultatus;

Patogios vartotojo sasajos uztikrinimas,
Saugumo reikalavimy uztikrinimas;
Rinkéjo identifikavimas;

Rinkéjo balso priemimas bel apdorojimas;

Balsavimo terminaas

3.1.4. Kompiuteriy darbo vietoms parinkimasir pagrindimas

Centriné darbo stotis:

Ne maziau 1 GB atminties dideliam duomeny kiekio talpinimui (vienu metu vykdomuy procesy gausa
privalo buti vykdoma grei ¢iausioje imanomoje aplinkoje);

Siuolaikinis Pentium ar RISC architektiros procesorius (priklausomai nuo pasirinktos operacinés
sistemos) galintis greitai apdoroti didelius informacijos kiekius (tai galéty bati naujausias XEON tipo
procesorius, vienu metu sugebantis atlikti bene didziausia kiekj skaiciavimy);

Ne maziau 100 GB disko vietos (disko vietareikalinga neribotam duomeny apdorojimui uztikrinti);
SVGA tipo vaizdo ploksté (vaizdo plokstei néra keliami auksti reitkalavimai, kadangi néra numatomas
darbas su vaizdais);

USB tipo prievadai, standartin¢ klaviatarair pelé;

Siuolaikinis spalvinis vaizduoklis (kadangi dirbama ne su vaizdine medziaga, vaizduoklio kokybé
bendriausiu atveju turéty tenkinti ergonominius poreikius);

Kokybiska ir patikima 100/1000Mbit/s greicio tinklo ploksté (kadangi numatomas didelis duomeny
srautas, turime uztikrinti didelj duomeny pralaiduma);

Nepertraukiamo maitinimo saltiniai galintys aprapinti elektros energija darbo stotis visa rinkimy laika.



Sistema privalo nuolat biti stebima, duomenys realiu laiku dubliuojami | keleta (maziausiai 3) atsarginiy
serveriy, taip isvengiant trikdziy esant darbo stoties gedimams. Esant reikalui turi buti numatyta galimybé
nesudétingam papildomy stociy pajungimui. Bendru atveju darbo stoties kompiuteriai privalo bati sertifikuoti

ir pagaminti i$ nepriekaistingy komponenciy. [I$samesnis aprasymas pridedamas priede Nr. 9]

Apygardos darbo stotis:

Ne maziau 512 MB atminties (didelis atminties kiekis uztikrins greiciausia realiu laiku uzduociy
ivykdyma);
Siuolaikinis Pentium ar RISC architektiiros procesorius (priklausomai nuo operacinés sistemos);
Ne maziau 10 GB disko vietos (laikiniems duomenims saugoti);
Galimybé realiu laiku duomenis bei procesus dubliuoti lygiagreciai dirban¢iomis analogiskomis
stotimis;
SVGA tipo vaizdo ploksté;
USB tipo prievadai, standartiné klaviatirabei pelé;
Spalvotas vaizduoklis;
Ne maziau 10/100Mbit/s greicio tinklo ploksté (kokybiska ploksteé, uztikrinanti pastovy rysi);
Nepertraukiamo maitinimo saltinis uztikrinantis stoties darba visa rinkimy laika.
Kadangi sistemactik laikinai dirba su kritiniais duomenimis, svarbiausia yra uztikrinti pastovy rysi su centrine

darbo stotimi bei rinkimy terminalais. [1§samesnis aprasymas pridedamas priede Nr. 9]

Terminalas.
128 MB atminties (atminties kiekis turi uztikrinti minimalius reikal avimus);
Siuolaikinis Pentium ar RISC architektiros procesorius;
Ne maziau 1GB disko vietos saugoti rezultatams (diskas turi bati apsaugotas nuo galimy isoriniy
poveikiy);
USB tipo prievadai;
Ne maziau 10/100Mbit/s greicio tinklo ploksté (kokybiska ploksté, uztikrinanti pastovy rysi);
SVGA tipo vaizdo ploksté (ploksté turi atitikti minimalius reikalavimus);
Prisilietimams jautrus ekranas ar kitas jvedimo jrenginys;
,BarCode" nuskaitymo iranga (esant galimybel prijungiamair pirsty antspaudy atpazinimo iranga);

Autonominis elektros tiekimas uztikrinantis stoties veikima visa rinkimy laika;



M echaninis sprendimas rinkimy rezultatams fiksuoti.
Terminaliné stotis privalo biti izoliuota nuo isorés veiksniy, jvedimo jrenginiai saugiai atskirti nuo sisteminiy
ploksc¢iy. ISoriskai stotis gali skirtis nuo standartiniy komponenciy, kadangi saugumo reikalavimy tenkinimas

gali pareikalauti netradiciniy sprendimy. [Issamesnis aprasymas pridedamas priede Nr. 10]

3.1.5. Aparatinés priemoneés

Normaliam darbui organizuoti nepakaks vien tik kompiuteriy — batina specifiné duomeny jvedimo
iranga. Patogu darba garantuos vaizduokliai su jautriu prisilietimam ekranu. Rinkéjui identifikuoti reikalinga
,BarCode" nuskaitymo iranga, o esant galimybei ir pirsty antspaudy atpazinimo prietaisas. Rysio uztikrinimui
naudojama dvigjy tipy iranga — bevielio tinklo skirstytuvai su stiprinimo antenomis, padésiantys sujungti
mobiliuosius terminalus i tinkla, bei ,LAN* tinklo prieigos iranga. [ISsamesni aprasymai pridedami prieduose
Nr. 11, Nr. 12, Nr. 13, Nr. 14]

3.1.6. Programinés priemonés

Galimos/rekomenduojamos operacinés sistemos:
Microsoft Windows 2000/XP;
Sun Solaris;
Red Hat arba SUSE Linux.

Operacinés sistemos pasirinkima jtakoja gamintoju atsakomybé | galimus padarinius naudojimosi metu.

Galimas variantas, jog apygardy bel terminaliniy stociy valdymui bus realizuotas atskiras operacinis paketas
remiantis vienomis ar kitomis technologijomis. Siekiant paprastumo, realus ir OS CD sprendimas (operaciné
sistema uzkraunama i§ kompaktinio disko kartu su reikalinga programine iranga bei i§ anksto numatytais

nustatymais) arbakitoks, CD skaitymo nereikalaujantis sprendimas.

Papildoma programiné jranga:

Java™ RE (siekiant uztikrinti daugelio operaciniy sistemy palaikymo);
Programinis atitinkamos darbo stoties valdymo sprendimas.
Atsizvelgiant | daugeli pasaliniy veiksniy galimas ir kitas programinés jrangos variantas, taciau turi bati

uztikrinama programy bei aplinkos kokybé, o taip pat lankstumas.

Galimos duomeny bazés:

Oracle 9i;



PostgreSQL ;

IBM DB2.
Duomeny bazés panaudojimas butinas tik centringje darbo stotyje, kadangi butina uztikrinti operatyvy
duomeny apdorojima bei uztikrinti duomeny kokybe. Programinés irangos pasirinkima itakos gamintojo
politikai galima problemy salinima bei atsakomybe. Turi bati uztikrinamas pilnas palaikymas bei priezitra.

Apygarduy bei terminalinése stotyse, atsizvelgiant i duomeny svarbuma bei kritiskuma, turéty buti
naudojami specialts irasy falai ar kitokie sprendima siekiant islaikyti nepriklausomuma nuo pasaliniy

programiniy pakety, uztikrinant informacijos sauguma bel atkairima.

3.1.7. Patalpy projektas su darbo viety ir kitos aparatiros isdéstymu

Mobiliojo basavimo terminalo schema
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11 pav. Mobiliojo balsavimo terminalo schema

Schemoje pavai zduoty objekty sarasas:
1. Rinkéjo balso jvedimo jrenginys;
2. Nepertraukiamo maitinimo iranga;
3. Terminaliné iranga.
Balsavimo terminalas turi atitikti visus ergonomikos reikalavimus, patogus ir nepavojingas balsuojanciojo

sveikatai. Terminaliné ir maitinimo iranga privalo buti atskirta ir izoliuota nuo galimo paveikimo tiek is



balsavietés vidaus tiek ir is isorés. lzoliuojanti iranga turi apsaugoti nuo magnetinio poveikio, mikrobangy ir
kitokio poveikio, galincio vienaip ir kitaip itakoti rezultatams. Privaloma gaimybé valdyti ivedimo irenginio
auksti ir padéti, siekiant suteikti galimybe balsuoti nejgaliesiems.

Apygardos darbo viety schema
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12 pav. Apygardosdarbo viety schema

Schemoje pavai zduoty objekty sarasas:

1. Apygardos komisij&

2. Komisijos techningé iranga;

3. Balsavimo terminalas,

4. Apygardos darbo stotis,

5. Stoties nepertraukiamo maitinimo saltinis.
Darbo stotis ir maitinimo iranga patalpinta specialioje saugykloje, kuri atitinka visus gamintojo reikalaujamus
normatyvus (temperatiira, oro drégnumeas ir panasiai), be to turi bati uztikrinta apsauga nuo pasaliniy asmeny.
Balsavimo terminalas turi uztikrinti balsuojanciojo konfidencialuma. Balsavimo patalpoje turi bati iskabinti
Vyriausiosios rinkimy komisijos isleisti rinkimy jsakymai ir kiti aktai. 1S balsavimo patalpos, peréjimo i ja
patalpu (koridoriy) ir 50 metry atstumu aplink pastata, kuriame yra balsavimo patalpa, turi biti pasalinta
rinkimy agitacijos medziaga, isskyrus ta, kuria isleido Vyriausioji rinkimy komisija. Taip pat turi bati
paruostos darbo vietos rinkimy komisijos nariams, vietos rinkimy stebétojams. Parengta balsavimo patalpa
uzdaroma, antspauduojama, perduodama saugoti policijai ir apie tai apylinkés rinkimy komisijos pirmininkas

pranesa miesto, rajono rinkimy komisijai.



Centrinés rinkimy komisijos darbo vieta

.

@

-
©
®

13 pav. Centrineés rinkimy komisijos darbo vieta

Schemoje pavaizduoty objekty sarasas.

1. Rinkimy komisijos darbo vieta;

2. Darbo bei steb¢jimo techniné iranga;

3. Nepertraukiamo maitinimo iranga;

4. Centriné darbo stotis.
Esminiai relkalavimai nesiskiria nuo reikalavimy apygardos darbo vietos relkalavimy — privalo biti
uztikrinama patogi aplinka dirbantiesiems, techniné iranga patalpinta specialius reikalavimus atitinkancioje

saugykloje.

Schemos ir paminéti reikalavimal yra tik rekomendacinio pobudzio. Realiomis salygomis dél vienokiy ar
kitokiy apribojimy tokio isdéstymo realizuoti gali buti neimanoma. Bet kokiu atveju turi bati tenkinami bent
istatymu numatyti reikalavimai.

3.1.7. Techninéstinklo priemonés

Tarp centrinés ir rinkiminés apygardos darbo stodiy:

Visarinkimy informacijaturi bati perduodamataip, kad pasaliniai asmenys, negaléty stebéti ir pakeisti
duomeny. Norint tai uztikrinti, reikia, kad tinklu keliaujanti informacija buty koduojama. Tai pasiekti galima
naudojant VPN — Virtualus Privatus Tinklas (Virtual Private Network) déka. Ta atskiry, nutolusiy
kompiuteriniy tinkly sujungimas per Interneta. VPN tinklo technologija leidzia saugiai ir greitai sujungti
skirtingose vietose esancius kompiuterius i viena tinkla, pasinaudojant interneto infrastruktiira. VPN tinklai
kitas technologijas lenkia savo idiegimo spartumu, lankstumu ir ekonomine nauda - mokestis uz VPN rysi

visada bus mazesnis nei mokestis uz skirting linija, reikalinga vienam padaliniui prijungti prie centrinés



bustinés. Lieka tik klausimas, kokiu bidu VPN sujungima realizuoti, t. y. programinémis ar aparatinémis

priemonémis.

VPN realizacija naudojant komutatorius:

Privalumai:
Tinkle gali bati kompiuteriai su skirtingomis operacinémis sistemomis;
Jungiant kompiuteriy grupes, reikia nustatyti pagrindini marsrutizatoriy.
Trakumai:

Kainos atzvilgiu neapsimoka jungti i VPN viena kompiuteri tinkle su kitu kompiuteriu.

VPN programiné realizacija

Privalumai:
Nereikalinga papildoma aparatiné jranga;
Paprastas nustatymas,

Patogu sujungti trumpam laikui du ir daugiau kompiuteriy.

Trakumai:

Visur turi buti to paties kiiréjo operacinés sistemos.

VPN sujungimas bus reikalingas tarp centrinés darbo stoties ir apygardos darbo stoties, be to tai bus
reikalinga gana trumpa laika. Todél VPN sujungima reikty realizuoti programinémis priemonémis. Tam
reikalinga idiegti daug VPN susijungimy palaikanéia programing iranga centrinéje darbo stotyje ir VPN
klientines dalis apygardos bei terminainése darbo stotyse. Prie centrinés darbo stoties jungsis daugiau nei 70
apygardy darbo stociy ir joms kartu reiks issiysti didelius informacijos srautus, todél bitina darbo stotis
prijungti prie auksta interneto pralaiduma turincio interneto tiekéjo. Centrinés darbo stoties ir apygardos
kompiuteriuose naudojamos 10/100/1000 MB tinklo
plokstés. Mobiligji terminalai tarpusavyje ir su apygardos darbo stotimi apjungiami bevielio tinklo iranga
palaikancia saugy rysi. Signalo stiprumui palaikyti turi bati panaudotos daugiakryptés antenos.



3.1.8. Tinklo operacinés sistemos parinkimas, pagrindimas

Darbo stotyse galima naudoti tiek Microsoft kompanijos, tiek Linux operacines sistemas. Pasirinkimas
turi buti tiek teisiskai, tiek ir finansiska pasvertas, kadangi galimas operacinés sistemos klaidas turéty salinti
programinés jrangos tiekéjas.

Linux operacinés sistemos pasirinkimas galéty bati realus dél programinio kodo statuso, galimybés
diegti reikalingus ir salinti nereikalingus sistemos modulius, platus reikalingos programinés jrangos
pasirinkimas bei galimybés realizuoti USB BOOT funkcija (operaciné sistema paleidziama is USB atminties
modulio). Visgi versijuy gausabel programinio kodo atvirumas vercia suabejoti dél patikimumo.

Microsoft Windows 2000/XP programinés irangos patikimuma uztikrina pati kompanija, todel dél
operatyvaus klaidy salinimo bei savo srities atsakomybés prisiémimas gali bati esminiai renkantis operacing
sistema. Taciau paketo kainagali itakoti §j pasirinkima.

Terminaliniy darbo stociy programinés irangos pasirinkima apsprendzia sisteminio sprendimo
pasirinkimas. Atsizvelgiant i paprasto diegimo pageidavimus bei sauguma reikalingas nestandartinis
sprendimas. Tai galéty biati kokia nors modifikuota Linux versija, idémial perzitréta ir isnagrinéta sia sritj
iSmananciy specialisty.

Atsizvelgiant | dabarting sprendimy jvairove optimalus operaciniy sistemy pasirinkimo variantas bty
toks:

Centriné darbo stotis— Windows 2000 Server;
Apygardos darbo stotis— Windows 2000 Server;
Mobilusis balsavimo terminalas— RedHat Linux.

Windows operaciné sistema pasirinkta dél jprasto ir patogaus vartojimo, pakankamo saugumo ir

programinés tinklo realizacijos ivairovés. Balsavimo terminalams RedHat Linux naudojama dél turtingos

programinés irangos pasirinkimo bel aparatinés sistemos valdikliy gausos.

Sitloma programiné iranga realizavimo metu gali keistis dél galimo gamintoju sisteminio palaikymo

nutraukimo.



3.2. Reikalavimy modelis

3.2.1. Vartotojy panaudojimo atvejy diagrama

Panaudojimo atvejis yra sistemos elgsenos vienetas — vartotojo ir sistemos saveiky seka, kuri duoda

vartotojui reiksminga rezultata. Kiekviena panaudojimo atveji apraso ivykiu srautas, kuris apibrézia, ka

sistema turi padaryti jos panaudojimo metu.

Diagrama padés issivaizduoti galimus panaudojimo atvejus tarp tarpusavyje bendradarbiaujanciy sistemy,

su kuriomis dirba atitinkami zmonés. Atskiry diagramy Apygardos, Mobiligjam balsavimo terminalams ar

kitiems nereikia, kadangi bendras algoritmas yra vienodas.

[

W, rin%knmisija

-

-

iy, karnisiia Pateikti kandidatu duomenig

-

FPateildi rinkeju duomenis

Rinkimu apygarda

Isikelti duomenis Apdoroti duuym:umisija

Rinkejo terminalas

M

Prieiti prie duamenu

[

Pateikti rinkimu rezultatus

-

Twarkyti rinkeju duomenis

o | OO

Pagrindiniai aktoriai:

Atafungtive, #Prisijungti
Y

: eZpdines=
==jinclude=x= =]

sretife=r
H f/- \w\:-::r%ﬂne‘;::-
Gauti [eidima balsuofi

NV
X

Rinkejas

14 pav. Vartotojy panaudojimy atvejy diagrama

Vyr. komisija - daugiausia teisiy turintis vartotojas, galintis matyti rinkimy duomenis (rezultatus,

balsavusiujy kieki), koreguoti rinkéju duomenis, stebéti rinkimy proceso eiga.

Komisija — gali perzitréti apygardos turima informacija, su tam tikrais apribojimais ja koreguoti,

stebéti rinkimy proceso eiga.



Rinkéjas — maziausiai teisiy turinti vartotojas, kuris gauna leidima balsuoti ir turi teise atiduoti savo
balsa uz norima kandidata (-us).

Pagrindiniai panaudojimo atvejai:
Pateikti kandidaty duomenis— gali atlikti tik Vyr. komisija.

Tvarkyti duomenis—gali atlikti tik Vyr. komisija.
Naudotis apygardos DB - gali atlikti Komisija.
Pateikti rinkimy rezultatus — gali atlikti Komisija.
Balsuoti —gali atlikti Rinkéjas.

Gauti leidima balsuoti — gali atlikti tik Rinkejas.

3.2.2. Dalykinés sritiesklasiy diagrama

Klasiy diagrama rodo klases ir ju tarpusavio rysius. Klas¢ — tai objekty aibé, kurios elementai turi
vienoda struktira, elgsena, rysius ir semantika. Klasés struktiirines savybes apibrézia jos atributai. Rysial
rodo, kad objektai saveikaujatarpusavyje.

asmuo_p
Esanket_duom : Object

1

0.n
balsavimas_p - -
i ben _ r|rjke;as_p apyoarda_p
&cesija Object [ &rinkejo_id : Integer_ & apypardos_id ; Integer
: on 1 Sprinkejo_sesija : Object n 1 | ®apyoardos_sesija: Ohiect
*thesutarizuoti_Rinkejad :
1
1 n
" 0.n rezultatai_p
kandidatas_p |@eiles_nr: Ohbject
halsas_p Bwardas : String Shrezultatai ; Object
&hkanditato_id : String &padresas | Object Ehdata : Ohject
breiksme : Integer 0 | Bokontaktas ; Object ’ N
$theSkaiciuoti_Rezd
%thePaskelhti_kKandidatul StheSkaiciuoti_Kand_Rez(
SthePrimt_Duomenis

15 pav. Dalykines srities klasiy diagrama

Tai tik bendriné klasiy diagrama pagrindiniam objekty bei ju duomeny modeliui apzvelgti.



3.2.3. Vartotojo interfeiso modelis

Pradzia ||

Centrine stotis

Apygarda -

Pabaiga

Rinkéju duomeny
tvarkymas

Kandidaty duomeny
tvarkymas

Rezultaty gavimas

Rinkimy rezultaty

Rinkéju duomeny
gavimas

Kandidato duomeny
gavimas

Statistiniy duomeny
siuntimas

Rezultaty siuntimas

paeikimas
16 pav. Interfeiso Centrine stotis— Apygarda diagrama
Pradzia Apygarda Terminalas Pabaiga
Rinkgjo Prisijungimas
identifikavimas
Kandidato
Statistikos pasirinkimas
rinkimas
Balsavimas

17 pav. Interfeiso Apygarda — Balsavimo Terminalas diagrama




3.3. Sistemos proj ektas

3.3.1. Projektotikslas
Suprojektuoti ir realizuoti analizés dalyje isnagrinéta mobiliyjuy e-rinkimy sistema.
3.3.2. Sistemos panaudojimo atvejy diagramos

Rinkéjo panaudojimo atvey diagrama:

O

Gauti leidima balsuati

9

Ferziureti kandidatu sarasa

-

Balsuoti

Rinkejas

18 pav. Rinkéjo panaudojimo atvejy diagrama

“Rinkéjas’ yra asmuo Kuris turi teise dalyvauti rinkimuose ir balsuoti uz norima kandidata. Pirmiausia jis
turi ,, Gauti leidima balsuoti“, tada gali ,, Perzitiréti kandidaty sarasa” ir balsuoti uz pasirinkta kandidata.

Komisijos panaudojimo atvejy diagrama:

/Naudntis apygardos DB

Filtruoti duormenis pagal poreikius

-

Franesti rinkejui ar jis yra
apygardos DB

$

komisija



19 pav. Komisijos panaudojimo atvejy diagrama

“Komisija’ turi pri¢jima prie tai gpygarda priklausan¢iu rinkéju duomeny. Gali filtruoti duomenis pagal
rinkéjo asmens koda taip suteikdami rinkéjui informacija ar jis yra jtrauktas i apygardos duomeny baze ir ar

turi teise balsuoti.

Vyr. komisijos panaudojimo atvejy diagrama:
f j: Rinkti rinkeju anketinius duomenis
© Analizuotifiltruoti duomenis

Organizuoti rinkeju duomenis=—

“yr. kamisija

Registruoti kandidata

© Maudatis apygardos DB

Fateikti rezultatus
20 pav. Vyr. komisijos panaudojimo atvejy diagrama
“Vyr. komisija’ gali registruoti nauja kandidata, rinkti rinkéju duomenisi DB (t.y. isrinkti tuos kurie turi teisg
balsuoti, yra sulaukg 18 m. ir t.t.). Taip pat ,Vyr. Komisija* gali analizuoti duomenis pagal poreikius, bei
naudotis visy apygardy duomenimis. Vienapagrindiniy funkcijuy — periodiskas rinkimy rezultaty pateikimas.



3.3.3. Panaudojimo atvejy scenarijy diagramos

X

. Rinkejas ~apygarda_p
Prizsijungti
H ﬁirinti teises
: *‘“;I
0] 4 H

!

Pasirinkti kandidata

F"aspluauati kandidato nurneti

i

Pranesti apie sekminga balsavima

R

21 pav. Rinkéjo sistemines dalies seky diagrama

=

=

Rinkéjas eidamas balsuoti prie terminalo turi atsinesti rinkimy biuletenj su atspausdintu BAR kodu, kuri
gavo pastu, atsispausdino is interneto arba gavo is apygardos rinkimy komisijos.
BAR kodas nuskaitomas ir tikrinama ar toks vartotojas yra apygardos DB ir ar jis dar nebalsaves. Jei rinkéjas
turi teiss balsuoti jam pateikiamas kandidaty sarasas. Issirinkes kandidata rinkéjas balsuoja ir duodamas
pranesimas apie s¢kminga bal savima.



3.3.4. Sistemos ar chitektiir os modelis

Yartotojo =<naudojaz» “eiklog
PASIAURDS  fooocoe oo = paslaugos
: <<naudojaz> <<nautojaz>
“artotojo g i
interfeisas 2 1
Duamenuy
paslaugos

22 pav. Sistemos architektiros modelis



3.3.5. Sistemos velklos modelis

Wy, Komisija_

: Rinkimu stebetojai_

Wit Komisija_

: Rinkejas_

Fradzia

Fradeti rinkti
kandidatu duomenis

Pradeti rinkti rinkeju
duamenis

Organizuoti DB

E]

[wra pazeidimu

Imtis prevenciniu
priemaoniu
Paskelhti tarpinius
rezultatus
Faskelhti galutinius ™
rezultatus

O Pahaina

[ tinkirmai sekming

[vra pazeidimu]

‘/7

Organizuoti
apygardos DB

[rinkimai =8

pazeidimul .,

Steheti rinkimus

Registruati rinkejus

Perduoti tarpinius

Registruotis

[Jei
kliuci

Balsuati

rezultatus I~

FPerduoti galutinius
rezultatus

23 pav. Sistemos velklos moddlis

eiskyla
Hl




3.3.6. Realizacijos modelis

24 pav. Paskirstymo

diagrama
PRI Barkodu Barkodu o
Balsavimo Ekanatis ggléiiﬁr:; skaneris Dirbti U
terminalas

/|ferminalas sistema vartotojai

galés paleide ja.

Pilieciu balzawvimas

Rinkéjams sistema

<<TCPiIP==
TR AT jau bus paleista
Apvgardos .

gpausdintuvag kompiuteris tap pa bus
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Balzavimo diomenu rinkimas kOkle ba]sa\”mo

Balzuatojo identifikavimas

<<yPlss zingsniai.

=<5 SQL =+
Centrinis kompiuteris

DOuomenu surinkimas
Rezuttatu pateikimas
kandidaty pateikimas
Rinkéjy pateikimas



3.3.7. Komponentinis sistemos modelis

Vyr. komisija

Wyt komisijos

pirmininkas_
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25 pav. Veiklos panaudojimo atvejy diagrama

COO—®

brisijos Gauti leidima halsuoti

Rinkejas_



£

W komisija_

(from 3 Reikalawvimu madelis)

()

Rezultatas

x

kKomisija_
(from 3 Reikalawvimu modelis)

/ kandidatas
Balsas @

Rinkejas_

(from 3 Reikalavimu madeliz])

26 pav. Duomeny perdavimo veiklos koncepty modelis
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Prad. duom perd.

®siusti kand. duornenis
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27 pav. Veiklostipy modelis
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28 pav. Programines realizacijos architektira

3.3.8. Duomeny bazés modelis

Duomeny bazés modelis patei kiamas priede Nr. 14.



3.2. Projektoisvados

Sistema gana sudétinga ir reikalaujanti netradiciniu sprendimuy. Pirmiausia turi biti pasirinktas
optimalus aparatinis sprendimas, nuo kurio priklauso ir daugelis programinio realizavimo procedury.

Techninio projektavimo dalyje isnagrinéti optimalis variantai bei reikalavimai centrinel darbo stocial.
Microsoft kompanijos operacinés sistemos (Windows) ir tinkliniai sprendimai supaprastina informacijos
vadyma. Taip pat sie sprendima tenkina sistemos reikalavimus, lengvai adaptuojami ir integruojami.
Kompanijos specialisty patirtis uztikrins pilnaverte priezitira veikimo metu, o programiniali sprendimai padés
i$saugoti duomeny bei procesy lygiagretiskuma bel sauguma.

Apygardy darbo stotims daugeliu atvejy pilnai pakakty modifikuotos Linux versijos, kadangi didzioji
dalis darby — informacijos mainai, sistemos stebéjimas, nereikalauja ypatingy priemoniy, be to daugelis ju
privalés buti realizuota pacios rinkimy programinés irangos.

Programiniai  sprendimai, nesant techniniams apribojimams, gana nesudétingai realizuoja
pageidaujamus funkcionalumus — duomeny perdavimas, informacijos teisngumo uztikrinimas,
sinchronizavimas, monitoringas ir kt. Visgi atsizvelgiant i saugumo reikalavimus, realizacija turéty uztikrinti
paprastuma ir lengva klaidy salinima. Tokiu badu bus uztikrinama kodo kokybé bei nesunkiai aptinkamos ir

iStaisomos klaidos.



4. Eksperimentinistyrimas
4.1. Eksperimentiné projekto dalis

Realizuotas eksperimentinis projekto modelis demonstruoja, kaip realiai turi atrodyti ir veikti

mobiliyjy E-rinkimy taikomoji sistema.

Eksperimentinéje dalyje realizuota:
Duomeny bazé
Centriné darbo stotis;
Centrinés darbo stoties vartotojo sasaja;
Apygardos darbo stotis,
Apygardos darbo stoties vartotojo sasaja;
Terminalas,

Terminalo vartotojo sasgja;

Centrine darbo stotis

Centrinés darbo stoties vartotojo sasajos meniu punktai valdo ir paleidzia centrinés darbo stoties servisus

(aplikacijas). Pagrindinis vartotojo sasgjos langas, kuris atsidaro paleidus programa (29 pav.).

& voting Server application v0.5 = [m] JES |

Database location  |Kic.ltishop Process panel

Database user dino < Server offline
D — HNo

‘ Set & Database not loaded

Terminal panel | Statistics panel | Warnings panel |

29 pav. Centrinés darho stoties vartotojos sgsajos pagrindinis langas



Pries vykdant centrinés darbo stoties pagrindinio serviso paleidima reikia jvesti lauky , Database location,

»Database user, , Database password“ reiksmes. [vedus teisingas reiksmes spaudziame mygtuka ,, Set“, kad
aktyvuotysi meniu punktas ,,Actions* (30 pav.).

& voting Server Application v0.5

1
Actions
Database location kic |Uf0p Pracess panel
Datahase user & Server offline

Database password = *| 11 No warnings

Set ;| @ Database not loaded

Terminal panel | Statistics panel | Warnings |

30 pav. Centrinés darbo stoties meniu punkto ,, Actions” aktyvavimas

Sekanciu veiksmu vykdome susijungima su duomeny baze spausdami ,,Actions* — ,Load database” (31
pav.). Duomeny bazé paleista.

& voting Server Application v0.5

=101 x|
E Process panel
| < Server offline
Ll No warnings
Set < Database not loaded
Exit
_ Terminal panel I" atistics panel | Warnings panel

31 pav. Centrines darbo stoties duomeny bazes paleidimas

Paleidus duomeny baz¢ bisenos indikatorius , Database not loaded” keicia biuisena | ,Database loaded” ir
indikatoriaus spalva pasikeiciais pilkosi zalia. Taip pat aktyvuojasi meniu punktas ,, Start server” (32 pav.).



& voting Server Application ¥0.5 ]

g [= S
 Actions |

Generate voting labels

e | Process panel

Load database

Unload database Ll Ho warnings

Start server Set | 2 D: lnaded

@ Server offline

Terminal panel

32 pav. Duomeny bazé paleista, vykdomas pagrindiniy procesy paleidimas

Spausdami ,, Start server* paleidziame pagrindinius centrinés darbo stoties procesus. Darbo stoties biisenos

indikatorius ,, Server offline” kei¢ia reiksme i ,,Server online”, indikatoriaus spalva kei¢ias s pilkos i zalia,
darbo stotis paleista (33 pav.).

& voting Server Application v0.5

=[] 5]
Actions

Database location |-

Database user |c i @ Server ready

Database password |~ :| & Mo warnings
Setl || o Database loaded

panel

Terminal panel

33 pav. Centrine darbo stotis pilnai paleista, galima pradeti darbg

Centriné darbo stotis sekanciais veiksmais agpdoroja apygardos siunciamas uzklausas ir siuncia atsakymus.



& voting Server Application v0..

Actions

Datahase lacation fr. st
Datahase user
Database password

Process panel
|| @ Server ready
Mo warnings

Set < Datahase loaded

#1600

Terminal panel || Statistics panel

34 pav. Uzklausy priemimas ir atsakymy siuntimas

Tap pat periodiskai priima statistinius duomenis is apygardos darbo stoties. Statistiniai duomenys
atvaizduojami panelé¢je ,Statistics panel” (34 pav.). Pagrindinéje diagramoje vaizduojami dStatistinial

duomenys. Apatinés dalies kairéje puséje isvedamos apygardos, kuriy statistika atvaizduota, bel ju

skiriamosios spalvos. Rinkimams pasibaigus centriné darbo stotis gauna i§ apygardos darbo stoties rinkimy
rezultatus, juos apdoroja ir atvaizduoja stulpeline diagrama darbalaukio gpacioje, desingje puséje. Apygardos

busenos indikatorius ,Client offline* rodo, kad apygardos darbo stotis yra atsijungusi, kai siunc¢iami

statistinial duomenys ar rezultatai $is indikatorius

& voting Server Application v0.5
Actions

keiciareiksme i, Client online* (35 pav.).

Datahase lacation |-
Datahase user
Database password

Process panel

& Server ready

H Client timeout

@ Database loaded

— \fArpo rink. ap.
=— Pasagos rink. ap.

J.Jonaitis - 36% B Kazaitis - 24,,J.')R_Fu'maitis - 36%

[ Terminal panel || Statistics panel | Warnings panel |

35 pav. Centriné darbo

stoties rinkimy statistikos duomenys

Paskutiné panelé ,,Warnings panel“ Joje pateikiama informacija apie apygardas, apygardy prisijungimo

biisena, numeriai, pirmo prisijungimo laikas ir kiek laiko apygarda yra atsijungus nuo paskutinio atsijungimo

laiko (36 pav.)



£ voting Server Application ¥0.5 =] S

Actions

o 1
Database location |kic [i/=hop : R R
Database user §§ < Server reatly

Database password ~

| & Client timeout

Set | | o Database loaded

Cliegnt Server ID \Ol\entSer\rer Na..\ First Connected \

Idle \ Description

varpa [1065348622278 [1055344551331 |icle
|Pasagos |1055353970202 (1055348491420 |icle

36 pav. Centrine darbo stoties rinkimy ,, Warning panel “ duomenys

Apygardos darbo stotis
Apygardos darbo stoties vartotojo sasajos meniu punktai valdo ir paleidzia atitinkamus apygardos darbo
stoties servisus (aplikacijas).

Pati apygardos darbo stoties vartotojo sasaja paleidziama paspaudus ant jos piktogramos (ikonos). Pagrindinis
langas, kuris atsidaro paleidus vartotojo sasgos programa (37 pav.).

[ voting client Application ¥1.0
Server Voter Result Help

Server Information: Start Server

|. ‘i‘io‘\w Server |

37 pav. Apygardos darbo stoties vartotojos s¢sajos pagrindinislangas



Vartotojo sasaja galima suskirstyti i tris dalis — tai meniu punktai issidéste horizontaliai lango virsutinéje
dalyje, pagrindiné panelé, kurioje matoma visainformacijair katalogo struktiira horizontalial issidéste meniu
punktai esantys apatinéje lango dalyje, kuriy pagalba galima pasirinkti viena is triju skirtingy langu.
Pagrindinis langas yra skirtas apygardos darbo stoties pagrindinio serviso paleidimui. Pasirinkus meniu punkta
“Server”—"Start server” arba panelyje paspaudus mygtuka “Start server” pradedamas apygardos darbo
stoties darbas, pries ta jvedus apygardos darbo stoties numerj “ Server District ID” (38 pav.).

B woung ciient application w10 S E R s e e o
Server Voter Result Help
Server Information: Start Server
W off
fnput x|
% Please enter Server District ID
— \

[ server L’Ufﬁé“ JQE?&&_QK

38 pav. Konkrecios rinkimy apygardos pasirinkimo langas

Teisingal jvedus egzistuojanti rinkimy apygardos numeri paleidziamas pagrindinis apygardos darbo stoties
servisas, pradedamas darbo stoties darbas. “Server” lango paneléje galime pamatyti pagrindinio serviso
paleidimo busena — je langelyje dega raudona sviesa vadinasi pagrindinis servisas yra isjungtas. [jungus
pagrindini servisa langelyje issiziebiazaliasviesa (39 pav.).

[ voting Client application v1.0 2 E
Server Voter Result Help
Server Information: tart Server
¥ Runining

39 pav. Langelyje deganti zalia sviesa informuoja, kad pagrindinis servisas paleistas



Jei norime sustabdyti apygardos darbo stoties pagrinding servisa reikia spausti “Stop server” mygtuka
pagrindinéje paneléje arba “ Server” —” Stop server” meniu punkta.

Pagrindinis apygardos darbo stoties servisas valdo visus kitus servisus, todél ji butina paleisti, jei norime
vykdyti sekancias komandas. Paleidus apygardos darbo stotj, ji automatiskai siuncia uzklausas centrinei darbo
stocial ir gauna is centrinés darbo stoties rinkéju bei kandidaty sarasus. Jeigu centriné darbo stotis tuo metu
negali vykdyti susijungimo, tuomet agpygardos darbo stotis inicijuoja susijungima po tam tikro laiko tarpo.
Sekantis zingsnis - rinkéjo tapatybés nustatymas.

Apygardos darbo stoties administratorius ( rinkimy apygardos pirmininkas ), pagal LR piliecio pase arba
identifikavimo Kkorteléje esancia nuotrauka nustato ar zmogus atéjo balsuoti su savo dokumentais. Jei viskas

tvarkoj, administratorius pasirenkakatalogo struktiiros meniu “voter” skirsni (40 pav.).

[ wating client appiication 1.0 (55 R e
Server Voter Result Help
ID: [ Check Voiter

I server [ voter || Resut |

40 pav. Langasrinkeéjo tikrinimui

Tada pagrindinéje panel éje arba meniu punkte “Voter” reikia paspausti “Check Voter” mygtuka ir i atsidariusi
langa jvesti 11 skaitmeny asmens koda (41 pav.). Ivedus neteisingus duomenis procedira reikia pakartoti i$
naujo. Asmens kodas tikrinamas paga apygardos duomeny bazés jrasus, ir jei randamas identiskas jrasas,
irasui esanciam ‘ Asmens kodas' lauke, tada i panelg isvedami duomenys apie rinkéja — Asmens kodas, Vardas
ir Pavardé (42 pav.). Priesingu atveju, jei toks asmens kodas gpygardos duomeny bazéje neegzistuoja — i
ekrana isvedamas pranesimas, kad nératokio rinkéjo kodo.

Jei rinkéjo duomenys isvedami i panele, vadinas jis turi teisg balsuoti rinkimuose ir administratorius spaudzia
panelyje mygtuka “ Allow vote” arba meniu punkta “Voter” —” Allow vote’, jel dar tas laukas néra uzpildytas
varnele. Jei isvedus rinkéjo duomenis laukas ,,Bit* uzpildytas varnele, vadinasi rinkéjas jau uzsiregistraves.
Paspaudus “Allow vote’” mygtuka apygardos duomeny bazéje i atitinkama lauka jrasomas vienetukas, kuris

reiskia , kad rinkéjas gauna teisg balsuoti. “Print” mygtukas panelyje arba “Voter” —"Print” meniu punktas



numatyti tam atvejui, jei rinkéjas i rinkimus ateina be kvietimo lapelio (pametes arba negaves). Jei jis pagal
sarasus yra priskirtas tai apygardai i, kuria atéjo basuoti (jvedus asmens koda randami rinkéjo duomenys),

jam galima atspausdinti kvietimo lapelio su briksniniu kodu kopija.

[ woting Client Application 1.0
Server Voter Result Help

D [ [ checkwvoiter |
HName: | Clear .
Surname:
b OO =
. Input voter's ID:
|38012180445
Cancel

41 pav. Langas asmens kodo jvedimui

[ wating Client Application v1.0
Server Voter Resull Help

ID: 122012190445 Check Voiter
Name: | Darius | Clear
Surname: | Tamosaitis | Print

Bit:

42 pav. Radus rinkéjq duomeny bazéje isvedama informacija apie jj, matome kad rinkéjas jau uzsiregistraves balsavimui.

Voter panelyje ir meniu punkte “voter” esantis mygtukas “Clear” leidzia isvalyti i§ panelio lauky
rinkéjo duomenis, tam kad buty galima patikrinti kita rinkéja (nepaspaudus “clear” mygtuko vartotojo sasaja
neaktyvuoja “Check voter” mygtuko). Rinkéjo atpazinimo pagal asmens koda procedira kartojama
kiekvienam rinkéjui visy rinkimy eigos metu.

Statistikos duomeny formavimas ir siuntimas centrinei darbo stociai vykdomas automatiskai, kas

vaanda.



Kitas etapas — rezultaty suformavimas ir siuntimas | centring darbo stotj. Pasibaigus rinkimams rinkimy
rezultatus btina igsiysti { centrine darbo stotj, galutiniy rezultaty formavimui bei pateikimui. Sio serviso langa
galimaatsidaryti paspaudus | katalogo struktiiros meniu “Result” punkta (43 pav.).

—
[ vating Client Application v1.0 P 3|
Server Voter Result Help

Result Information:

[ Moter | Result |

43 pav. Rinkimy rezultaty siuntimas

Panelyje arba meniu punkte “Result” paspaudus mygtuka “Send results’ paleidziamas atitinkamas
apygardos darbo stoties servisas, kurisissiuncia rinkimy apygardos bal savimo rezultatus i centring darbo stot;.

Sioje vartotojo sasajoje numatytas ir pagal bos priemonés, kuriy padedami vartotojai gali suzinoti kaip
naudotis pacia vartotojo sasaja. Be to galima paziaréti, kuri programos versija yra naudojama ir kas jos
autorius (44 pav.).

—
Fvotng Client Appicatonvio ... ... &&=
Server Voter Result |Help
Help
Result Infor ion: Send Results
About

44 pav. Pagalba vartotojui



Paskutinis darbas kurj reikia atlikti apygardos darbo stoties administratoriui pasibaigus rinkimams, tai
apygardos darbo stoties pagrindinio serviso sustabdymas. Kad tai padaryti, reikia katalogo struktiiros meniu
pasirinkti “server” punkta tada atsidaro pagrindinis vartotojo sasgos langas, kuriame nuspaudus mygtuka

“Stop server” sustabdoma apygardos darbo stoties pagrindinio serviso veikla (45 pav.).

[ vating Client Application v1.0 |
Sewer Voter Result Help 7 7 7 7 7
Server Information: Start Serve
' Running
x|
%% Do you want to stop the local voting server?
HNo Cancel
| server [ Woter | Resurt

45 pav. Apygardos darbo stoties pagrindinio serviso isjungimas

Bal savimo terminalas

Balsavimo terminalo sasga paleidziama paspaudus ant jos piktogramos (ikonos). Pagrindinis langas,

kuris atsidaro paleidus vartotojo sasgos programa (46 pav.).

46 pav. Balsavimo terminalo sqsajos pagrindinislangas

Paspaudg meniu lauka , Meniu“ matome keturis punktus (47 pav.).



»Prisijungti“ — skirtas prisijungimui prie apygardos darbo stoties, prisijungus Sis punktas tampa
neaktyvus.

»Atsijungti — skirtas atsijungti nuo apygardos darbo stoties, aktyvus tik po prisijungimo.

» TiKrinti duomenis* — prisijungus reikia patikrinti ar apygardos darbo stotis turi relkalingus duomenis,
aktyvustik po prisijungimo.

,Balsavimas* — skirtas pereiti i valdymo rézimo | balsavimo rézima, aktyvus tik kai duomenys yra

apygardos darbo stotyje.

47 pav. Meniu punkto ,, Meniu““ papunkciai

Jei prisijungti prie darbo stoties nepavykstaj ekrana yraisvedamas pranesimas (48 pav.).

Yes || w0 |

48 pav. Prisijungti prie apygardos darbo stoties nepavyko

Jei prisijungus prie darbo stoties nepavyksta gauti duomeny i ekrana yra iSvedamas pranesimas (49

pav.).

e || o |




49 pav. Apygardos darbo stotis neturi duomeny reikalingy darbui pradeti

Prisijungus prie apygardos darbo stoties ir nustacius, kad balsavimui reikalingus duomenis apygardos

darbo stotis turi, gaima pereiti i balsavimo rezima paspaudus meniu punkto ,, Meniu® papunkt;j , Basavimas®.
Tai atlikus atsidaro langas su dviem dideliais mygtukais (50 pav.);

Pagalba Balsavimas

50 pav. Balsavimo pradzia

Mygtukas , Pagalba’ — ji paspaudus isvedamas langas, kuriame galima rasti informacija, kaip elgtis
sekanciuose bal savimo etapuose (51 pav.)

SIS

seiti |

51 pav. Pagalbos langas, informacija apie bal savimo procediirq

Meniu mygtukas , Balsavimas* — paspaudus ji patenkama i langa kuriame yra laukas su pavadinimu
BAR kodas (51 pav.). I i lauka informacija jvedama is briksninio kodo skaitytuvo, kuris atlikes duomeny
ivedima pypteli. Ivestainformacija— tai rinkéjo identifikacinis numeris (asmens kodas). Sekanciu veiksmu sis

rinkéjo identifikacinis (asmens kodas) numeris yra siunciamas apygardos darbo stociai, siekiant suzinoti ar



rinkéjas gali balsuoti. Galimi keturi atsakymo variantai : a) Jus jau balsavote (52 pav.); b) Gaite balsuoti c)
Jums reikia uzsiregistruoti (53 pav.); d) Apie jus nerastajokiu duomeny (54 pav.). Jei rinkéjas gali balsuoti jis
iSvystalanga su kandidaty vardaisir pavardémis (55 pav.);

BAR kodas

]

52 pav. Rinkejo autorizacijoslangas

_Jus jau balsavote

ISeiti

53 pav. Balsavesrinkéjas

Jus turite uzsiregistruoti

54 pav. Neprisiregistraves rinkéjas



FICE]

55 pav. Neegzstuojantis rinkéjas

SETE

JONAS JONAITIS

PETRAS PETRAITIS
ANTANAS ANTANAITIS
Sekantys kandidatai

56 pav. Kandidato rinkimas

Kandidato rinkimo lange (56 pav.) vaizduojamas kandidaty sarasas. Vienu metu vaizduojami trys
kandidatai. Esant daugiau kandidaty nel trys teks spausti mygtukus ,, Sekantys kandidatai“ arba,, Priestai buve
kandidata“. Jei kuris vienas i$ Siy dvigju mygtuky yra su papilkéjusiomis raidémis, reiskia, kad kandidaty
saraso ta linkme dlinkti nebegalima. Paveiksle pavaizduotu atveju, slinkti negalima atgal, nes mygtuko ,, Pries
tai buve kandidatai“ uzrasas papilkéjes. Pasirinkus norima kandidata atsiranda langas prasantis patvirtinti jasy

pasirinkima (57 pav.).

SETE

-

57 pav. Pasirinkimo patvirtinimas



Atsakius | klausma ,Ne* griztama | ankstesnj langa, 0 jei taip tada 10 sekundziy dega langas
pranesantis, kad pilietis atliko savo pilietine pareiga (58 pav.) po to pereinama i pradinj balsavimo langa (47
pav.).

Aciu, kad balsavote

58 pav. Pilietine pareiga atlikta

Pilieciams taip pat suteikiama galimybé balsuoti aternatyviais budais: WAP sasga (59 pav.),
internetu (60 pav.)., taip pat trumposiomis zinutéemis (SMS) (61 pav.).

59 pav. Balsavimas WAP sgsaja.

JONAS JONAITIS

PETRAS PETRAITIS

ANTANAS ANTANAITIS

SEKANTYS KANDIDATAI ...




60 pav. Balsavimas internetu.

61 pav. Balsavimastrumposiomis zinutémis (SMS).

4.2. Tolimesnio sistemos tobulinimo, plétojimo galimybés

Mobiliyju E-rinkimy taikomaja sistema galima plésti ir tobulinti. Galima integruoti naujus balsavimo
btadus. Asmeny identifikavimui jmanoma panaudoti pirsty antspaudy arba akies rainelés nuskaityma. Kadangi
technologijos vystosi labai spar¢iai, greitai visa tai galésime patys isbandyti ir po keliy mety tai bus jprasti
dalykai. Sistema gdima pritaikyti jvairiems rinkimy tipams, tiek prezidento rinkimams, tiek vidiniam
balsavimui seime, tiek ivairioms zmoniy apklausoms. Pagrindiniai pakeitimai turi bati padaryti programinéje
dalyje. Techniné dalis gali biiti naudojama nedarant didesniy investiciju ir athaujinimy.



5. 1§vados

Analizuojama tradiciniy rinkimuy Situecija Lietuvoje ir apzvelgta ju silpnoji bei stiprioji pusés.
Isanalizuotos E-rinkimy taikomosios sistemos idiegimo galimybés bei pateikti jau realizuoti panasiy sistemy
pavyzdzia su apibendrintais aprasymais. Andlitinéje dalyje supazindinama su rinkimy organizavimo
istatymine baze.

Sumodeliuota konkreti rinkimu aplinka su duomeny ir procesy srauty diagramomis, pateikta issami
techninés bazés reikalingos realizuoti E-rinkimams specifikacija. Sukurti duomeny baziy modeliai.

Pasitelkiant Java™ programavimo kalbos priemones sukurta eksperimentiné bandomoji E-rinkimy
taikomoji sistema. Realizuota tarpusavyje sujungta centrinés darbo (client-server technologija) stoties,
apygardos darbo stoties ir apygardos darbo stoties hierarchiné struktira Sukurtas balsavimo terminalo
modelis skirtas betarpiskam bendravimui su rinkéju.

Taigi, gaima teigti, kad kompiuteriniy rinkimy realizacija isties yra imanoma naudojantis siuo metu
prieinamomis techninémis ir programinémis priemonémis. Misy siilomas modelis gaéty bati pavyzdinis
sistemos variantas. Galime drasia sakyti, kad kompiuterizave rinkimus ne tik pasieksime auksta rezultaty
tiksluma, bet ir uztikrinsime dideli rinkéjy aktyvuma. Tal pasieksime realizave visiems prieinama balsavima

bei sudoming zmones rinkimy naujovémis.
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7. Terminy ir santrumpy zodynas
UML (,Unified Modeling Language”) — speciali kalba skirta programiniy sistemy, biznio modeliy ir kity ne
programiniy sistemy specifikavimui, vizualizavimui, konstravimui ir dokumentavimui.

RSA —tai viesojo rakto sifravimo sistema skirta sifravimui ir autentifikavimui.

Real-time — tai ka vyksta nedelsiant. Terminas naudojamas apibrézti specifinéms kompiuterio funkcijoms,

tokioms kaip realaus laiko operacinés sistemos ir panasiai.

Applet — tai Java programavimo kalba parasyta programa, kuri vykdoma internetingje narsykléje ar vykdoma

Javainterpretavimo programos.

Servlet — tai Java programavimo kalba parasyta programa vykdoma specialioje Java Internetinio Serverio

aplinkoje.

Proxy — darbiné stotis, esanti tarp klientinés programos, pvz. internetiné narsyklé ir realaus serverio. Stotis

perimauzklausas ir tikrinaar pati turimais resursais gali jas jvykdyti.

URL (,Uniform Resource Location®*) — globalus adresas iki konkretaus dokumento ar kito resurso talpinamo

globaliame internetiniame tinkle.

TCP (, Transmission Control Protocol”) — tai pagrindinis protokolas TCP/IP tinkluose. Tai protokolas,
uztikrinantis sujungima tarp dviejy aktyviy tinklo elementy. Protokolas uztikrina duomeny pilnuma ir sekos

eiliskuma.

UDP (,User Datagram Protocol“) — TCP/IP tinklo rysio protokolas. Uztikrina zema klaidy atstatyma siunciant

tiesioginius duomeny paketus tinkle. Daugiausia naudojamas garsine informacijai tinkle perduoti.

Socket — programinis objektas prijungiantis programa prie tinklo protokoly. Duomeny maina vyksta skaitant

ir rasant informacija i $i objekta.



IP (,Internet Protocol“) — tinklo protokolas, apibréziantis perduodamus informacijos paketus, nukreipimo

taisykles bei saltinius/

JavaBeans™ — kompanijos Sun Microsystems sukurtas formatas (specifikacija), aprasantis Java kalba

aprasyty objekty saveikas.

VPN (,Virtual Private Network”) — technologija skirta tinklo elementams apjungti i vientisa saugu
(Sifruojama) tinkla. Naudojami specialiis kodavimo ir saugumo mechanizmai tam, kad uztikrinti vartotoju

autentiskuma bei duomeny sauguma.

HTTPS (, Secure HyperText Transfer Protocol”) — tinklo protokolas, uztikrinantis saugu duomeny perdavima

internetu.

SMSS (,, Short Message Service") — trumpyju Zinuciy paslauga pranesimy persiuntimui mobiliaisiais tinklais.

WAP (,Wireless Application Protokol“) — protokolas, leidziantis mobiliyju irenginiy vartotojams priimti
informacija 1§ internetinio tinklo. Naudojamas mobiliuosiuose telefonuose, delniniuose kompiuteriuose,

komunikatoriuose ir kitur.

Ugniasien¢ — sstema, skirta apsaugoti priéjima prie sistemos resursy nuo neautorizuoty sistemy. Gali bati

realizuotas tiek techninémis, tiek ir programinémis priemonémis.

Smart Card — mazas elektroninis irenginys (dazniausiai kreditinés kortelés dydzio), turintis atminties bel

papildomos integruotos logikos elementus

WLAN (,,Wireless Loca Area Network*) — lokalaus tinklo tipas, vietoj specialiy kabeliy, naudojantis auksto
daznio radijo bangas rysiui tarp tinklo tasky.
Marsrutizatoriy — irenginys, persunciantis duomeny paketus tinkle. Skirtos keletos kompiuteriniy tinkly

apjungimui.

Bar Code — specialiy skaitytuvy atpazistamas universalus kodas, naudojamas objekto atpazinimui.



8. Santrauka angly kalba

Mobile E-voting application system - software and hardware solution for e-voting elections. We have
reviewed and analyzed present electronic voting systems, that were realized on public elections. There are
many e-voting systems, but no one of them reach today’ s needs, because all of them has just one, two or three
voting ways, but no one has amost all and most needed of them. Another problem is security. We have
created two levels security solution, to secure votes in the e-voting terminals, until they will be send to then
centra voting system. All mobile e-voting application system has three levels, then first is centra voting
station, the second is district voting station and the last is terminal. The data from the central station to the
district station goes through the VPN (Virtual Private Network) and from the district station to the terminal
goes through the WLAN modem. We have formed technical, information, user interface requirements and
models for the mobile E-voting application system. There are described possible solutions for computer
network, database and user interface. Experimental example shows afew Mobile E-voting gpplication system

functions.
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Abstract

With significant U.S. federal funds now available to replace outdated punch-card and mechanical

voting systems, municipalities and states throughout the U.S. are adopting paperless electronic voting
systems from anumber of different vendors. We present a security analysis of the source code to one such
machine used in asignificant share of the market. Our analysis shows that this voting system is far below
even the most minimal security standards applicable in other contexts. We identify several problems
including unauthorized privilege escalation, incorrect use of cryptography, vulnerabilities to network
threats, and poor software development processes. We show that voters, without any insider privileges,
can cast unlimited votes without being detected by any mechanisms within the voting terminal software.
Furthermore, we show that even the most serious of our outsider attacks could have been discovered

and executed without access to the source code. In the face of such attacks, the usual worries about

insider threats are not the only concerns; outsiders can do the damage. That said, we demonstrate that
theinsider threat is also quite considerable, showing that not only can an insider, such as a poll worker,
modify the votes, but that insiders can also violate voter privacy and match votes with the voters who

cast them. We conclude that this voting system is unsuitable for use in a general election. Any paperless
electronic voting system might suffer ssimilar flaws, despite any “ certification” it could have otherwise
received. We suggest that the best solutions are voting systems having a “voter-verifiable audit trail,”
where a computerized voting system might print a pagper ballot that can be read and verified by the voter.
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1 Introduction

Elections allow the populace to choose their representatives and express their preferences for how they will
be governed. Naturally, the integrity of the election process is fundamental to the integrity of democracy
itself. The election system must be sufficiently robust to withstand a variety of fraudulent behaviors and
must be sufficiently transparent and comprehensible that voters and candidates can accept the results of

an election. Unsurprisingly, history is littered with examples of el ections being manipulated in order to
influence their outcome.

The design of a“good” voting system, whether electronic or using traditional paper ballots or mechanical
devices, must satisfy a number of sometimes competing criteria. The anonymity of a voter’s ballot must be
preserved, both to guarantee the voter’s safety when voting against a malevolent candidate, and to guarantee
that voters have no evidence that proves which candidates received their votes. The existence of such
evidence would allow votes to be purchased by a candidate. The voting system must also be tamper-resistant
to thwart awide range of attacks, including ballot stuffing by voters and incorrect tallying by insiders.
Another factor, as shown by the so-called “ butterfly ballots’ in the Florida 2000 presidential election, isthe
importance of human factors. A voting system must be comprehensible to and usable by the entire voting
population, regardless of age, infirmity, or disability. Providing accessibility to such a diverse population is
an important engineering problem and one where, if other security is done well, electronic voting could be
agreat improvement over current paper systems. Flaws in any of these aspects of avoting system, however,
can lead to indecisive or incorrect election results.

ELECTRONIC VOTING SYSTEMS. There have been severa studies on using computer technologies to
improve

elections [4, 5, 20, 21, 25]. These studies caution against the risks of moving too quickly to adopt

electronic voting machines because of the software engineering chalenges, insider threats, network
vulnerabilities,

and the challenges of auditing.

As aresult of the Florida 2000 presidential election, the inadequacies of widely-used punch card voting
systems have become well understood by the general population. Despite the opposition of computer
scientists, this has led to increasingly widespread adoption of “direct recording electronic” (DRE) voting
systems. DRE systems, generally speaking, completely eliminate paper ballots from the voting process. As
with traditional elections, voters go to their home precinct and prove that they are allowed to vote there,
perhaps by presenting an ID card, although some states allow voters to cast votes without any identification
at al. After this, the voter istypicaly given a PIN, a smartcard, or some other token that allows them to
approach avoting terminal, enter the token, and then vote for their candidates of choice. When the voter's



selection is complete, DRE systems will typically present a summary of the voter’s selections, giving them
afinal chance to make changes. Subsequent to this, the ballot is“cast” and the voter isfree to leave.

The most fundamental problem with such avoting system is that the entire election hinges on the correctness,
robustness, and security of the software within the voting terminal. Should that code have securityrel evant
flaws, they might be exploitable either by unscrupulous voters or by malicious insiders. Such

insiders include election officials, the developers of the voting system, and the devel opers of the embedded
operating system on which the voting system runs. If any party introduces flaws into the voting system
software

or takes advantage of pre-existing flaws, then the results of the election cannot be assured to accurately
reflect the votes legally cast by the voters.

Although there has been cryptographic research on electronic voting [13], and there are new approaches
such as[6], currently the most viable solution for securing electronic voting machines is to introduce a
“voter-verifiable audit trail” [10, 20]. A DRE system with a printer attachment, or even atraditional optical
scan system (e.g., one where a voter fillsin a printed bubble next to their chosen candidates), will satisfy

this requirement by having apiece of paper for voters to read and verify that their intent is correct reflected.
This paper isstored in ballot boxes and is considered to be the primary record of avoter’sintent. If, for

3

some reason, the printed paper has some kind of error, it is considered to be a*“ spoiled ballot” and can be
mechanically destroyed, giving the voter the chance to vote again. As aresult, the correctness of any voting
software no longer matters; either avoting terminal prints correct ballots or it is taken out of service. If there
isany discrepancy in the vote tally, the paper ballots will be available to be recounted, either mechanically

or by hand. (A verifiable audit trail does not, by itself, address voter privacy concerns, ballot stuffing, or
numerous other attacks on elections.)

“CERTIFIED” DRE SY STEMS. Many government entities have adopted paperless DRE systems without
appearing to have critically questioned the security claims made by the systems' vendors. Until recently,
such systems have been dubioudly “certified” for use without any public release of the analyses behind these
certifications, much less any rel ease of the source code that might alow independent third parties to perform
their own analyses. Some vendors have claimed “security through obscurity” as a defense, despite the
security community’s universally held belief in the inadequacy of obscurity to provide meaningful protection
[18].

Indeed, the CV S source code repository for Diebold's AccuVote-TS DRE voting system recently appeared
on the Internet. This appearance, announced by Bev Harris and discussed in her book, Black Box

Voting [14], gives us a unique opportunity to analyze awidely used, paperless DRE system and evaluate the
manufacturer’s security claims. Jones discusses the origins of this code in extensive detail [17]. Diebold’'s
voting systems are in use in 37 states, and they are the second largest and the fastest growing vendor of
electronic voting machines. We only inspected unencrypted source code, focusing on the AVTSCE, or
AccuVote-TSversion 4, tree in the CVSrepository [9]. This tree has entries dating from October 2000 and
culminates in an April 2002 snapshot of version 4.3.1 of the AccuVote-TS system. From the commentsin
the CVSlogs, the AccuVote-TSversion 4 tree is an import of an earlier AccuTouch-CE tree. We did not
have source code to Diebold’s GEM S back-end election management system.

SUMMARY OF RESULTS. We discovered significant and wide-reaching security vulnerabilities in the
version

of the AccuVote-TS voting terminal found in [9] (see Table 1). Most notably, voters can easily program their
own smartcards to simulate the behavior of valid smartcards used in the election. With such homebrew cards,
avoter can cast multiple ballots without leaving any trace. A voter can also perform actions that normally
require administrative privileges, including viewing partial results and terminating the election early. Similar
undesirable modifications could be made by malevolent poll workers (or janitorial staff) with access to the
voting terminals before the start of an election. Furthermore, the protocols used when the voting terminals



communicate with their home base, both to fetch election configuration information and to report final
election results, do not use cryptographic techniques to authenticate either end of the connection nor do they
check the integrity of the datain transit. Given that these voting terminals could potentially communicate
over insecure phone lines or even wireless Internet connections, even unsophisticated attackers can perform
untraceable “man-in-the-middle” attacks.

We considered both the specific ways that the code uses cryptographic techniques and the general software
engineering quality of its construction. Neither provides us with any confidence of the system’s correctness.
Cryptography, when used at all, is used incorrectly. In many places where cryptography would

seem obvious and necessary, none is used. More generaly, we see no evidence of disciplined software
engineering processes. Comments in the code and the revision change logs indicate the engineers were
aware of some areas in the system that needed improvement, though these comments only address specific
problems with the code and not with the design itself. We aso saw no evidence of any change-control process
that might restrict adeveloper’s ability to insert arbitrary patches to the code. Absent such processes,
amalevolent developer could easily make changesto the code that would create vulnerabilities to be later
exploited on Election Day. We aso note that the software is written entirely in C++. When programming

in alanguage like C++, which is not type-safe, programmers must exercise tight discipline to prevent their
programs from being vulnerable to buffer overflow attacks and other weaknesses. Indeed, buffer overflows
4

Figure 1: A Diebold AccuVote-T S voting machine (photo from http://www.sos.state.ga.us/).

Note the smartcard reader in the lower-right hand corner.

caused real problems for AccuVote-TS systems in real elections.1

SUBSEQUENT WORK. Following the release of our results, the state of Maryland hired SAIC [27] and
RABA [24] and the state of Ohio hired Compuware [7] to perform independent analyses of Diebold’'s
AccuVote-TS systems. These analyses not only support our findings, but show that many of the issues

we raise and attacks we identify still apply to recent versions of the AccuVote-TS system, and particularly
to the machines recently purchased by Maryland. These analyses dso identified security problems with the
back-end GEMS server. Additionally, RABA’s “red team” implemented some of our attacks in a mock
election

setting; e.g., they modified smartcards so that a voter could vote more than once (Section 3.2 and [24,

page 16]) and they implemented our ballot reordering attack, thereby tricking voters to vote for the wrong
candidates (Section 4.2 and [24, pages 18 and 21]). Jones discusses these three reports in more detail [17].
2 System overview

The Diebold AccuVote-TS 4.3.1 system we analyzed [9], which was written in C++, was designed to run on
aWindows CE device, an example of which is shown in Figure 1. The code aso compiles and runs (with
dightly different configurations) on regular Microsoft Windows machines, thus enabling us to verify that
the code represents a compl ete system. We shall refer to a device running the vote collection software as a
voting terminal.

1http://www.sccgov.org/scc/assetsdocs/209815K eyboardAttachment-200440211.pdf (page 60 of

the report, page 61 of the PDF)
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Voter Poll Worker Poll Worker Internet Provider OS V oting Section

(with forged (with access to (with access to (with access to Developer Device

smartcard) storage media) network traffic) network traffic) Developer

Vote multipletimese « ¢ 3.2

using forged smartcard

Access administrative functionse « « 3.3

or close polling station

Modify system configuration e« 4.1


http://www.sos.state.ga.us/).

Modify ballot definitione e e« 4.2

(e.g., party affiliation)

Cause votesto be miscounted e ¢ o ¢ « 4.2

by tampering with configuration

Impersonate legitimate voting e ¢ ¢ ¢ « 4.3

machine to tallying authority

Create, delete, and modify votese s e« 4.3 4.5

Link voterswith their votese e e e ¢ 4.5

Tamper with audit logse * * 4.6

Delay the start of an electionese e 47

Insert backdoors into code ¢ « 5.3

Table 1: Thistable summarizes some of the more important attacks on the system.
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Below we describe the process for setting up and running an election using the Diebold system. In some
cases, Where election procedures and policies might vary or where we have insufficient information from
studying the code, we will state our assumptions. We note that, even in cases where election policies and
procedures might provide protection against design shortcomings, those policies and procedures depend on
poll workers who may not fully understand or be able to carry out their responsibilities. As aresult, any
failure in the design of the voting system may very well be abused to compromise an election.

SETTING UP. Before an election takes place, one of the first things the election officials must do is specify
the

political offices and issues to be decided by the voters along with the candidates and their party affiliations.
Variations on the ballot can be presented to voters based on their party affiliations. We call this data a ballot
definition. In the Diebold system, a ballot definition is encoded as the file election.edb.

Prior to an election, the voting terminals must be configured and installed at each voting location. A
governmental entity using Diebold voting terminals has a variety of choices in how to distribute the ballot
definitions. They also may be distributed using removable media, such as floppy disks or storage cards,

or over alocal network, the Internet, or a dial-up connection. The networked approach, if allowed under
the voting precinct’s processes, provides additional flexibility to the election administrator in the event of
last-minute changes to the ballot.

THE ELECTION. Once the voting terminal isinitialized with the ballot definitions and the election begins,
voters are allowed to cast their votes. To get started, the voter must have avoter card. The voter card isa
memory card or smartcard; i.e., it is a credit-card sized plastic card with a computer chip on it that can store
dataand, in the case of the smartcard, perform computation. Under the most common scenario, we assume
that the voting cards are given to voters at the voting site on election day.

The voter takes the voter card and inserts it into a smartcard reader attached to the voting terminal. The
terminal checks that the smartcard in itsreader isavoter card and, if it is, presents a ballot to the voter on the
terminal screen. The actua ballot the voter sees may depend on the voter’s political party, which is encoded
on the voter card. If aballot cannot be found for the voter’s party, the voter is given anonpartisan ballot.
Such party-specific ballots are used, for example, in primaries.

At this point, the voter interacts with the voting terminal, touching the appropriate boxes on the screen

for his or her desired candidates. Headphones and keypads are available for visually-impaired votersto
privately interact with the terminal. Before the ballots are committed to storage in the terminal, the voter is
given afina chanceto review hisor her selections. If the voter confirms this, the vote is recorded on the
voting terminal and the voter card is “canceled.” This latter step isintended to prevent the voter from voting
again with the same card. After the voter finishes voting, the terminal is ready for another voter to use. The
voter returns hisor her canceled card to the poll workers, who reprogram it for the next user.

REPORTING THE RESULTS. A poll worker ends the election process by inserting an administrator card



or an ender card (a specia card that can only be used to end the election) into the voting terminal. Upon
detecting the presence of such a card (and, in the case of the administrator card, checking a PIN entered by
the card user), the poll worker is asked to confirm that the election is finished. If the poll worker agrees, then
the voting terminal enters the post-election stage. Election results are written to aremovable flash memory
card and can also be transmitted electronically to the back-end server.

Aswe have only analyzed the code for the Diebold voting terminal, we do not know exactly how the
back-end server tabulates the final results it gathers from the individual terminals. Obvioudly, it collects all
the votes from the various voting terminals. We are unable to verify that there are checks to ensure, for
example, that there are no more votes collected than people who are registered at or have entered any given
polling location.

DETAILED OVERVIEW OF THE CODE. The 4.3.1 snapshot of the AccuVote-T Stree [9] has 136 .h files
totaling 16414 lines and 120 .cpp files totaling 33195 lines, for atotal of 256 files and 49609 lines of C++
7

code. While afull description of every module in the Diebold AccuVote-TS 4.3.1 system is beyond the
scope of this paper, we describe the bootstrapping process as well as the main state transitions that occur
within a Diebold system during an election, making explicit references to the relevant portions of the code.
The voting terminal isimplemented in the directory BallotStation/, but uses libraries in the

supporting directories Ballot/, DES/, DiagM ode/, Shared/, T SElection/, Utilities/, and

VoterCard/.

The method CBallotStationApp::DoRun() is the main loop for the voting terminal software.

The DoRun() method begins by invoking CBallotStationA pp::L oadRegistry(), which loads

information about the voting terminal from the registry (the registry keys are stored under HKEY _LOCAL _
MACHINE\Software\Global Election Systems\AccuVote-TH) . If the program fails to load

the registry information, it believes that it is uninitialized and therefore creates a new instance of the
CTSRegistryDlg class that asks the administrator to set up the machine for the first time. The administrator
chooses, among other things, the COM port to use with the smartcard reader, the directory locations

to store files, and the polling location identifier. The CBallotStationApp::DoRun() method then

checks for the presence of a smartcard reader and, if none is found, gives the administrator the option to
interact with the CTSRegistryDIg again.

The DoRun() method then enters awhile loop that iterates until the software is shut down. The

first thing DoRun() doesin thisloop is check for the presence of some removable mediaon which to

store election results and ballot configurations (a floppy under Windows or aremovable storage card on
aWindows CE device). It then tries to open the election configuration file election.edb. If it fails

to open the configuration file, the program enters the CTSElectionDoc::ES NOELECTION state and
invokes CBallotStationApp::Download(), which creates an instance of CTransferElecDIg to

download the configuration file. To do the download, the terminal connectsto aback-end server using either
the Internet or adia-up connection. Subsequently, the program enters the CT SElectionDoc::ES
PREELECT state, invoking the CBallotStationApp::PreElect() method, which in turn creates

an instance of CPreElectDIg. The administrator can then decide to start the election, in which case
CPreElectDIg::OnSetForElection() sets the state of the terminal to CTSElectionDoc::ES

ELECTION.

Returning to the while loop in CBallotStationApp::DoRun(), now that the machineisin the

state CT SElectionDoc::ES_ELECTION, the DoRun() method invokes CBallotStationApp::

Election(), which creates an instance of CV oteDIg. When acard is inserted into the reader, the

application checksto seeif the card is avoter card, administrator card, or ender card. If it is an ender

card, or if it is an administrator card and if the user enters the correct PIN, the CVoteDIg ends and the

user is asked whether he or she wishes to terminate the election and, if so, the state of the terminal is set

to CTSElectionDoc::ES POSTELECT. If the user entered avoter card, then DoVote() isinvoked



(here DoVote() is an actual function; it does not belong to any class). The DoV ote() function finds

the appropriate ballot for the user’s voter group or, if none exists, opens the nonpartisan ballot (recall that

the system is designed to support different ballots for different voters, as might occur in aprimary party
election). It then creates an instance of CBallotDIg to display the ballot and collect the votes.

We recall that if, during the election process, someone inserted an administrator or ender card into the
terminal

and chooses to end the election, the system would enter the CT SElectionDoc::ES POSTELECT

state. At this point the voting terminal would offer the ability to upload the election results to some back-end
server for fina tabulation. The actual transfer of results is handled by the CTransferResultsDIg::

OnTransfer() method.
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3 Smartcards

While it is true that one can design secure systems around the use of smartcards, merely the use of smartcards
in asystem does not imply that the system is secure. The system must use the smartcards in an intelligent

and security-conscious way. Unfortunately, the Diebold system’s use of smartcards provides very little (if
any) additional security and, in fact, opens the system to severa attacks.

3.1 Exploiting the lack of cryptography: Creating homebrew smartcards

Upon reviewing the Diebold code, we observed that the smartcards do not perform any cryptographic
operations.

This, in and of itself, isan immediate red flag. One of the biggest advantages of smartcards over

classic magnetic-stripe cards is the smartcards' ability to perform cryptographic operations internally, and
with physically protected keys. Because of alack of cryptography, there is no secure authentication of the
smartcard to the voting terminal. This means that nothing prevents an attacker from using his or her own
homebrew smartcard in avoting terminal. One might naturally wonder how easy it would be for an attacker
to make such a homebrew smartcard. First, we note that user-programmable smartcards and smartcard readers
are available commercially over the Internet in small quantities and at reasonable prices. Second, an

attacker who knows the protocol spoken between voting terminals and legitimate smartcards could easily
implement a homebrew card that speaks the same protocol. We shall shortly consider how an attacker might
go about learning the protocol if he or she does not know it a priori.

Once the adversary knows the protocol between the termina and the smartcards, the only impedi ment

to the mass production of homebrew smartcards is that each voting terminal will make sure that the smartcard
has encoded in it the correct m_ElectionKey, m_VCenter, and m_DLVersion (see DoVote()

in BallotStation/VVote.cpp). The m_ElectionKey and m_DLVersion are likely the same

for dl locations and, furthermore, for backward-compatibility purposesit is possible to use a card with
m_ElectionKey and m_DL Version undefined. The m_V Center value could be learned on a perlocation-

basis by interacting with legitimate smartcards, from an insider, or from inferences based on the

m_V Center values observed at other polling locations. In short, all the necessary information to create
homebrew counterfeit smartcardsis readily available.

In the next subsections we consider attacks that an adversary could mount after creating homebrew

cards. We find the issues we uncovered to be particularly distressing as modern smartcard designs allow
cryptographic operations to be performed directly on the smartcard, making it possible to create systems

that are not as easily vulnerable to such security breaches.

REVERSE ENGINEERING THE SMARTCARD PROTOCOL. It turns out that adversaries, including
regular

voters, who do not know a priori the protocol between the smartcard and the terminal can “easily” learn

the protocol, thereby allowing them to produce homebrew voter cards. An adversary, such as apoll worker,
with the ability to interact with alegitimate administrator or ender card could also learn enough information
to produce homebrew administrator and ender cards (Section 3.3).



Let us consider several ways that an adversary could learn the protocol between voter cards and voting
terminals. After voting, instead of returning the canceled card to the poll-worker, the adversary could
return afake card that records how it is reprogrammed, and then dumps that information to a collaborating
attacker waiting in line to vote. Alternatively, the attacker could attach a“wiretap” device between the voting
terminal and alegitimate smartcard and observe the communicated messages. The parts for building such
adevice are readily available and, depending on the setup at each voting location, might be unnoticed by
poll workers. An attacker might not even need to use awiretap device: as alitera “person-in-the-middle’
attack, the adversary could begin by inserting a smartcard into the terminal that records the terminal’ s first
message. The adversary would then leave the voting location, send that message to areal voter card that he
or she stole, and learn the real voter card’ s response. The adversary’s conspirator could then show up at the
9

voting location and use the information gained in the first phase to learn the next round of messagesin the
protocol, and so on. We comment again that these techniques work because the authentication processis
completely deterministic and lacks any sort of cryptography.

3.2 Casting multiple votes

In the Diebold system, avoter begins the voting process by inserting a smartcard into the voting terminal.
Upon checking that the card is “active,” the voting terminal collects the user’s vote and then deactivates the
user’s card; the deactivation actually occurs by rewriting the card’ s type, which is stored as an 8-bit value
on the card, from VOTER_CARD (0x01) to CANCELED_CARD (0x08). Since an adversary can make
perfectly valid smartcards, the adversary could bring a stack of active cards to the voting booth. Doing

so gives the adversary the ability to vote multiple times. More simply, instead of bringing multiple cards

to the voting booth, the adversary could program asmartcard to ignore the voting terminal’ s deactivation
command. Such an adversary could use one card to vote multiple times. Note here that the adversary could
be aregular voter, and not necessarily an election insider.

Will the adversary’s multiple-votes be detected by the voting system? To answer this question, we

must first consider what information is encoded on the voter cards on aper-voter basis. The only pervoter
information is a*“voter serial number” (m_VoterSN in the CVoterinfo class). m_VoterSN is

only recorded by the voting terminal if the voter decides not to place avote (as noted in the comments

in T SElection/Results.cpp, thisfield is recorded for uncounted votes for backward compatibility

reasons). It isimportant to note that if avoter decidesto cancel hisor her vote, the voter will have the
opportunity to vote again using that same card (and, after the vote has been cast, m_VoterSN will no
longer be recorded).

If we assume the number of collected votes becomes greater than the number of people who showed

up to vote, and if the polling locations keep accurate counts of the number of people who show up to vote,
then the back-end system, if designed properly, should be able to detect the existence of counterfeit votes.
However, because m_VoterSN is only stored for those who did not vote, there will be no way for the
tabulating system to distinguish the real votes from the counterfeit votes. Thiswould cast serious doubt on
the validity of the election results. The solution proposed by one el ection official, to have everyone vote
again, does not seem like aviable solution.

3.3 Accessing administrator and poll worker functionality

As noted in Section 2, in addition to the voter cards that normal voters use when they vote, there are

also administrator cards and ender cards, which have special purposes in this system. The administrator
cards give the possessor the ability to access administrative functionality (the administrative dialog
BallotStation/AdminDIg.cpp), and both types of cards allow the possessor to end the election

(hence the term “ender card”).

Just as an adversary can manufacture his or her own voter cards, an adversary can manufacture his or her
own administrator and ender cards (administrator cards have an easily-circumventable PIN, which we will
discuss shortly). This attack is easiest if the attacker has knowledge of the Diebold code or can interact with



alegitimate administrator or ender card, since otherwise the attacker would not know what distinguishes an
administrator or ender card from avoter card. (The distinction is that, for avoter card m_CardType is set

to 0x01, for an ender card the value is 0x02, and for an administrator card the valueis 0x04.)

As one might expect, an adversary in possession of such illicit cards has further attack options against

the Diebold system. Using a homebrew administrator card, a poll worker, who might not otherwise have
access to the administrator functions of the Diebold system but who does have access to the voting machines
before and after the elections, could gain access to the administrator controls. If amalicious voter entered an
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administrator or ender card into the voting device instead of the normal voter card, then the voter would be
able to terminate the election and, if the card is an administrator card, gain access to additional administrative
controls.

The use of administrator or ender cards prior to the completion of the actual election represents an interesting
denial-of-service attack. Once “ended,” the voting terminal will no longer accept new voters (see
CVoteDIg::OnCardin()) until the terminal is somehow reset. Such an attack, if mounted simultaneously

by multiple people, could temporarily shut down apolling place. If apolling placeisin aprecinct

considered to favor one candidate over another, attacking that specific polling place could benefit the
lessfavored

candidate. Even if the poll workers were later able to resurrect the systems, the attack might succeed

in deterring alarge number of potential voters from voting (e.g., if the attack was performed over the lunch
hour). If such an attack was mounted, one might think the attackers would be identified and caught. We note
that many governmental entities, e.g., California, do not require identification to be presented by voters. By
the time the poll workers realize that one of their voting terminals has been disabled, the perpetrator may
have long-since left the scene. Furthermore, the poll workers may not be computer savvy and might simply
think that all the machines crashed simultaneously.

CIRCUMVENTING THE ADMINISTRATOR PIN. In order to use (or create) an administrator card, the
attacker

must know the PIN associated (or to be associated) with the card. Because the system’ s use of smartcards
was poorly designed, an adversary could easily learn the necessary information, thereby circumventing any
security the PIN might have offered.

We first note that the PIN is sent from the smartcard to the terminal in cleartext. As aresult, anyone

who knows the protocol and wishes to make their own administrator card could use any PIN of their choice.
Even if the attacker does not know the protocol but has access to an existing administrator card and wants

to make a copy, the adversary could guessthe PIN in just afew trials if the adversary realizes that the PIN is
included as part of a short cleartext message sent from the card. More specifically, rather than try al 10000
possibilities for the PIN, the adversary could try all 4-byte consecutive substrings of the cleartext message.

4 Election configurations and election data

In election systems, protecting the integrity and privacy of critical data (e.g., votes, configurations, ballot
definitions) is undeniably important. We investigated how the Diebold system manipulates such data, and
found considerable problems. There are two main vectors for accessing and attacking the voting system’s
data: via physical accessto the device storing the data, or via man-in-the-middle attacks asthe datais
transported over some network. The latter assumes that the systems are connected to a network, which is
possible though may be precluded by election procedures in some jurisdictions. Attacks via physical access
to memory can be quite powerful, and can be mounted easily by insiders. The network attacks, which can
also be quite powerful, can aso be mounted by insiders as well as sophisticated outsiders.

DATA STORAGE OVERVIEW. Each voting terminal has two distinct types of internal data storage. A main
(or system) storage area contains the terminal’ s operating system, program executables, static data files such
as fonts, and system configuration information, as well as backup copies of dynamic data files such as the
voting records and audit logs. Each terminal aso contains a removable flash memory storage device that is



used to store the primary copies of these dynamic data files. When the terminal is running a standard copy
of Windows (e.g., Windows 2000) the removable storage area s the first floppy drive; when the terminal is
running Windows CE, the removable storage area is aremovable storage card. Storing the dynamic data on
two distinct devices is advantageous for both reliability and non-malleability: if either of the two storage
mediums fails, data can still be recovered from the copy, athough reconciling differences between these
mediamay be difficult.

Unfortunately, in Windows CE, the existence of the removable storage device is not enforced properly.
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Unlike other versions of Windows, removable storage cards are mounted as subdirectories under CE. When
the voting software wants to know if astorage card is inserted, it ssimply checks to see if the Storage

Card subdirectory exists in the filesystem’s root directory. While this is the default name for a mounted
storage device, it is also a perfectly legitimate directory name for adirectory in the main storage area. Thus,
if such adirectory exists, the terminal can be fooled into using the same storage device for al of the data.2
Thiswould reduce the amount of redundancy in the voting system and would increase the chances that a
hardware failure could cause recorded votes to be lost.

NETWORK OVERVIEW. The Diebold voting machines cannot work in isolation. They must be able to
both receive a ballot definition file as input and report voting results as output. As described in Section 2,
there are essentially two waysto load a voting terminal with an initial election configuration: via some
removable media, such as a flash memory card, or over anetwork connection. In the latter case, the voting
terminal could either be plugged directly into the Internet, could be connected to an isolated local network,
or could use adialup connection (the dial-up connection could beto alocal ISP, or directly to the election
authority’s modem banks). Diebold apparently gives their customers avariety of configuration options;
electronic networks are not necessary for the operation of the system. After the election is over, election
results can be sent to a back-end post-processing server over the network (again, possibly through adialup
connection). When results are reported this way, it is not clear whether these network-reported results
become the official results, or just the preliminary results (the official results being computed after the
memory cards are removed from all the voting terminals and collected and tabul ated at a central location).
We also observe that, even in jurisdictions where voting terminals are never connected to a network or
phone line, the physical transportation of the flash memory cards from the voting terminal to the central
tabulating system isrealy just a*“sneaker net.” Such physical card transportation must be robust against
real-world analogies of network man-in-the-middle attacks. Any flaws in the policies and procedures used to
protect the chain of custody could lead to opportunities for these cards to be read or written by an adversary.
Consequently, even if no electronic computer network is used, we still view network attacks as critica in
the design of avoting system.

4.1 Tampering with the system configuration

The magority of the system configuration information for each terminal is stored in the Windows registry
under HKEY _LOCAL_MACHINE\Software\Global Election Systems\AccuVote-TS4 . This

includes both identification information such as the terminal’s serial number and more traditional
configuration

information such as the COM port to which the smartcard reader is attached. All of the configuration
information is stored in the clear, without any form of integrity protection. Thus, al an adversary must do is
modify the system registry to trick agiven voting terminal into effectively impersonating any other voting
terminal. It is unclear how the tabulating authority would deal with results from two different voting terminals
with the same voting ID; at the very least, human intervention to resolve the conflict would probably be
required.

The Federal Election Commission draft standard [11] requires each terminal to keep track of the total
number of votes that have ever been cast on it — the “ Protective Counter.” This counter is used to provide
yet another method for ensuring that the number of votes cast on each terminal is correct. However, asthe



following code from Utilitiesymachine.cpp shows, the counter is simply stored as an integer in the

file system.bin in the terminal’ s system directory (error handling code has been removed for clarity):

long GetProtectedCounter()

2This situation can be easily corrected by checking for the FILE ATTRIBUTE TEMPORARY attribute on the
directory as described

in http://msdn.microsoft.com/library/en-us/wcefiles’htm/_wcesdk_Accessing_Files on_

Other_Storage Media.asp.
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{

DWORD protectedCounter = 0;

CString filename = ::GetSysDir();

filename += _T("system.bin");

CFilefile;

file.Open(filename, CFile::modeRead | CFile::modeCreate | CFile::modeNoT runcate);

file.Read(& protectedCounter, sizeof(protectedCounter));

file.Close();

return protectedCounter;

}

We believe that the Diebold system violates the FEC requirements by storing the protected counter in a
simple, mutable file. By modifying this counter, an adversary could cast doubt on an election by creating a
discrepancy between the number of votes cast on a given terminal and the number of votesthat aretallied in
the election. While the current method of implementing the counter is totally insecure, even a cryptographic
checksum would not be enough to protect the counter; an adversary with the ability to modify and view

the counter would still be able to roll it back to a previous state. In fact, the only solution that would work
would be to implement the protective counter in atamper-resi stant hardware token, but doing so would
require physical modifications to existing hardware.

4.2 Tampering with ballot definitions

The “ballot definition” for each election (election.edb) contains everything from the background color

of the screen and information about the candidates and i ssues on the ballot to the PPP username and password
to use when reporting the results, if reporting the results over adial-up connection. This datais neither
encrypted nor checksummed (cryptographically or otherwise).

If uninterrupted physical accessis ever available to the voting terminal after the ballot definition has

been loaded, perhaps the night before an election, using ajanitor’'s master keys to the building, then it would
be possible for an adversary to tamper with the voting terminals' ballot definition file or to even tamper with
the voting software itself. Protections such as physical locks or tamper-evident seals may somewhat allay
these concerns, but we would prefer designs that can be robust even against physical tampering.

On apotentially much larger scale, if the voting terminals download the ballot definition over a network
connection, then an adversary could tamper with the ballot definition file en-route from the back-end server
to the voting terminal; of course, additional poll-worker procedures could be put in place to check the
contents of the file after downloading, but we prefer atechnological solution. With respect to modifying the
fileasit is sent over anetwork, we point out that the adversary need not be an election insider; the adversary
could, for example, be someone working at the local I1SP. If the adversary knows the structure of the ballot
definition, then the adversary can intercept and modify the ballot definition while it is being transmitted.
Even if the adversary does not know the precise structure of the ballot definition, many of the fieldsinside
are easy to identify and change, including the candidates' names, which appear as plain ASCI| text.

Because no cryptographic techniques are in place to guard the integrity of the ballot definition file, an
attacker could add, remove, or change issues on the ballot, and thereby confuse the result of the election.

In the system, different voters can be presented with different ballots depending on their party affiliations


http://msdn.microsoft.com/library/en-us/wcefiles/htm/_wcesdk_Accessing_Files_on_

(see CBallotRel Set::Open(), which adds different issues to the ballot depending on the voter’'sm_

VGroupl and m_VGroup2 CVoterlnfo fields). If an attacker changes the party affiliations of the
candidates, then he may succeed in forcing the voters to view and vote on erroneous ballots.3 More subtle
3As an example of what might happen if the party affiliations were listed incorrectly, we note that, according
to anews story at

http://www.gcn.com/vol19 no33/news/3307-1.html, in the 2000 New Mexico presidential election, over
65,000

votes were incorrectly counted because a worker accidentally had the party affiliations wrong. (We are not
claiming this worker

had malicious intent, nor are we implying that this error had an effect on the results of the election.)
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attacks are also possible. By simply changing the order of the candidates as they appear in the ballot
definition, the results file will change accordingly. However, the candidate information itself is not stored

in the results file, which merely tracks that candidate 1 got so many votes and candidate 2 got so many

other votes. If an attacker reordered the candidates on the ballot definition, voters would unwittingly cast
their ballots for the wrong candidate. Ballot reordering attacks would be particularly effective in polling
locations known to have more voters of one party than another. (In Section 4.3 and Section 4.5 we consider
other ways of tampering with the election results.)

4.3 Imper sonating legitimate voting terminals

Consider voting terminals that are configured to upload voting totals to some back-end tabulating authority
after an election. An adversary able to pose as alegitimate voting terminal to the tabulating authority

could obvioudly cause (at least temporary) damage by reporting false vote counts to the tabulating system.

If the voting terminals use anormal Internet connection, then an adversary with the ability to sniff

the connection of alegitimate terminal could learn enough information (e.g., the IP address of the backend
server) to be able to impersonate alegitimate terminal. If the terminals use a dialup connection, then

the adversary would either need to be able to sniff alegitimate dialup connection to learn the appropriate
information (e.g., the dia-up PPP number, login, and password), or must garner that information in another
way. The PPP phone number, username, password, and IP address of the back-end server are stored in

the registry HKEY _LOCAL_MACHINE\Software\Global Election Systems\AccuVote-TSA\
TransferParams, thus making it easily accessible to an insider working at the polling station. By studying
the configuration of the ballot definition files, we learned that the definition files also store the terminal’s
voting center 1D, PPP dial-in number, username, password and the IP address of the back-end server (these
are parsed into a CElectionHeaderltem in T SElection\T SElectionObj.cpp). The ballot definition

files thus provide another vector for an adversary to learn aimost al of the information necessary

to impersonate areal voting terminal over adialup connection (the adversary would aso have to create a
voting terminal 1D, athough the ID may or may not be checked for legitimacy by the back-end server).

4.4 Key management and other cryptographic issues with the vote and audit records

Unlike the other data stored on the voting terminal, both the vote records and the audit logs are encrypted
and checksummed before being written to the storage device. Unfortunately, neither the encrypting nor

the checksumming is done with established, secure techniques. This section summarizes the issues with
Diebold’ s use of cryptography in protecting the vote records and audit logs, and then return to consequences
of Diebold’s poor choices in subsequent subsections. (Recall that we have dready discussed the lack of
cryptography in other potions of the system.)

KEY MANAGEMENT. All of the dataon astorage device is encrypted using a single, hardcoded DES [22]
key:

#define DESKEY ((des_key*)"F2654hD4")

Note that this value is not a hex representation of a key, nor does it appear to be randomly generated. Instead,


http://www.gcn.com/vol19_no33/news/3307-1.html,

the bytes in the string “F2654hD4” are fed directly into the DES key scheduler. It is well-known that
hardcoding

keysinto aprogram’s source code is abad idea: if the same compiled program image is used on every

voting terminal, an attacker with access to the source code, or even to a single program image, could learn
the key and thus read and modify voting and auditing records. The case with the Diebold system is even
worse: from the CV S logs, we see this particular key has been used without change since December 1998,
when the CV Stree for AccuVote-TS version 3 began, and we assume that the key was in use much before
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that. Although Jones reports that the vendor may have been aware of the key management problemsin their
code since at least 1997 [16, 17], our findings show that the design flaw was never addressed. The SAIC
analysis of Diebold’s system [27] agrees that Diebold needs to redesign their cryptography architecture. The
most appropriate solution will likely involve the use of hardware cryptographic coprocessors.

(Inasimilar fashion, Diebold’ s voter, administrator, and ender cards use a hardcoded 8-byte password

ED OA ED OA ED OA ED OA (hexadecimal) to authenticate the voting terminals to the smartcards,
transmitted

in cleartext. The smartcards are discussed in Section 3.)

“ENCRYPTION.” Even if proper key management were to be implemented, however, many problems would
still remain. First, DES keys can be recovered by brute force in a very short time period [12]. DES should

be replaced with either triple-DES [26] or, preferably, AES [8]. Second, DESis being used in CBC mode
which requires arandom initialization vector to ensure its security. The implementation here always uses
zero forits IV. Thisisillustrated by the call to DesCBCEncrypt in T SElection/RecordFile.cpp;

since the second to last argument isNULL, DesCBCEncrypt will use the all-zero IV.
DesCBCEncrypt((des_c_block*)tmp, (des _c_block*)record.m_Data, total Size,

DESKEY, NULL, DES ENCRYPT);

To correctly implement CBC mode, a source of “strong” random numbers must be used to generate a fresh
IV for each encryption [2]. Suitably strong random numbers can be derived from many different sources,
ranging from custom hardware to accumul ated observations of user behavior.

“MESSAGE AUTHENTICATION.” Before being encrypted, a 16-bit cyclic redundancy check (CRC) of the
plaintext datais computed. This CRC is then stored along with the ciphertext in the file and verified whenever
the data is decrypted and read. This process in handled by the ReadRecord and WriteRecord

functions in T SElection/RecordFile.cpp. Since the CRC is an unkeyed, public function, it does

not provide any meaningful integrity protection for the data. In fact, by storing it in an unencrypted form, the
purpose of encrypting the data in the first place (leaking no information about the contents of the plaintext)
isundermined. Standard industry practice would be to first encrypt the data to be stored and then to compute
akeyed cryptographic checksum (such as HMAC-SHAL [1]) of the ciphertext [3, 19]. This cryptographic
checksum could then be used to detect any tampering with the plaintext. Note also that each entry hasa
timestamp, which can be used to detect reordering, although sequence numbers should also be added to
detect record deletion.

4.5 Tampering with election results and linking voterswith their votes

A likely attack target are the voting records themselves. When stored on the device, the voting records are
“encrypted” as described in Section 4.4. If the votes are transmitted to a back-end authority over a network
connection, as appears to be the casein at |east some areas, no cryptography is used: the votes are sent in
cleartext. In particular, CTransferResultsDIg::OnTransfer() writes ballot results to an instance

of CDL 2Archive, which then writes the votes in cleartext to a socket without any cryptographic checksum.

If the network connection is viaa cable modem or adedicated connection, then the adversary could be an
employee at thelocal ISP. If the voting terminals use a dialup connection directly to the tabulating authority’s
network, then the risk of such an attack is less, although still not inconsequential. A sophisticated adversary,
e.g., an employee of the local phone company, could tap the phone line and intercept the communication.



TAMPERING WITH ELECTION RESULTS. In Section 4.2 we showed that an adversary could alter election
results by modifying ballot definition files, and in Section 4.3 we showed that an adversary could inject fake
votes to a back-end tabulating authority by impersonating a legitimate voting terminal. Here we suggest
another way to modify the election result: modify the voting records file stored on the device. Because

of the poor cryptography described in Section 4.4, an attacker with accessto this file would be able to
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generate or change as many votes as he or she pleased. Furthermore, the adversary’s modified votes would
be indistinguishable from the true votes cast on the terminal. The attack described here is more advantageous
to an adversary than the attacks in Section 4.2 and Section 4.3 because it leaves no evidence that an attack
was ever mounted (whereas the attacks in Section 4.2 and Section 4.3 could be discovered but not necessarily
corrected as part of a post-election auditing phase).

If the votes are sent to the back-end authority over a network, then there is another vector for an adversary
to modify the election results. Specifically, an adversary with the ability to tamper with the channel could
introduce new votes or modify existing votes. Such an attacker could, for example, decrease one candidate’s
vote count by some number while increasing another’ s candidate’ s count by the same number. Of course,

to introduce controlled changes such as these to the votes, the attacker would benefit from some knowledge
of the structure of the protocol used between the terminals and the back-end server. This form of tampering
might later be detected by comparing the memory storage cards to data transmitted across the networks,
although the memory storage cards themselves might also be subject to tampering. (We briefly comment
that these network attacks could be largely circumvented with the use of standard cryptographic tools, such
asSSL/TLS)

LINKING VOTERSWITH THEIR VOTES. From anayzing the code, we learned that each vote iswritten
sequentially to the file recording the votes. This fact provides an easy mechanism for an attacker, such

as apoll worker with access to the voting records, to link voters with their votes. A poll worker could
surreptitiously track the order in which voters use the voting terminals. Later, in collaboration with other
attackers who might intercept the “encrypted” voting records, the exact voting record of each voter could be
reconstructed.

If the results are transmitted over anetwork, asisthe casein at least some jurisdictions, then physical

access to the voting results is not even necessary. Recall that, when transmitted over the network, the votes
are sent in unencrypted, cleartext form.

“RANDOMIZED” SERIAL NUMBERS. While the voter’ s identity is not stored with the votes, each vote is
given a serial number in order to “randomize” the votes after they are uploaded to the back-end tabulating
authority. As we noted above, randomizing the order of votes after they are uploaded to the the tabulaing
authority does not prevent the possibility of linking votersto their votes. Nevertheless, it appears that

the designers wanted to use a cryptographically secure pseudorandom number generator to generate serial
numbers for some post-processing purposes. Unfortunately, the pseudorandom number generator they chose
to use (alinear congruential generator) is not cryptographically secure. Moreover, the generator is seeded
with static information about the voting terminal and the election.

/I LCG - Linear Conguential Generator - used to generate ballot serial numbers

/I A psuedo-random-sequence generator

Il (per Applied Cryptography, by Bruce Schneier, Wiley, 1996)

#define LCG_MULTIPLIER 1366

#define LCG_INCREMENTOR 150889

#define LCG_PERIOD 714025

static inline int IcgGenerator(int lastSN)

{
retun :mod(((lastSN * LCG_MULTIPLIER) + LCG_INCREMENTOR), LCG_PERIOD);
}



It isinteresting to note that the code’ s authors apparently decided to use an linear congruential generator
because it appeared in Applied Cryptography [26] even though in the same work it is advised that such
generators should not be used for cryptographic purposes.
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4.6 Audit logs

Each entry in a plaintext audit log is simply atimestamped, informational text string. There appears to be no
clear pattern for what is logged and what is not. The whole audit log is encrypted using the insecure method
described in Section 4.4. An adversary with access to the audit log file could easily change its contents.
At the time that the logging occurs, the log can also be printed to an attached printer. If the printer is
unplugged, off, or malfunctioning, no record will be stored elsewhere to indicate that the failure occurred.
The following code from T SElection/Audit.cpp demonstrates that the designers failed to consider

these issues:

if (m_Print && print) {

CPrinter printer;

/I If failed to open printer then just return.

CString name = ::GetPrinterPort();

if (name.Find(_T("\\")) !=-1)

name = GetParentDir(name) + _T("audit.log");

if (!printer.Open(name, ::GetPrintReverse(), FALSE))

" TSMessageBox(_T("Failed to open printer for logging"));

else{

[ do the printing |

}

If the cable attaching the printer to the terminal is exposed, an attacker could create discrepancies between
the printed log and the log stored on the terminal by unplugging the printer (or, by ssimply cutting the cable).
4.7 Attacking the start of an election

Although good election processes would dictate installing the ballot definition files well before the start of
the election, we can imagine scenarios in which the election officials must reinstall ballot files shortly before
the start of an election, and do not have time to distribute the definition files manually.4

One option for the election officials would be to download the files over the Internet. In addition to the
problems we have outlined, we caution against relying on such an approach, as an adversary could mount
atraditional Internet denial-of-service attack against the election management’ s server and thereby prevent
the voting terminals from acquiring their ballot definition filesin time for the election. Even a general idea
of the range of Internet addresses used by the election administration would be sufficient for an attacker to
target alarge-scale distributed denial of service (DDoS) attack.

Of course, we acknowledge that there are other ways to postpone the start of an election at avoting

location that do not depend on Internet DDoS attacks (e.g., flat tires for all poll workers for a given precinct,
or other acts of real-world vandalism). Unlike such traditional attacks, however, (1) the network-based attack
isrelatively easy for anyone with knowledge of the election system’ s network topology to accomplish; (2)
this attack can be performed on avery large scae, as the centra distribution point(s) for ballot definitions
becomes an effective single point of failure; and (3) the attacker can be physically located anywherein

the Internet-connected world, complicating efforts to apprehend the attacker. Such attacks could prevent or
delay the start of an election at al voting locations in a state. We note that this attack is not restricted to the
system we analyzed; it is applicable to any system that downloads its ballot definition files using the Internet
or otherwise relies upon the Internet.

4In recent elections, we have seen cases where politicians passed away or withdrew from the race very close
to the election day.
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5 Softwar e engineering

When creating a secure system, getting the design right is only part of the battle. The design must then be
securely implemented. We now examine the coding practices and implementation style used to create the
voting system. This type of analysis can offer insights into future versions of the code. For example, if a
current implementation has followed good implementation practices but is simply incomplete, one would be
more inclined to believe that future, more complete versions of the code would be of asimilar high quality.
Of course, the opposite is a so true, perhaps even more so: it is very difficult to produce a secure system by
building on an insecure foundation.

Of course, reading the source code to a product gives only an incomplete view into the actions and
intentions of the developers who created that code. Regardless, we can see the overall software design, we
can read the comments in the code, and, thanks to the CV S repository, we can even look at earlier versions
of the code and read the developers' commentary as they committed their changes to the archive.

5.1 Code legacy

Inside cvs.tar we found multiple CVS archives. Two of the archives, AccuTouch and AVTSCE, implement
full voting terminals. The AccuTouch code, corresponding to AccuVote-TS version 3, dates from
December 1998 to August 2001 and is copyrighted by “Global Election Systems, Inc.,” while the AVTSCE
code, corresponding to the AccuVote-TS version 4 system, dates from October 2000 to April 2002 and is
copyrighted by “Diebold Election Systems, Inc.” (Diebold acquired Global Election Systemsin September
2001.5) Although the AccuTouch tree isnot an immediate ancestor of the AVTSCE tree (from the CVS
logs, the AVTSCE treeis actually an import of another AccuTouch-CE tree that we do not have), the
AccuTouch and AVTSCE trees are related, sharing asimilar overall design and a few identical files. From
the comments, some of the code, such as the functions to compute CRCs and DES, date back to 1996 and
acompany later acquired by Global Election Systems called “I-Mark Systems.” We have aready remarked
(Section 4.4) that the same DES key has been hardcoded into the system since at |east the beginning of the
AccuTouch tree.

5.2 Coding style

While the system isimplemented in an unsafe language6 (C++), the code reflects an awareness of avoiding
such common hazards as buffer overflows. Most string operations aready use their safe equivalents, and
there are comments, e.g., should redly use snprintf, reminding the devel opers to change others.

While we are not prepared to claim that there are no exploitable buffer overflowsin the current code,

there are at the very least no glaringly obvious ones. Of course, a better solution would have been to write
the entire system in a safe language, such as Java or Cyclone [15]. In such alanguage we would be able

to prove that large classes of attacks, including buffer overflows and type-confusion attacks, are impossible
assuming a correct implementation of the compiler and runtime system.

Overall, the code is rather unevenly commented. While most files have a description of their overal
function, the meanings of individual functions, their arguments, and the algorithms within are more

often than not undocumented. An example of acomplex and completely undocumented function isthe
CBallotRel Set::Open function from T SElection/T SElectionSet.cpp as shown in Figure 2.

Thisblock of code contains two nested loops, four complex conditional's, and five debugging assertions, but
no comments that explain its purpose. Ascertaining the meaning of even asmall part of this code is ahuge
undertaking. For example, what does it mean for vgroup->Keyld() == -1? That the ID issimply
5http://dallas.bizjournals.com/dallas/stori es/2001/09/10/daily2.html

6Here we mean language safety in the technical sense: no primitive operation in any program ever
misinterprets data.
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void CBallotRel Set::Open(const CDistrict* district, const CBaseunit* baseunit,

const CV Group* vgroupl, const CV Group* vgroup2)



{

ASSERT(m_pDB != NULL);

ASSERT(m_pDB->1sOpen());

ASSERT (GetSize() == 0);

ASSERT (district = NULL);

ASSERT (baseunit != NULL);

if (district->Keyld() ==-1) {

Open(baseunit, vgroupl);

} else{

const CDistrictitem* pDistrictitem = m_pDB->Find(* district);
if (pDistrictltem = NULL) {

const CBaseunitKeyTable& baseunitTable = pDistrictitem->m_BaseunitKeyTable;
int count = baseunitTable.GetSize();

for (inti=0;i < count; i++) {

const CBaseunit& curBaseunit = baseunitT able.GetAt(i);

if (baseunit->Keyld() == -1 || *baseunit == curBaseunit) {
const CBallotRelationshipltem* pBalRelltem = NULL,;

while ((pBalRelltem = m_pDB->FindNextBalRel (curBaseunit, pBalRelltem))){
if ('vgroupl || vgroupl->Keyld() == -1 ||

(*vgroupl == pBaRelltem->m_VGroupl & & !vgroup?2) ||
(vgroup2 & & *vgroup2 == pBalRelltem->m_V Group2 & &
*vgroupl == pBaRelltem->m_VGroupl))
Add(pBalRelltem);

}

}

}

m_Curindex = 0;
m_Open = TRUE;
}

}

}
Figure 2: The function CBallotRel Set::Open function from

TSElection/T SElectionSet.cpp. This complex function is completely undocumented.

undefined? Or perhaps that the group should be ignored? Such poorly documented code impairs the ability
of both internal developers and external security evaluator to assess whether the code is functioning properly
or might lead to a security issue.

5.3 Coding process

An important point to consider is how code is added to the system. From the project’s CVSlogs, we can see
that most recent code updates are in response to specific bugs that needed to be fixed. There are, however,
no references to tracking numbers from a bug database or any other indication that such fixes have been
vetted through any change-control process. Indeed, each of the programmers7 seem to have completely
autonomous authority to commit to any module in the project. The only evidence that we have found that
the code undergoes any sort of review comes from a single log comment: “M odify code to avoid multiple
exit points to meet Wyle requirements.” Thisrefersto Wyle Labs, one of the independent testing authorities
charged with certifying that voting machines have met FEC guidelines.

Virtually any serious software engineering endeavor will have extensive design documents that specify

how the system functions, with detailed descriptions of al aspects of the system, ranging from the user
interfaces through the algorithms and software architecture used at alow level. We found no such documents



in the CV S archive, and we also found no references to any such documents in the source code, despite
references to algorithms textbooks and other external sources.

There are also pieces of the voting system that come from third parties. Most obviously, a flaw in the
operating system, Windows CE, could expose the system to attack since the OS controls memory manage-
7Through web searches, we have matched each programmer’s CV S user names with their likely identities and
S0 can conclude

that they are not group accounts.
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ment and all of the device’s I/O needs. In addition, an audio library called fmod is used.8 While the source

to fmod is available with commercial licenses, unless this code is fully audited it might contain a backdoor

or an exploitable buffer overflow. Since both the operating system and fmod can access the memory of the
voting program, both must be considered part of the trusted computing base (TCB) as a security vulnerability
in either could compromise the security of the voting program itself. The voting termina’ s hardware

boot instructions should likewise be considered part of the TCB.

Due to the lack of comments, the legacy nature of the code, and the use of third-party code and operating
systems, we believe that any sort of comprehensive, top-to-bottom code review would be nearly impossible.
Not only does this increase the chances that bugs exist in the code, but it also implies that any of the coders
could insert amalicious backdoor into the system without necessarily being caught. The current design
deficiencies provide enough other attack vectors, however, that such an explicit backdoor is not required to
successfully attack the system. Regardless, even if the design problems are eventually rectified, the problems
with the coding process may well remain intact.

Since theinitial version of this paper was made available on the Internet, Diebold has apparently “developed,
documented, and implemented a change control process’ [27]. The details of this revised process

have not been made available to the public, so we are unable to comment on their effectiveness.

5.4 Code completeness and correctness

While the code we studied implements a full system, the implementors have included extensive comments on
the changes that would be necessary before the system should be considered complete. It is unclear whether
the programmers actually intended to go back and remedy all of these issues as many of the comments
existed, unchanged, for months, while other modifications took place around them. Of course, while the

AV TSCE code we examined appears to have been the current codebase in April 2002, we know nothing
about subsequent changes to the code. (Modification dates and locations are easily visible from the CVS
logs.) These comments come in a number of varieties. For illustrative purposes, we have chosen to show a
few such comments from the subsystem that plays audio prompts to visually-impaired voters.

* Notes on code reorganization:

[* Okay, | don't like this one bit. Its really tough to tell where m AudioPlayer

should live. [...] A reorganization might be in order here. */

* Notes on parts of code that need cleaning up:

[* Thisisabit of ahack for now. [...] Calling from the timer message

appears to work. Solution isto always do a 1Imswait between audio clips. */

» Notes on bugs that need fixing:

/* need to work on exception * caused by audio*. | think they will currently

result in double-fault. */

There are, however, no comments that would suggest that the design will radically change from a security
perspective. None of the security issues that have been discussed in this paper are pointed out or marked for
correction. In fact, the only evidence at all that a redesign might at one point have been considered comes
from outside the code: the Crypto++ library9 isincluded in another CV S archive in cvstar. However,

the library was added in September 2000, before the start of the AVTSCE AccuVote-TS version 4 tree, and
appears to have never been used. (The subsequent SAIC [27] and RABA [24] analyses report that many



of the problems we identify are still applicable to recent versions of the AccuVote-TS system, implying
8http://www.fmod.org/

Ohttp://www.eskimo.com/“weidai/cryptlib.html
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that, at least up to the version that SAIC and RABA analyzed, there has not been any radical change to the
AccuVote-TS system.)

6 Conclusions

Using publicly available source code, we performed an analysis of the April 2002 snapshot of Diebold’s
AccuVote-TS4.3.1 electronic voting system. We found significant security flaws: voters can trivially cast
multiple ballots with no built-in traceability, administrative functions can be performed by regular voters,
and the threats posed by insiders such as poll workers, software developers, and janitors is even greater.
Based on our analysis of the development environment, including change logs and comments, we believe
that an appropriate level of programming discipline for aproject such as this was not maintained. In fact,
there appears to have been little quality control in the process.

For quite some time, voting equipment vendors have maintained that their systems are secure, and that

the closed-source nature makes them even more secure. Our glimpse into the code of such a system reveals
that there is little difference in the way code is developed for voting machines relative to other commercial
endeavors. In fact, we believe that an open processwould result in more careful development, as more
scientists, software engineers, political activists, and others who value their democracy would be paying
attention to the quality of the software that is used for their elections. (Of course, open source would not
solve al of the problems with electronic elections. It is still important to verify somehow that the binary
program images running in the machine correspond to the source code and that the compilers used on the
source code are non-malicious. However, open source is agood start.) Such open design processes have
proven successful in projects ranging from very focused efforts, such as specifying the Advanced Encryption
Standard (AES) [23], through very large and complex systems such as maintaining the Linux operating
system. Australiais currently using an open source voting system10.

Alternatively, security models such as the voter-verified audit trail allow for electronic voting systems

that produce a paper trail that can be seen and verified by avoter. In such a system, the correctness burden
on the voting terminal’ s code is significantly less as voters can see and verify aphysical object that describes
their vote. Even if, for whatever reason, the machines cannot name the winner of an election, then the paper
ballots can be recounted, either mechanically or manually, to gain progressively more accurate election
results. Voter-verifiable audit trail s are required in some U.S. states, and major DRE vendors have made
public statements that they would support such featuresif their customers required it. The EVM projectl1lis
an ambitious attempt to create an open-source voting system with a voter-verifiable audit trail—alaudable
goal.

The model where individual vendors write proprietary code to run our elections gppears to be unreliable,
and if we do not change the process of designing our voting systems, we will have no confidence that our
election results will reflect the will of the electorate. We owe it to ourselves and to our future to have robust,
well-designed election systems to preserve the bedrock of our democracy.
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Priedas Nr. 2



WINvote™ Wireless Functionality | mproves Efficiency, Reduces Costs
Touch-screen voting has become the technology of choice by el ection administrators. However, not all
systems are alike; in fact they vary greatly.

The WINvote™ system possesses features and functionality that will potentially revolutionize the Election
Equipment and Solutions Industry.

The functionality linchpin of the WINvote™ system isits wireless LAN (IEEE 802.11b) system - called the
Wireless Information Network (WIN) -- that enables the user to communicate remotely with the major
components of the voting system.

Two examples are: (a)) WINstage, a exclusive warehouse management system that is being hailed as the most
beneficial cost-reduction tool available in the industry, and (b.) WINmanager, an equally exclusive precinct
management system designed to make polling places more efficient and reduce procedural anomalies.

Winning with WINvote

The WINvote™ system is expected to become the next industry standard by which all voting systems are
measured for the following reasons: (a.) it offers productivity tools to aid in substantial cost reductions never
before available to election administrators, (b.) it simplifies procedures throughout the entire process, and (c.)
it embodies technology that election processes and procedures that are sure to evolve over time.



Priedas Nr. 3



Name/Model: Unilect Patriot

Vendor: Unilect Corporation

Brief Description:

The Unilect Patriot isamultilingual electronic voting system where the voter presses onscreen
to indicate hisher preference. Election officials program ballot information at a

central location, load election datainto an “InfoPack” which is then inserted into a
Precinct Control Unit (see photo). Individual terminals are connected together into the
PCU to receive ballot data.

Voters make selections by pressing the box surrounding a candidate’ s name, navigating
through ballot pages by means of navigation buttons, review their ballots by means of a
summary screen, and can go back and change selections before casting their final votes.
Vote datais stored in redundant memory inside each terminal . After polls close, vote
dataisloaded back into the PCU and can then be transmitted via modem to atabulation
center. Alternatively, the InfoPack” (which store the vote data from all of the terminals
at the polling place) can be removed from the PCU and taken to atabulation center.
Detailed Machine and Voting Process I nformation:

Pre-election procedures

Ballot information is generally programmed by city or county election officials and | ater
delivered to polling places. In order to create the ballots that will be used on the Patriot
terminals, amenu-driven program is used to prompt the entry of al offices, candidates
and propositions in order to “code” the election. Election officials have the option to
print out the ballot on paper for proofreading purposes.

Ballot datais transferred to polling placesin the form of an administrator interface |oaded
with precinct-specific data. By placing an "InfoPack" (alittle larger than a pack of
cigarettes) into the "InfoPacket" attached to the PC, the necessary ballot instructions are
electronically transferred from the election supervisor PC to the InfoPack (about 5
seconds). It isthen inserted into the Precinct Control Unit (“PCU” — see above photo) for
the appropriate precinct. It istested, sealed and sent to the precinct dong with the
prescribed number of Patriot Voting Devices.

In order to load the proper ballots into the Patriot terminals, the precinct workers place
the PCU on the table and set up each booth. These are then connected from oneto
another by a cord similar in size to alamp cord. The PCU is then turned on.

With the PCU in front of them, one of the precinct workers breaks the sea on the "Open
Polls" latch, dides it open, and touches the red button underneath. This immediately
causes the printer to print areport showing al the candidates with zero totals.

Voting on election day

The polls are now open and await the first voter. As each voter is checked in, the precinct
worker determines which ballot style the voter is entitled to use (only if a split precinct,
or acertain party in aprimary), and assigns them to a particular open Voting Device
booth. Only the offices on which the voter is entitled to vote should be displayed on the
Voting Device. If avoter isjudged to be a"Provisional” or "Challenged" or
"Conditiona" or "Affidavit" voter, aspecial button allows him/her to vote on the Patriot.
Depending on local procedures, thisballot is not normaly counted on election evening,
but isadded later if found to be vaid.

Each voter should see the ballot electronically displayed on the screen. In localities where
more than one language is required, the voter has the option of choosing which language
he wishesto view. Usually the entire ballot will take more than one screen, so the voter



may move forward or back by touching the appropriate box on the screen. The voter
makes each candidate selection by touching anywhere in the box containing that name.
As each is selected, that candidate's box becomes highly illuminated and ared “Xx” is
placed next to the name. If amistake is made, the selected candidate's box may be
touched again (de-selecting him), and the new candidate selected. The entire ballot may
be reviewed at any time to check who was previously selected.

Write- ins may be electronically entered by touching the "Write-In" box for a particular
office. Upon selection of the write-in option, the screen changes to display an a phabet,
and the write-in name may be spelled by touching the proper letters.

When completely finished voting, the "Review Choices" areais touched. Thiswill
automatically display on asingle screen al choices made by that voter. It will also
highlight those offices which were not completed by the voter. At that point, the voter
may either "Make Ballot Changes" or "Record Ballot Now". At this point, the voter has
completed his/her task and leaves.

Accessibility features

Unilect offers several accessibility features associated with the Patriot, although it is
unclear if these features are readily available and installed on each terminal. These
include the ability to disconnect and move terminals to enable “ curb-side” voting,
headphones and different shaped response buttons to facilitate voting by the sghtimpaired,
etc.

Preferential/Proportional voting

The Patriot Voting System also allows the use of "Preferential™ or "Proportional” voting
where permitted. This allows each voter to rank their candidates in order of desirability.
Candidates are then elected by quota. (Such voting methods or used by some
jurisdictions to eliminates the need for additional runoff el ections.

Post-election procedures

At the end of the election day, aseal is broken on the "Close Polls" latch, opened and an
exposed red button is touched. Several copies of the fina precinct report are
automatically printed, showing the candidates and their vote totals. Presumably, vote
datais at this stage transferred back from the terminals to the PCU. Where a standard
telephone line is available, the line is inserted into the phone jack of the Precinct Control
Unit. All precinct totals are then transmitted directly to the Central Office PC. Itis
unclear whether this process is automated or whether poll workers must take affirmative
action to initiate this upload. Another seal is then broken and the InfoPack is removed in
order to be taken to a tabulation center.

At the tabulation center, each InfoPack (for precinct totals not sent by telephone) is
inserted into acentral PC equipped with the Patriot InfoPacket for afive (5) seconds to
load the totals into the PC. Throughout election evening, summary reports can be printed
showing all of the up-to-the- minute totals as they are received (including all write-ins).
Equipment — at the polling place

Patriot voting devices (5 to 8 Ibs.), including a standard punch card type voting booth (13
Ibs.) that folds up into an attache case. The Voter Unit may contain either a10.4"
(diagonal measurement) black and white screen or a 15" color screen with 256 available
colors.

One precinct control unit (PCU) per precinct (30 1bs.), has an el ection worker control
panel covering all aspects of running the activitiesin the precinct, a printer which allows
the printing of precinct results as soon as the polls close, abattery to assure proper
operation when "wall" electricity becomes unavailable, an InfoPack which contains the



brains of the ballot aswell asfinal vote totals, and an internal modem for direct transfer
of totals from a standard telephone in the precinct to the Patriot Central Station, in the
election office.

Equipment — at the election office

One Patriot Central Station (per jurisdiction), includes a PC or PC network powerful
enough to code al ballots in the jurisdiction, accept all totals directly from the precincts
via modem, and/or accept totals directly from InfoPacks and absentee ballots, instantly
adds and tallies together including in-person or early voting ballots, and disseminates that
information via summary reports throughout election evening (as well as individual
precinct reports, canvass, logs and other miscellaneous reports). Other equipment
included are InfoPackets, a printer (to match the jurisdiction’'s needs), modems, and an
absentee ballot reader.
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Name/Model: AVC Edge

Vendor: Sequoia Voting Systems, Inc.

Brief Description:

The Sequoia AV C Edge is avoter-activated multilingual touchscreen system that records
votes on internal flash memory. Votersinsert a"smart-card" into the machine and then
make their choices by touching an area on a computer screen, much in the same way that
modern ATMswork. The votes are then recorded to internal electronic flash memory.
When polls close, the votes for a particular machine are written to a“PCMCIA card’
which are removed from the system and either physically transported to election
headquarters or their contents transmitted via computer network.

How To Vote On This M achine:

When the voter enters the precinct, he or she is given a"smart-card" by a poll worker
after confirming the voter is registered. A "smart-card" — a card the size and shape of a
credit-card — contains a computer chip, some memory and possibly basic data such as the
voter's political party. The voter then takes the smart-card to a voting machine and inserts
the smart-card into the yellow slot visible in the middle picture above. The first screen
presented to the voter is one that allows him or her to choose the ballot language. After
using the touchscreen to vote, 1) the record of the vote isdirectly recorded electronically
to two flash memory cards and 2) the voter's smart card is reset to ensure that the voter
can only vote once. The AV C Edge may aso be equipped in some precinctsto print a
voter-verified paper audit trail using the VeriVote printer. In this case, the voter will
inspect the printout which is displayed underneath glass. If the paper accurately reflects
the vote, the voter indicates so using the touchscreen and casts the vote; the printed paper
is withdrawn into the machine to protect privacy. If the paper isincorrect, the voter may
mark it as spoiled and change his or her vote using the touchscreen interface. After the
voteis cast, the smart-card pops out of the machine and the voter returnsit to a poll
worker.

When the polls close, a poll worker or election official inserts a different-type of smart
card, an administrator card, into each voting machine and puts the machine into a

postel ection mode where it will no longer record votes. At this point, the machine writes
the votes from itsinterna memory to flash memory on a"PCMCIA card.” The PCMCIA
card is merely aremovable form of flash memory. A printed tape of all votes cast or vote
totals for the voting machine can aso be printed out at this time depending on local
procedure and regulations.

The PCMCIA cards are removed from each machine and either taken to a central
tabulation facility or to remote tabulation facilities. At the tabulation facility the votes are
copied from the PCMCIA cards and into a central computer database where precincts are
combined to result in an aggregate vote. The votes may aso be transmitted to the central
tabulation facility viaa closed "Intranet", the Internet or modem. The PCMCIA cards and
possible any printouts from the voting machines can then become part of the official
record of the election.

Past Problems

1dune 2004: New Jersey. In Morris County, the central tabulation system could not

read the data from the PCM CIA cards. The system showed zeros.1

“JNovember 2003: California. After abattery problem occurred during the election

in Santa Clara County, Sequoia technicians worked on the machines without

oversight from county officias. Following November's el ection in Santa Clara

County, Sequoia sent over agroup of technicians to make adjustments to voting



machines that experienced battery problems.2

"JNovember 2002: New Mexico. In Bernalillo County, 48,000 people voted early

but no race showed more than 36,000 votes. The cause was a software bug.3

"1April 2002: Florida. In Hillsborough County, one precinct could not transfer data

on 24 out of 26 PCMCIA cards. Results summaries were faxed in and entered by

hand.4 In March 2003, asimilar problem plagued 2 out of 678 PCMCIA cards.5

"JMarch 2002: Florida. In Palm Beach County much went wrong. When voters

selected their language, the Edge froze up. Other reports indicate votes registering

for wrong candidate.6 15 PCMCIA cards were temporarily lost and central

system would not report result. In arace won by 4 votes, 78 were blank; voters

1 "Montville and Chatham mayors ousted.” NEW JERSEY STAR-LEDGER, June 9, 2004.

2 “Electronic voting's hidden perils.” SAN JOSE MERCURY NEWS. February 1, 2004.

3 "Election results certified after software blamed." ALBUQUERQUE TRIBUNE, November 19, 2002.
4 "Officials still searching for election glitch: The new system could not send the tabulations to the elections
office.” ST. PETERSBURG TIMES, April 6, 2002.

5 "Elections Chief Sees Nearly Flawless Vote." ST. PETERSBURG TIMES, March 5, 2003.

6 "Human goofs, not machines, drag vote tally into next day." PALM BEACH POST, 14 March 2002.
reported erratic machine behavior.7

JNovember 2000: California. During the 2000 presidential election in Riverside

County, a computer from Sequoia began dropping touch-screen ballots from the

vote tally. A Sequoia salesman who was on hand intervened and fixed the

problem.8

7 "Out of Touch: You press the screen. The machine tells you that your vote has been counted. But how can
you be sure?' NEW TIMES, April 24, 2003.

81d., note 2.
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AVC ADVANTAGE

The AV C Advantage represents the culmination of over a century of experience and
technological innovation in the voting system industry. A 100% direct recording, €l ectronic
voting machine, the AV C Advantage is easy to use and offers the highest |evel of
accuracy and security.

AVC ADVANTAGE ISEASY TO OPERATE

* Easily maneuvered by just one person, the AVC Advantage is

guick and easy to set up.

» Messages and prompts are displayed throughout all phases of operation.
AVC ADVANTAGE ISEASY TO VOTE

* The tactile voting switch with visual indicator provides positive

feed-back to the voter.

* A large candidate area accommodates large type for easy to read ballots.

* The AVC Advantage is completely wheelchair accessible with no

election officer intervention.

AVC ADVANTAGE ISEASY TO MAINTAIN

* No electronics knowledge is required to operate or maintain the AVC Advantage.
* Error messages are easy to understand for quick and simple troubleshooting.
* The AVC Advantage is designed with modular components for easy part
replacement or system upgrade.

AVC Advantage

AVC ADVANTAGE ISFAST AND RELIABLE

» Immediate copies may be printed of Results and

Audit-Trall Reports.

* A visual display of vote totals serves as a backup.

* Transportable memory cartridges are compatible with

the Sequoia Pacific central system.

AVC ADVANTAGE EARNS YOUR CONFIDENCE

* Diagnostics are performed automatically at

every power up.

* Logic and Accuracy tests are required before, and can

be optionally performed after, the election.

* Continual background testing verifies correct system

operation and data integrity.

» The AV C Advantage stores an electronic randomized

record of dl votes cast. This Audit Trail can be printed

on demand.

* Operator logs document all system activity during the

pre-election, election, and post-election cycle.

Immediate copies may be printed of Results and Audit-

Trail Reports.

Operator panels can be conveniently mounted on either

side of the AV C Advantage for ease of use by one election

worker.

What'’s the advantage of AVC Advantage?

Vote processing via multiple independent data paths, randomized

and stored three different ways to assure

absolute secrecy of the vote, absolute accuracy in vote



counting, and absolute verifiability of results. Nothing less
than the complete elimination of human error. Nothing
less than the best. Nothing less than AV C Advantage.
Features & Benefits

CONFIRMATION OF VOTER SELECTIONS

Tactile switches, visual indicators and the LCD message
display provide confirmation to the voter that the AVC
Advantage has correctly recorded the voter’ s selections.
HANDICAP ACCESSIBILITY

Easy adjustment required for wheel-chair voters.
ELECTRONIC WRITE-INS

Eliminates interpreting voter intent. Write-in votes are
recorded electronically and stored redundantly in the AVC
Advantage in the Cartridge. The write-in votes are transferred
automatically to the central system, the Election

Database System. The write-in votes for the jurisdiction
may then be printed by contest for recounts.

PRIVACY CURTAIN

Completely encloses the voting area, ensuring total voting
Secrecy.

FULL FACE BALLOT DISPLAY

Voting isquicker and simpler than paper ballot or paginating
systems. Does not alow over voting. Eliminates

spoiled or rejected ballots.

MESSAGE DISPLAYS

Prompts the Pollworker and V oter throughout the operation
of the AVC Advantage.

CONSOLIDATION

Allows machines within a precinct to be automatically
accumulated and totals printed at the polling site.
BATTERY BACK-UP

Built in 16+ hour battery provides uninterrupted use of the
AV C Advantage. Power switchesfrom AC to DC.

FOUR LARGE RUBBER CASTERSWITH FIVE INCH
CLEARANCE. Easy to deliver the AVC Advantage
machines to the polling site. Easy for one Pollworker to
move within the polling site.

PRE-ELECTION LOGIC AND ACCURACY TESTS

A mandatory function during election preparation for ball ot
verification and public oversight of ballot integrity.
POST-ELECTION LOGIC AND ACCURACY TESTS
An optional function after the election for ballot verification
and public oversight of ballot integrity.

VOTE SIMULATION

Allows the AVC Advantage to automatically conduct high



volume vote tests.

100% ACCURACY

Redundant storage of ballots and totals which are updated
and verified between each voter.

FEC CERTIFIED

Y ou can have confidence in the quality of design and
components that go into each AV C Advantage. No system
has been more publicly and thoroughly examined

and tested than the AV C Advantage.

AUDIT*TRAIL

Provides an unalterable, randomized electronic record
(ballot image) of all votes cast during an election. The
ballot image is redundantly stored in the AVC Advantage
and in the Results Cartridge. A chronological Operators

L og records the time, date and nature of all significant
system events. The Audit Trail and Operator Log may be
printed after the election on demand.

BACK GROUND AND POWER UP DIAGNOSTICS.
Provide continual verification of system integrity.

EARLY VOTING

Each AV C Advantage supports over 2,000 precincts to
accommodate jurisdiction-wide early voting on asingle machine.
EXPANDABLE BALLOT SIZE

Allows jurisdiction to purchase only the number of voting
positions they will need (252, 336, 420, or 504 positions).
Expansion to 504 positions can be easily accommodated.

FULL SERVICE AND SUPPORT

Highly trained technical support staff and rapid shipment

of component modules.

POOL PA RTSPROGRAM FOR ELECTRONIC BOARD REPA I R
Assures the jurisdiction of long-term supply of available electronic
parts at areduced price over purchasing new parts.

LOW ON-GOING OPERATING COSTS

The AV C Advantage is manufactured with quality components.
It has a history of long, useful life with minimal service and
maintenance required. Set-up is accomplished in-house, and
requires only one ballot per machine, not aballot for each voter.
Ballot can be generated by Sequoia s central system and

printed on aplotter in-house.

SPECIFICATIONS:

STORAGE POSITION SIZE

LENGTH: 46.5IN

DEPTH: 24.5IN

HEIGHT: 39.3IN

VOTING POSITION SIZE

LENGTH: 46.5IN

DEPTH: 55.0 IN



HEIGHT: 75.3IN

WEIGHT: 225-265 Ibs.

depending upon system configuration.

POWER

Operates on a 110 VAC with system backup battery capacity
of over 16 hours, depending upon system configuration.

NEWADDRESS
WWW.Sequoi avote.com


http://www.sequoiavote.com
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eSlate™ Electronic Voting System

Hart InterCivic's eSlate electronic voting solution is the most fully-featured, affordable and accurate Direct
Record Electronic (DRE) system available today. Successfully used in the November presidential election,
eSlate has won acclaim for its ease of use, accessibility to disabled voters, and fast, efficient ballot tabulation.

No other system can match eSlates performance, accountability and flexibility in ballot types. eSate's unique
Precision Ballot Navigation System™ avoids problems typically associated with touch screen systems and
ensures voters can confidently and accurately register their votes. All eSlate components are designed and
manufactured under strict 1SO 9001 certified quality management standards.

eSlate 3000
The eSlate 3000 has a flexible ballot presentation, durable polycarbonate screen, integrated selector and is
secure and affordable.

Judge's Booth Controller ™ (JBC 1000)
eSlate's IBC 1000s manage the election process in the precinct. The JBC 1000 controls up to 12 eSlate 3000s
and enables the election judge to know which booths are in use at any given time.

Disabled Access Unit™ (DA U 5000)

The eSlate system is ADA accessible by design. The eSlate 3000 can be upgraded to a DAU 5000 to
accommodate various devices that support voting by the disabled. Key features incorporated into the eSlate's
ADA compliant electronic voting system through the DAU 5000 include:

Specid interfaces for the physically challenged, including head movement
switches and "sip and puff" switches (that allow severely physically impaired
votersto cast their ballot using only their breath).

An audio ballot reader to support visually impaired voters, including audible
signalsthat provide confirmation with each selection.

A simple navigation method that is modeled after systems commonly used by
the disabled.

All disability features can be used interchangeably, in whole or part, with the eSlate's standard interfaces,
allowing the voter to overcome whatever challenges he or she might face in casting hisor her vote.

Press Release
Mobile Ballot Box™ (M BB)

eSlate's PCMCIA flash memory card is the storage medium for all voting information to operate the eSlate
system. No batteries are required to securely store election data.

Ballot Origination Software System™ (BOSS)
BOSS enables users to define and create ballot styles for al precincts. Election datais written to MBBs and



will configure every product of the eSlate system in any location.

Tally™

Tally accepts results from and tabulates all Early Voting tabulation, Absentee tabulation, Election Day
tabulation and Election Canvass information. Tally has reporting flexibility as it contains standard reports as
well as a custom report writer to produce customized reports for specific jurisdictions.

Ballot Now™
Ballot Now Digital Ballot Imaging services alow ballots to be produced as needed by the customer. Returned
mailed ballots are processed using commercially available scanners providing a fully scalable solution.

Voter Reqgistration

Hart's eSlate system has an optional voter registration component. The eSlate system is integrated and fully
compatible with the VEMACS™ voter registration system from VOTEC and other voter registration
applications based on relational database architecture.




Priedas Nr. 7



Name/Model: iVotronic

Vendor: Election Systems & Software (ES&S)

Brief Description:

ES& S iVotronic Touch Screen Voting System is a poll worker-activated, portable, multilingual
touchscreen system that records votes on internal flash memory. A poll worker uses adevice called a
Personal Electronic Ballot (PEB; pictured above at left) to turn the machine on and enable voting.
Voters choose their ballot language and then make their selections using a touchscreen, much in the
same way that modern ATMs work. When the polls close, poll workers move summary data from
each machine onto the PEB. The PEBs are then trangported to election headquarters or their contents
transmitted via a computer network.

Detailed Voting Process:

When the voter enters the polling place, a poll worker first confirms the voter is registered. Then the
poll worker walks with the voter to an iVotronic and inserts the PEB in the PEB dot (visible asthe
rectangular slot in the upper left corner of the middle image above). The PEB communicates with the
iVotronic using infrared signals, much like a TV remote control works, except that the PEB and
iVotronic will not communicate unless the PEB is completely inserted. If the election requiresaa
specific ballot style, the poll worker chooses this for the voter. Activation by the PEB enables the
iVotronic to vote once.

The voter then selects aballot language and makes decisions using the touchscreen. When the voter is
done, he or she presses asmall “vote’ button at the very top of theiVotronic to cast the vote. The vote
is then recorded to three internal flash memories that reside inside the machine. A fourth memory isa
removable card, called a“compact flash” (CF) card; note that CF is the same technology used in many
digital cameras to store photos. During the election, the CF card holds audio files (for those with visual
disabilities) and ballot definitions; vote datais written to the CF card when the machine is closed.

A poll worker closes the polls by using the PEB with a password to enter a supervisor menu on each
iVotronic. After closing the election for a given machine, summary vote data are transmitted to the
PEB viainfrared signals.1 After the PEB is used to close all the iV otronic machines, it contains all the
summary data for the precinct. Depending on local regulations and procedures, poll workers can use a
1 Note that the vote data transmitted to the PEB at the closing of a machine is summary vote data instead of
raw vote data;

that is, it isasummary of the votes recorded rather than each individual electronic ballot as stored inside the
iVotronic's

internal memory. In order to do a proper recount or error analysis, one would need to remove the CF cards
from the

iVotronics and seal the CF cards for aprecinct with the PEB and any printouts. This information is courtesy of
Doug

Jones of the University of lowa.

“printer pack” at this point to print the result summary from the PEB on to paper. The PEB for that
precinct, any printouts and the CF cards are then either physically transported to a central tabulation
facility, and in addition, the data may be transmitted by telephone using the modem included in the
printer pack.

All of the electronic ballot images and event log data remain in theiVotronic until it is cleared for the
next election. Many jurisdictions use the serial port on the back of the iV otronic to extract this data
for archival storage during normal post-election procedures. This data duplicates what is stored on the
compeact flash card, and some jurisdictions save only this data or only the data from the compact

flash card.

Past Problems:

“1January 2004: Florida. In a special election for the State House District 91 seat, with only one



item on the ballot, ES& S electronic voting machines showed atotal of 134 undervotes —that is,

134 ballots in which voters did not select a candidate even though it was a single-race election.

The winner received 12 more votes than the runner- up. Florida law requires a manual recount

of invalid votes when the winning margin is less than one-quarter of one percent. However,

election officials determined that no recount was required because the 134 invalid votes were

cast on electronic voting machines, and there is no record of the origina votes.2

"JMay 2003: Florida. An internal review of election results by a Miami- Dade county el ection

official found that a DRE system sold by ES& S and used in the May 20, 2003 North Miami

Beach runoff election (as well asin earlier elections) was “unusable” for auditing, recounting

or certifying an election due to a“seriousbug” in the software.3 As of August 2004, the newest

software releases from ES& S fix this bug, which turns out to have been triggered by alow

battery condition.4

"JNovember 2002: North Carolina. At two early- voting locations in Wake County, North

Carolina (Raleigh), iVotronics failed to record 436 ballots. This was due to a problem in the

firmware of the machines.5 Firmware is akind of software |oaded on read-only memory so

that it cannot be easily changed.

"1October 2002: Texas. Democrats said they received several dozen complaints from people who

said that they selected a Democratic candidate but that their vote gppeared beside the name of a
Republican on the screen. Some votes cast for Republicans were counted for Democrats.6

"1 September 2002: Florida. A spot check of machines revealed two problems. First, several

Miami- Dade precincts, each with hundreds of voters, are listed as showing one or even no

votes cast on election day. Second, differences arose within the same precincts between vote

totals produced by the main tabulation system and a backup system.7

2 “Electronic Vote Recount Stumps Broward Officials.” SUN-SENTINEL, January 10, 2004.

3 “Count Crisis? Election Officials Warn of Glitches that May Scramble Vote Auditing.” MIAMI DAILY
BUSINESS

REVIEW, May 16, 2004. “Glitch Forces Changein Vote Audits.” THE MIAMI HERALD, May 15, 2004.
4 Doug Jones, personal communication. Note that the software that fixes this bug has made it through ITA
testing and state

testing in at least Florida.

5 “Electronic Ballots Fail To Win Over Wake Voters, Election Officials, Machines Provide Improper Vote
Count At Two

Locations,” WRAL-TV RALEIGH-DURHAM, Nov. 2, 2002.

6 “Area Democrats say early votes miscounted,” THE DALLAS MORNING NEWS, Oct. 22, 2002.

7 “Leahy: Unskilled workers to blame,” MIAMI HERALD, Sept. 12, 2002.
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PostgreSQL

PostgreSQL is an object-rel ational database management system (ORDBMS) based on POSTGRES, Version
4.2, developed at the University of Californiaat Berkeley Computer Science Department. POSTGRES
pioneered many concepts that only became available in some commercia database systems much later.

PostgreSQL is an open-source descendant of this original Berkeley code. It supports SQL92 and SQL99 and
offers many modern features:

complex queries

foreign keys

triggers

views

transactional integrity
multiversion concurrency control

Additionally, PostgreSQL can be extended by the user in many ways, for example by adding new

datatypes

functions

operators

aggregate functions
index methods
procedural languages

And because of the liberd license, PostgreSQL can be used, modified, and distributed by everyone free of
charge for any purpose, be it private, commercial, or academic.

Advantages
PostgreSQL offers many advantages for your company or business over other database systems.
Immunity to over-deployment
Over-deployment is what some proprietary database vendors regard as their #1 licence compliance
problem. With PostgreSQL, no-one can sue you for breaking licensing agreements, asthere is no associated
licensing cost for the software.
This has severa additional advantages:
More profitable business models with wide-scal e deployment.
No possibility of being audited for license compliance at any stage.

Flexibility to do concept research and trial deployments without needing to include additional
licensing costs.



Better support than the proprietary vendors

In addition to our strong support offerings, we have avibrant community of PostgreSQL professionals and
enthusiasts that your staff can draw upon and contribute to.

Significant saving on staffing costs

Our software has been designed and created to have much lower maintenance and tuning requirements than
the leading proprietary databases, yet still retain all of the features, stability, and performance.

In addition to this our training programs are generally regarded as being far more cost effective, manageable,
and practical in the real world than that of the leading proprietary database vendors.

Legendary reliability and stability

Unlike many proprietary databases, it is extremely common for companies to report that PostgreSQL has
never, ever crashed for them in severa years of high activity operation. Not even once. It just works.

Extensible

The source code is availableto al at no charge. If your staff have aneed to customise or extend PostgreSQL
in any way then they are able to do so with a minimum of effort, and with no attached costs. Thisis
complemented by the community of PostgreSQL professionals and enthusiasts around the globe that also
actively extend PostgreSQL on adaily basis.

Cross platform
PostgreSQL is available for almost every brand of Unix (34 platforms with the latest stable release), and

Windows compatibility is available via the Cygwin framework. Native Windows compatibility is also
available with version 8.0 and above.

Designed for high volume environments

We use a multiple row data storage strategy called MV CC to make PostgreSQL extremely responsivein high
volume environments. The leading proprietary database vendor uses this technology as well, for the same
reasons.

GUI database design and administration tools

Several high quality GUI tools exist to both administer the database (pgAdmin, pgAccess) and do database
design (Tora, Data Architect).

Technical Features

Fully ACID compliant.
ANSI SQL compliant.
Referential Integrity.



Replication (non-commercial and commercia solutions) allowing the duplication of the master
database to multiple slave machines.

Native interfaces for ODBC, JDBC, C, C++, PHP, Perl, TCL, ECPG, Python, and Ruby.
Rules.

Views.

Triggers.

Unicode.

Sequences.

Inheritance.

Outer Joins.

Sub-selects.

An open API.

Stored Procedures.

Native SSL support.

Procedural languages.

Hot stand-by (commercial solutions).

Better than row-level locking.

Functional and Partial indexes.

Native Kerberos authentication.

Support for UNION, UNION ALL and EXCEPT queries.

L oadable extensions offering SHA1, MD5, XML, and other functionality.

Tools for generating portable SQL to share with other SQL-compliant systems.

Extensible data type system providing for custom, user-defined datatypes and rapid development of
new datatypes.

Cross-database compatibility functions for easing the transition from other, less SQL -compliant
RDBMS.

A Brief History of PostgreSQL

The object-relational database management system now known as PostgreSQL is derived from the
POSTGRES package written at the University of California at Berkeley. With over a decade of devel opment
behind it, PostgreSQL is now the most advanced open-source database available anywhere.

The Berkeley POSTGRES Project

The POST GRES project, led by Professor Michael Stonebraker, was sponsored by the Defense Advanced
Research Projects Agency (DARPA), the Army Research Office (ARO), the National Science Foundation
(NSF), and ESL, Inc.

The implementation of POST GRES began in 1986. The initial concepts for the system were presented in The
design of POSTGRES and the definition of the initial data model appeared in The POSTGRES data mode!.
The design of the rule system at that time was described in The design of the POSTGRES rules system. The
rationale and architecture of the storage manager were detailed in The design of the POST GRES storage

system.

POSTGRES has undergone several major rel eases since then. The first "demoware” system became
operational in 1987 and was shown at the 1988 ACM-SIGMOD Conference. Version 1, described in The
implementation of POST GRES, was released to afew external usersin June 1989. In response to a critique of




the first rule system (A commentary on the POSTGRES rules system), the rule system was redesigned (On
Rules, Procedures, Caching and Views in Database Systems) and Version 2 was released in June 1990 with
the new rule system. Version 3 appeared in 1991 and added support for multiple storage managers, an
improved query executor, and a rewritten rule system. For the most part, subsequent rel eases until Postgres95
focused on portability and reliability.

POSTGRES has been used to implement many different research and production applications. These include:
afinancial data analysis system, ajet engine performance monitoring package, an asteroid tracking database, a
medical information database, and several geographic information systems. POST GRES has also been used as
an educational tool at several universities. Finally, Illustra Information Technologies (later merged into
Informix, which isnow owned by IBM.) picked up the code and commerciaized it. In late 1992, POSTGRES
became the primary data manager for the Sequoia 2000 scientific computing project.

The size of the external user community nearly doubled during 1993. It became increasingly obvious that

maintenance of the prototype code and support was taking up large amounts of time that should have been
devoted to database research. In an effort to reduce this support burden, the Berkeley POST GRES project

officially ended with Version 4.2.

Postgresos

In 1994, Andrew Y u and Jolly Chen added a SQL language interpreter to POSTGRES. Under anew name,
Postgres95 was subsequently released to the web to find its own way in the world as an open-source
descendant of the original POST GRES Berkeley code.

Postgres95 code was completely ANSI C and trimmed in size by 25%. Many internal changes improved
performance and maintainability. Postgreso5 release 1.0.x ran about 30-50% faster on the Wisconsin
Benchmark compared to POSTGRES, Version 4.2. Apart from bug fixes, the following were the major
enhancements:

The query language PostQUEL was replaced with SQL (implemented in the server). Subqueries were
not supported until PostgreSQL (see below), but they could be imitated in Postgres95 with user-
defined SQL functions. Aggregate functions were re-implemented. Support for the GROUP BY query
clause was & so added.

In addition to the monitor program, anew program (psgl) was provided for interactive SQL queries,
which used GNU Readline.

A new front-end library, libpgtcl, supported Tcl-based clients. A sample shell, pgtclsh, provided new
Tcl commands to interface Tcl programs with the Postgres95 server.

The large-object interface was overhauled. The inversion large objects were the only mechanism for
storing large objects. (The inversion file system was removed.)

The instance-level rule system was removed. Rules were still available as rewrite rules.

A short tutorial introducing regular SQL features as well as those of Postgres95 was distributed with
the source code

GNU make (instead of BSD make) was used for the build. Also, Postgres95 could be compiled with an
unpatched GCC (data alignment of doubles was fixed).



PostgreSQL

By 1996, it became clear that the name "Postgres95" would not stand the test of time. We chose a new name,
PostgreSQL, to reflect the relationship between the original POST GRES and the more recent versions with
SQL capability. At the same time, we set the version numbering to start at 6.0, putting the numbers back into
the sequence originally begun by the Berkeley POSTGRES project.

The emphasis during development of Postgresd5 was on identifying and understanding existing problemsin
the server code. With PostgreSQL, the emphasis has shifted to augmenting features and capabilities, athough
work continuesin al areas.
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Affordable uniprocessor server for small businesses
and multi-location enterprises

IBM @server xSeries 206

joy features that
mplify deployment

and maintenance

Highlights

Take advantage of innovative
server technology such as new

64-bit processing performance

Leverage flexible configurations
and availability on demand for
distributed environments and
growing business needs

d improve usability

« New IBM ServeRAID™-7e enables
you to install and configure
RAID-0 or -1 without additional
adapters

« New systems management functions
include ASF 2.0, providing secure,
remote power—on and off control

The BM__ — ® xSeries® 206

offers value, innovation and usability at
affordable prices for small businesses

and workgroups. The x206 features
Intel® Extended Memory 64

Technology supporting an easy migra- tion
path to 64-bit computing, delivering
investment protection and enhanced
performance. New features help control IT
costs and accommodate growth.



Affordable innovation

. Flexibility for growth
Help lower total computing costs: ) .
Configure an x206 with features that

. . . enable future growth. New Intel®
« New simple-swap Serial ATA drives can be _
) ) Pentium® 4 processors double the

connected and disconnected easily i )
speed of previous server generations.
Hot-swap SCSI models increase avail-
ability as your needs grow. And support
for the Remote Supervisor Adapter Il
helps increase availability with virtual

network control as much as 24x7.

Easy to deploy, easy to run

Standard on the x206 is integrated
ServeRAID-7e enabling RAID-0 and -1.
And the improved server design pro-
vides ease of access without
compromising security.



Get it now

go to ibm.com/eserver/xseries or call 1 888 ShopIBM
to buy direct or to locate an IBM reseller
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D-Link

Building Networks for People

D-Link ANT24-1801

High Gain Directional Yagi Antenna

Outdoor 18 dBi High Gain Directional Yagi Antenna

The D-Link ANT24-1801 connects to the
DWL-900AP+, DI-614+, DI-714P+,
DWL-900AR, DI-714 and DI-713Pto
extend the range of coverage for the wire-
less network.

The D-Link ANT24-1801 antenna pro-
vides extended coverage for an existing
802.11b wirdesslocal areanetwork
(WLAN). The D-Link ANT24-1801
comes with aconversion cable that dlows
connection directly to the D-Link DWL-
900A P+ wirdless access point, DI-

614+ wireless router, DI-714P+ wirdless
router, DWL-900AP wireless access
point, DI-714 wireless router and the DI-
713Pwirdess router Rev C1 or later
wirdless broadband router.

This product includes the following
items: Mounting Kit, Lightning Surge

Protector, Conversion Cable

18 dBi Signal Gain

2.4GHz Frequency Range

Directional Orientation for
Precise Wireless Signals

Includes Cable that Converts
N-female to Reverse SMA

Made with Weatherproof and
Corrosion Resistant Material

The D-Link ANT24-1801 requires an
access point or wirel ess broadband
gate- wayswith areverse SMA
connector. The D-Link ANT24-1801
comes with acon- version cable that
alows connection directly to the
DWL-900AP+ wireless access point,
DI-614+ wirdless router, DI-

714P+ wirdless router, DWL-900AP
wire- less access point, DI-714 wireless
router and the DI-713P wireless router
Rev C1

or later wireless broadband router.

Note To obtain optimal results in
etend- ing wirdess range with
outdoor antenna indallations, it is
recommended that pro- fessonal
ingaller service is conaulted for ste
survey and and proper installation.



Antenna Manual
Mounting Kit
Conversion Cable

Lighting Surge Protector
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DGS-1224T

FEATURES

High Performance
Wire-Speed Architec-
ture:

-48Gbps Switching Capacity
-Non-Blocking Architecture
-8,000 MAC Address Table

-2 Hardware Priority Queue
-Port-based QoS
-Port-based VLAN

-Link Aggregation

-Port Mirroring

-Port Setting (Speed, Availability,
Flow Control)

-Web-based Management
-Auto Discovery Utility

Operational Simplicity:

-True Plug & Play

-Auto-Negotiation

-Clear, At A Glance Per Port LED
Indicators

-Auto MDI/MDI-X Detection

Investment Protection:
-Support for Industry Standards
-10/100/1000Mbps Migration

-Fiber Media Support Via SFPs

Layer 2 Switch

Web-Smart 24-Port 10/100/1000BASE-T
With 2 Combo SFP Expansion Slots

The DGS-1224T blendsplug-& -play simplicity with exceptional performanceand religbility, to create a
cost-effective solution for bandwidth-starved workgroups and departments. With (24) 10/100/
1000BASE-T ports& (2) combo SFP expansion slots, the DGS-1224T isdesigned to help providea
simple and economical migration path from 10BASE-T or 100BASE-TX to 1000BASE-T Gigabit. Key
featuresof theDGS-1224T G include:

High Performance Wire-Speed Architecture

Operationa Simplicity

L2 featuresincluding QoS for bandwidth sensitive applicationsand link aggregation

Remote M anagement viaWeb Browser and Auto Discovery Utility

Investment Protection

High Performance Wire-Speed Architecture-

The DGS-1224T delivers superior performance with exceptional value. With a switching capacity of
up to 48Gbps and full duplex wire-speed forwarding, the DGS-1224T isan ideal solution for the most
demanding bandwidth intensive gpplications. With support for 8,000 MAC addresses, the DGS-
1224T can beused as acogt-effective Gigabit wiring closet solution or ahigh performance backbone
aggregation device.

Operational Simplicity-

TheDGS-1224T supportsawide array of plug-in-play features:
10/100/1000Mbpsauto-negotiation
Universal UTP cable recognition for auto straight-through or crossover cable detection
Full/Half duplex support
|EEE standards support

Investment Protection-
TheDGS-1224T hepsto protect customers' existing and future network infrastructure investments
by:
Work with unmanaged Gigabit switches along with competitive price point and features
Providing aplug-& -play migrationfor existing 10/100BASE-TX devicesto 1000BASE-T
Standards-based feature support to help insure multi-vendor compatibility
Fiber Gigabit Media Support Via2 Combo SFP Expansion Slots

D-Link

Building Networks for People

TheD-Link DGS-1224T isaflexible, high performance, and va
widerange of Gigabit applications.
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D-Lin

Building Networks for People

Protect & Share Your
Internet Connection

Up to 54Mbps? and
Compatible with

- . 11 d11b
AirPlus (G Ja

Advanced Firewall &

802.11 g/ 2.4GHz Wireless Parental Control
RO Ute r ICncfrz(t%r’ccl)SI:d Security

Built-In 4-Port Switch

Quick and Easy Setup
offers 4 Ethernet Portsto support multiple
computers.

Theadvanced wird esstechnology built into
the DI-524 offersamaximum wirdess

BUILT-IN signd raeof up to 54Mbpst throughits

FIRFWNIALY wirdess channds dlowing sreaming
videos and other high bandwidth
applications, such as online gaming
events, to operatewithout thehasde of

Ethernet cables. The ability to use high
bandwidth applications a s makes
Streaming redl time programs more

b D-Link, theindustry leader in wireless networking, enjoyable and moreefficient.
introduces another breed of wireless router. The D-
Link AirPlus™ G series of high speed devices are Network Security is a precattionary
capable of transferring maxi mum wireess signdl rate of threat and with the DI-524's built-in
up to 54Mbps' in the2.4GHz frequency — the same advanced firewall, these threats

wirdess frequency as 802.11b. TheD-Link DI-524 dso



are minimized, making it more difficult for hackersto penetrate
through. Some firewall featuresindudes functionsto allow or
disallow certain ports to be open for cartain gpplications. Time

scheduling can be gpplied to thefirewall rulesto have
spedific ports open at certain times and to be closed at
other times. Features like content filtering, MAC
filtering, URL blocking, and Domain blocking are
useful toolsto prevent other unwanted intruders
from connecting to your network or browsing
restricted Sites.

The easy to use configuration wizard takes only
minutes to setup and guides users step-hy-step through
configuring the DI-524. With all these features and
an user-friendly utility, the DI-524 provides an
enhanced networking experience

1 Maximum wireless signal rate based onIEEE Standard 802.11g specifications. Actual data throughput will
vary. Network conditions and environmental factors lower actual data throughput rate.
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ALegiant

The Touch Data™ system is the answer to your need for easy,
accurate touch screen data collection. Designed with the
manufacturing process in mind, Touch Data™ utilizes a touch
screen for easy, efficient data entry.

Your information is displayed to each employee in real time,
allowing them to choose from your open ‘jobs” or “work orders”,
filtered by work center, department, employee, etc. The employee
can see their work in real time! No need to key in nhumbers, they
can select from a correct list.

Features
= Touch screen data entry
«  Optional badge reader, barcode guns and fingerprint biometric
authentication.
-  Configurable, flexible workflow process
< The ability for one employee to work on multiple jobs
concurrently, with selections to divide the labor
*  You can define the prompts and data selection options by
Job - each job can be specifically defined for special
prompts, data display, data validation and behavior
Terminal - each touch screen terminal can be
specifically defined for prompts, data display, data
validation and behavior
Global - prompts, data lookups, data validation and
behavior can be defined globally for all terminals and
jobs
Open Database — MS SQL Server database
- Incremental searches — as data is entered or scanned, Touch
Data™ will automatically jump down to the closest match in the
validation list
« Automatic Dropdown Lists — on entry of the data field, Touch
Data™ can display valid selections in a dropdown list
automatically
= Validation lists — can show valid selections according to
Specific field selections
Specific field selections dependent on prior fields data
«  Full virtual keyboard
- Display “currently active” jobs or “all” jobs
«  Color and icon coded job list for easy recognition of job status:

’ Green — Active and in-progress
— Active but “Suspended”
. Silver — Job “Stopped”

“ Red — Job “Completed”
«  Automatic Data capture with accurate data including:
Employee
Terminal that it was captured from
Status of the job
Detailed data of the job
Transaction type
Transaction START and END date and time
Job completion status

Legiant
Timecard ERP

Quantiy: [

Start; 11/29/2004 1:57:04 PM
Stop: 11/28/2004 1:57:04 PM
Elapsed: 0

Open architecture and the ability to integrate with Legiant Web Timecard time and attendance system, Touch Data™ is the



answer to your shop floor data collection requirements. You will have the ability to see, in real time, WIP, where an order is in
production, work center utilization, which employees have worked on a job, work centers the job has traveled through, and to see if
you are over or under production standards in real time. The Touch Data™ system can automatically feed data to your ERP
system as well as calculate real time labor cost and feed payroll.
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Duomeny bazés modelis

Viena svarbiausiy E-rinkimy taikomosios sistemos dalis - duomeny bazé. Duomeny baze galima perskirti i dvi
pagrindines dalis: duomenys susije su rinkéjais ir rinkiminémis apygardomis, bei informacija apie kandidaty surinktus
balsus. Paveikslas Nr.6

Centrines darbo stoties duomeny bazés modelis:

Loginé schema:

candidates cities (u:’hsdt.rn:ts.d

B - . <dist_id= b
candidate_id <city_id = <street_id> (FK)
<candidate_name = =city_name = =city_id = (FK)

<candidate | names e =district_id=> (FK)
<candidate_results> =<pers_id» (FK)

=<dist_namex

statistics ‘\‘

=district_id> streets
<yoters_caunt> <street_id> eople

X ity i <pers_id>
<voters_voted = <city_id= pers_|
=time: <street_name <street_id>
P

<pers_codex
<pers_name:
<pers_|_namex
<house_nr=

1 pav. Centrinés darbo stoties duomeny bazés loginé schema

Duomeny baze sudaro duomenys, reikalingi rinkéju sarasams bei pazyméjimams generuoti, bei statistikos ir rezultatams
saugoti. Duomeny baze sudaro lentelés:
candidates — |entel¢, sauganti kandidaty sarasa; ja sudaro laukai:

candidate id — unikalus numeris, identifikuojantis kandidata. Kiekvienas kandidatas atpazistamas
pagal tai, koki identifikacini numeri jis turi. Tai padeda isvengti klaidy ir optimizuoti infirmacija.
Negali buti tuscias. Integer tipo. Raktinis lentelés laukas. Pvz.: 1209877.
candidate name — kandidato pilnas vardas. Vardo ilgis neribojamas, norint isvengti klaidy
ivedinéjant ilgus kandidaty vardus. Negali bati tuséias. Text tipo. Pvz.: Petras.
candidate | name — kandidato pilna pavardé. Pavardés ilgis neribojamas, norint isvengti klaidy

ivedingjant ilgas kandidaty pavardes. Negali buti tuscias. Text tipo. Pvz.: Jonaitynas.



candidate results — kandidato surinkty balsy kiekis rinkimy metu. Pradiné reiksmé — 0. Integer tipo.
Pvz.: 150.

cities—lentelé, sauganti miesty sarasa; ja sudaro laukai:
city id — unikalus numeris, identifikuojantis miesta. Kiekvienas miestas atpazistamas pagal tai, koki
identifikacini numeri jis turi. Tai padeda isvengti klaidy ir optimizuoti informacija. Negali buti
tuscias. Integer tipo. Raktinis lentelés laukas. Pvz.: 25698.
city_name — miesto pilnas pavadinimas. Pavadinimo ilgis ribojamas 255 simboliais, siekiant sumazinti
atminties poreiki. Negali buti tuscias. Varchar tipo. Pvz.: Kaunas.

streets— lentelé, kurioje saugomas gatviy sarasas, suskirstytas pagal miestus; ja sudaro laukai:
street_id - unikalus numeris, identifikuojantis gatve. Kiekviena gatvé atpazistama pagal tai, koki
identifikacini numeri jis turi. Tai padeda isvengti klaidy ir optimizuoti informacija. Negali buti
tuscias. Integer tipo. Raktinis lentelés laukas. Pvz.: 123597.
city id —numeris, rodantis kuriame mieste yra si gatvé. Negai buti tuscias. Integer tipo. Raktinis
lentelés laukas. Pvz.: 198987.
street name — pilnas gatvés pavadinimas. Pavadinimo ilgis ribojamas 255 simboliais, siekiant
sumazinti atminties poreiki. Negali buti tuscias. Varchar tipo. Pvz.: Dondlaicio.

districts— lentelé, kurioje saugoma informacija apie apylinkes; ja sudaro laukai:
dist_id — unikalus numeris, identifikuojantis apylinke. Kiekviena apylinké atpazistama pagal tai, koki
identifikacini numerj ji turi. Tai padedaisvengti klaidy ir optimizuoti informacija. Negali bati tuséias.
Integer tipo. Raktinis lentelés laukas. Pvz.: 123564.
city id — numeris, rodantis, kuriame mieste yra si apylinké. Negali bati tuscias. Integer tipo. Raktinis
lentelés laukas. Pvz.: 165877.
street_id —numeris, rodantis, kurioje gatvéje yrasi apylinké. Negali biti tuséias. Integer tipo. Raktinis
lentelés laukas. Pvz.: 13548.
dist name — pilnas apylinkés pavadinimas. Pavadinimo ilgis ribojamas 255 simboliais, siekiant
sumazinti atminties poreiki. Negali buti tus¢ias. Varchar tipo. Pvz.: Varpo.

people — lentelé, kurioje saugomainformacija apie rinkéjus; ja sudaro laukai:
pers id — unikalus numeris, identifikuojantis rinkimuose dalyvausiant; asmeni. Kiekvienas asmuo
atpazistamas pagal tai, koki identifikacini numeri jis turi. Tai padeda isvengi klaidy ir optimizuoti
informacija. Negali bati tuséias. Integer tipo. Raktinis lentelés laukas. Pvz.: 312894.
street id — numeris, rodantis kurioje gatvéje gyvena rinkéjas. Negali bati tuséias. Integer tipo.
Raktinis lentelés laukas. Pvz.: 3187.
city_id — numeris, rodantis kuriame mieste gyvenarinkéjas. Negali bati tuscias. Integer tipo. Raktinis
lentelés laukas. Pvz.: 54987.
pers code — lauke tapinamas asmens kodas, kuris reikalingas kaip papildomas identifikatorius.
Unikalus. Negali biiti tuscias. Integer tipo. Pvz.: 38005140615.



pers_name — pilnas rinkimuose dalyvaujancio asmens vardas. Vardo ilgis ribojamas 255 simboliais,
siekiant sumazinti atminties poreiki. Negali buti tuscias. Varchar tipo. Pvz.: Jonas.
pers | name — pilna rinkimuose dalyvaujanc¢io asmens pavardé. Pavardés ilgis ribojamas 255
simbolials, siekiant sumazinti atminties poreiki. Negali bati tuscias. Varchar tipo. Pvz.: Petraitis.
house nr — pilnas rinkimuose dayvaujancio asmens adresas, reikalingas kaip papildomas
identifikatorius, be to rasiuojant rinkéjus pagal apylinkes. Negali bati tuscias. Integer tipo. Pvz.: 22.
Fiziné schema:
districts
dist_id: integer
street_id: integer
candidate_name: varchar() city_id: integer

candidate | name: varchar) =5 district_id: integer
candidate_results: integer pers_id: integer

candidates cities

candidate_id: integer city_id: integer

city_narme: varchar)

dist name: varchar

statistics ‘|‘

streets
street_id: integer

district_id: integer

eople
pers_id: integer

vaters_caunt: integer
voters woted: integer
time: integer

city_id: integer
street_name: varchar()

street_id: integer
city_id: integer
pers_code: integer
pers_name: varchar()
pers_|_name: varchar()
house_nr: integer

2 pav. Centrinés darbo stoties duomeny bazesfizine schema

Apygardos duomeny bazés modelis:

Loginé schema:

candidates woters voter statistics
candidate_id | pers_id

candidate_name pers_name voted
candidate_|_name pers_|_nam notvoted
candidate_results

3 pav. Apygardos duomeny bazéslogine schema

Apygardos duomeny baze¢ sudaro duomenys apie kandidatus ir rinkéjus, saugomi dvejose lentel ése:
candidates— tai lentelé kurioje saugomi kandidaty duomenys, ja sudaro sie laukai:
candidate id — unikalus numeris, identifikuojantis kandidata. Kiekvienas kandidatas atpazistamas
pagal tai, koki identifikacini numeri jis turi. Tai padeda isvengti klaidy ir optimizuoti informacija.

Negali bati tuscias. Integer tipo. Raktinis lentelés laukas. Pvz.: 123456.



candidate_name — kandidato pilnas vardas. Vardo ilgis ribojamas 255 simboliais, siekiant sumazinti
atminties poreiki. Negali buti tuscias. Varchar tipo. Pvz.: Petras.

candidate | name — kandidato pilna pavardé. Pavardés ilgis ribojamas 255 simboliais, siekiant
sumazinti atminties poreiki. Negali buti tuscias. Varchar tipo. Pvz.: Petraitis.

candidate results — kandidato surinkty balsy kiekis rinkimy metu. Pradiné reikSmé — O. Integer tipo.
Pvz.: 250.

voters - lentelé, kurioje saugoma informacijaapie rinkéjus; ja sudaro laukai:

pers id — unikalus numeris, identifikuojantis rinkimuose dalyvausianti asmeni. Kiekvienas asmuo
atpazistamas pagal tai, kokj identifikacini numeri jis turi. Tai padeda isvengi klaidy ir optimizuoti
informacija. Negali bati tuséias. Integer tipo. Raktinis lentelés laukas. Pvz.: 312894.

pers_name — pilnas rinkimuose dalyvaujancio asmens vardas. Vardo ilgis ribojamas 255 simboliais,
siekiant sumazinti atminties poreiki. Negali biiti tusc¢ias. Varchar tipo. Pvz.: Jonas.

pers |_name — pilna rinkimuose dalyvaujanc¢io asmens pavardé. Pavardés ilgis ribojamas 255
simbolials, siekiant sumazinti atminties poreiki. Negali bati tuscias. Varchar tipo. Pvz.: Petraitis.

voter_statistics— lentelé, kurioje renkama statistiné informacija apie balsavusiy ir nebalsavusiy rinkéjy skaiéiy:

voted — integer tipo laukas. Pradiné reiksmé 0. Kai siun¢iama statistika is agpylinkiy, lauke
sumuojamos balsavusiy rinkéju retksmés. Gavus informacija is visy apylinkiy ir nusiuntus ja centrinei
darbo stocial, lauko reiksme kei¢iama i O ir laukiama sekancio statistikos siuntimo ciklo.

notvoted — integer tipo laukas. Pradiné reiksmé 0. Kal siunciama statistika is balsavimo terminaly,
lauke sumuojamos dar nebalsavusiy rinkéju reiksmés. Gavus informacija i$ visy terminaly ir nusiuntus
ja centrinel darbo stociai, lauko reiksme keiciama O ir laukiama sekancio statistikos siuntimo ciklo.

Fiziné schema:

candidates voters voter_statistics
candidate_id: integer | pers_id: integer
candidate_name: varchar255) pers_name: varchar255) voted: INTEGE
candidate | narme: varchar255) [
candidate_results: integer

ers | name: varchar265

4 pav. Apygardos duomeny bazes fizine schema

Bal savimo terminalo duomeny bazés modelis:
Loginé schema:



candidates voters
candidate_id

candidate_name
candidate_|_name
candidate_results

pErS_name
pers_| name
vited

confirmed

5 pav. Balsavimo terminalo duomeny bazés logine schema

Balsavimo terminalo duomeny baze¢ sudaro duomenys apie kandidatus ir rinkéjus, saugomi dvejose lentelése:

candidates— tai lentelé kurioje saugomi kandidaty duomenys, ja sudaro sie laukai:

candidate id — unikalus numeris, identifikuojantis kandidata. Kiekvienas kandidatas atpazistamas
pagal tai, koki identifikacini numeri jis turi. Tai padeda isvengti klaidy ir optimizuoti infirmacija.
Negali bati tuscias. Integer tipo. Raktinis lentelés laukas. Pvz.: 123456.

candidate_name — kandidato pilnas vardas. Vardo ilgis ribojamas 255 simboliais, siekiant sumazinti
atminties poreiki. Negali buti tuscias. Varchar tipo. Pvz.: Petras.

candidate | name — kandidato pilna pavardé. Pavardés ilgis ribojamas 255 simboliais, siekiant
sumazinti atminties poreiki. Negali buti tuscias. Varchar tipo. Pvz.: Petraitis.

candidate_results — kandidato surinkty balsy kiekis rinkimy metu. Pradiné reiksmé — O. Integer tipo.
Pvz.: 250.

voters - lentelé, kurioje saugoma informacijaapie rinkéjus; ja sudaro laukai:

Fiziné schema

pers id — unikalus numeris, identifikuojantis rinkimuose dalyvausiant; asmeni. Kiekvienas asmuo
atpazistamas pagal tai, koki identifikacini numeri jis turi. Tai padeda isvengi klaidy ir optimizuoti
informacija. Negali bati tuséias. Integer tipo. Raktinis lentelés laukas. Pvz.: 312894.

pers_name — pilnas rinkimuose dalyvaujancio asmens vardas. Vardo ilgis ribojamas 255 simboliais,
siekiant sumazinti atminties poreiki. Negali baiti tusc¢ias. Varchar tipo. Pvz.: Jonas.

pers | name — pilna rinkimuose dalyvaujancio asmens pavardé. Pavardés ilgis ribojamas 255
simbolials, siekiant sumazinti atminties poreiki. Negali bati tuscias. Varchar tipo. Pvz.: Petraitis.
voted — boolean tipo laukas. Galimos reiksmés Taip arba Ne. Pradiné reiksmé Ne. Jai rinkéjas
balsuoja, reiksmé keiciamai Taip. Laukas reikalingas, kad zinotume ar rinkéjas jau balsavo.
confirmed — boolean tipo laukas. Galimos reiksmés Taip arba Ne. Pradiné reiksmé Ne. Jei rinkéjas
atéjo i apylinke balsuoti ir uzsiregistravo irasomareiksmé Taip, tada jis jau gali eiti balsuoti. Laukas

reikalingas pradineg rinkéju registracija apylinkéje.



candidates
candidate_id: integer

candidate_name: varchar(255)
candidate | name: varchar255)
candidate_results: integer

voters

pers_id: integer

pers_name: varchar255)
pers_|_name; varchar25s
vaoted: hoolean

confirmed: boolean

6 pav. Balsavimo terminalo duomeny bazésfizine schema






