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ABSTRACT In an era in which social media platforms are proliferating and becoming primary
communication channels, the identification of evidence for crimes from such platforms is crucial for digital
forensics and legal proceedings. This paper presents a novel approach for systematically structuring and
categorising digital attributes that are interlinked across social media platforms using digital ontologies,
as well as a method for user profiling using domain-specific digital artefacts. The ontology models consist
of classes with subclass distinctions for text, image, and video types of evidence. These models are flexible
and can be expanded to include various social media platforms and evidence categories. Simultaneously, the
user profiling method employs mathematical formulas and visual representations to develop comprehensive
profiles of individuals based on extracted social media data. This methodology evaluates the relevance
of a set of digital artefacts and related attributes, such as interests, location, and activities, using their
weights. Additionally, the research addresses the legal and ethical considerations pertinent to the collection
of data from social media. Despite the approaches’ immense potential for expediting evidence collection
and developing insightful profiles, obstacles such as scalability, legal complexities, and data noise are
identified. This work makes a substantial contribution to the development of digital forensics and cybercrime
investigations involving social media platforms.

INDEX TERMS Social media, digital evidence, profiling, digital forensics, digital artefacts.

I. INTRODUCTION

Technology advancements, the proliferation of information,
and the rise in popularity of social media platforms like
Twitter, Facebook, Instagram, TikTok, Youtube and others
have all contributed to the growing reliance on these sites
in our everyday lives. Social media platforms have many
positive effects, but it also poses risks to individuals. In this
day and age of technology, there are a lot of crimes that may
be linked to social media in some way. Back in the day, most
criminals would leave behind some sort of trail of evidence
in the real world. In today’s world, criminals increasingly
feel safe conducting their activities in cyberspace, with
devastating consequences for society. They engage in illegal
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behaviours such as fraud, cyber stalking, cyber bullying, and
many more by using online tools provided by social media
[1], [2]. These days, even the most cynical among us have
access to the most cutting-edge social media platforms, and
the Internet’s many advantages never cease to astound them.
The anonymity and the capacity to establish a virtual world
where people may connect digitally without ever having met
each other face-to-face and share information, images, and
other material are major factors in social media’s popularity
under the cybercriminals.

On the other way, social media platforms are a source of
evidence for crimes because they include a great quantity of
information that can be used to identify suspects, establish
motivations, and recreate the events leading up to a crime.
Given the fact that it is digital platform where individuals
communicate their thoughts, feelings, and experiences with
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the general public or with a small group of people, social
media may be valuable source for investigators of crimes.
It may include a plethora of data that is useful for a criminal
inquiry [3].

Social media platforms enable users to establish profiles
that include personal information such as name, age, location,
occupation, and level of education, in addition to photos and
videos. These profiles can be used to identify and confirm
the identities of suspects. Moreover, social media platforms
permit users to post messages, comments, and status updates.
It preserves a record of user activity, which includes the posts
that users have liked, the comments that they have made, and
the sites that they have visited. These pieces of information
can be put to use in order to determine the suspects’
interests, relationships, and connections in the criminal
world. In addition, it includes private communication tools,
such as direct messaging and discussion forums. The content
of these conversations can be used as evidence in criminal
investigations if they are recorded [4]. It’s essential to keep
in mind that acquiring data from social media platforms and
using that data as digital evidence must be carried out in a
manner that is compliant with applicable laws and privacy
rules.

Digital evidence is critical in cases of cyber crime on
social media, because it can help to establish the identity
of the perpetrator, the scope and severity of the crime, and
the extent of any damages or harm caused by the crime [5].
By identifying digital evidence from social media platforms,
investigators can obtain important information such as IP
addresses, login credentials, timestamps, communication
records, efc., that can help to identify the person or persons
responsible for the cyber crime. This information can also be
used to track the location of the perpetrator, determine the
scope of the crime, and identify any other individuals who
may have been involved.

Digital evidence can provide a clear and objective record
of the events that took place, and can help to establish the
authenticity and accuracy of other forms of evidence that
may be presented. Nevertheless, it is essential to accurately
depict the entire context of the crime by tracking the digital
evidence that has been identified. In this way, the profiling
the evidence in a case of cyber crime on social media can
help investigators to identify patterns, connections, and other
important information that may not be immediately apparent
from individual pieces of evidence.

Profiling involves analyzing the digital evidence collected
from social media platforms to identify key characteristics
and trends that may be relevant to the case [6]. This involves
looking for patterns in the timing, location, and content of
social media posts, as well as analyzing metadata and other
digital footprints to identify connections between different
pieces of evidence. For instance, a suspect who frequently
posts or comments on certain types of content, or who
frequently interacts with certain individuals or groups, may
be more likely to be involved in cyber crimes related to those
topics or communities. Similarly, a suspect who frequently
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uses certain types of language or expressions in their posts
or messages may be more likely to have specific motivations
or psychological profiles. Profiling enables analysis of the
timing and location of the suspect’s digital activity, as well as
their device and network characteristics, to identify potential
leads and generate hypotheses about the suspect’s movements
and whereabouts at the time of the crime.

By profiling the evidence, investigators can puzzle out the
answers to fundamental questions, which serve as the basis
for the digital evidence object model [7]:

o When was the cyber crime committed? The time and
date of the crime can be used to narrow down the list
of suspects and identify individuals who were active on
social media platforms around the time of the crime.

e Why was the cyber crime committed? The motive
behind the crime can be uncovered by analyzing
the content and context of social media posts and
messages, as well as any previous interactions between
the perpetrator(s) and the victim(s).

« What methods were used to carry out the crime? The
type of cyber crime and the tools or techniques used
can be identified through forensic analysis of digital
evidence.

+ Where did the cyber crime occur? The location of the
crime can be determined by analyzing IP addresses and
other digital data, which can help to identify potential
suspects based on their geographic location.

Generally, by piecing together the information gathered
from the previous questions, investigators can narrow down
the list of important information such as:

1) the motive behind the crime;

2) the methods used to carry out the crime;

3) the extent and scope of the crime;

4) the potential impact on individuals or organizations
affected by the crime.

Following that, the list of possible suspects may be reduced,
allowing investigators to finally zero in on the person or
people Who potentially committed the cyber crime.
Identification and profiling of digital evidence on social
media require a combination of technical expertise, legal
knowledge, and critical thinking skills to navigate the
complex landscape of social media platforms and effectively
gather and analyze relevant evidence. While social media
platforms generate enormous amounts of data, it can be
difficult to sift through all the information to find relevant
evidence. Moreover, they are constantly evolving, with new
features and interfaces being added frequently. This can make
it difficult for investigators to keep up with the latest changes
and understand how to navigate each platform effectively.
The authenticity and reliability of digital evidence is difficult
to verify, especially when it has been altered or manipulated
in some way [8]. Furthermore, social media users expect a
certain level of privacy, so investigators must be aware of the
legal requirements and restrictions surrounding the collection
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and use of digital evidence, especially when it comes to
privacy laws and the admissibility of evidence in court.

Data acquired from diverse sources is used to identify and
profile digital evidence on social media. The data gathered
may be incomplete, and some crucial information may be
overlooked. Users, for example, may remove their accounts
or posts, and the data gathered prior to such deletion may
not properly represent the user’s behaviour. Users on social
media networks behave differently on each platform. This
means that narrowing down the potential suspect of the
crime necessitates data from several platforms, and the data
gathered may not be representative of the target community.
This has the potential to inject bias into the analysis.

On the same note, social media networks impose lim-
itations on the data that may be viewed and used. This
can reduce the effectiveness of identification and profiling
tools, especially when identifying anonymous individuals
or examining private accounts. Identifying patterns and
relationships in data is frequently required when profiling
digital evidence on social media. This, however, can result
in false positives, in which innocent users are incorrectly
classified as suspicious or related to criminal activity.

Even though advanced analytical tools can be effective for
analysing digital evidence from social media [9], [10], inves-
tigators should be aware of their limitations and weaknesses
and use them in conjunction with other techniques to ensure
accurate and ethical results. Typically, machine learning
and artificial intelligence algorithms are trained on specific
categories of data and may not be able to account for broader
contextual factors that may influence the interpretation of
digital evidence [11]. Depending on the data used to train
an algorithm, it may produce inaccurate or unjust results.
Even if a machine learning model performs well on its
training data, it may perform inadequately when exposed
to new data if it was not trained in a diverse environment
or with context in mind [12], [13]. In the context of social
media, where data can be influenced by social biases and
algorithmic amplification, this is of particular importance.
Complex and difficult-to-interpret machine learning and
artificial intelligence algorithms can make it challenging to
comprehend how the algorithm arrived at a particular result.
This is particularly problematic in legal contexts, where
transparency and explicability are essential. It is possible
for machine learning and artificial intelligence algorithms
to generate false positives and false negatives, causing
investigators to overlook crucial evidence or draw erroneous
conclusions from the data.

In the context of digital forensics and cyber crime
investigations, digital ontology can be used to help organize
and analyze digital evidence from sources like social media
[15]. By providing a standardized way of representing
relevant concepts and relationships, it can help investigators
identify and prioritize key evidence more -effectively,
and can facilitate collaboration and information-sharing
between different stakeholders involved in the investigation
process [16].
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Digital ontology help to ensure consistency and inter-
operability across different tools and systems used in the
investigation process. This is especially important when
working with multiple investigators or agencies that may
be using different tools or systems. It reduces errors and
inaccuracies in the investigation process by providing a clear
and consistent representation of digital evidence. Even more
important is that such a method can be customised and
adapted to the specific needs and requirements of a particular
investigation, making it a highly flexible and adaptable tool
for analysing digital evidence from social media.

Motivated by this, the authors of this paper aims to
explore the identification and profiling of digital evidence
by examining domain-specific digital artefacts that are
cross-linked between social media platforms. The process
of justifying digital evidence involves the analysis of the
attributes from various social media platforms to identify
commonalities among different types of digital artefacts.
Main contribution of the proposed approach includes:

« an ontology-based diagram for the digital profiling
of attributes that are interlinked across social media
platforms;

« a method for the identification of the digital evidence to
narrow down the relationship with a potential suspect(s)
of a cyber crime on social media;

« a user profiling based on domain-specific digital arte-
facts defined by set of digital attributes gained from
social media.

Digital artefacts are data that is created or shared in a
digital format, that are stored or transmitted on social media
platforms. These artefacts may contain valuable information
that can be used in legal or criminal investigations, such as
evidence of a crime or a suspect’s location or activities. The
analysis of digital artefacts requires a systematic approach
that involves the examination of different attributes associated
with each artefact. These attributes can include technical
details such as the file format, resolution, and metadata,
as well as contextual information such as the location,
time and date, and authorship of the artefact. By analysing
these attributes across different types of digital artefacts,
identification of patterns and commonalities can be done that
may be relevant to a particular investigation. For instance,
by analysing the metadata associated with an image or video,
investigators can determine the location, date, and time of the
original creation or upload of the artefact. This can provide
clues as to the identity of the person who created or shared
the artefact and may help establish a timeline of events.
Additionally, the analysis of the file format and technical
details of the digital artefact can help to identify the software
or tools used to create or modify the artefact, which may
provide further evidence to support the investigation.

The remainder of this paper is as follows. Section II
reviews the current scientific methods and techniques, related
to the analysis of digital evidence on social media. The
proposed ontology-based model for the identification and
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profiling of digital evidence is described in Section III.
A validation of the proposed approach and analysis of the
obtained results are discussed in Section IV. The significance
of the proposed model and its limits are discussed in
Section V. And finally, Section VI summarises the work by
detailing the outcomes obtained and plans for future works.

Il. RELATED WORKS

The field of digital forensics in social media is becoming
more significant as social media platforms continue to play an
essential role in various facets of our lives, such as personal
communication, business, and politics. Legal processes are
increasingly making use of evidence obtained from social
media platforms, which highlights the need for develop-
ing digital forensics methods that are both resilient and
dependable. Chat logs, posts, comments, likes, shares, direct
messages, and other forms of online communication are
some types of digital evidence that may be gathered during
social media forensics investigations. The reconstruction of
timelines and the piecing together of the events that led up to
a specific occurrence may be accomplished with the help of
metadata by professionals that specialize in digital forensics.
Evidence relating to cyber crime, harassment, identity theft,
fraud, and other forms of digital wrongdoing on social media
may fall under this category. The review of the relevant
scientific works focuses on the following:

« identification of target and their connections on social
media;

« profiling of the user (potencial crime suspect) by the
collected digital evidences.

A summary of the reviewed scientific papers is presented
in Tables 1, 2 highlighting the elements involved in digital
evidence identification and user profiling. The shortcomings
of solutions proposed by other researchers are concluded as
well.

The process of recognising, identifying and collecting
important digital information that might serve as digital
evidence in a forensic investigation is what plays a role
in the identification of target on social media platforms
equivalent to Twitter, Facebook, TikTok and others. In this
initial phase, investigators define the specific elements they
pursue on social media platforms in order to conduct an effec-
tive investigation. By establishing well-defined objectives,
investigators can concentrate their efforts and optimise the
investigation process.

Investigators utilize specific search techniques and key-
words to identify relevant content on social media platforms.
This includes searching for posts, comments, messages,
profiles, groups, devices [16] or hashtags related to the inves-
tigation. For example, the identification of the authorship can
be made by the analysis of a digital text, known as short
comments on social media. Such analysis includes capturing
of features of the author’s writing style at multiple levels,
such as the quantity of individual characters, the sort of words
that an individual employs, the manner in which the writer
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TABLE 1. Summary of reviewed papers.

Refer.
no.

Specific elements in identification
and profiling

Limitations

(13]

(14]

[15]

[16]

[17]

(18]

[19]

[20]

(21]

[22]

(23]

(24]

[25]

(26]

[27]

(28]

(29]

[30]

Searching for profiles or con-
nections; Digital artefacts; User-
generated content; Metadata Ex-
amination

Target search; Keyword
techniques;  Digital artefacts;
User-generated content; Linguistic
and Stylistic Analysis

Searching for profiles or con-
nections; Cross-Platform Analy-
sis; Metadata Examination; Activ-
ity analysis; Temporal Analysis;
Location Analysis

Digital artefacts; Metadata exam-
ination; Content analysis; Tempo-
ral Analysis; Location Analysis
Searching for profiles or con-
nections; Cross-Platform Analy-
sis; Cross-referencing; Social Net-
work Analysis

Metadata examination; Content
Analysis; Temporal analysis; Lo-
cation analysis

Searching for profiles or connec-
tions; Cross-referencing

Social Network Analysis; Search-
ing for profiles or connections

Searching for profiles or con-
nections; Cross-Platform Analy-
sis; Metadata Examination; Activ-
ity and Behavioral Analysis
Keyword techniques;Digital
artefacts; user-generated
content;Cross-referencing and
Data Integration

Digital artefacts; user-generated
content; Metadata Examination;
Linguistic and Stylistic Analysis;
Cross-referencing and Data Inte-
gration

Digital artefacts; Metadata exami-
nation; Content analysis; Location
Analysis

Digital artefacts; Metadata exami-
nation; Content analysis; Location
Analysis

Digital artefacts; Metadata exam-
ination; Content analysis; Tempo-
ral Analysis

Searching for profiles or con-
nections; Activity and Behavioral
Analysis; Content Analysis; Sen-
timent Analysis; Linguistic and
Stylistic Analysis

Digital artefacts; User-generated
content; Metadata Examination;
Cross-referencing

Cross-referencing;
Analysis
User-generated content; Metadata
Examination; Content Analysis

Temporal

Related just to the identification
of the digital information and it
verification.

The link between correctness
and author set size reveals unreli-
able results, emphasizing differ-
ences in language term usage.
Described correlations cannot
be characterised using durations
and overlapping periods.

The quality of the provided im-
ages may impact the accuracy of
forgery detection, localisation.
The effectiveness depends on the
availability and quality of data,
potential data restrictions, and
the presence of noise and misin-
formation.

Performance heavily relies on
the availability of comprehensive
provenance datasets for evalua-
tion.

Due to the unpredictable patterns
of the random selection, little
variance in the findings occurs.
Predicting social network inter-
actions based on geographical
linkages.

Comparative analysis of Al mod-
els in a case of digital transac-
tions lacking focus on profiling
of the users .

Models of Al focus only on im-
age processing in digital foren-
sics.

Models of Al focus only on im-
age forensics.

Missing connections between the
discovered evidence item and
any existing evidence pieces.
Study focuses solely on fraud de-
tection and information extrac-
tion from video materials; lacks
profiling techniques.

The model’s resilience to recog-
nise many sorts of modified face
images.

The reliability of the approach
relies on the presence of a large
volume of noisy and short texts,
limited availability of metadata,
and potential user anonymity.
Does not take into consideration
all the intricacies and variances
in devices, evidence items, data
formats that occur in real-world
settings.

IoT forensics focused only on the
phases of the digital forensics.
Focus on the custody chain while
lacking identification of the digi-
tal evidence.

organises the sentences, or the usage of distinct types of terms
[17]. This strategy undermines confidence since it opens
the door to the possibility that several people are producing
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TABLE 2. Continuation of summary of reviewed papers.

Refer.
no.

Specific elements in identification
and profiling

Limitations

[31]

(32]

[33]

(34]

(35]

(36]

(37]

(38]

Digital artefacts; user-generated
content; Cross-Platform Analysis;
Content Analysis; Temporal Anal-
ysis

Digital artefacts; user-generated
content; Metadata Examination;
Content Analysis; Cross-
referencing and Data Integration
Keyword techniques; Searching
for profiles or connections; User-
generated content; Social Network
Analysis; Activity and Behavioral
Analysis; Content Analysis; Senti-
ment Analysis

Searching for profiles or connec-
tions; Digital artefacts; Activity
and Behavioral Analysis; Content
Analysis
Target search; Keyword
techniques;  Activity  analysis;
Content Analysis; Cross-
referencing and Data Integration
Keyword techniques;  Digital
artefacts; Activity and Behavioral
Analysis; Sentiment Analysis;
Linguistic and Stylistic Analysis
Searching for profiles or connec-
tions; Digital artefacts; Activity
and Behavioral Analysis; Content
Analysis; Cross-Platform Analy-
sis; Metadata Examination

Target search; Searching for pro-
files or connections; Digital arte-
facts; Metadata Examination; So-
cial Network Analysis; Activity
and Behavioral Analysis

Focus on the preservation of dig-
ital evidence via the establish-
ment and maintenance of a se-
cure chain of custody is facili-
tated by using the capabilities of
Ethereum and Hyperledger.

The use of blockchain technol-
ogy for the purpose of notarizing
material generated inside social
media networks.

A system designed to recognise
and analyse the sentiment ex-
pressed in social network opin-
ions lacking focus on the identi-
fication of the digital evidence.

Not taken into account the sen-
timent analysis while users ex-
changing messages.

It may not be able to identify so-
phisticated bots fooling standard
detection methods.

Missing investigation for the lan-
guage and information of the
profile.

The data gathering techniques
depend on the premise that
users actively publish their data
openly, and the proposed ap-
proaches are tested using one
particular social media site.

The provided solution does not
provide a comprehensive anal-
ysis and interconnectedness of
artefacts and attributes.

tweets while purporting to be the same person. It’s possible
that celebrities may pay marketing companies to boost their
internet profile by tweeting on their behalf and helping
them establish an audience. On the other hand assessing
the credibility of media objects, particularly in conjunction
with their associated textual information, complicates the
forensic process. The association of text and media can either
obfuscate or provide context, necessitating sophisticated
verification algorithms.

Graph theory allows for the research of social networks
by portraying social media platforms as graphs with users as
nodes and connections as edges [18], [19], [20], [21]. Various
approaches, such as centrality measures and community
discovery algorithms, can be used to identify prominent
individuals, locate clusters of users with similar behaviours,
and uncover potentially dangerous actions. The extensive
and heterogeneous characteristics of data on social media
may be seen as a complex and interconnected graph with
a multitude of nodes and edges. Conventional data mining
techniques may encounter challenges in unraveling the
complex interrelationships and patterns included in this
network, thereby emphasizing the necessity for tailored
forensic methodologies. The suggested approaches, which
were mentioned above, places significant emphasis on
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identifying potential correlations and aims to show sub-
graphs or particular patterns within the broader network.
Nevertheless, this particular emphasis may fail to consider
other noteworthy graph topologies or linkages. Utilizing
such models, automation would proficiently go over such
a graph, actively searching for patterns or abnormalities.
However, the dependability of the models depend on their
capacity to accurately capture the intricate details of the
graph and establish a reliable connection between each node
(representing evidence) and its original source within the vast
social media network.

Link analysis reveals hidden ties [22], powerful users, and
partnerships, allowing the detection of networks involved
in cyberbullying or the distribution of illegal information.
This research acknowledges the occurrence of false-positive
results and in the context of digital evidence identification,
false-positives can lead to misinterpretation or incorrect
conclusions. According to the authors [3], there is a theory
of weak relations that observes that nodes with a large
geodesic distance and a feminine account signature have
a significant impact on malevolent activity due to a desire
to comprehend the user. It can be stated that the theory’s
constrained scope might unintentionally overlook pertinent
nodes or significant factors. Relying on a criterion character-
ized as a feminine account signature potentially introduces
gender-related biases, particularly in light of the ambiguity
surrounding this descriptor’s specifics. Ascribing malevolent
actions purely to the desire to comprehend the user may
represent a reductive perspective, given that underlying
motivations for maleficent behaviors can be complex and
varied. An undue emphasis on geodesic distance may neglect
the examination of more nuanced network interrelationships.
Furthermore, the assumption that nodes adhering to this
criteria exhibit an inherent propensity for malevolent actions
could lead to inaccurate identifications. Due to this the
broader applicability of this theory across a spectrum of
network configurations warrants further exploration.

Advanced techniques as machine learning and Al are
used to assist the identification of digital evidence on social
media [23], [24] [25]. As digital cameras and mobile devices
become more commonplace as sources of evidence on social
media, a growing number of authors are looking at the
identification of significant forensic evidence components,
their piecing as evidence items, or the establishment of the
connections between evidence items in specific cases [26],
[27], [28]. Other authors in [29] proposed a method for
grouping Twitter authors that combines feature extraction
with the transformation of high-dimensional data into a
kernel matrix. They suggested a system that automatically
collects Twitter data, extracts features relevant to author
clustering on Twitter, and employs an unsupervised learning
module. This research emphasizes authorship analysis to
counteract the inherent anonymity challenges in Internet
services, particularly on the Twitter platform where users can
control multiple accounts. However, relying solely on this
method could overlook other crucial behavioral or technical
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indicators. The study’s dependency on an automated unsuper-
vised learning approach for Twitter author clustering, while
innovative, may not capture the nuances present in labeled
data. Furthermore, the transformation of high-dimensional
data to a kernel matrix might inadvertently lose significant
information. The methodology’s focus on data from an
automatic Twitter collection module raises questions about
data quality and representativeness. Moreover, while the
method claims superior efficacy in clustering large numbers
of accounts, precise performance metrics in comparison
to existing methodologies remain unspecified. Lastly, the
approach’s adaptability to platforms other than Twitter
remains unexplored.

Initial forensic study on the blockchain-based forensic
investigation was published in [9]. The researchers tried to
find out what links proof items, where they came from, how
they can be traced, and how they can be checked, taking
into account the variety of devices, evidence items, data
types, and more in the complex IoT environment. Another
study in [30] examines the advantages of utilizing blockchain
technology in the field of digital forensics and provides
an overview of the latest blockchain solutions designed
for IoT forensic frameworks. Nevertheless, the studies
may encounter difficulties stemming from the extensive
range and continuous development of Internet of Things
(IoT) devices and data types. The potential implementation
of transferring analyzed data to a framework based on
blockchain technology may give rise to problems regarding
efficiency, security, and verification. Moreover, the research
highlights the significance of establishing strong associations
between evidence items and their origin, ability to be traced,
and capacity to be audited. However, achieving consistency
in these aspects across a wide range of devices poses
a challenging endeavor. The scalability of the framework
within a continuously increasing Internet of Things (IoT)
environment and its capacity to quickly adapt to rapidly
evolving technology are aspects that may raise concerns.

The immutability of Blockchain technology presents
considerable promise in the field of digital forensics since
it preserves the validity and integrity of data [31], [32]
[33]. The decentralized structure of the system offers a
level of resistance against both data loss and tampering.
Additionally, the utilization of timestamps can effectively
establish essential dates. Smart contracts have the capability
to automate forensic procedures, hence facilitating inves-
tigations pertaining to cryptocurrencies [34]. Nevertheless,
the integration of blockchain into digital forensics requires
careful consideration due to persistent obstacles such as
scalability, privacy issues, and acceptance limitations.

In social media forensics, user profiling methods entail
mainly analysis of the identified and collected variety of
data sources to obtain insight into user characteristics and
behaviours. This includes examining account information,
conducting social network analysis to identify connections
and communities, analysing activity and behaviour patterns,
examining content shared via text, images, and multimedia,
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conducting temporal and location analysis, conducting senti-
ment analysis, linguistic and stylistic analysis, and integrating
data from multiple sources. By taking into account these
factors, investigators can construct exhaustive profiles that
disclose the identities, interests, affiliations, and intentions of
users.

The authors in [35] presented a method for user profiling
that analyses the non-volatile data that is still present on
digital devices. It establishes that a user has a propensity and
an impact, both of which point to patterns of applications use.
The presented work primarily focuses on non-volatile data
from digital devices, potentially overlooking the dynamic
nature of evidence on diverse social media platforms. While
previous research has been limited to specific applications or
devices, this approach might not fully capture the complex-
ities of social media, especially when considering volatile
content like live streams or chats. The method’s emphasis
on “tendency” and “‘impact” might not encapsulate the
multifaceted interactions on social media, and while it
attempts to distinguish users, the vast and intricate nature
of social media data can challenge accurate differentiation.
Additionally, the approach static perspective may not account
for the evolving behaviors of users over time, and the use of
non-volatile data for profiling might raise significant privacy
concerns.

To help identify social bots, a machine learning model with
high prediction accuracy was presented in [6] that profiles
users based on personal information gleaned from their
online posts, including age, personality, gender, and level of
education. This method leaks accuracy in the case of different
user personal information. The authors in [36] sought to
achieve a similar end, but offered a different approach; they
looked at the feasibility of identifying automated users by use
of a fingerprint of user activity and a collection of statistical
measurements describing various facets of that conduct. The
approach simply catches the surface level of conduct, without
delving into the languages and profiles of those involved.

Using the ideas of Advanced Search Operators (ASOs),
Social Aggregators (SAs), Cross-Platform Sharers (CPSs),
Self-Disclosers (SDs), and Friend Finding Features (FFFs),
the researchers in [37] suggested a framework for user
profiling within social media forensics. With the use of
ASOs, investigators may do more precise searches and collect
more relevant data on people. Social media aggregators
(SAs) compile information from several sites to provide a
unified picture of a user’s digital life. CPS displays cross-
platform material, illuminating a user’s passions, networks,
and habits of expression. SD is the practise of examining
user-provided data for clues about their mentality, goals,
and security, among other things. When applied to a user’s
network, FFF is able to detect affiliations, communities,
and even potentially malicious behaviours. Together, these
ideas facilitate the collection, analysis, and integration of data
from many sources, resulting in a holistic profile of a user’s
identity, behaviours, interests, and possible connections.
While user profiling benefits from a combined approach,
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FIGURE 1. Interconnection between digital artefacts’ domains.

there are several restrictions to be aware of. Potential data
gaps might arise if ASOs don’t account for all conceivable
search conditions. Access to APIs and social media platforms
is crucial for SAs, but they are not always freely available,
which might limit or restrict data collection. Not all users
will participate in cross-platform sharing, which will reduce
the amount of data that can be collected via CPS. Users’
purposeful provision of inaccurate or misleading information
might undermine the accuracy of SD and its associated
profiling. Inadequate or biassed information might underpin
FFF suggestions, increasing the risk of incorrect inferences or
missing important relationships. Furthermore, the accuracy
and fairness of user profiling findings might be negatively
impacted by depending entirely on these methodologies with-
out taking into account contextual elements, data integrity,
legal and ethical issues, and possible biases.

Another work proposes a framework and architecture that
address the limits of data visualisation [38]. The proposed
framework does this by resolving the fundamental SW issues.
However, there is a lack of links between artefacts and
attributes for the identification of digital evidence, thus
raising issues about its trust.

Despite the investigations done in user profiling, there are
still gaps and limitations in this field. User profiling in social
media forensics is a complex task, which lacks integration of
multiple data sources, balance of collected information with
fairness in profiling results.

IIl. PROPOSED METHOD FOR IDENTIFICATION AND
PROFILING OF DIGITAL EVIDENCE

The identification of digital evidence begins with the
collection of digital footprints left by users on social media
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platforms. This may be accomplished by browsing public
profiles or via the sites’ APIs (Application Programming
Interfaces). The gathered digital footprints can be categorized
in domains by time, place, reason and nature of the action
(Fig. 1).

Within these domains, each footprint is considered as a
separate digital artefact, some of which may have common
links to one another and also share features with other
digital artefacts. In a digital investigation, the process for the
collection of digital artefacts refers to the specific starting
point, 1, which denotes the investigation’s beginning. The
investigation then collects digital artefacts over a period of
time AT until it reaches £y, the time at which the beginning of
a potential digital crime is determined. Such details illustrate
the time and/or duration of the action (When), which was
done by a subject who is suspected. During this time period,
investigators identify digital artefacts that may support or
refute claims or suspicions related to the case. Supporting
or refuting suspicions depends on collected digital artefacts,
which represent: a) specific actions of the investigated subject
(What); b) the reasons or motive behind the actions (Why);
and c) the location L or place P of the action (Where). Based
on that, the following interconnection is described (Eq. 1):

Who = f{What, Why, Where, When}, where

What v Why v Where v When # () QY

Such interconnection results in Who being functionally
dependent on the combination of sets of artefacts and
attributes in each of the domains, which are not empty sets.
The Who indicates the combined influence of someone’s
activities, reasons or motives, location, and time. This
provides a quantitative measure that shows the total impact
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FIGURE 2. A method for identification of digital evidences.

or significance of these aspects in the profile or behavior of
the investigated subject.

Once the artefacts are collected, the next step is identifica-
tion of the digital evidence (Fig. 2). The identification of the
digital evidence starts with the analysis of the metadata of
the artefacts, which are collected from social media source(s)
S; for entry i. During metadata analysis, attributes are
extracted and associated with the collected artefacts through
a combination of manual examination and specialized tools.
Manual examination involves inspection of the artefact and
its associated metadata to identify relevant attributes such as
timestamps, location data, author details, file formats, efc.
Additionally, metadata extraction tools automatically parse
and extract metadata from specific file types, saving time and
effort. It is important to keep in mind that the set of artefacts
and the set of attributes may have originated from the same
source, or they may have arrived from distinct sources. Either
way, this is a possibility.

Based on the extracted set of attributes a; as well as set
of artefacts h;, the identification of the digital evidence F;
depends on the categorization for the domain of these sets
in relation on their quantity and weight (Eq. 2):

Fi=(wa+ D (@i s))+ - D (his)) + (wy - Si), ()

where a; represents the set of attributes of entry #; ; - the set
of artefacts of entry i; s; is the weight of entry i; w, is defined
as the weight assigned to attributes, wy, - the weight assigned
to artefacts and w, - the weight assigned to the source of social
media.

The weights are considered to determine the importance or
relevance of the attributes and artefacts from social media to
the appropriate evidence. Also, > (q; - s;) represents the sum
of all attributes of entry i each multiplied by its weight and
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> (h; - s;) represents the sum of all artefacts of entry i each
multiplied by its weight.

It is important to mention, that the specific domain depends
on the objectives of the profiling method. In this work,
the domains are defined by actions, reasons, location and
time (4W’s). Following the categorization of the evidence,
individual profiles for a possible suspect ID(fwpn,) are
subsequently developed based on the domain of digital
evidence from the source of social media for entry i (Eq. 3):

ID(fWhO) € (IDS1 s IDst IDS31 IDS4) (3)

These profiles include the relevant digital evidences that fall
under each of domain (Egs. 4-7):

IDs, = fwny - F1 4)
IDs, = fwhen - F2 %)
IDs; = fwhere - 3 (6)
IDs, = fwhat - Fa (7

The profiles offer a synopsis of the qualities, interests, and
behaviors of a subject that falls under a specific domain.
Here fwyy represents the interconnection between artefacts
and relevant attributes that are included for profiling the
reasons or motives of the suspected subject for the actions;
Sfwhen indicates the interconnection between the artefacts and
the attributes that are included in profiling the time and/or
duration of the actions that were carried out by the subject of
suspicion; fiyhere presents the connectivity between artefacts
and associated attributes that are included for profiling the
location and position of the suspected subject as well as
the detected activities; fwnqs points out the link between
artefacts and corresponding attributes that are used to profile
the suspected subject’s individual behaviors.
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High-level architecture of a method for identification of digital evidences (data-flow diagram)
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FIGURE 3. High-level architecture of the proposed method.
The artefacts, which serve as key features in profiling the artefacts related to the suspected subject.
suspected subject, are as follows:
fWhere = {Ls P, T}a (10)

Jwny ={I, P, SC, B}, ®)

where: I is information about a subject’s interests, and
hobbies that can be used for personalization or targeted
advertising; P is information about subject’s preferences;
SC presents information about a subject’s relationships with
other users within the social media platform or application,
including friends, followers, or other social connections; B
is information about a subject’s behavior within the social
media platform or application, including purchase history,
search queries, or other actions.

fWhen = {Bes El’l, AT}! (9)

where: Be is the time at which the beginning of a potential
cybercrime is determined (#p); En is the time at which the
investigation starts (#1) and AT is a period of time during
that the investigators are identifying and collecting the digital

111680

where: L describes the absolute location from the geographi-
cal point of view; P is a suspected subject’s physical location
or the location of the device they are using to access social
media platforms; 7 is a timestamp, which refers to a time and
date when the suspected subject’s location was recorded or
updated on social media platforms.

Jwhar = {A, Pas, Pro}, (1)

where: A refers to the activity that covers information
about a suspected subject’s interactions with social media
platforms, including logins, clicks, views, and other actions;
Pas describes all details related to the password that was used
to access social media platforms; Pro is a suspected subject’s
chosen image that is used to represent them within the social
media or application.

By following the above-mentioned steps,the following
represents the process of constructing profiles of suspected
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subjects by considering digital evidence across different
domains and social media sources:

Who € f(IDs;(F1), IDs,(F3), ..., IDs,(Fy)) (12)

The objective of the profiling is to ascertain the inclusion
of the suspected subject referred to as Who within the
profile of a suspected subject derived from a particular
social media source denoted as S;. This determination is
achieved by employing the profiling function to analyze
the digital evidence (F1, F, ..., F};) acquired from different
domains (4W’s) encapsulated within the particular profile on
particular social media platform denoted as IDy;.

Figure 3 gives an in-depth representation of the proposed
method, illustrating its high-level architectural structure. It is
important to note that a high-level architecture highlights
an interconnection between human and machine processing
in the overall process of identifying digital evidence.
An expert in the field of digital forensics is someone who
has specialized knowledge and skills in the identification,
collection, profiling, analysis and interpretation of digital
evidence. They can assist with a variety of tasks, such as:

« identifying digital evidence;

« collecting digital evidence;

« profiling digital evidence;

« analyzing digital evidence;

« interpreting digital evidence;

« presenting digital evidence in court.

The reanalysis process is a method of revisiting digital

evidence that has already been analyzed. This can be done
for a variety of reasons, such as:

« to confirm the original analysis;

« toidentify new evidence;

« to update the analysis to reflect new developments in
technologys;

« to address challenges to the original analysis.

The reanalysis process can be complex and time-
consuming, but it can be an important tool for ensuring the
accuracy and completeness of digital evidence analysis.

The first stage (see Figure 3) involves collecting digital
artefacts from social media sources. This can be accom-
plished manually or automatically. The digital artefacts may
consist of posts, communications, images, videos, and other
types of content. Once the artefacts have been accumulated,
their metadata is analyzed to extract pertinent attributes. This
includes timestamps, location information, author details, and
file formats. The metadata can be used to determine the origin
of the artefact, its creation date and time, and the user who
created it.

The extracted attributes are utilized to identify digital
evidence. This is accomplished by categorizing the evidence
into domains including actions, motives, location, and time.
A post containing the location data. i.e., “London, UK” and
the time signature, i.e., “2023-06-30 12:00:00” would be
considered as digital evidence of the location domain.
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Based on the digital evidence, individual profiles are
then developed for potential suspects. These profiles contain
details regarding the suspect’s interests, motivations, activi-
ties, and location. For instance, a profile of a suspect who is
interested in travel and has posted pictures of themselves in
London, United Kingdom, would likely include the location
domain as a prominent characteristic.

Determining whether or not a specific subject is included in
a profile is the final phase. This is accomplished by analyzing
the digital evidence in the profile and comparing it to the
known attributes of the suspect. For instance, if a suspect’s
profile includes the location domain and the suspect has been
spotted in London, UK, it is likely that the suspect will be
included in the profile.

A complex data flow is required for the identification and
profiling of digital evidence on social media. However, the
scientific method outlined above can be utilized to identify
and profile digital evidence in a systematic and rigorous
manner.

The set of attributes associated with digital artefacts plays
an important role in profiling suspects, as it not only enables
the creation of a comprehensive and detailed profile but also
facilitates the process of linking various social media sources.
The attributes that are included in each of 4W’s domain are
following (see Fig. 4):

1) Domain Why:

o Interest Category - the broad category of the
suspect’s interest, such as sports, music, or fashion.

« Interest Subcategory - the specific subcategory or
topic within the suspect’s interest category, such as
basketball, jazz music, or high fashion.

« Interest Level - the level of interest the suspect has
in the particular interest, which can be measured
by the frequency of engagement or activity related
to that interest.

o Interest Source - the source of the suspect’s
interest data, such as user-generated content, likes,
comments, or pages followed.

o Interest Trends - the trends and patterns in the
suspect’s interest data over time, which can be
used for predictive analysis and recommendation
systems.

« Interest Affinity- the level of affinity or similarity
between the suspect’s interests and the interests of
other users or groups, which can be used for social
network analysis and recommendation systems.

o Interest Impact - the potential impact of the
suspect’s interests on their behavior or decision-
making, such as the influence of political or
ideological interests.

o Preference Category - the broad category of
the suspect’s preference, such as food, travel,
or entertainment.

« Preference Subcategory - the specific subcategory
or topic within the suspect’s preference category,
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FIGURE 4. Profiling of a suspected subject.

such as Italian cuisine, adventure travel, or live
music.

o Preference Level - the level of preference the
suspect has for the particular preference, which can
be measured by the frequency of engagement or
activity related to that preference.
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e Preference Source - the source of the
suspect’s preference data, such as user-generated
content, likes, comments, or pages
followed.

o Preference Trends - the trends and patterns in the
suspect’s preference data over time, which can be
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used for predictive analysis and recommendation
systems.

Preference Affinity - the level of affinity or
similarity between the suspect’s preferences and
the preferences of other users or groups, which
can be used for social network analysis and
recommendation systems.

Preference Impact - the potential impact of the sus-
pect’s preferences on their behavior or decision-
making, such as the influence of political or
ideological preferences.

Connection Type - the type of connection
between the suspect and their social connec-
tion, such as friend, follower, group member,
or page fan.

Connection Strength - the strength or intensity
of the connection between the suspect and their
social connection, which can be measured by the
frequency of interaction or engagement.
Connection Timestamp - the date and time when
the connection was established or last updated,
which can be used for temporal analysis and trend
detection.

Connection Content - the content or topic of the
connection, such as the common interest, hobby,
or activity shared by the suspect and their social
connection.

Connection Privacy - the privacy settings of the
connection, which can be used for privacy analysis
and data protection compliance.

Connection Influence - the level of influence
or impact that the social connection has on the
suspect’s behavior, decisions, or opinions.
Connection Affinity - the level of affinity or
similarity between the suspect and their social
connection, which can be used for social network
analysis and recommendation systems.
Clickstream Data that is related to the suspect’s
clicks and navigation on social media, includ-
ing pages visited, buttons clicked, and search
queries.

Search Data - the data related to the suspect’s
search queries on social media, including key-
words searched, search history, and search results
clicked.

Purchase Data - the data related to the suspect’s
online purchases on social media, including trans-
action history, product categories, and purchase
frequency.

Ad Interaction Data - the data related to the sus-
pect’s interaction with social media ads, including
ad views, clicks, and conversions.

Content Consumption Data - the data related to
the suspect’s consumption of social media content,
including posts viewed, shared, and commented
on.
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Engagement Data - the data related to the suspect’s
engagement withsocial media content, including
likes, comments, and shares.

Behavioral Metrics that are used to measure the
suspect’s behavior on social media, including
session duration, frequency of visits, and time of
day activity.

2) Domain When includes data related to timing factors
such as a day, a month, a year, time zones and
timestamps related to a suspect’s actions on social
media platforms.

3) Domain Where:

Latitude and Longitude - the coordinates of the
suspect’s location on the earth, typically expressed
in degrees.

Location Name of the suspect’s location, such as a
city, state, or country.

IP Address associated with the suspect’s location.
Timestamp - the time and date when the suspect’s
location was recorded or updated on social media.
Accuracy of the suspect’s location data, which can
vary based on the source of the data and the method
used to determine the location.

Proximity of the suspect’s location to other users or
landmarks, which can be used for social network
analysis or location-based marketing.

Location History - a record of the suspect’s past
locations, which can be used for location-based
analysis and recommendation systems.

4) Domain What:

Password length - the number of characters in the
password.

Password complexity - the level of complexity of
the password, such as the use of upper and lower
case letters, numbers, and special characters.
Password entropy - a measure of the randomness
and unpredictability of the password.

Hashing algorithm used to convert the password
into a hashed value for storage and comparison.
Brute-force resistance - the ability of the password
to resist attacks that attempt to guess or crack the
password through trial and error.

Password strength indicator - a value or metric
indicating the strength of the password.

Activity Type performed by the suspect, such as
posting, commenting, liking, sharing, or following.
Activity Timestamp - the date and time when the
activity was performed by the suspect, which can
be used for temporal analysis and trend detection.
Activity Content - the content of the activity, such
as the text, image, video, or link that was posted,
commented, or shared.

Activity Engagement - the level of engagement or
interaction of the suspect’s activity, such as the
number of likes, comments, or shares received.
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« Activity Context - the context or topic of the sus-
pect’s activity, such as the group, page, or hashtag
associated with the activity.

« Activity Privacy settings of the suspect’s activity,
which can be used for privacy analysis and data
protection compliance.

o Activity Location or geotag of the suspect’s
activity, which can be used for geospatial analysis
and location-based marketing.

« Image size - the dimensions of the profile picture,
which can be expressed in pixels or inches.

o Image format - the file format of the profile picture.

« Image quality - the level of compression used when
saving the profile picture, which can affect the
image quality and file size.

« Color space - the color space used in the profile
picture, such as RGB, CMYK, or grayscale.

« Image metadata - additional information about the
profile picture, such as the date and time it was
uploaded, the device used to capture the image, and
any editing or processing that was applied.

« Image analysis features extracted from the profile
picture using image processing techniques, such
as edge detection, color histogram, and texture
analysis.

o Facial recognition features extracted from the
profile picture using facial recognition algorithms,
such as facial landmarks, expression, and gender.

By leveraging these attributes, which encompass a wide
range of information derived from digital evidence, investi-
gators can construct a thorough and multifaceted depiction of
the suspect. Furthermore, these attributes serve as valuable
connecting points that allow for the integration and correla-
tion of data obtained from different social media platforms.
By considering attributes in 4W’s domains, investigators
can establish meaningful links between diverse sources of
social media content. This linkage greatly enhances the
effectiveness and depth of the profiling process by providing
a more comprehensive understanding of the suspect’s activi-
ties, connections, and behaviors across multiple social media
platforms.

IV. CASE STUDY

A. A DIGITAL ONTOLOGY-BASED IDENTIFICATION OF
DIGITAL EVIDENCE

A visual model such as a digital ontology-based diagram aims
to capture and illustrate the relationships between various
digital artefacts and attributes shared and connected across
different social media platforms in order to identify common
digital artefacts related to the suspect that are interlinked
across social media platforms. The digital artefacts that are
common and can be used to draw a part of a suspect’s profile
ontology (Fig. 5) over Twitter, Facebook, Instagram, and
other social networks, are the following:
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o user ID - a unique identifier for each user on the social
media platform;

« username - the name that the user has chosen for their
profile;

o profile picture - the user’s chosen profile picture or
avatar,

« bio/about me - a short description of the user, usually
written in the first person;

« location - the user’s current location or the location they
have chosen to share on their profile;

« website - a link to the user’s personal website or blog;

« followers/following - the number of other users who
follow the user and the number of users the user follows;

e posts/activity - the user’s activity on the social media
platform, such as the number of posts they have made,
likes, shares, comments, and engagement with other
users;

o interests - the user’s interests, likes, and dislikes, often
expressed through their posts and engagement with
content on the social media platform;

« connections - the user’s connections to other users
on the social media platform, such as friends, family,
colleagues, or interest groups;

o privacy settings - the user’s chosen privacy settings for
their profile, posts, and activity on the social media
platform;

« analytics - data on the user’s engagement with their own
content and the content of others, such as views, clicks,
and shares.

These artefacts may vary slightly depending on the particular
social network and its specific features, but they basically
serve as a starting point for building a suspect’s profile
ontology for social networks.

Another ontology (Fig. 6) includes a super-class of
“Social Media Platform’, with “Twitter” and ‘‘Face-
book/Instagram™ as sub-classes. Each social media platform
has a “User Profile” class (that is considered as a suspect
profile) with specific attributes gained from social media.

To provide a mathematical model, the “User Profile” class
and its attributes can be represented as a set of variables. For
example, the following notation can be used:

UserProfile = {id, name, screen_name, location, url,
description, protected , followers_count, friends_count,
listed_count, created_at, favourites_count, verified
statuses_count , is_translator, profile_image_url_https,
default_profile_image, translator _type, email } (13)

Each variable represents a specific attribute of a suspect
profile on a social media platform, with the “User Profile”
set representing the entire user profile. Depending on the
specific use case or research query, the mathematical model
may include additional functions or operations to analyse the
data in greater depth.

An ontology model for the identification and preservation
of evidence on social media is presented in Fig. 7. In this
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FIGURE 5. Suspect profile’s ontology for various social media platforms.

ontology, “Evidence” is the main class, which has three sub-
classes: “Text”, “Image”, and “Video”. These sub-classes
represent the different types of evidence that can be found
on social media platforms. The “Text” subclass has two
sub-classes: “Tweet” and ‘“Comment”, which represent
the two main types of text-based evidence on social
media. The “Image” subclass has one subclass “Photo”,
which represents images that are uploaded to social media
platforms. The “Video™ sub-class has one subclass “Video
Clip”, which represents short video clips that are uploaded
to social media platforms. In addition to the sub-classes,
each class and sub-class has an attribute that describes the
specific evidence, such as the content of a tweet or the
image file for a photo. Such ontology can be used to identify
and preserve digital evidence on social media platforms
by providing a structured framework for organizing and
categorizing different types of evidence. It can also be used to
help researchers and investigators analyze social media data
by providing a consistent and standardized way to classify
evidence.
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+ item: verified

+ item: statuses_count .
+item: statuses_count

+ item: is_translator

+ item: profile_image_url_https

+ item: default_profile_image

+ item: translator_type

+ item: email

FIGURE 6. Profiling of suspect in particular social media platform.

The combined digital ontology model for social media
platforms is presented in Fig. 8. In this ontology, *“Social
Media” is the main class, which has three subclasses:
“Twitter”, “Facebook”, and ““Instagram’’. These subclasses
represent the different social media platforms. Each social
media platform has its own specific types of digital evidence,
such as “Tweet” and ‘“‘Retweet” for Twitter, “Post” and
“Comment” for Facebook, and ‘““Photo” and “Video” for
Instagram. Each type of evidence has its own specific
attributes that describe the evidence, such as the content of a
tweet or the file for a photo. This ontology can be used to help
identify, categorize, and analyze evidence on different social
media platforms in a structured and standardized way. It can
also be extended to include additional social media platforms
and types of evidence as needed.

B. AN EXPERIMENTAL SUSPECT PROFILING

A suspect profiling method is based on domain-specific
digital artefacts defined by set of digital attributes gained
from social media. The above provided mathematical back-
ground were used for a visual representation of the suspect’s
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+ Attribute1: Video
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FIGURE 7. Ontology for digital evidence identification.

social network, including their friends, followers, and other
connections. Such methodology can help law enforcement
agencies streamline the process of collecting and analyzing
digital evidence, thereby contributing to more efficient and
effective cyber-crime investigations.

The first step in the process is to collect relevant data from
social media platforms. This involves:

1) Identifying the target social media accounts associated
with the suspects;

2) Acquiring necessary legal permissions and following
platform-specific guidelines for data collection;

3) Extracting all available information from the accounts,
including profile information, posts, comments, likes,
shares, friends, followers, and other connections.

To create the synthetic dataset, MATLAB software was
used to generate social media profiles and connections
for a set of suspects and their contacts. The dataset will
include fields such as “id”, ‘“name”, ‘‘screen_name”’,
“location”, ‘“‘url”, ‘‘description”, “‘protected”, ‘fol-
lowers_count”, “friends_count”, “listed_count”, ‘‘cre-

ated_at”, “favourites_count’, “verified”’, “‘statuses_count”,

“is_translator™, ¢
“translator_type”, and ‘“email”. This synthetic data will
serve as the basis for this case study.

It is important to note that the data gathered must be
pre-processed before it can be analysed to verify its relevance
and correctness. It covers filtering away irrelevant or noisy
data, detecting and resolving data inconsistencies, such as
duplicate entries or missing information, and formatting the
data into an appropriate structure for future analysis.

Using the information provided and the method outlined,
the artefacts that are presented in Table 4 were identified from
various social media sources. The attributes related to the
artefacts in the Table 4 are derived from the methodology

111686

TABLE 3. Description of the artefacts in a specific domains.

Domain | Description of artefacts

Entry ID | The unique identification number assigned to each social
media profile.

fwho The name of the subject associated with the social media
profile.

fwhy Interests and social connections associated with the individ-
ual.

fwhen | The time when the social media profile was created.

fwhere | Thelocation information provided in the social media profile.

fwhat | The activity, behavior, or role of the individual based on
profile data.

given above, that covers fwno, fwhar> fwhy> fWhen, and fwnere
(Table 3). These attributes are essential in creating an
understanding of data gathered from social media platforms.

For simplicity, the arbitrary values for weights were

assumed to be as follows:
we=03;w, =05 w,=0.2;s5;, =1 (14)

Also, only the first two entries from the gathered data of
subjects and specific attributes were considered:

profile_image_url_https”, “default_profile_image”,

h; = {Name, Location};
a; = {followers_count, friends_count};

S; = {profile_image_url_https} (15)

The results for the digital evidence F; calculated as a weighted
score are presented in Table 5.

Using the provided data, the Table 4 has been updated
considering that fyy, corresponds to different subjects from
various sources across social media platforms. As it was
mentioned earlier, the individual profiles for suspected
subjects are based on the domains of identified evidence:
IDg,, IDs,, IDs, and IDg, (see Table 6). It’s worth noting
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FIGURE 8. Combined digital ontology.

that the data provided doesn’t contain explicit information
regarding some attributes for domain fiyye,, which has a delta
time. For simplicity and illustration, it will be excluded from
further research.

For IDg, only “Interests” has been included as other
artefacts such as “‘Preferences’, “Social connections’ and
“Behavioral data” were not present in the sample data.
Similarly, for IDg, only “Begin time” has been included as
the “End time” and “AT” were not present in the data. For
IDg, activities were included as they could be inferred from
the descriptions of the profiles of social media users.

In order to find a single suspect “Who” from the data,
it is needed to evaluate it against certain criteria. For this
example, a combination of the artefacts and related attributes
were considered:

« interests (fny) - the variety and depth of interests can

indicate engagement and knowledge sharing potential;

o location (fwnere) - depending on the context, location
might be a key factor;

o activity (fnar) - the activity or professional background
can indicate expertise and potential for valuable contri-
bution.

Given these criteria, here is the following analysis in regard

to ID 544 (subject 4):

« interests are into payments, statistics, entrepreneurship,
and are also an angel investor;

« location is based in San Francisco, a hub for technology
and startups;

« activity is involved in business development and strategy
and has led Visa Ventures.

This combination indicates that Subject 4 is likely to
have a wealth of knowledge and expertise, especially in
the domains of payments, investments, and entrepreneurship.
Their location also places them in a key area for technological
innovation. Therefore, based on the data provided and
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considering the attributes, ID 544, Subject 4 could be the
“Who” for his potential to offer valuable insights and
contributions in a technology and entrepreneurship context.

From the sample data provided, it’s important to under-
stand that unusual activity can mean a variety of things
and doesn’t necessarily imply wrongdoing. For the purpose
of this example, it’s assumed that unusual activity refers
to an unusually high number of posts, followers, or other
social interactions that stand out in comparison to the other
data samples. Subject 2 is defined as having a relatively
high number of followers (5766) compared to the others
and has also made a very high number of posts (25942).
Additionally, they have a high number of favourites (13606).
This subject seems to be highly active on social media,
which may be considered unusual compared to the average
user. It’s important to note that high activity on social
media is not inherently suspicious and could be normal for
someone who uses social media extensively for professional
or personal reasons. In practise, detecting unusual activity
that might be indicative of something nefarious requires a
more sophisticated analysis and should be done carefully,
taking into account context, behavioural patterns, and other
factors.

From the analysed data, several relationships and attributes
of the social media users were identified:

1) geographical proximity: several subjects are from
California (Subject 1, Subject 2, Subject 3, and Subject
5). This could suggest that they might have a higher
likelihood of being connected or having mutual friends
or interests based on their geographical location.

2) professional background and interests: the description
fields suggest some professional background and
interests. For example, Subject 1 is a scientist and
designer; Subject 2 has a background in music and
design and has worked at notable companies like
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TABLE 4. Identified artefacts.

TABLE 6. Individual profiles for suspected subjects based on the

domains.

Entry | fwho fwhy fWhen fwhere | fTwhat

ID ID(fwho) IDs, IDg, IDg, 1Dg,

220 | Subject 1 | Interests: Begin time: | Location: | Activity: 220 Interests: Begin time: | Location: | Activity:
scientist, Mon May | Gualala, | scientist at scientist, Mon May | Gualala, scientist,
designer, 01 05:51:29 | CA shield.ai, designer, 01 05:51:29 | CA designer,
artist +0000 2006 designer, artist +0000 2006 artist

artist 294 Interests: Begin time: | Location: | Activity:

294 | Subject 2 | Interests: Begin time: | Location: | Activity: papa, music, | Tue  May | Walnut music,
music, Tue May | Walnut | Tweets on design nerd; |23 23:55:27 | Creek, CA | design
design; 23 23:55:27 | Creek, Sundays; +0000 2006
Social +0000 2006 | CA Link figira 388 Interests: Begin time: | Location: | Activity:
connections: Food, design, | Fri Jun 30 | San Food,
Ex-Google, technology 07:15:52 Francisco, | design,

Amazon +0000 2006 | CA technology

388 | Subject 3 | Interests: Begin time: | Location: | Activity: 544 Interests: Begin time: | Location: | Activity:

Food, Fri Jun 30| San coder at Payments, Wed Jul 12| San BD and
design, 07:15:52 Fran- Airbnb stats, 23:34:02 Francisco, | strategy, en-
technology, | +0000 2006 | cisco, entrepreneur | +0000 2006 | CA trepreneur,
Agricultural- CA angel

ist investor

544 | Subject 4 | Interests: Begin time: | Location: | Activity: 690 Interests: Begin time: | Location: | Activity:
Payments, Wed Jul 12| San BD and None Thu Jul 13 | Pleasure None
stats; 23:34:02 Fran- strategy  at specified 22:43:59 Point, CA | specified
Behavioral | +0000 2006 | cisco, VGS, angel +0000 2006
data: CA investor; 1006 Interests: Pol- | Begin time: | Location: | Activity:
entrepreneur Link figira itics, history, | Sat Jul 15 | Houston, | Politics,

690 | Subject 5 | Interests: Begin time: | Location: | Activity: cats, baseball | 09:32:43 TX history,

None Thu Jul 13 | Pleasure | None +0000 2006 baseball
specified 22:43:59 Point, specified 1047 Interests: Begin time: | Location: | Activity:
+0000 2006 | CA General Sat Jul 15| Not General

1006 | Subject 6 | Interests: Begin time: | Location: | Activity: knowledge 21:30:46 specified | knowledge
Politics, Sat Jul 15 | Houston, | Politics, +0000 2006
history, cats, | 09:32:43 TX history, 1313 Interests: Not | Begin time: | Location: | Activity:
baseball; +0000 2006 baseball specified Sun Jul 16 | Not Not
Social 15:07:20 specified | specified
connections: +0000 2006
Teacher, 1318 Interests: Begin time: | Location: | Activity:
Texan, design, ux,|Sun Jul 16 | Kdln design, ux,
Israeli product 17:09:00 product

1047 | Subject 7 | Interests: Begin time: | Location: | Activity: +0000 2006
Knows a|Sat Jul 15|Not Not 1380 Interests: Begin time: | Location: | Activity:
little bit | 21:30:46 specified | specified Product Sun Jul 16| San Product de-
about a lot of | +0000 2006 development | 10:23:15 Francisco | velopment,
things +0000 2006 | via CEO

1313 | Subject 8 | Interests: Begin time: | Location: | Activity: Toronto
Not specified | Sun Jul 16 | Not Not

15:07:20 specified | specified
+0000 2006 4) creation dates: the “created_at” attribute can be used
to understand how long these subjects have been on
TABLE 5. Identified digital evidence. the social media platform. Subjects with older accounts
i _ might have been early adopters of the platform.

Entry | Name Location | Followers| Friends | Profile | F; . . .

D 5) verified status: none of the subjects in the sample

I Subject T | Gualala, | 1217 580 1 899.9 data are verified. Verified subjects usually have some

i cA public significance. This could mean these are regular

2 Subject 2 | Walnut | 5766 948 1 3360.9 - T . . .
Creek., private individuals or professionals without public
CA figure status.

3)
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Google, Amazon, etc. This could be used to establish
professional relationships or identify potential areas of
common interest.

social media engagement: users like Subject 2 and
Subject 4 have high social media engagement in terms
of the number of followers, friends, and statuses.
This could indicate that they are either public figures,
influencers, or active networkers.

6)

Such

protected status: the “protected” field tells whether a
subject has a private account. None of the provided
subjects have a protected account, suggesting they all
have public profiles.

structural analysis provides some insights into the

relationships and attributes of the subjects; making any
definite conclusions would require a more in-depth analysis
and additional data from social media sources. In generally,
the proposed user profiling method holds great promise for
improving the investigation and prosecution of cybercrimes.
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As social media platforms continue to evolve, it is essential
for law enforcement agencies to adopt advanced tools and
techniques to stay ahead of emerging threats and protect
society from the negative impacts of cybercrime.

C. COMPARATIVE ANALYSIS

While both the proposed method and “Answering to 5W
Using Digital Forensics Data” (DF5W) [31] offer unique
approaches to handling digital forensic data, they serve
slightly different purposes. The authors’ proposed approach
provides a more in-depth and interconnected view of digital
attributes, especially from social media, making it more
trustworthy. On the other hand, DFSW offers a quick and
intuitive visualization of data, making it more user-friendly,
especially for non-experts. Depending on the specific needs
of a digital forensic investigation, one might be preferred over
the other, or they could potentially be used in conjunction for
a more comprehensive analysis.

Proposed method’s primary goal is to systematically
structure and categorize digital attributes interlinked across
social media platforms and develop user profiles using
domain-specific digital artefacts.

DF5W work’s main aim is to visualize digital forensic data
by answering the SW questions (Who, What, When, Where
and Why) to facilitate quick identification and deeper analysis
of data.

Main advantages. Proposed method provides a compre-
hensive profile of individuals based on a wide range of
digital attributes from social media. It also addresses legal and
ethical considerations in data collection.

DF5W offers a quick and intuitive visualization of data,
making it easily understandable even for non-experts. The
narrative display can help in the rapid identification of data
groups that need deeper analysis.

Limitations. The proposed method faces challenges such
as scalability, legal complexities, and data noise.

While DF5W provides a convenient visualization, it might
not offer the depth and interlinking of artifacts and attributes
that article provides.

The authors’ proposed method presents several advan-
tages over DFSW. The method employs an ontology-based
diagram, allowing for a more structured and interconnected
profiling of digital attributes across various social media
platforms. This interconnectedness ensures a comprehensive
view of evidence, enhancing its reliability. In this paper
the authors introduces a specific method to identify digital
evidence, which can precisely narrow down the relationship
with potential suspects of cybercrimes on social media. This
targeted approach can streamline investigations and improve
the accuracy of suspect identification. The user profiling in
article is rooted in domain-specific digital artifacts, defined
by a rich set of digital attributes extracted from social media.
This depth in profiling provides a more detailed and holistic
view of users, making it a more robust tool for digital
forensics and cybercrime investigations. In contrast, DF5W
emphasizes rapid visualization of digital forensic data by
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answering the 5SW questions, making it more accessible to
non-experts. DFSW offers a user-friendly, narrative display
for quick data identification. The choice between them hinges
on the specific needs of a digital forensic investigation, with
potential for their combined use in certain scenarios.

V. DISCUSSION

The paper outlines a structured approach for handling digital
evidence identification on social media platforms through
digital ontologies. Additionally, it also describes a suspected
subject profiling method which utilizes domain-specific
digital artefacts defined by a set of digital attributes gained
from social media. In this discussion, we will delve into the
implications, limitations, and possible improvements of the
mentioned approaches.

The digital ontology models for social media evidence
identification can have far-reaching implications for digital
forensics and legal proceedings. By defining classes such as
“Social Media Platform”, “User Profile”’, and “Evidence”
and establishing relationships among them, investigators can
structure and categorize the vast array of information found
on social media platforms. This structure is invaluable for
the systematic collection of evidence, whether it be text,
images, or videos. The subclass distinctions like ‘“Tweet”” and
“Comment” under the “Text” class, for example, allow for
more fine-grained data retrieval. This specificity can greatly
enhance the efficiency of evidence collection and make sure
that no critical piece of information is overlooked.

The suspect profiling methodology enables investigators
to build a comprehensive profile of suspects by extracting
and analyzing domain-specific digital artefacts and attributes
from social media. Through mathematical formulas and
visual representations, this approach not only helps in
evidence collection but also aids in understanding the context
around the evidence, such as the social networks of the
suspects. This context can sometimes be crucial in legal
proceedings.

Some limitations of the presented work should be dis-
cussed also. The digital ontology model outlined in the given
material is noted to be not comprehensive. In practice, social
media platforms are continually evolving, introducing new
features and data types. Therefore, the term ontology-based
is used. The scalability and adaptability of the ontology
model to these rapid changes may be a challenge. Moreover,
maintaining an updated ontology which encompasses all
potential data forms is not trivial.

Besides this, the collecting data from social media
platforms involves various legal and ethical considerations.
The material mentions acquiring necessary legal permissions
as one of the steps, but does not go into detail about how
complex and time-consuming this process can be. Moreover,
different jurisdictions may have different laws regarding data
collection, which could further complicate the process.

Finally, the user profiling method necessitates data
pre-processing to filter out irrelevant or noisy data. This
step is crucial for the accuracy of the profiles generated.
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Determining what data is relevant or noise can sometimes be
subjective and prone to error.

VI. CONCLUSION AND FUTURE WORKS

The use of ontologies for identifying digital evidence on
social media, as well as the characterization of suspects
through digital artefacts and attributes, is a promising strategy
for improving the efficiency of cybercrime investigations.
The difficulties with scalability, legal compliance, and data
relevance require ongoing refinement and adaptation of these
methods. In this case, future work will be focused on
improving the proposed solution by:

« integrating it with real-time data and machine learning -

could allow for more proactive monitoring and evidence
collection, which can be particularly beneficial in time-
sensitive investigations; the integration of machine
learning algorithms can improve the user profiling
method by automating the process of identifying rel-
evant attributes and artefacts, and by creating more
robust and dynamic profiles that evolve as more data is
collected;

developing an ethical and legal framework for data
collection in consultation with stakeholders and legal
experts could streamline the process of acquiring
permissions for data collection and ensure that the
methodologies adhere to the laws and respect user
privacy.

These future implementations would increase the value of
these digital forensics approaches.
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