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1. INTRODUCTION

Digital forensics is a process of identifying, collecting, preserving, analysing and
presenting digital evidence that has been found on digital devices in the court. In
order to attain the digital evidence during the investigation of digital crime, the
reconstruction of the timeline is required. Moreover, the timeline assists in
determining numerous activities that had been performed by a user on a particular
system. The reconstruction of the timeline and interpreting the information from the
timeline to collect digital evidence require an analysis of immense amount of events
because of the explosive growth of the internet, interconnected devices, huge
guantity of data, vast varieties of data, innovative technologies and many more. It
has been found in literature studies that there are numerous approaches that have
been developed for the reconstruction of a timeline to assist digital practitioners in
understanding the timeline and interpreting the information and collecting digital
evidence, but none of them were capable to address the challenges faced by the
digital investigators, explore the evidence and understandability of the timeline in a
competent way.

During the reconstruction of the timeline, the digital investigators encountered
various new terminologies because of continuous innovations in technologies, the
heterogeneity of data and many more issues. Moreover, the digital forensics tools
generated an unstructured timeline from numerous sources of data. In such cases, the
period that is required to find and interpret the cause of the potential digital incident
can be affected by the complexity involved in understanding the meaning of newly
encountered terminologies. In order to address these issues and assist digital
investigators during the investigation of digital crime, two approaches have been
developed that contributed in this field of research, i.e., first, the abstraction based
approach for the analysis of timeline, and second, an ontology to define newly
encountered terminologies during the analysis of the timeline.

1.1. Motivation

In this work, it was decided to develop a new abstraction based approach for the
timeline analysis. The first reason was that the different existing approaches for
reconstruction of timeline, developed by the researchers or authors, did not address
the primary issues of digital investigation, such as automatic extraction of events
and information from the timeline, heterogeneity, and huge volume of sources of
data, clearly defined investigation model, capabilities of analysis and integrity of
data. Another reason is that literature studies show that there are no available
approaches for the reconstruction of timeline that are implemented on multiple
operating systems based devices and where the results are evaluated. The third
reason is that the concept of abstraction is not used for the analysis of the timeline in
any existing approach.

In the developed approach, the analysis of the timeline is crucial for reducing
the complexity of the timeline by splitting it into different and relevant levels of the
timeline of events and artefacts. Thus, in the proposed approach, the timeline is split
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into four relevant levels of timeline of events and artefacts, namely: Events: high
level (new entries and web surfing), Events: low level (web surfing, actions of
modifying), Artefact location: high level (include all application files) and Artefact
location: low level. The main idea behind the breakdown of the timeline into four
levels of abstraction is to present different kinds of information, and a different
structure should be specified for each level along with distinctive levels of details of
information to reduce the complexity of the timeline, omitting unwanted details,
enforcing the correctness of timeline and presenting only information that will be
helpful to recognise and understand particular actions executed by the users by
analysing different sources and fields.

A novel ontology that is backed by an abstraction approach for timeline
analysis has been developed and technically evaluated in this research work as well.
The first reason was that there is no ontology found in literature studies that consists
of basic terminologies of digital forensics domain and new terminologies,
corresponding to different operating systems based devices. The second reason is
that the existing ontologies are not technically verified and validated. The developed
ontology consists of basic and new terminologies, corresponding to Windows,
Android and iOS operating systems based devices. Moreover, the developed
ontology is complete and easily expandable.

1.2. Object of the Research

The object of the research is the development of timeline analysis method and
ontology that is based on the abstraction concept.

1.3. Aim and Objectives

The aim is to improve the digital forensics timeline by a novel method for the
timeline analysis based on the abstraction concept.

Objectives of the thesis:

1. To analyse literature studies related to the basic terminologies,
associated with the digital forensics domain, ontology and visualization
along with distinct existing approaches that are available for timeline
reconstruction, and ontologies in the digital forensics domain.

2. To develop a novel abstraction based approach for the analysis of
timeline by defining four levels of abstraction of timeline and novel
ontology by defining the basic and newly encountered terminologies.

3. To conduct numerous experiments and evaluate the research results of
proposed approach and ontology.

1.4. Research Methodology

The research in this doctoral dissertation was performed by the utilization of
methodology of Design Science research. Generally, the Design research
methodology is used to develop a new artefact or enhance existing artefacts, such as
algorithms, human/computer interfaces, design methodologies and many more [66].

11



In this research, there is an approach for timeline analysis, and there is an ontology
for the digital forensics domain. The following Table 1 shows the methodology and

various steps of this research.
Table 1. Research methodology

1. Analysing the domain in order to select
and understand a relevant research problem.

2. Literature studies of existing approaches
to understand their outcomes and find out a
potential for the research.

3. Create a novel approach to solve the
selected research problem.

4. Implement the approach and analysis of its
outcomes.

5. Analysis of distinct existing ontologies of
the digital forensics domain.

12

From the analysis of digital forensics
domain, it has been found that the
reconstruction and analysis of the timeline is
the fundamental problem for understanding
various activities performed by the user and
find the digital evidence.

The existing approaches are not mature to
reconstruct and analyse the timeline to assist
the digital investigator in understanding
different activities and attaining digital
evidence. Thus, a new approach has been
developed.

A novel abstraction based approach has been
developed. The novel approach consists of
four distinct levels of abstraction of the
timeline of events and artefacts. The
proposed approach analyses timeline to
identify different types of activities and their
relevance performed by the user and reduces
its complexity by splitting it into four
different relevant levels and addressing
various other issues.

The proposed approach is programmed in
the object-oriented programming language
Java and is implemented on different
operating systems based devices, namely
Windows, Android and iOS along with the
analysis of outcomes.

From the literature studies, it has been found
that there are numerous ontologies that had
been developed by different authors and
researchers in the domain of digital
forensics. All of them are goal-oriented, and
they have been developed for specific goals
and objectives in specific cases or scenarios.
Moreover, the existing ontologies do not
contain basic terms of digital forensic
domain and new terminologies
corresponding to various operating systems
based devices. Since these ontologies cannot
be applied to different cases or scenarios;
thus, a novel ontology has been developed.



6. Develop a novel ontology. The novel ontology is based on the timeline
analysis of the proposed abstraction based
approach. The novel ontology contains the
definition of newly encountered
terminologies during the analysis of the
timeline of different operating systems based
devices along with other basic concepts of
the digital forensics domain. Moreover, the
developed ontology is technically verified
and validated.

7. Implementation of visualization. The literature studies show that the digital
forensics process can be enhanced by
integrating information visualization
techniques into the existing digital forensic
investigation workflows that is known as
Explore, Investigate and Correlate (EPIC)
process. Thus, the visualization is
implemented in the timeline analysis by an
abstraction based approach to output an
image to a user in a manner that facilitates
the understanding of the underlying
information.

1.5. Defended Statements

The statements defended by the dissertation are the following.

1. The novel abstraction based approach allows the analysis of the timeline that
has been generated by digital forensics tools, namely Log2timeline and
psort, by splitting the timeline into four relevant levels of the timeline of
events and artefacts.

2. The novel ontology, backed by the proposed abstraction based approach for
timeline analysis, allows digital practitioners or investigators to interpret
basic and newly encountered terminologies of the digital forensics domain
along with their significances.

1.6. Scientific Novelty

1. There has not been found any use of the abstraction concept for the analysis
of timeline in any published research work, and the developed ontology
consists of new terminologies, corresponding to Windows, Android and iOS
operating systems based devices.

2. The novel abstraction-based approach reduces the complexity of the
timeline by reconstructing it into four following levels: Events: high level,
Events: low level, Artefact location: high level and Artefact location: low
level. The approach is applicable to Windows, Android and iOS operating
systems based devices.
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3. The levels of the timeline are arranged in decreasing order of the
abstraction, and each level adds additional information and details, omitting
insignificant details and enforcing the correctness of the timeline.

4. The developed ontology consists of a description of newly encountered
terminologies, corresponding to Windows, Android and iOS operating
systems based devices. Moreover, the developed ontology is expandable,
complete and concise.

1.7. Practical Applications

The developed solution facilitates an efficient way for the digital investigator or user
to interpret different types of activities, performed by the user on digital devices.
Moreover, the developed approach can be implemented on numerous operating
systems based devices and allow to attain information from the timeline. A novel
approach is implemented and validated on real data, i.e., Windows, Android and iOS
operating systems based devices data. The outcomes show that the developed
approach can be implemented for other operating systems based devices and used to
collect information during the investigation of a digital crime efficiently by reducing
the required time and manual labour.

The proposed ontology allows the digital practitioner or user to understand the
primary terminologies of the digital forensics domain along with the newly
encountered terminologies, corresponding to different operating systems and their
importance. Moreover, the developed ontology is as well technically verified and
validated, i.e., consistent, complete, concise and expandable. The new classes or
concepts and definitions corresponding to them can be easily added without
changing the already well-defined definitions in the developed ontology.

1.8. Results Approbation

Six articles and one abstract have been published on the topic of the dissertation.
Two of the papers were printed in Web of Science indexed journals. Four papers and
one abstract were published in scientific conferences in Lithuania and abroad.

1.9. Dissertation Structure

e The dissertation is divided into five chapters. The first chapter introduces the
reader to the main research objectives and aim of the topic of digital
forensics.

e The second chapter focuses on the digital forensics, ontology and
visualization along with their fundamentals, available approaches for
timeline reconstruction and existing ontologies in the digital forensics
domain.

e The third chapter is dedicated to providing descriptive information about the
proposed approach, based on the abstraction concepts and novel ontology for
the digital forensics domain.

14



e The fourth chapter focuses on the implementation of the abstraction
approach for the timeline analysis, novel ontology and visualization and
their outcomes.

e The last section summarizes the whole work and gives main conclusions for
this thesis and recommendations for the future work.
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2. STATE OF THE ART ANALYSIS

2.1. Overview

In this section, an introduction and concepts or terminologies associated with digital
forensics, ontology and visualization are discussed. The section consists of three
major sections and numerous sub-sections.

e The “Digital forensics” section is devoted to presenting the concept of
digital forensics, distinct major terminologies and scientific literature studies
related to it. It consists of three major sub-sections, namely “main concepts
of digital forensics”, “digital forensic process” and “literature studies for the
timeline reconstruction”.

e “Ontology in digital forensics” section is devoted to presenting an
introduction, concepts or terminologies associated with an ontology and its
scientific literature studies in digital forensics along with the evaluation of
ontology. This section consists of four major sub-sections, namely “main
concepts of ontology”, “constructing an ontology”, “literature studies of
approaches ontologies in digital forensics” and “ontology evaluation”

e “Visualization in digital forensics” section presents an overview of
visualization and how visualization assists digital investigators to interpret
digital evidence during the digital investigation process.

2.2. Digital Forensics
2.2.1. Main Concepts of Digital Forensics

During the last two decades, digital forensics has emerged because of the explosive
expansion of the internet [92 & 98], the usage of electronic devices, rapid innovation
in technology and growing size of storage devices and high rise in digital or
computer crimes [108]. Distinct definitions are proposed by different authors, such
as digital forensics (sometimes known as digital forensic science) is a branch of
forensic science, encompassing the recovery and investigation of material found in
digital devices, often in relation to computer crime [22 & 74]. The term “digital
forensics” was originally used as a synonym for computer forensics [60] but has
expanded to cover the investigation of all devices capable of storing digital data
[69]. Prasad and Satish [108] defined digital forensics as the procedure of
identifying, collecting, preserving, analysing and presenting digital evidence in a
way that is legally accepted by the court.

Thus, digital forensics can be described as a series of discrete activities
performed by different specialists of the digital forensics domain to understand the
information and attain digital evidence from digital devices. Any device that can
forward, receive and process digital information is a digital device, such as laptop,
mobile phone, computer system and others. Although there are various and distinct
reasons for performing digital investigation. Some of them are to attain and interpret
digital evidence and present it to the court, identify a leak within an organisation and
assess the possible damage that occurred during the breach. Using the data collected
16



Yfrom electronic devices, digital forensic investigators can stop hackers and other
cybercriminals from compromising organization’s digital infrastructure. They can as
well assist in recovering lost or stolen data, discover where a specific attack came
from and trace it back to the source, and help create a detailed investigative report
that can remedy any crime [68 &70].

Brady, Overill and Keppens [20] stated that digital investigators performed
digital forensics by asking simple questions based on who, what, when, where, why
and how? (‘SWH”) after the collection of information related to a digital attack by
investigators that were investigating. The “SWH” process will assist the digital
investigator to organize their information that they can extract knowledge and
identify what action is needed next. It may not always be clear, however, exactly
what the investigator is missing. By applying the 5WH formula to the material, the
investigators can pinpoint specific gaps in a case, which may suggest potential lines
of enquiry as shown in Figure 1.

Information related to digital attack

Who When Where Why What How

\

Outcome

\

Lines of enquiry

Figure 1. The reasoning for digital investigation (practice advice on core investigative
doctrine [107])

! Some passages have been quoted verbatim from the following source:

An ontology based on the timeline of Log2timeline and Psort using abstraction approach in
digital forensics
Bhandari, S. & V. Jusas.
Symmetry, 2020
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2.2.1.1. Digital Evidence

Digital evidence is any probative data stored or sent in digital form that is involved
with, a legal dispute may use at preliminary. Before considering digital evidence, a
court will decide whether the proof is important; a court will find out if the digital
evidence is important, whether it is original, if it is hearsay and either a copy or
original one is needed. The utilization of digital evidence has expanded in the
previous few decades as courts have permitted to utilize messages, advanced photos,
ATM exchange logs, word handling archives, text narratives, documents saved from
bookkeeping programs, accounting pages, web program chronicles, information
bases, the substance of PC memory, PC reinforcements, PC printouts, Global
Positioning System tracks and computerized video or sound records [127, 119].
There are numerous origins of digital, yet it very well may be separated into three
significant classes where digital evidence can be found to be specific Internet-based,
independent PCs or gadgets and cell phones or mobile devices [111, 132 & 93].

2.2.1.2. Timeline?

There are distinctive definitions of the timeline provided by different authors in the
digital forensics domain, such as the timeline can be defined as “a means of
identifying or linking a sequence of events in a manner that is easy for people such
as incident responders to visualize and understand” [25]. Harrell [63] defined
timeline analysis as a great approach to identify various activities that have occurred
on a particular system at a specific interval of time. Thus, constructing and analysing
a timeline of numerous events or activities that occurred during an incident is one of
the key tasks performed by the digital forensic practitioner [45, 23 & 16]. In the
digital investigation, the analysis of the timeline is a fundamental component, as the
timing of events or activities has nearly always been relevant. The primary source of
timeline information is the file system metadata. File systems track different time
stamps and have nuances that must be considered when performing forensic analysis
[71, 16 & 106].

2 Some passages have been quoted verbatim from the following source:
An abstraction based approach for reconstruction of timeline in digital forensics

Bhandari, S. & V. Jusas.
Symmetry, 2020
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Figure 2. Types of digital forensics
2.2.1.3. Types of Digital Forensics

The digital forensic investigation is not limited to recovering information only from
the PC, as laws are penetrated by the criminals, little computerized gadgets (for
example, tablets, cell phones, flash drives) are broadly utilized at present [123].

A portion of these devices contains volatile memory, while some contain non-
volatile memory. Adequate approaches are accessible to recover information from
non-volatile memory, notwithstanding there is an absence of itemized technique or a
structure for information recovery from volatile memory sources [88]. Contingent
upon the sort of devices, media or artefacts, digital forensic investigation has
expanded into different kinds, as demonstrated in Figure 2 [84].

2.2.1.3.1. Computer Forensics

Computer forensics is concerned with the identification, preservation, collection,
analysis and reporting of evidences that are found on computers, laptops and storage
media in support of investigations and legal proceedings. In computer forensics,
digital investigators collect and extract various files on the systems, read the hard
disk and find information from the computer to collect digital evidence [11& 45].

2.2.1.3.2. Network Forensics

The term network forensics has been utilized with expanding consistency for quite a
while. Albeit, no official definition of network forensics exists, i.e., the term is
regularly used to portray the assignment of breaking down data gathered on active
networks from different interruption locations, inspecting and checking capacities
for protection. The utilization of logically demonstrated procedures to gather,
intertwine, recognize, look at, correspond, examine and record digital evidence from
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various sources, effectively handling and communicating computerized hotspots to
reveal the realities identified with the arranged purpose, or the estimated
accomplishment of unapproved exercises intended to disturb, degenerate or
potentially bargain framework segments just as giving data to aid reaction to or
recuperation from these exercises [102 & 87].

2.2.1.3.3. Mobile Device Forensics

Mobile or Cell phone forensics is a part of digital forensics investigation, identifying
with the recuperation of evidence or information from a cell phone under
forensically solid conditions. The expression cell phone generally alludes to cell
phones, notwithstanding it can likewise identify with any advanced gadget that has
both interior memory and correspondence capacity, including PDA gadgets, GPS
gadgets and tablet PCs [42, 134 & 126]. The utilization of cell phones/gadgets in
wrongdoing was generally perceived for certain years, yet the scientific investigation
of cell phones is a moderately new field, dating from the late and early 2000s. An
expansion of phones (especially cell phones) and other advanced gadgets on the
buyer’s market caused an interest in the investigation of gadgets, which could not be
met by the existing PC criminology procedures [32, 2 & 135].

2.2.1.3.4. Database Forensics

Databases assume a significant part in any association when capacity and registering
segment materialize. Nowadays, all exercises are performed on the web and through
which heaps of touchy and individual data get put away in the data set. Even though
database security is not a novel method, there are still attacker attempts to alter the
data set to remove such sort of data or attempt to erase it [12 & 4]. Database forensic
is a field to address 5WH inquiries, for example, what, when, why, where, how
information base altering has occurred and by whom. It is a subfield of digital
forensics investigation, which centres around the definite investigation of a data set,
including its substance, log documents, metadata, and information records, relying
upon the sort of data set utilized [38 & 29].

2.2.1.3.5. Memory Forensics

Memory legal sciences is an essential type of digital examination that permits a
digital practitioner to distinguish unapproved and irregular action on an objective PC
or worker. This is typically accomplished by running special programmes that catch
the present status of the framework's memory as a preview document, otherwise
called a memory dump. This document would then be able to be taken offsite and
looked at by the examiner. This is helpful due to the manner by which cycles,
documents and projects are run in memory, and once a preview has been caught,
numerous significant realities can be found out by the specialist, for example,
Processes running, Executable records that are running, Open ports, IP addresses
and other systems administration data, Users that are signed into the framework, and
from where Files that are open and by whom [72 & 89].
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2.2.1.4. Challenges in Digital Forensics

In the current situation, digital violations have immersed the digital world, making a
few difficulties for network protection specialists. Since the absence of mindfulness

among the end clients makes a way for attackers to misuse them or their
associations, digital forensics has acquired tremendous importance in the
examination cycle of an incident identified with cybercrime [118]. This has likewise
made many issues and difficulties for the specialists and analysts, some identified
with innovation or progression, some identified with guidelines and rules and some
identified with the essential usefulness of the examination [71 & 91]. The
fundamental issues and difficulties of digital forensics can be characterized
primarily in three significant parts as demonstrated in Figure 3.

2.2.1.4.1. Source Related Issues and Challenges

These sorts of difficulties and issues come in digital forensics due to the functional
issues. These issues are identified with the fundamental climate or strategy that is
taken by the specialists and analysts to examine the occurrence [136 & 90]. A
portion of significant issues are scalability and collection and visualization of digital
evidence [12, 28 & 110].

Challenges in digital forensics

Source related issues & Law related issues & challenges Scientific related issues &
challenges 9 challenges

Scalability . Anti-forensics techniques
Court level privacy issue

Collection & visualization of

digital evidence Presentation of digital | Lack of hardware equipment

evidence in court

—>] Evidence Validation

Figure 3. Challenges in digital forensics (Pandey et al. [103])
2.2.1.4.2. Law Related Issues and Challenges

In this kind of issue, various nations have various laws, and a few nations do not
have a law or set up principles for digital and scientific assessments [49 & 26].
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Thus, there are a few ambiguities and issues identified with digital forensics
investigation and online protection laws. For example, if an investigator tracks down
that a particular digital crime has been performed by a system that is situated in an
outside country and that nation does not have any digital law, at that point, the
investigator cannot do anything, and this makes it a huge test for the specialists and
analysts. There are numerous other law-related issues. A portion of significant issues
are court level privacy issues, presentation of digital evidence in court and evidence
validation [128, 112 & 9].

2.2.1.4.3. Scientific Issues and Challenges

These are basic issues in the present period, because the utilization of innovation is
available in both decent and awful manners. Like digital investigators and other
specialists utilize the PCs and advances decently to analyse the proof and crime
location, a few people utilize the innovation and PC in a useless way to do some
illicit, unapproved movement and to be unknown. This sort of utilization of
innovation and PCs deductively make an issue, and this is both the most risky and
the best issue of the present period. There are basically two sorts of difficulties,
namely, anti-forensic techniques and lack of hardware equipment [54].

2.2.2. Digital Forensic Process

The Internet, PC organizations and robotized information frameworks present a huge
new chance for carrying out a crime. PCs and other electronic gadgets are being
utilized progressively to carry out, empower or support wrongdoings executed
against people, associations or property [26]. Regardless of whether the wrongdoing
includes assaults against PC frameworks, the data they contain or more customary
violations like homicide, illegal tax avoidance, dealing or extortion, electronic proof
progressively is included. It is nothing unexpected that law implementation and
criminal equity authorities are being overpowered by the volume of examinations
and indictments that include an electronic proof. In order to help the State and
nearby law authorization offices and prosecutorial workplaces with the developing
volume of electronic wrongdoing, a progression of reference guides in regards to
practices, techniques and dynamic cycles for examining electronic wrongdoing is
being set up by specialized working gatherings of professionals and topic specialists
who have learned about electronic wrongdoing.

One of them is the digital forensics process, which defines the investigation
process, starts from the crime scene first responder to the laboratory, to the
courtroom. The nature of electronic evidence is such that it poses special challenges
for its admissibility in court. In order to meet these challenges, the following proper
forensic procedures are called the digital forensics process. These procedures
include, but are not limited to four phases: collection, examination, analysis and
reporting [90]. The digital forensic process is a recognized scientific and forensic
process used in digital forensics investigations [28 & 120]. The digital forensics
process is multi-staged, beginning from the identification of digital devices from the
scene, as potential evidence to the stage, where it is presented as evidence of an
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expert witness in a court of law [114 & 138]. Generally, a digital forensics process
contains five major stages, namely identification, preservation, examination,
analysis and documentation and report to present the digital evidence in the form of
the law of court, as shown in Figure 4.

2.2.2.1. Identification

The digital forensics process begins with the first stage that is called the
identification of digital evidence. In this phase, all potential sources of relevant
evidence/information (devices) at the crime scene are identified and collected. It
includes the distinguishing proof of computerized gadgets fit for putting away
advanced information related to the examination. A few examples that can give
electronic proof such as the hard disk of PC frameworks, irregular (random) access
memory cards, USB and other external sources of secondary memory such as cell
phones, USB and many more [24].

Identification

A4

Preservation

A\ 4

Examination

A4

Analysis

A4

Documentation & Report

Figure 4. Digital forensics process
2.2.2.2. Preservation

After the identification of potential sources of digital evidence at the first stage of
digital forensics, the sources need to be preserved to collect relevant information or
evidence and maintain the integrity of evidence. Moreover, distinct investigation
methods are employed by digital practitioners that do not alter the digital evidence
or data. The most common is a chain of custody, Drive Imaging and Hash Values.
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2.2.2.3. Examination

The examination of digital evidence from the identified possible sources seized at
the scene of a crime is the third phase of the digital forensics process. In digital
forensics, the examination of digital evidence is about the recovery and extraction of
data from various available digital sources. There are two distinct sorts of extraction,
i.e., physical and legitimate. The physical extraction stage recognizes and
recuperates information across the whole actual drive, regardless of the file system.
The legitimate extraction stage distinguishes and recuperates documents and
information dependent on the introduced working system(s), record system(s) or
potentially application(s) [13 & 97].

2.2.2.4. Analysis

In the analysis phase, the digital investigator performs the interpretation of extracted
digital data and tries to determine their relationship and their significance with
digital crime. Moreover, the investigators as well try to find digital evidence by
analysing the interpreted data that either supports or contradicts a hypothesis. Reith,
Carr and Gunsch [113] defined the evidence analysis phase as "an in-depth
systematic search of evidence related to the suspected crime”.

2.2.2.5. Documentation and Report

The last phase of the digital forensics process is documentation and report. In this
stage, the digital practitioner should report totally and precisely each progression in
their examination from the beginning as far as possible. The point is to permit others
following the means laid out in the documentation to imitate the examination and
arrive at similar resolutions. At the point when an examination is finished, the data is
frequently revealed in a structure that is appropriate for non-specialized people.

2.2.3 Literature Studies of Approaches for the Timeline Reconstruction

Esposito and Peterson [47] highlight the importance of timeline in digital forensics
investigation, and the stated timeline is a valuable approach to identify the distinct
events or activities that are performed by the user on a particular digital device
during a specific period. Thus, the construction and analysis of the timeline are one
of the primary tasks that are carried out by the digital investigator. Sitompul,
Handoko and Rahmat [123] state that it is challenging to have a clear view of events
that occurred during a time period in the digital investigation. Event reconstruction,
which allows a digital investigator to understand the timeline of a crime, is one of
the paramount steps of the digital investigation process [37]. This complex task
requires exploration of a large number of events due to the technology innovation
frequently, a heterogeneous, huge quantity of data and a manually performed event
reconstruction process, which is inefficient and expensive [76, 35] [16]. Inglot and
Liu [70] specified that there are basically two approaches for the analysis of the
timeline. Firstly, some applications have been specifically created for the analysis of
the timeline, and they focus on visually presenting the timeline, such as Cyber
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Forensics Time Lab (CFTL), Zeitline, Encase, Sleuth Kkit, Forensic toolkit, and many
others [110] [16]. Secondly, there is a combination of command-line tools and
spreadsheet applications that are labour intensive, such as Log2timeline and excel
together.

Gudjonsson [59] designed a tool to extract timestamps from various files
found on a typical computer system and aggregate them. The tool Log2timeline is a
part of a Python-based backend engine plaso. The purpose of plaso was to have the
timestamps in a single place for computer forensic analysis. Such a timeline
sometimes is called a Super Timeline. Log2timeline as well addresses numerous
problems of traditional timeline analysis approach, such as easy to manipulate, prone
to change, not frequently updated and labour intensive by performing automatic
extraction of the timeline. However, there are still various issues in the timeline
generated by Log2timeline, it includes a huge number of events, differences in cases
that required manual inspection of the timeline. These issues can be handled by
finding a way to reduce the dataset (events) in an intuitive method.

Sitompul, Handoko and Rahmat [123] highlight the importance of file
recovery in computer forensic investigation. Some factors need to be considered
during the recovery of a deleted file, such as a deleted file may be potentially
modified from its original status by another file partly or completely. For this, the
authors mention that there is an approach to the recovery of deleted files, i.e., Boyer-
Moore algorithm, but it has high time complexity in terms of string searching. Thus,
they propose a better string matching approach for the recovery of a deleted file that
is known as Aho-Corasick parsing technique. This approach works in four steps, i.e.,
disk imaging, accessing MFT (master file table), file type identification and
corruption check and file reconstruction (undelete, verification and analysis).
Further, they implement this approach on 3.54 GB data that consists of 56 files of
various types, such as .docx, .pdf, .jpg, .png, and .exe files. The proposed approach
is able to successfully recover 55 files (98.21%) from 56 files in 229.418 seconds
with an average data processing speed of 15.77 MB/s. The major drawback of this
approach is that it entirely depends upon master file table condition, i.e., if the MFT
is damaged, it will affect the recovery output.

Bang et al. [10] have discussed how the creation time, last written time and
last accessed time of a file or folder are important factors that can indicate events
that have affected the computer system. They analysed changes in the time
information of files and folders for different operations of the FAT and NTFS file
systems and attempted to reconstruct the user’s actions. For this, they implement the
approach based on the experiences collected from digital forensic investigations:
frequently occurred events are reasoned with the essences of MAC times. These
events or activities have a high prospect in event reconstruction; some phenomena
are observed and studied for creating heuristic rules (7) in the MAC times analysis.
These rules are expected to assist computer forensic examiners in investigating the
digital events that have occurred. Further, they demonstrate the use of time
information for digital evidence analysis by presenting a case study of data
manipulation in LC/MSD(Liquid Chromatography-MASS Selective Detector). The
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authors have found from the results that the proposed approach is capable to retrieve
the time information related to different operations, performed by the user on the
windows operating system based computer system.

Chabot et al. [31] have identified two major challenges (heterogeneity and
volume of data) with event reconstruction. In order to solve these two challenges,
they present an approach supported by the theoretical concepts that can assist
investigators through the whole process, including the construction and
interpretation of the events, describing the case that is known as SADFC (Semantic
Analysis of Digital Forensic Cases). The proposed approach is based on a model,
which integrates knowledge of experts from the digital forensic fields and software
development to allow a semantically rich representation of events related to
incidents [16]. The SADFC approach consists of three different modules, namely
advanced timeline analysis model, investigation process model and ontology-centred
architecture. The major limitation is that this approach is still underdeveloped as
only the first module (advanced timeline analysis model) of the approach is
developed, and the remaining two modules need to be developed. Thus, the
performance can be analysed after the implementation of the approach for the
automatic reconstruction and analysis of events.

Hargreaves and Patterson [62] focus on the issues of the super timeline
generated by Log2timeline digital forensic tools, such as a humber of events that
makes the analysis hard and limit the way in which the data can be visualised. Thus,
they developed a software prototype known as Python Digital Forensic Timeline
(PyDFT) by using Python 3 language to combine ‘low-level’ events (i.e., data
extracted from the file systems and compound files) into ‘high-level’, which are
human understandable events automatically. The developed software works in two
main phases, i.e., the generation of low-level event and the reconstruction of high-
level event. The low-level events are extracted from the inside files, using an
‘extractor manager’, and are converted into a standard format for a low-level event,
then added to a timeline. This timeline is stored as a SQL.ite database, which can be
used for further queries. The high levels are reconstructed from the low level events
by searching for patterns of events in the low-level timeline based on the pre-
determined rules. These patterns are based on a plugin framework where each plugin
is a script that detects and reconstructs a particular type of high-level event. Further,
they show two case studies of generating two high-level events, i.e., detection of
Google searches and connection of a USB device to show the implementation of the
developed software prototype. The shortcoming of the approach was that the
patterns, which were oriented to particular events, have to be written in advance
[16].

Brady, Overill and Keppens [19] proposed the use of ontology, the Digital
Evidence Semantic Ontology (DESO), which allows an examiner to quickly
discover what artefacts may be available on a device before time-consuming
processes are commenced. The DESO is built on the ideas of Gene Ontology (GO).
The general principle behind DESO is twofold: (1) examiners use some form of
classification or tagging system that allowed examiners to readily assess what
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artefacts were available; (2) once artefacts have been extracted from various sources,
DESO provides the means to compare them. The main idea of DESO is to enable the
comparison of the artefacts extracted from different sources. Brady, Overill and
Keppens [20] continued the development of the ontology DESO. DESQO’s primary
purpose is to act as a repository and a classifier of digital evidence artefacts to allow
the correlation of extracted data from heterogeneous sources. The investigative
objectives are set and fulfilled by asking simple questions based on who, what,
when, where, why and how? (‘SWH”). Only the “What” subclass has been detailed.
The classes “why” and “how” were not discussed at all. An implemented body of
DESO was not revealed. It remained behind the scenes. Only the ideas were
presented [16].

Debinski, Breitinger and Mohan [43] state that event reconstruction is a
fundamental step for investigators to understand a case where a prominent tool is
Log2timeline to generate timelines. While these timelines provide great evidence
and assist to understand a case, they are complex and require tools as well as
training scenarios. Moreover, they as well state some of the major limitations of
Log2timeline, such as the fact that there is no easy-to-use tool that
beginners/investigators can use to analyse a generated timeline and no free training
material that allows practitioners to learn and improve their familiarity with the
Log2timeline as well as visualization tools. In order to support the investigators, the
authors developed Timeline2GUI a standalone tool written in Python that supports
the analysis of the CSV timeline (output from Log2timeline). The main goal of
developing Timeline2GUI is to compose the parsing (reading) of the log files
straightforward for the end-user. The graphical user interface remains simple and is
based on a commonly used excel sheet. There are two views in the Timeline2GUI
for the effective analysis of the timeline, namely reduced view and detailed view.
The reduced view illustrates the highlighted events, and the detailed view shows the
complete timeline. Besides, they developed three training cases that are freely
available and can be used to improve the investigator’s timeline analysis skills by
either using Timeline2GUI, the Excel sheet or any other tool. From the results of the
training cases, it has been found that Timeline2GUI is beneficial for the digital
investigator to understand the timeline and attain digital evidence by using its
different features, such as filtering of the events based on the date and time of the
event, searching capabilities of a particular type of files and many more. However,
the performance of Timeline2GUI is its major limitation, but it can be enhanced by
speeding up the process, such as by removing irrelevant fields or combining fields in
future work [16]. Soltani, Seno and Yazdi [124] proposed an event reconstruction
framework that determines whether an application has been run on a compromised
system. The proposed framework has constructed the signature or the TPFSM-A
(temporal pattern of file system modification of the application) and the TPFSM-D
(temporal pattern of file system modification of the hard disk). Moreover, the
framework has presented a distance metric that is used to calculate the distance
between the signature of the application and TPFSM-D of the hard disk. Finally, the
decision engine of the framework has used the calculated distance to decide whether
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the application has been run on the compromised system. In order to demonstrate the
capability of this approach, the implementation is performed into two-phase, namely
the training phase and the detection phase, to find out whether the applications,
namely Microsoft Word, Adobe Reader, Firefox and Windows Media Player, are
executed on a particular computer system. The results illustrate the effectiveness of
the proposed framework in reconstructing events. The precision and accuracy of the
proposed framework reached 94%. The major limitation of this approach is that it
focuses on and is suitable for Windows operating system timeline reconstruction.

Forensic Toolkit (FTK) is a computer forensics tool developed by the Access
Data Group [51]. FTK examines the hard drive and retrieves information, such as
deleted emails, text strings, to use them as password dictionary to unlock the
encryption. FTK is as well associated with a standalone disk imaging tool known as
FTK imager. This tool captures the image of a hard disk in a file that will be
reconstructed later. FTK use MD5 and SHA1 hash value to verify if the integrity of
the data imaged is consistent with the created forensic image. FTK imager creates a
bit-for-bit duplicate image of the media to avoid the manipulation of the original
evidence accidentally or intentionally. The forensic image of the evidence is similar
to the original in every perspective, including the file stack and unallocated drive
space. This will allow the digital investigator to keep the original media away and
safe from any kind of harm, while the investigation proceeds by using the image.
After the creation of the image, the digital investigator can use the Forensic Toolkit
(FTK) to perform a complete forensic investigation and generate a report of digital
evidence. FTK has various features, such as a simple user interface and advanced
searching capabilities, supports EFS decryption, generation of the case log file and
bookmarking. However, it has some drawbacks as well, such as it does not provide
scripting features, multi-tasking capabilities, a progress bar to estimate the time
remaining and a timeline view.

Encase is a digital forensics tool developed by Guidance software [46]. Encase
is developed for forensics, digital security, security investigation and e-discovery
usage. It is commonly used to recover digital evidence from seized hard drives or
other digital devices. Encase assists the digital investigator or specialist to direct
from beginning to end the digital investigation of client record to collect digital
evidence that can be used in the court of law. The encase digital forensic tool
follows the basic digital forensics investigation process that begins with the
acquisition of digital devices, analysis of data and ends with the presents of digital
evidence in the form of a report. The numerous feature of Encase includes a
collection of data from a wide variety of sources, generation of large scale of reports
on finding along with maintaining the integrity of digital evidence, usage of
keyword, metadata and hash values on target sources of evidence, disk imaging, data
carving and password recovery. However, it has some drawbacks as well, such as it
is a very expensive tool, has high processing time in case of large compound files
and mailboxes and is not compatible with other forensic based tools.
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2.2.3.1. Research on Digital Forensics in Lithuania

The authors stated that the acquisition of digital remnants and their use to find crime
footprints in the digital user places (device, profile, home directory, etc.) is
challenging [54 & 55]. They as well highlight the benefits of the use of digital
profiles in the investigation, such as linking together different crimes, narrowing
down the lists of suspects, aiding the process of investigation, reconstructing the
crime and adding confidence to the existing evidence, while a profile cannot be used
as direct evidence. This simplifies the investigation process and makes use of
profiling to have a successful result. Thus, they propose a model for digital evidence
investigation based on the habits attribution that is known as the habits identification
domain (HiD) model. The main idea was to identify habits, attribute them and then
create a profile of the attributed habits. The created profile, as a set of habits and
attributes, may be used in digital evidence investigation to reduce the numbers of
evidence search sequences from a set of digital user places. It analyses data and
metadata memorized into a digital device by applying specific techniques taken from
intelligence and traditional profiling to obtain information that helps to create a
digital profile with suspect user habits attributes and then consider it during the
evidence investigation. In order to demonstrate the capability of HiD model, the
authors implement the HiD by using four different functions on a case study, having
two user profiles: the first profile coincides with all files on the user’s a hard disk
drive and the other profile coincides with all files on the user’s hard disk snapshot.
The major drawback of this paper is that there is no comparative analysis with other
models based on the habit attribution or any other similar criteria that are discussed
by the author to show the performance of HiD model.

In this paper, the author creates an ontology-based transformation model and a
framework to develop an ontology-based transformation system (OBTS) in the
digital forensics domain [56]. The authors as well define the architecture of the
ontology-based transformation system and its components for assisting computer
forensics experts in the appropriate selection of tools for digital evidence
investigation. The authors analyse two domains, namely cyber forensics ontology
(CFO) and Computer Forensics Tool Catalog (CFTC), developed by the National
Institute of Standards and Technology (NIST). They have found that these two
domains have created common definitions in the digital forensics domain. While
both belong to the same digital forensics domain, they are very different, and only a
small number of artefacts, when expressed through ontologies, intersect. Typically,
computer forensics experts operate in terms of the CFO, but the NIST taxonomy of
forensic tools for digital evidence investigation is given in CFTC terms. In order to
handle this issue and facilitate the computer forensics experts in selecting an
appropriate tool for digital evidence investigation, the authors propose a computer
forensics tool catalogue ontology (CFTCO) created from the NIST CFTC and an
ontology-based transformation model (TM) for the digital forensics domain. An
ontology-based TM consists of two stages. The first stage relies on the XML view
creation for the selected ontologies (CFO and CFTCO). In the second stage, the
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Table 2. Comparative studies of available timeline approaches

Timeline
re; onat);%(;]tégn Auto Heterogeneity | Analysis | Theory | Integrity
PP extraction and volume
ECF [35] v 4 x x x
Gudjonsson 4 v x x x
[59]
Sitompul,
Handoko and v M " v N
Rahmat [123]
Bang et al. [10] v x x x x
Hargreaves and v v x x x
Patterson [62]
Debinski, v v x x x
Breitinger and
Mohan [43]
Soltani, Seno v x x v x
and Yazdi
[124]
Forensic v v x x v
Toolkit [51]
CyberForensic v v x x x
TimeLab [98]
Encase [46] v v x x v
Zeitline [31] x v x x v
Esposito and v x x v x

Peterson [47]
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transformation process uses the XML view of the ontologies created in the first
stage and maps their representations from one form to the other. The transformation
process applies a set of transformation rules that will create a list of appropriate
tools. The authors present a case study of transforming CFO to NIST tool list by
using a set of transformation rules in the OBTS and assist computer forensics
experts in selecting an appropriate tool for further digital evidence investigation. The
main drawback of this paper is that there is no performance analysis of an ontology-
based transformation system (OBTS) that is discussed by the author, and the output
of CFTCO is bound to CFO and CFTC.

The literature studies show that the reconstruction and analysis of the timeline
have numerous issues, such as the volume of data, the heterogeneity of data, the
complexity of digital investigation process and many more. Moreover, in order to
address all these issues and assist the digital forensic investigation process,
numerous approaches and tools have been developed from time to time. Table 2
shows the comparison of various existing approaches ( (v') shows the strengths of
approaches, and (%) shows the weakness of the approaches) with relation to some
primary issues in digital forensics investigation, namely heterogeneity and huge
volume of sources of data, automatic extraction of events and knowledge from the
timeline; a clearly defined investigation model allows to describe a process used to
get the required results, analysis capabilities and maintain the integrity of data.

The comparative studies show that most of the approaches can address issues,
such as automatic extraction of events and generating the timeline, processing huge
volumes and different sources of data and organizing the information in a systematic
way. The other key issues, i.e., a clear description of used investigation model in the
reconstruction process, are required to ensure the reproducibility of the investigation
process and the credibility of the results, which is satisfied by a few of the existing
approaches. The integrity of the collection of data from different sources from crime
scenes and the integrity of extracted digital evidence from the collected data should
be maintained, which is one of the key issues in the digital forensic investigation and
is not fulfilled by most of the available approaches. The analysis of the timeline, i.e.,
to assist the digital investigator or user in understanding the timeline, composing
timeline easy to read, recognizing the correlation between events, producing a
conclusion in the form of digital evidence from the knowledge contained in the
timeline, is an issue that not addressed and fulfilled by available approaches.

The majority of the existing approaches can address only two issues, i.e., auto
extraction of events and timeline and processing huge volume and different sources
of data. Moreover, some of the approaches are as well able to fulfil the other two
key issues, i.e., the integrity of data and a clear description of the used investigation
model. Although the analysis of the timeline issue is not addressed by the available
approaches to assist digital practitioners in the investigation process to understand
the timeline effectively [83, 39 & 121], some of the primary reasons, which are
responsible for the ineffective analysis of timelines, include the rapid innovation of
technology, accelerated growth of the internet and integrity of the timeline [16]. In
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order to address this issue, a novel approach backed by an abstraction approach is
proposed.

2.3. Ontology In Digital Forensics
2.3.1. Main Concepts of Ontology

The word ontology comes from the Greek ontos (being) + logos (word). The
Merriam Webster online dictionary defines the term ontology [99] as a part of
metaphysics, worried about the nature and relations of being, a specific hypothesis
about the idea of being or the sorts of existents. The term ontology was presented as
a way of thinking, in the nineteenth century, by the German savant Rudolf Gockel,
in his Lexicon Philosophicum, to recognize the investigation of “being” from the
investigation of different sorts of creatures in the common sciences. As a
philosophical control, ontology building is worried about giving classification
frameworks that record to a specific vision of the world. The previously known
classification framework was proposed by Aristotle. In his framework, a
classification is utilized to group whatever it can be said about anything. In the third
century BC, Porphyry, a Greek scholar, remarked on Aristotle's construction and
coordinated the proposed classes in a tree graph. This construction, known as the
Tree of Porphyry, is demonstrated in Figure 5. According to Elhadad, Badran and
Salama [44], ontology is "the investigation of classes of things that exist or may
exist in some area. The result of such examination is called an ontology is an
inventory of sorts of things that are expected to exist in an area of interest D from
the viewpoint of an individual who utilizes a language L to discuss D." Ontology is
based on the facts and its nature, being independent of one’s background, showing
understanding, perspective and knowledge of the world [61 & 122]. First, the
artificial intelligence researchers used the ontology approach from philosophy, as
shown in Figure 6 [115]. Since then, the concept of ontology has been used by the
scientists from information and computer fields. The explanation of ontology most
regularly cited in semantic web writing is the following: "An ontology is a formal,
explicit specification of a common conceptualization” [60]. In this case, the
conceptualization represents a theoretical model, explicit implies that the
components should be obviously characterized, and formal shows that the detail
ought to be machine-processable. Going further, in Gruber's view, an ontology is the
portrayal of information on a domain, where a bunch of objects and their
connections is depicted by a vocabulary. By and large, a gathering of scientists who
need to share data in a specific area builds up an ontology. There are various
explanations behind building up an ontology, including basic understanding,
reusing, sharing, breaking down the domain information, detachment of area
information from operational information and making area suppositions expressly
[55].
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Figure 5. Tree of porphyry (Ontology in Computer Science [99])

A particular clarification of ontology is accessible in PC and data science
writing. In any case, all analysts concur on the significance of ontology in the
portrayal, sharing and reusing of existing area information [59]. The most well-
known meaning of ontology among specialists is an assemblage of officially
addressed information, depending on the conceptualization. A conceptualization is
theoretical, worked visible of the world that people wish to address for some reason.
Each information base, information-based framework or information level specialist
is focused on some conceptualization, expressly or certainly. An ontology is an
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unequivocal particular of the conceptualization [56]. In the digital forensic area, it is
not feasible to build up an ontology that would be adequately huge to contain every
idea that occur, and which are important to individuals who lead the digital forensics
investigation [60, 96]. An ontological portrayal of the gathered information can take
care of the issue of a variety of information in digital forensics [7, 5].

Philosophy

Metaphysics

Ontology

Artificial intelligence

Computer science

Ontology

Figure 6. The shift of ontology to computer science field (Russell, Norvig [115])

2.3.1.1. Components of an Ontology

A typical ontology of a domain consists of different components, namely classes,
instances, properties and relations, as shown in Figure 7.
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Concepts (Classes)

Properties

Relations

Objects
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Figure 7. Components of an ontology [15]



2.5.1.1.1. Classes

Concepts, likewise called classes, types or universals are a central part of most
ontologies. A concept addresses a gathering of various people that share normal
attributes, which might be quite explicit. For instance, (most) people share certain
attributes, like related DNA, a bunch of explicit body parts, the capacity to
communicate in an unpredictable language. In such manner, all vertebrates share
these qualities, with the exception of the capacity to talk. One concept might be a
subconcept of (otherwise called a subclass, or sort of) another concept; this implies
that assuming the idea C' is a subconcept of C, any person of type C' will likewise be
a person of type C. It is conceivable inside an ontology to unequivocally express that
C' is a subconcept of C; in certain dialects, including OWL, it is likewise
conceivable to deduce this. The concepts may likewise impart connections to one
another; these portray the path to people of one concept to identify with the people
of another.

2.3.1.1.2. Instances or Objects

Individuals (objects) are the essential, "ground level” segments of ontology. The
objects in an ontology may incorporate solid items like individuals, creatures, tables,
autos, atoms and planets, just as unique people like numbers and words (in spite of
the fact that there are contrasts of assessment with regards to whether numbers and
words are classes or objects). Carefully talking, an ontology needs to exclude any
objects; however, one of the overall motivations behind an ontology is to give a
method for grouping objects, regardless of whether those objects are not
unequivocally a part of the ontology.

Properties

Object properties Data properties

Figure 8. Types of properties
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2.3.1.1.3. Properties or Attributes

In an ontology, an attribute is used to define the properties or characteristics of an
entity or an object. Generally, there are two types of properties in an ontology,
namely the object properties and data properties, as shown in Figure 8. The object
properties define the relationship among instances or individuals of different classes,
and the data properties describe the relationship among instances and data values.

2.3.1.1.4. Relations

Relationships (otherwise called relations) between objects in an ontology indicate
how instances are identified with different instances. Ordinarily, a connection is of a
specific kind (or class) that determines in what sense the instance is identified with
the other instance in the ontology. A significant kind of connection is the
subsumption connection (is-a-superclass-of, the opposite of is-a, will be a-subtype-
of or is-a-subclass-of). This characterizes which objects are ordered by which class.
The expansion of the is-a-subclass-of relations makes a scientific classification; a
tree-like construction (or, all the more, by and large, a part of the way requested set)
that unmistakably portrays how objects identify with each other. In such a design,
each item is the 'offspring' of a 'parent class'. Another regular sort of relation is the
mereology connection, composed as a component of, that addresses how instances
consolidate to shape composite instances[73]. Relation types are in some cases area
explicit and are then used to store explicit sorts of realities or to address specific
kinds of inquiries. Assuming that the meanings of the relation types are remembered
for metaphysics, the philosophy characterizes its own ontology definition language.
An illustration of an ontology that characterizes its own connection types and
recognizes different classifications of connection types is the Gellish ontology.

2.3.2. Constructing an Ontology
2.3.2.1. Determine the Domain and Scope of the Ontology

The development of an ontology begins with determining the domain of the
developing ontology and its scope as shown in Figure 9. This is the very first step of
constructing an ontology that consists of various tasks, such as to specifically define
the ontology domain, defining the purposes of an ontology, the user of an ontology
and for what types of questions the information in the ontology should provide
answers.

One of the approaches to comprehend the area of ontology is to portray a
rundown of inquiries that an information base, depending on the ontology, ought to
have the option to reply. This errand is called the competency questions and is
valuable to comprehend if the ontology incorporates adequate data or needs further
subtleties. The ontology advancement is an iterative interaction, and there are many
right approaches to demonstrate a domain; thus, the inquiry rundown ought not to be
comprehensive.
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Define classes and class hierarchy

Define the properties

!

Define the facets of the slots
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Create instances

Figure 9. Steps for the construction of an ontology
2.3.2.2. Consider Reusing Existing Ontologies

The second step of building an ontology is the reusing of existing accessible
ontologies. The reusing of ontologies is quite often worth thinking about what
another person has done and checking on the off chance that can be refined and
expand the existing sources for the specific area and assignment. The reusing of a
current ontology might be a necessity if the framework needs to connect with
different applications that have effectively dedicated to specific ontologies or
controlled vocabularies. Numerous ontologies are accessible in electronic shape and
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can be brought into an ontology development environment that is being utilized. The
formalism where an ontology is communicated frequently does not make any
difference, since numerous information portrayal frameworks can import and fare
ontologies. Regardless of whether an information portrayal framework cannot work
straightforwardly with a specific formalism, the assignment of interpreting ontology,
starting with one formalism, then onto the next, is normally not a hard one. Probably
the most popular ontologies in the semantic web area are the following [130].

2.3.2.2.1. Dublin Core

This ontology gives a basic and normalized set of shows for portraying things online
in manners that make them simpler to discover. Dublin Core is broadly used to
depict computerized materials like video, sound, picture, text and composite media
like Web pages.

2.3.2.2.2. FOAF

The Friend of a Friend (FOAF) Ontology, characterized by utilizing OWL language,
is RDF augmentation, which is made to characterize individuals, their movement
and their associations with others and different items. The FOAF project is making a
Web of machine-understandable pages, depicting individuals, the connections
among them and the things they make and do.

2.3.2.2.3. SKOS

Simple Knowledge Organization System Ontology is a typical information model
for sharing and connecting information association frameworks, like thesauri,
scientific categorizations, characterization plans and subject heading frameworks,
which share a comparable design, by means of the Web.

2.3.2.3. Enumerate Important Terms in the Ontology

After the specification of the ontology domain and defining the scope of the
ontology along with considering the reusing of available ontologies, the next step is
to enumerate all possible vital terms and their properties of a specific domain for
which the ontology is developed. At first, it is essential to get a thorough rundown of
terms without stressing over the cover between the concepts they address, relations
among the terms, or any properties that the ideas may have, or whether the ideas are
classes or slots.

2.3.2.4. Define the Classes and the Class Hierarchy

After gathering the main terms in the third step, the terms addressing concepts,
liking to utilize things, and terms addressing relations need to be distinguished. In
addition, various levelled connection among the terms need to be characterized, and
three methodologies can be utilized. First, a top-down advancement measure begins
with the meaning of the broadest concepts in the specific area and then the
specialization of concepts.
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Second, a bottom-up advancement measure begins with the meaning of the
most explicit classes, the leaves of the pecking order with the ensuing gathering of
these classes into more broad ideas. Thirdly, a mix improvement measure is a mix of
the top-down and bottom-up. The more striking ideas are characterized first and
afterwards summed up and practiced properly.

2.3.2.5. Define the Properties of Classes-Slots

In ontology, the classes alone will not provide enough information to answer the
competency questions. Once some of the classes are defined, the internal structure of
concepts must be described by defining their properties. It must be determined for
each property which class it describes. These properties become slots when attached
to the classes.

2.3.2.6. Define the Facets of the Slots

A slot can have various facets portraying the type of input, permitted values, the
guantity of the qualities (cardinality) and different highlights of the qualities that the
slot can take. For instance, the estimation of a "name" space (as in "the name of a
wine™) is one string. This means that the name is a slot with esteem type String.
Some of the common facets of the slots in the ontology are shown in Figure 10.

Facets of the slots

L " l

Slot-value type Slot cardinality Domain & range of a slot
» Boolean
» Instance
‘>[ Number ]
‘b[ String ]

Figure 10. Facets of slots
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2.3.2.7. Create Instances

The last action is making the instances of classes in order. In order to define an
instance of a particular class, it needs (1) picking a class, (2) making an individual
case of that class and (3) filling in the slots qualities.

2.3.3. Literature Studies of Ontologies in Digital Forensics

In this section, numerous ontologies in the digital forensics domain, developed by
different authors or researchers from time to time, are presented in ascending order.
Brinson, Robinson and Roger [21] stated that the area of cyber forensics is still at
the outset with a solid requirement for direction and definition. For this purpose, the
authors developed the cyber forensics ontology for identifying the exact layers for
specialization, certification and education within the cyber forensics domain. The
ontological model split the topic of cyber forensics into two major subtopics, i.e.,
technology and profession. Subtopic technology is divided into hardware and
software. The subtopics hardware and software are split further into large scale
digital devices, small scale digital devices, computers, storage devices, obscure
devices and analysis tools, operating systems and file systems. The subtopic
profession is split into law, academia, military and private sector. The law section
focuses on the law enforcement, courts and legal aspects of cyber forensics.
Academia is split into research and education, while the military category focuses on
what cyber forensics duties are performed by the military personnel. The military
section can be defensive and offensive. The private sector was divided into
consulting and industry. The objective of creating this ontological model was to
define the right levels of education, certification and specialization. The limitation of
this approach is that it does not consider and analyse the factors that influence the
implementation of this ontological approach [17].

Harrill and Mislan [64] stated that Small Scale Digital Device Forensics
(SSDDF) is a new area of study, which needs direction. The small scale digital
devices are split into three subparts, including cellular telephones, Personal Digital
Assistants (PDA) and software components. The devices and their corresponding
forensics processes are not transparent. The objective of this paper was to design an
ontological approach to provide law enforcement with appropriate knowledge about
the devices that were found in the SSDD domain. The limitation of this ontological
approach is that it is not able to address both old-fashioned as well as the latest
digital devices [17].

Kahvedzic and Kechadi [75] propose DIALOG, i.e., Digital Investigation
Ontology, a model to encapsulate the knowledge related to digital investigation
cases. DIALOG presents a dictionary of concepts and associations in the form of an
ontology to define the semantics of cases. In order to define the four areas of the
case, four sub-ontologies are defined, namely cybercrime type, types of data
locations, type of data itself and the tools used to find that data. The purpose of the
model is to describe the properties and attributes of vital forensics ideas for better
understanding of investigators. The authors demonstrated the implementation of
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DIALOG ontology by modelling the semantics of the knowledge, associated with
the Windows Registry. The major limitation is that the authors considered only a
single-source, i.e., the registry, to annotate evidence and that is not sufficient to
demonstrate the capability of the approach [17].

Park, Cho and Kwon [104] developed Cyber Forensics Ontology for the cyber
investigations in cyberspace. The authors classified Cybercrime into two classes,
i.e., cyberterror and general cybercrime, and how these two classes are related. The
analysis of cyberterror needs the latest technology, system environment and
experienced experts, and general cybercrime is related to a general crime by digital
evidence. The authors described the concepts and associations between crime types,
evidence collection, criminals and criminal case and law. The drawback of this
approach is that it is least based on the digital evidence and other stages that are
essential to collect and interpret the digital evidence in the digital investigation
process. Only one stage, namely “collection”, is mentioned by the authors [17].

Saad and Traore [117] describe the concept of an intelligent network forensics
system that reconstructs intrusion scenarios and makes attack attributions that
require knowledge about intrusions signatures, evidence, impacts and objectives.
They as well have mentioned that recently, several machine learning techniques
have been proposed to automate and develop intelligent network forensics systems,
but they are not able to achieve it. For this, they proposed an ontology-based
network forensics knowledge representation approach. This ontology gives a formal
description of the concepts, defining the network forensics domain, and describes
the associations. The developed ontology is based on the hyper approach that
combines different major features from distinct ontologies and is known as
METHONTOLOGY. The developed ontology consists of 111 classes, four
taxonomic relations and 21 ontological relations. The limitation of this approach is
that it is complicated and required a lot of time and effort to compose the ontology.

Cosi¢, Cosié and Baca [41] highlight the concept of chain of custody of digital
evidence and its importance in the digital forensic field. They as well focus on
factors that can affect the chain of custody of digital evidence, such as who, when,
where, why, and how, during various stages of digital investigation process. In order
to handle the chain of custody of digital evidence, the authors defined taxonomy and
developed an ontological approach that is known as DCoDeOn (Digital Chain of
Custody Digital Evidence Ontology) by using the Protégé tool. The developed
ontology consists of five major modules, namely characteristics, dynamics, factors,
institutions and integrity. The taxonomy was based on a top-down approach, i.e., the
most specific concepts were first defined and specialized afterwards and designed in
such a way to simply insert new class, slots, property constraints and common
facets. [17].

Cosi¢ and Cosi¢ [40] highlight the problems encountered by the digital
practitioner during the digital investigations to interpret digital evidence, primarily
because of misinterpreting or false understanding of various vital concepts [129]. An
ontology of digital evidence was developed to figure out this problem. According to
the authors, this ontology can be used to share a common understanding of the
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structure of this domain (digital forensics) between forensics investigators and other
personnel that have to deal with digital evidence, among software agents and
between forensics investigators and software. This ontology was only explained
theoretically, which is a limitation of the research [17].

Luthfi [85] highlights the importance of the retrieval of evidence in digital
forensics. The author proposed an ontology framework approach for the extraction
of evidence. This approach is based on the hierarchy of layers and contains two
layers that are called analysis tools and operating systems. The second layer is
automatically developed to assist the practitioner in retrieving the evidence by using
rule-based analysis (forward chaining). The proposed ontology framework consists
of two layers in a hierarchical structure, namely hardware and software. The
hardware layer is further divided into two sub-layers, i.e., a large scale digital device
(LSSD) and a small scale digital device (SSSD), and the software layer is as well
further divided into sub-layers, i.e., the analysis tools and operating systems.

Chabot et al. [32] stated that digital forensics investigators face challenges,
such as the high volume of data [1], which are becoming continuously vast and
diverse because of the growth of new technologies. Therefore, the interpretation of
digital evidence and the reconstruction of events is a complicated and time-
consuming task for the investigator. Moreover, the authors as well identified seven
vital factors that a reconstruction tool must have to handle these three challenges,
namely volume, heterogeneity and legal requirements. An approach to SADFC, i.e.,
Semantic Analysis of Digital Forensics Case, based on three layers of ontology,
called ORD2I, is introduced to present any digital events. This ontology is related to
a collection of tools for obtaining information from the sources of evidence,
instantiating ontology, inferring new knowledge and interpreting it. However, the
performance of the approach still needs to improve [17].

Alzaabi et al. [6] highlighted the issues of smartphones that the digital
investigator faces during the analysis of data, such as volume and complexity of
data. In order to handle these issues and support the investigator, an automated
technique, called Forensic-Driven Ontologies for Smartphones (F-DOS), is
developed to quickly and efficiently analyse the data. The proposed methodology is
based on a modified version of an ontology development methodology called
Methontology. The development of F-DOS ontology begins with identifying the
general purpose and scope of ontology, requirements of ontology (competency
questions), reusing of ontologies (if possible), collecting concepts and relationships
among them, evaluating ontology and formalization of ontology. The F-DOS
ontology consists of two main ontologies, namely upper ontology and domain
ontology. The domain ontology is further divided into four sub ontologies, namely
contact ontology, message ontology, investigation case ontology and other domain
ontology. The content of the smartphones can be extracted by using the knowledge
base of F-DOS with the help of a standard query language called SPARQL. The
major drawback of this work is that this approach is specified only theoretically.

Karie and Kebande [80] stated that digital forensics is a relatively new
discipline with various technical and non-technical terminologies that can be hard to
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comprehend. The main problem addressed by the authors is that there is no approach
in digital forensics that can help investigators in reasoning concerning the perceived
meaning of different digital forensics terminologies that were encountered during
the digital forensics investigation process. In order to solve this problem, the authors
examined the concept of developing ontologies for digital forensics terminologies
and proposed an ontological approach to resolve the meaning of different digital
forensics terminologies. Moreover, the approach was only discussed theoretically
and is a drawback of this paper [17].

Kalemi and Yayilgann [77] focus on the benefits of online social networks
(OSNs) in digital forensics. The authors stated that no ontology uses OSNs data to
support the investigation process. For this, the author proposed an ontology called
SC-Ont. The SC-Ont ontology consists of three pillars, namely people, crime and
crime-solving. The main objective of the proposed ontology is to provide an
ontological prototype for supporting crime-solving by using data found in OSNs.
Moreover, this ontology is not yet fully developed and implemented [17].

Wimmer, Chen and Narock [133] stated that technology evolves at a rapid
speed. Thus, the digital forensic field needs to be continually adapting by developing
novel tools and techniques to implement forensic analysis on many different
systems, such as desktops, portable devices, sensor devices and many more [67].
The authors mentioned that the researchers use the concept of ontology to classify
the digital forensics.

Table 3. Available ontologies in digital forensics domain

Ontologies in

digital Achievements Problems

forensics

domain
Brinson, Developed cyber  forensics | Do not evaluate the factors that
Robinson and | ontology,  highlighted  the | influence the implementation of
Roger [21] profession of cyber forensics | this approach and the lack of

that can help in curriculum forensics

development.

advanced cyber
methodologies.

Harrill and Developed a framework to place | Do not consist of all versions of

Mislan [64]

small scale digital devices.

small scale digital devices.

Kahvedzic and
Kechadi [75]

Developed digital investigation
ontology (DIALOG), a model to
encapsulate  the  knowledge
related to digital investigation
cases.

Encoding of forensics information
is related only to Windows
registry source.
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Park, Cho and

Developed the ontology to

The proposed ontology is least

Traore [117]

forensics knowledge
representation  approach s
proposed to describe the
concepts of the network
forensics domain and their
relationships.

Kwon [104] describe the crime types and the | based on the digital evidence and
relationship among them. other stages that are essential to
collect and interpret digital
evidence.
Saad and An ontology-based network | The proposed ontology is

complicated and required a lot of
time and effort.

Cosié, Cosié
and Baca [41]

Digital Chain of Custody
Digital Evidence  Ontology
(DCoDeOn) is developed by
using the top-down approach in
such a way that allows insertion
of new classes and properties.

The proposed ontology is not
technically evaluated.

Luthfi [85]

An ontology framework is
developed to acquire digital
evidence automatically.

The evaluation of ontology
framework is not discussed.

Chabot et al.
[32]

The ontology ORD2I (Ontology
for the Representation of Digital
Incidents and Investigations) is
developed to show any digital
incident and associated digital
investigation.

The performance of a proposed
approach is slow and handles
limited sources of information.
Moreover, the developed ontology
is not evaluated.

Alzaabi et al.

[6]

Forensic-Driven Ontologies for
Smartphones  (F-DOS)  are
developed to quickly and
efficiently analyse the data.

The developed ontology is not
evaluated and discussed only
theoretically.
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Karie and An ontological approach is The proposed approach is only
Kebande [80] | developed to resolve the theoretically discussed, and no
meaning of different digital ontology evaluation is performed.

forensic terminologies.

Kalemi and An  SC-Ont ontology is | The proposed ontology is

Yayilgann developed to use the | incomplete.
[77] information from online social
networks (OSNs) in digital
forensics.
Wimmer, An ontology is developed to | The verification and validation of
Chen and allow digital investigators to | developed ontology are not

Narock [133] | choose appropriate forensics | performed.
tools for the investigation of a
digital crime.

Still, there is no ontology to define the capabilities and relationships among
various digital forensic tools. In order to address this issue, they developed an
ontological approach based on Resource Description Framework (RDF) and Web
Ontology Language (OWL), which is searchable by using SPARQL and a list of
standard digital forensic tools. The main objective of ontology is to assist digital
investigator in selecting the appropriate tools for the analysis of digital devices [17].

Akremi et al. [3] stated that the big data produced by the web services make
the investigation process complicated and time-consuming. For this, the authors
proposed an extensible standards-based semantic ontology for the representation of
web service log data. The main aim of the ontology is to extract hidden information
and eventual scenarios of cyber-attacks in weblogs. Digital investigators can specify
validation rules and execute them by using a logical reasoner over the proposed
ontology to get a forensic report. According to the authors, the proposed ontology
can support the investigator in analysing the task and minimize the required time
[17].

Based on the literature studies (see Table 3), it has been found that the digital
investigators encountered various technical and non-technical terminologies that can
be hard to comprehend and faced challenges in interpreting digital evidence,
primarily due to the misunderstanding of certain vital terms. Various approaches are
developed to assist digital practitioners in understanding newly encountered
terminologies, each one with its drawbacks and not being able to assist investigators
in reasoning about the perceived meaning of different encountered digital forensics
terminologies. Moreover, the literature studies have shown that the existing
ontologies are not technically verified and validated.
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2.3.4. Ontology Evaluation

The evaluation of ontology can be described as “a technical judgment of the content
of the ontology with respect to a frame of reference during every phase and between
phases of their lifecycle” [61]. A frame of reference consists of a specification of
requirements, competency questions, real-world and many more. The evaluation of
ontology consists of two parts, namely verification and validation.

The evaluation of ontology has increased as well due to the common use of
ontology. For this, numerous distinct evaluation methods have been developed by
different researchers and authors. A few authors recommend manual and others
suggest the automatic approach. There are some methods for handling the taxonomy
of ontologies, and few methods evaluate the content of ontologies. Some methods
are dependent on a particular tool or language, while some methods can be utilized
independently from a tool or language. As a wide variety of methods are available
for the evaluation of ontology, one needs to be careful while selecting the methods
that will contain both aspects of evaluation, namely verification and validation.

2.3.4.1. Ontology Verification

The verification of ontology can be defined as an accurate depiction of a domain and
the need to check its definitions. It means that the hierarchy of concepts needs to be
consistent and as well right according to the real world. For this purpose, an
independent method, namely ontology taxonomy evaluation, is available [59 & 79].
This method is used manually, and the ontology is verified according to three main
factors, namely inconsistency, incompleteness and redundancy.

The consistency can be de defined as the ontology that does not contain or
allow any contradictions. A given definition of the ontology is consistent if and only
if the individual definition is consistent and no contradictory sentences can be
contained from the other definitions. The first factor, namely inconsistency, consists
of detecting three types of errors in the ontology, i.e., circularity errors, partition
errors and semantic errors. The first error, i.e., circularity errors, exists in the otology
when a class is described as a specialization or generalization of itself. Partitions can
be described as defined concept classifications in a disjoint and/or complete manner.
Partitions errors occur if the ontology contains an incorrect description of disjoint
classes, such as a class is a subclass of two or more disjoint classes and an instance
is an object of two or more disjoint classes. The third error, i.e., semantic errors,
occurs when ontology contains inaccurate semantic classification, which means that
it classifies a concept as a subclass of a concept, to which it does not actually
belong.

Incompleteness is one of the primary problems in ontologies. An ontology is
incomplete if the definition of one class or concept is missing in the established
reference framework. The ontology is complete if all that is needed to be in the
ontology is explicitly stated in it and every definition of ontology is complete. The
second factor, namely incompleteness, consists of detecting two types of errors in
the ontology, namely incomplete concept classification and partition errors.
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Incomplete concept classification errors occur when some concepts of a domain are
absent from the taxonomy of ontology. The second error, i.e., partition error, occurs
when the relations between some classes or concepts are not defined in the ontology.

The redundancy error occurs when an expression of the ontology is redefined
that is already described explicitly or that can be inferred from the other definitions.
The third factor, namely redundancy, consists of detecting three types of errors,
namely grammatical redundancy, identical formal definition of some classes and
identical formal definitions of some instances. The grammatical redundancy error
occurs when more than one definition of a class or an instance is given or defined.
The second error, i.e., identical formal definition of some classes, occurs when two
or more classes of the ontology have the same definition, and there is only one
difference between the classes, i.e., the names of the classes. The last and third
errors, i.e., identical formal definitions of some instances, occur when two or more
instances of the ontology have the same definition, and there is only one difference
between instances, i.e., the names of the instances.

2.3.4.2. Ontology Validation

The validation of ontology can be described as whether the definition of ontology
really models the real world for which the ontology is developed. The main aim of
ontology validation is to prove that the world model is compliant with the world
modelled formally. Since the validation of ontology refers to the real world; thus,
the evaluation of the content of the ontology is required [76]. For this, an
independent method, namely ontology content evaluation, is available. This method
is performed manually, and the ontology is checked according to five factors,
namely consistency, completeness, conciseness, expandability and sensitiveness.
The first two factors, namely consistency and completeness, are already described in
the section above, i.e., “ontology verification”. The third factor, i.e., conciseness, the
ontology is concise when it does not contain any irrelevant definitions of classes or
concepts along with redundancies of definitions. The fourth factor, i.e.,
expandability: the ontology is expandable if there is no need to change a set of
defined definitions while there is a need to add new definitions to the existing ones.
The last and fifth factor, i.e., sensitiveness, the ontology is not sensitive if small
changes in the definition do not change a set of well-described concepts.

2.4. Visualization in Digital Forensics

Despite the growing popularity of visualization [86], it is not simple to define
visualization in such a manner that would correspond to the entire categories of
visualization strategy that is being constructed nowadays and at the same would
differentiate the visualization from other similar fields, namely scientific
visualization and information design. In the [82], the authors define: “visualization
is the communication of abstract data through the use of interactive visual
interfaces”. In the [109], the authors define: “visualization utilizes computer
graphics and interaction to assist humans in solving problems.” The evolution of
modern electronic devices is outpacing the scalability and effectiveness of the tools
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that are used to analyse the digital evidence recovered from them [14, 27]. Indeed,
current digital forensic techniques and tools are unable to handle large datasets
efficiently. As a result, the time and effort required to conduct digital forensic
investigations are increasing [101 & 28]. The two key challenges that the digital
forensic investigations are facing are the complexity and volume of digital evidence.
The complexity arises from the heterogeneous and idiosyncratic nature of digital
evidence [105, 30]; the evidentiary data is expanding over digital devices, every
device with its own methods for saving and displaying the data. Moreover, the
number of digital evidence grows as the cost of storage devices becomes reasonable
and increasingly huge, and high-speed processor and connectivity of the internet
with high-bandwidth nowadays facing digital devices to be used all the time and
everywhere. The implementation of information visualization techniques can handle
the heterogeneity and huge quantity of information or digital evidence. In the paper
[101], the authors enhance the digital forensic investigation process by integrating
information visualization techniques into the existing digital forensic investigation
workflow that is known as Explore, Investigate and Correlate (EPIC) process. The
EPIC process builds on the “visual form” components of the visualization reference
model as shown in Figure 11 [36]. In the paper [36], the authors stated that the
visualization process is an exploration process. Given a data set Cdata, it needs to
take decisions related to which visualization tools a user wants to use for searching
the data set. After that, the user uses and tries distinct controls (Cctrl), which
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Figure 11. Visualization as a search process [36]
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includes styles, layout, viewing position, colour maps, transfer functions and many
more till the user gets a satisfactory selection of visualization output. It relies upon
the tasks of visualization; the satisfaction can come in various forms. For instance, a
user may have adequate information about the particular data set or may have the
most convenient presentation of the information to help others in acquiring
knowledge. The aim of visualization is to display a figure to the user in such a way
that allows the user to interpret the underlying information [34]. The visual data are
input of the visualization that needs to be presented and the control data given by the
human interface. There are two spaces in the visualization as described in the search
process model proposed by [35]: firstly, “computational space,” where the
visualization is updated, controlled and novel visions are created; secondly,
“perceptual and cognitive space,” where the users can view a novel image and
collect information and knowledge related to the data being visualized and searched.
Outside of these spaces, there is human interaction with the system of visualization,
which oversight the visualization and the creation of new views. The output of the
EPIC process visualization framework can illustrate the digital evidence simply and
intuitively, enhancing decision making and facilitating the explanation of
phenomena in evidentiary data.

Table 4. Visualization techniques in digital forensics domain

Information visualization Strengths Drawbacks/Problems
techniques

Capable to  display
multidimensional data.

Geometric  techniques:

Geometric transformed Not suitable for presenting

displays visualization [34, | Prosection VIEWS, | hierarchical relation and
137 & 131] Hype_rsllce, Scatterplot- | v, 4 1a1 information.
Matrices, Landscapes,
Projection pursuit and
Parallel coordinates
techniques.

To facilitate the
visualization of data by

. . Unable to visualize textual
using features of icons.

Iconic displays data or information.
visualization [34, 17 &

114]

Iconic techniques:
Chernoff-Faces, Stick
figures, Shape coding,
colour icons and Tilebars.
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Pixel displays visualization
[116 & 95]

To map the attribute
value of the data to a
single coloured pixel and
show the most possible
information at a time.

Pixel techniques:
Recursive pattern, Circle
segments and much more.

Unable to illustrate the
distribution of data in a
multidimensional space.

Stacked displays
visualization [65 & 139]

To visualize information

by using hierarchical
partitioning  into  sub
spaces.

Stacked techniques:
Dimensional stacking,

Worlds-within-Worlds,
Tree map and many more.

Fails to visualize textual
information.

Graph based visualization
[48]

To visualize large graphs
by using techniques to
convey the meaning of
graphs and capable to
visualize large data set
and relationships.

Complexity and

readability.

Traditional visualization
techniques [48]

These techniques
compose information that
is visually interesting to
the audience and can
directly emphasize the
key findings.

Traditional visualization
techniques: Line charts,
Pie charts, Bar charts,

Area charts and many
more.

A disadvantage of using
a chart is that, by design,
a chart will likely not be
as precise as the raw data
and not suitable for a
very huge volume of
data.

Visualizing big data
techniques [48]

These techniques can
visualize the huge volume
of data along with the
consideration of
challenges, such as
volume, velocity and

Complicated to interpret
visualization.
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variety of data.

Visualizing big data
techniques: word clouds,
symbol maps,
connectivity charts.

A geometrically transformed display visualization technique is used for
multidimensional data. It finds the interesting transform in multidimensional data.
These techniques include exploratory statistics, such as scarred plot matrices [137],
and techniques, which are subsumed under the projection pursuit term [100].
Different geometric transformed techniques are the prosection view technique,
hyperslice technique and parallel coordinate visualization technique [81]. In the
parallel coordinate technique mapping of the k-dimensional space onto the two
display dimensions is done by using k equidistant axes, which are parallel to the
display axes. These axes correspond to the dimensions linearly scaled from the
minimum to the maximum value of the corresponding dimension [131]. A data item
is visualized as a polygonal line, intersecting each of the axes at that point of the
considered dimensions. In this technique, useful patterns were discovered either by
using association rule mining or the decision tree method. These data mining
techniques are used in geometrically transfer display visualization [34].

Iconic displays visualization techniques are as well used for the visualization
or exploration of multimedia data. Icons can be arbitrarily defined as a little face,
TileBars, star icons, colour icons, stick figure icons [17] and needle icons as used in
MGV. They are put in the middle of columns. By mapping the attribute value of
data record in a data set with the feature of icon data visualization is done. In the
stick figure icon technique, the display dimensions are mapped to two dimensions,
and the rest of the dimensions are mapped to the limb length of the stick figure icon
[114]. The angle of stick icon is considered as well for mapping. The patterns vary
with respect to the characteristics of data. If the data items are large in size with
respect to the two display dimensions, the resulting visualization presents texture
patterns. Therefore, the varying patterns are detectable by preattentive perception
[105].

In dense pixel display technique map, each dimension value belongs to a
coloured pixel value, and group pixels belong to each dimension of a specific area
[116]. This technique uses one pixel per data value. A generally large amount of
data visualization is possible by using a dense pixel display. Pixel represents data
value; thus, the arrangement of all pixels in display is adjusted according to the
purpose. Therefore, different purpose has a different arrangement of visualization.
By arranging pixels in a proper manner, the resulting visualization provides detailed
information about the data. The most commonly used example is recursive pattern
and circle segment. According to the data attribute natural order of the database, the
arrangement is the aim of recursive pattern techniques. A user may specify the
parameter and control arrangement of the pixel for each recursion level, which leads
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to a meaningful substructure. Back and forth arrangement is done on each recursive
level with height and width. The width is provided by the user. In the circle segment
technique, the data in the circle are divided into segments for each attribute. The
pixel arrangements start from the centre and continue outside. All attributes are
closed to the centre; thus, the data are displayed orthogonally [95].

The stacked display technique is used to present hierarchical partitioning. The
data dimension is used for partitioning the data, and appropriately, there is a select
hierarchy. For example, dimensional stacking, in this technique, one coordinate
system is inside another coordinate system. If the outmost level coordinate is
divided into the rectangular cell and within the cell, and the next two attributes are
used span to display the information on the second coordinate system [65]. The
usefulness of the visualization mostly depends on the distribution of outer
coordinate data. Therefore, the selection of the outer points dimension is the most
important. For that, the thumb rule is used for the selection of dimensions [139].

A graph is a collection of nodes (or vertices) and edges (or links). Each node
represents a single data point (a person, a phone number, a transaction), and each
edge represents how two nodes are connected (a person possesses a phone number,
for example). This way of representing data is well suited for scenarios involving
connections (social networks, telecommunication networks, protein interactions and
a lot more) [139]. The graph visualization is the visual representation of the nodes
and edges of a graph. The dedicated algorithms, called layouts, calculate the node
positions and display the data on two (sometimes three) dimensional spaces. There
are numerous benefits of using graph-based visualization techniques, such as a
higher chance to discover insights, better understanding of a problem, an effective
form of communication, and anyone can work with visualization [48 & 125].

There are numerous visualizations techniques (see Table 4) that are available,
which can be used for visualizing the information or data. For instance, x-y plots,
bar charts, line graphs and many more. Generally, the visualization technique
depends on a number of dimensions and variables available in the data. According to
variables and dimensions, the data can be divided into one-dimensional data, two-
dimensional data, multidimensional data and more complex form text and hypertext
data, the hierarchy of graph, data type from the field of algorithm and software. In
order to illustrate one-dimensional data, histogram or pie chart method is used; for
two-dimensional data, scatter plot and line graph is used; for multidimensional data,
icon-based method, pixel-based method, dynamic parallel coordinate system; for
text data graph, chart or network is used. No single visualization technique is best all
the time; the performance of a visualization technique is highly dependent on the
data. Moreover, Table 4 shows the strengths and drawbacks of distinct visualization
techniques that are available in digital forensics domain.

2.5. Summary

Digital forensics can be described as a series of discrete activities performed by
different specialists of the digital forensics domain to understand information and
attain digital evidence from digital devices. As there are numerous reasons for

52



performing digital investigations, some of them are to attain, interpret the digital
evidence and present it in the court, to identify a leak within an organisation and
many more. Nowadays, digital forensics investigation is not only limited to the
retrieval of data and digital evidence from the computer system, it includes other
digital devices such as smartphones, which are extensively used for communication,
accessing the information on the web and much more. The digital forensics domain
as well faces various challenges because of the explosive growth of the internet,
rapid innovation in technologies and continued growth in the usage of digital
devices. Some of the primary challenges include huge volume of data, heterogeneity
of data, visualization of digital evidence, presentation and validation of digital
evidence in the court and many more.

The construction and investigation of the timeline is a great approach to
identify numerous activities that take place on a particular digital device and attain
digital evidence. The literature studies have shown that there are numerous existing
approaches for the reconstruction of a timeline to interpret the activities performed
by the user. Moreover, a comparative study is performed among numerous available
timeline reconstruction approaches based on five major key issues in a digital
forensics investigation that should be handled in order to understand the timeline
precisely and find the digital evidence. These five major issues include:
heterogeneity and huge volume of sources of data, automatic extraction of events
and knowledge from the timeline, a clearly defined investigation model that allows
describing the process used to get the required results, analysis capabilities and the
integrity of data. The comparative studies show that most of the existing approaches
are capable to handle and fulfil the automatic extraction of the timeline and volume
and the heterogeneity of data issues. The other key issues, i.e., theory and integrity
of data, are fulfilled by very few existing approaches. However, the analysis of
timeline issue, i.e., to assist the digital investigator or user in understanding the
timeline, composing timeline easy to read, recognizing the correlation between
events, producing a conclusion in the form of digital evidence from the knowledge
contained in the timeline, is not addressed and fulfilled by the available approaches.
For this, a novel approach based on the abstraction concept is developed to analyse
the timeline and assist the digital investigator or user in interpreting the timeline, and
it is discussed in detail in chapter 3.

There are different reasons for developing ontology of any particular domain,
such as common understanding, reusing, sharing, analysing of the domain
knowledge, separation of domain knowledge from the operational knowledge and
making domain assumptions explicitly. It can be summarized that ontology is the
representation of knowledge of a domain, where a set of objects and their
relationships are described by a vocabulary. Moreover, a typical ontology of a
particular domain is comprised of different components, such as classes, instances,
properties and relations. The development of ontology for a required domain follows
various steps, starting with the determination of the domain and scope of the
ontology, reusing of ontologies, considering paramount terms, defining classes and
their hierarchy, defining properties of classes, and ending with the creation of
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instances of classes. The literature studies as well show that the evaluation of
ontology has increased due to the frequent usage of ontology. In short, the
evaluation of ontology can be described as a technical judgement of the ontology
and consists of two parts, namely ontology verification and ontology validation.
Ontology verification refers to the correct illustration of the definition and hierarchy
of a domain, according to the real world. However, ontology validation refers to the
evaluation of the content of the ontology and is compliant with the world model.

Various ontologies are developed by different authors and researchers in the
domain of digital forensics. The most known are cyber forensics ontology, Digital
Investigation Ontology (DIALOG), Digital Evidence Semantic Ontology (DESO)
and Forensic-Driven Ontologies (F-DOS). However, all of them are goal-oriented,
and they are developed for specific goals and objectives in specific cases or
scenarios. Since these ontologies cannot be applied for the different cases or
scenarios, the existing ontologies of the digital forensics domain are as well not able
to assist digital investigator in interpreting new terminologies that are encountered
during the analysis of the timeline. Therefore, the author has developed a novel
ontology backed by the abstraction approach for the analysis of the timeline, and it is
discussed in detail in the following chapter 3.

Visualization is a process of utilization of computer graphics to assist humans
in solving their problems. The visualization techniques can be integrated into the
process of digital investigation to address the problems faced by the digital
investigators, such as complexity, heterogeneity, the volume of digital evidence and
many more. The process of integration of visualization technique into the digital
forensic process is known as explore, investigate and correlate (EPIC) process. The
purpose of visualization is to output an image to a user in a manner that facilitates
the understanding of the underlying information. The literature studies show that
there are various different visualization techniques available in the digital forensics
domain, namely geometric transformed displays visualization, iconic displays
visualization, pixel displays visualization, stacked displays visualization and graph-
based visualization. The selection of visualization techniques is highly dependent on
data, as no visualization technique is suitable for all types of data. In this research
work, the outcome of the abstraction based approach for the analysis of the timeline
is in the form of textual data or information. Thus, the graph-based visualization
technique is used for visualizing the outcome of the abstraction based approach and
is discussed in chapter 4.
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3. RESEARCH DESIGN AND METHODS

3.1. Overview

This section presents a detailed description of the abstraction based proposed
methodology for the analysis of timeline and a proposed novel ontology backed by
the abstraction approach to define distinct encountered terminologies during the
analysis of the timeline for different operating systems based devices. Moreover, this
section contains two major sections and six sub-sections.

e In section “The proposed methodology for analysis of the timeline”, the idea
of a novel approach for the analysis of the timeline is presented, and it
consists of three sub-sections.

e “The novel ontology based on the proposed methodology” section is
devoted to presenting the novel ontology to define various encountered
terminologies and relationships among them. This section is further divided
into three sub-sections.

3.2. Proposed Methodology for the Analysis of Timeline

Different limitations and issues in the existing approaches for timeline
reconstruction are featured in the literature studies segment; they come from an
immense volume of information when the timeline is extricated from a disk image
file, especially with the 'Super Timeline' approach. The exploration work depends on
the information given by the command-based digital forensics tools, i.e.,
Log2timeline and Psort in the form of plaso file, as shown in SFigure 12.
Additionally, Psort allows converting the plaso file into common file formats, such
as L2TCSV, i.e., Log2timeline Comma Separated Values. The L2TCSV timeline
contains 17 fixed fields as listed in Table 5; then, the data from the L2TCSV file can
be imported into an Excel sheet.

The Log2timeline and Psort digital forensics tools generate a well-structured
timeline; however, the immense volume of the data, where all the events are
presented, even the smallest ones, overshadow important deciding events that have a
big influence. The structured timeline needs to be transformed to collect digital
evidence by analysing the timeline. The generated structured timeline consists of
many issues; some of them include the repetition of data presented from different

3 Some passages have been quoted verbatim from the following source:

An ontology based on the timeline of Log2timeline and Psort using abstraction approach in
digital forensics

Bhandari, S. & V. Jusas.

Symmetry, 2020
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resources, the volume of data, the heterogeneity of data and many more. Thus, all
these issues compose a complex timeline and restrain the digital investigators to
understand the timeline and identify different types of activities performed by the
user on a particular digital device. The investigators are lost in a huge amount of
events.

In order to address these issues and transform a structured timeline, a novel
approach based on the abstraction concept is developed by analysing the structured
timeline generated by the digital forensics tools, namely Log2timeline and Psort.
First, the structured timeline is analysed to identify different kinds of activities or
“events and artefacts and their relevance performed by the user on a particular digital

device. ?

Hard disk image file (input)

v

N
Run the command based
Log2timeline tool

v

Plaso file

v

Run the command based
Psort tool

v

L2TCSV file format (output)

l
®

Figure 12. Generation of timeline

4 Some passages have been quoted verbatim from the following source:
An abstraction based approach for reconstruction of timeline in digital forensics

Bhandari, S. & V. Jusas.
Symmetry, 2020
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In digital forensics, an event can be characterised as an activity performed by the
users utilising the digital devices. However, “artefact” currently does not have a
formal definition within the domain of cyber/digital forensics, resulting in a lack of
standardised reporting and linguistic understanding between professionals.
Generally, the artefact can be defined as a piece of data that may or may not be
relevant to the investigation/response. The examples of artefacts include registry
keys, files, timestamps and event logs. In other words, the artefacts can be defined as
something observed in a scientific investigation or experiment that is not naturally
present but occurs as a result of the preparative or investigative procedure [16].

The analysis of the timeline of events and artefacts of a particular computer
system assists in reducing the complexity of the timeline by splitting it into different
and relevant levels of the timeline of events and artefacts. The splitting of the
timeline is based on a number of events and artefacts that are available in the
timeline along with their significance or importance and the level of detail
(abstraction) of information of the timeline. Moreover, it has been found that there
are some primary and secondary events in the timeline, which are required to be
understood by the digital practitioners to retrieve digital evidence. An event can be
primary (main) or secondary (auxiliary); it depends on the relevance or importance
and level (high or low) of impact of the event on the timeline of the digital device.
Moreover, the repetition of the same time unit numerous times is as well one of the
major issues of a structured timeline, which cause the timeline to become complex
and irrelevant.

Table 5. Fields in the L2TCSV File by Psort tool [16]

Field Description
Date date when the event occurred
Time time when the event occurred
Timezone timezone that was used to call the tool with
MACB Modification, Access, Creation and Birth
Source short name of the source, such as registry entries are REG
Source type description of the source
Type timestamp type, such as last accessed or last written
User what username is associated with event if any
Host what hostname is associated with entry if there is one
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Short this contains a short description field where text is stored

Desc this is where the majority of information that is parsed is stored
Version gives the version number of the timestamp

Inode gives the inode number of the file being parsed

Notes additional storage location for the information for some input modules
Format input module, which was used to parse

Extra parsed information that are joined together and stored here; all these

pieces of information make up the super timeline that Log2Timeline
creates

For example, time unit "11:49:53" in the field "time" is rehashed on numerous
occasions, corresponding to different sources of information, for example,
"WEBHIST" and "LNK" in the field "source", which shows that the event of a
similar occasion has brought a reflection in various logs and various antiquities, as
demonstrated in Table 6. Such situations compose a huge, perplexing and hard to
break down timeline for digital forensics professionals. Along with these lines, the
author concentrates on such situations from the timeline and supplants utilizing
appropriate strategies (for example, one occasion for every time unit to Kkill
duplication) to recreate a simple, minimal, conspicuous and organized timeline of
events for the investigators.

Table 6. Timeline with repetition (duplicity) of the same time unit [16]

Date Time MACB Source Source Type

type
19 11:49:53 | A.. WEBHIST | Firefox Last Visited Time
November History
2017
19 11:49:53 | .A.B LNK Windows | Creation Time; Last
November Shortcut Access Time
2017
19 11:49:53 | MA.B | LNK Windows | Content  Modification
November Shortcut Time; Creation Time;
2017 Last Access Time
19 11:49:53 | .A.B LNK Windows Creation Time; Last
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November Shortcut Access Time

2017

19 11:49:53 | .A.. WEBHIST | Firefox Last Visited Time
November History

2017

19 11:49:53 | MA.B LNK Windows | Content  Modification
November Shortcut Time; Creation Time;
2017 Last Access Time

19 11:49:53 | MA.B LNK Windows Content Modification
November Shortcut Time; Creation Time;
2017 Last Access Time

Thus, based on the importance and level of impact of events and artefacts on the
timeline of a computer system along with the level of detail (abstraction) of the
timeline, the structured timeline is split into four levels of timeline of events and
artefacts, namely Events: high level (new entries and web surfing), Events: low level

(web surfing, actions of modifying), Artefact location: high level (include all

application files) and Artefact location: low level, as shown in Figure 13 [16]. The

Events: high level

( )
Events: low level
\_ ,
\/
( )
Artefact location: high
level
\_ ,
\/
( . \ _,.. represents sources
Artefact location: low and fields
level
\_ ,

Figure 13. The building block of methodology
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ideas behind the breakdown of the timeline into four levels of abstraction are to
present the different kinds of information related to different events from the most
significant to the least significant, and a different structure should be specified for
each level along with distinctive levels of details of information to reduce the
complexity of the timeline, omitting unwanted details, enforcing the correctness of
timeline and presenting only information that will be helpful to recognise and
understand particular actions executed by the users by analysing different sources
and fields [16].

The proposed methodology in the research involves the development of four
different modules, each module corresponding to one of the levels of abstraction of
the timeline of events and artefacts. Each level of the proposed methodology
presents a timeline related to different activities or actions performed by a user on a
particular digital device. The timeline of the first level, i.e., Events: high level (new
entries and web surfing), depicts information related to numerous activities
performed on the web and the system locally with a high level of abstraction. It
includes browsing web pages, downloading information, composing mail, entries of
files created by the user and the system itself. The timeline of the second-level, i.e.,
Events: low level (web surfing, actions of modifying), illustrate a detailed
information related to the web activities and a list of files created by the user and the
system. It includes URL addresses of the web pages accessed by the user, mail
addresses of the user used to compose and receive mail, size, type of file and many
more with a lower level of abstraction. Moreover, the timeline of the third level of
methodology, i.e., Artefact location: high level (includes all application files),
illustrates the information, which is presented by the first two levels of methodology
along with the information related to different applications used by the user and the
system itself to perform various types of operations or activities, i.e., locally or
online. In the end, the timeline of the fourth level of methodology, i.e., Artefact
location: low level, illustrates the entire information, which is presented at the first
three levels of methodology with the lowest level of abstraction. In short, each level
of methodology is dedicated to presenting relevant information related to different
activities performed by the user on a particular computer system along with different
level details by examining the distinct sources, fields and parameters. All levels of
the proposed methodology are discussed in detail in the sub-sections below.

3.2.1. Events: High Level (New Entries and Web Surfing)

The Events: high level (new entries and web surfing), i.e., the first level of
abstraction of the timeline of events and artefacts, presents the information related to
events or activities with the highest level of priority in terms of relevance or
importance and that can affect the computer system most from an investigation point
of view. It includes the events related to different types of files created by the user
on a particular computer system, such as docx, txt files, numerous activities
performed on the internet or web, such as access of particular web page, access of
Gmail or other digital platform accounts, downloads of information in the form of
files of various formats (jpeg, pdf and docx) and other vital information with the
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highest levels of abstraction of information. This information is provided by six
different sources, namely “LNK”, “LOG”, “META”, “OLECF”, “PE” and
“WEBHIST”. Six distinct fields, namely “date”, “time”, “source”, “short”, “visit”
and “reference”, are considered to reconstruct the timeline at this level. The fields
“reference” and “visit” are explicitly added at all (four) levels. The field “reference”
stores the reference number to the original source line of the initial file of the
timeline. It is used to keep a relationship with the original file. The field “visit”
provides a brief depiction of the events and artefacts (has value only for the source
WEBHIST).

The source “LOG” is examined to attain vital information, such as MAC
address. The source “LNK” is analysed to collect the information related to the files
that are created and frequently accessed by the user along with the applications that
are most frequently used by a user with a high level of abstraction. The source
“META” is considered to attain additional information related to distinct types of
files created by the user, such as the address, type and name of the file. Moreover,
the information about various applications used by a user to create and access these
files is retrieved. For instance, xItx, potx and dotx files are template files used by
applications Microsoft Excel, Microsoft PowerPoint and Microsoft Word
applications, respectively, to create default layouts, setting such as auto text, toolbars
and formatting styles for the new document or file. The source “OLECF” is analysed
to collect information related to the system files, data files, plugin files and misc
files. Moreover, the system files (.msp) are used to upgrade the Windows operating
system and other Microsoft programs. The data files (.dat) are the most common
types of computer files. They may be installed with applications or created by the
users. Most data files are saved in a binary format, though some store data as plain
text. The examples of the data files include libraries, project files and saved
documents. The plugin file (.xla) is used to add modules, extra functions and other
tools to Microsoft Excel. It may be included with the Excel software program,
developed by a third party or created by the user. The misc file (.msi) is a package
that contains installation information for a particular installer, such as files to be
installed and installation locations. It may be used for Windows updates as well as
third-party software installers. The source “PE” is examined to find out the list of
the application files (exe, apk and ipa file) that represent various Windows programs
used by a user on a particular computer system to perform different kinds of
activities. The source “WEBHIST” is analysed to interpret various activities
performed by the user on the internet or the web. It includes the identification of
different web pages accessed by a user on the internet, information related to the
accessed web pages, download of information from the web, access of mail or other
accounts. Moreover, it as well contains how (LINK-user clicked a link,
GENERATED-selected an entry from the list, RELOAD-user reloaded the page
and TYPED-user typed the URL in the URL bar) each specific web page is
accessed. Additionally, for the elimination of the repetition of the same event in the
timeline, a single event is considered based on the one event per time unit (second)
at the Events: high level.

61



62

“date”, “time”, “source” and
“short” and add fields “reference”
and “visit” (only for “WEBHIST"
source).

Select events per time unit
& its fields

Select last events of same
time unit when "source"
contains "LOG" OR "LNK"

"source" not
have
"WEBHIST"

ES.

' ' ' '

Nop- Do not select events

Extract MAC Extract name, type Select value of Select value of
address & file name & location of file "Filename" for event "Filename" for event
from "short" when from "short" when naming when naming when
"source" contains "source" contains "source" contains "source" contains
"LOG" "LNK" "OLECF" & "META" "PE"

' ' } }

"source"have
"WEBHIST"&
"source type"
contains
"History"

Do not select
events

v v

Extract the file name Select first part of
from "short” when web address for
“"type" contains "File event naming from

Downloaded" "short"

y Y

IF "desc”
have keyword
“Type: [" or “type

Do not select
ES. »
v count " or events
“Transition: ", or
“[count:”.

! !

Extract the values next to Changeﬂ LINF (o "PDF
these keywords when "desc" contains
YW “PDF" or "pdf"

v v

L]

Add "mail " in the "visit" when short
contains "mail"

!

Select the first lines when two adjacent
lines are same according to "short" and
time difference < 50 minutes

Figure 14. Events: high level (new entries and web surfing)



Figure 14 shows the working of the algorithm of Events: high level (new
entries and web surfing). The events are selected according to one event per time
unit to remove the duplicity of multiple events at the same time unit, and their six
fields, namely “date”, “time”, “source” and “short” and fields “reference” and
“visit” (only for “WEBHIST” source), are explicitly added. The value of all (six)
fields corresponding to six sources, namely “LNK”, “LOG”, “META”, “OLECF”,
“PE” and “WEBHIST”, are extracted from different seventeen fields available in the
source file. The similar values for three fields, i.e., “date”, “time” and “source” of all
six sources, are extracted and stored from the original source file. The explicitly
added field “reference” stores the reference number to the original source line of the
initial file of the timeline for all sources. The field “short” stores different values and
information corresponding to each source. Only value “B” is considered from the
field “MACB” for all sources, except the source “WEBHIST”. It shows entries of
new files or documents created (birth) by the user or the system itself.

The MAC address and file name are extracted from the original source file and
stored into the field “short” of source “LOG”. The relevant information related to
files that are created by a user or a system, such as location, name and type of file,
are extracted and stored into the field “short” of source “LNK”. The value of field
“filename” is used for event naming and stored into the field “short” of sources
“META” and “OLECF”. All application files from the field “filename”, i.e., file end
with .exe or .apk or .ipa extension, are extracted and stored into the field “short” of
source “PE”.

For source “WEBHIST”, the only value “History” of field “source type” is
considered. The information related to the download files can be extracted and
stored into the field “short” by analysing the value “File downloaded” from the field
“Type”, and then the value of field “visit” is “Download”. The address of the Gmail
program can be extracted and stored into the field “short” by searching the keyword
“mail” in the field “short”, and the value of field “visit” is “mail”. In other cases, the
value of field “short” is the first level of addresses of the web pages accessed by the
user, but the value of field “visit” is different and depends upon the web browsers
used by the user to access the web pages. In order to extract the values for field
“visit”, the field “desc” need to be analysed. If the field “desc” contains keywords
“Type: [” or “ type count” or “Transition: ” or “[count:”, then extract the values
next to these keywords and store them in the field “visit”. Similarly, if the field
“desc” contains the keywords “pdf” or “PDF”, then change the value “LINK” to the
value “PDF” and save it in the field “visit”. The possible values of field “visit” are
GENERATED, FORM_SUBMIT, TYPED, LINK, RELOAD and many more. In
the end, if there is a duplicity of two adjacent lines according to the field “short” and
the time difference is less than 50 minutes, then only the first line is considered.

3.2.2. Events: Low Level (Web Surfing, Actions of Modifying)

The Events: low level (web surfing, action of modifying), i.e., the second level of
abstraction of the timeline of events and artefacts, provide a timeline with a lower
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level of abstraction, more detailed and additional information related to discrete
activities performed by the user than the first level of abstraction of the timeline, i.e.,
Events: high level. The timeline of this level illustrates more detailed and relevant
information related to the activities performed locally or online. It includes attaining
the complete URL address of the web pages, mail addresses of users used for
communication, information related to different files and applications are created
and accessed by the user and system itself, such as author, size, type of file and
much more. This information is extracted and illustrated by analysing nine different
sources and considering seven distinct fields at the Events: low level (web surfing,
action of modifying). The three other sources are added, namely “FILE”, “REG” and
“RECBIN”, and one more field “extra” along with the same sources and fields used
at the Events: high level. The six sources, namely “LNK”, “LOG”, “META”,
“OLECF”, “PE” and “WEBHIST”, are considered at both Events: high level and
Events: low level. The timeline at Events: low level provides relatively the same
information as provided by the timeline at Events: high level but with the addition of
more detailed and vital information. At Events: low level, the source “META”
provides more detailed information related to different files that are created and
accessed by the user along with the applications that are used by a user to create and
access these files. It includes authors of files, names of applications used to create
different files, versions of used applications and many more. The source “OLECF”
provides a more detailed information related to the system files (.msp), data files
(.dat), plugin file (.xla) and misc file (.msi), such as name, author and version of
these files used to upgrade Windows operating system and Windows programs, add
functionalities or plugins in the Windows programs. The source “WEBHIST”
provides more precise and detailed information related to the actions performed by a
user on the web along with the information provided at Events: high level. It
includes the title of content search by the user on the internet, such as
“http://www.htmlpublish.com/convert-pdf-to-html”, the more specific address of a
particular web page accessed by a user and the usage of Gmail by a user. The three
sources: “LNK”, “LOG” and “PE”, provide the same information at both levels of
reconstructed timeline, i.e., Events: high level and Events: low level.

The source “FILE” provides information related to the files that are accessed,
created and modified by the operating system. It includes location, size and type of
file. Moreover, it as well provides information related to browsing activities
performed by using a browser. The source “REG” provides information about the
data files (.dat). A .dat file s a generic data file created by a specific application. It
may contain data in binary or text format (text-based DAT files can be viewed in a
text editor). The .dat files are typically accessed only by the application that created
them. At last the source “RECBIN” provides information about the files that are
deleted by the user from the system and recycle bin. Similar to the Events: high level
for the elimination of the repetition of the same event in the timeline, single event is
considered based on the one event per time unit.
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Figure 15. Events: low level (web surfing, actions of modifying)
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Figure 15 shows the working of the algorithm of Events: low level (web
surfing, action of modifying). The events and their fields are selected according to
one event per time unit. At this level, seven fields with the addition of one more
field “extra” and nine sources with the addition of three sources, namely “FILE”,
“REG” and “RECBIN”, along with the same sources and fields used at the Events:
high level, are considered. The value “B” of the field “MACB” and value ends with
“Ink” extension are considered to include a line of events. Moreover, for the source
“REG” and “WEBHIST”, select the first event, if multiple events are repeated at the
same time unit. Similarly, select the last event of source “LOG”, if multiple events
are repeated at the same time unit, corresponding to “REG”, “OLECF” and “LOG”
sources. The field “visit” contains value only for source “WEBHIST”, and field
“extra” contains value only for sources “FILE”, “META”, “OLECF”, “WEBHIST”
and “RECBIN”.

The value of the four fields, namely “date”, “time”, “source” and “reference”,
for all nine sources are extracted and stored similarly as at the Events: high level.
The value of fields “visit” and “short” of source “WEBHIST” are stored as well
according to the same rule as at the Events: high level. For the value of field “extra”
of source “WEBHIST”, the field “extra” of the source file is analysed. If the field
“source type” contains the value “Firefox History”, then search the field “extra” for
keyword ‘“username=", then extract this keyword and its value. In other cases,
extract the value till the keyword “schema match”. The mail address of the user can
be extracted and filled into the field “extra” by searching the keyword “@gmail” in
the field “desc”, and one more level of the address of the web page is added and
filled into the field “extra” in case of value of field “source type” is “Chrome
History”.

For the source “FILE”, the value of the field “short” from the source file is
used for the name of the event and is stored into the “short” field. In order to fill the
field “extra”, the field “extra” need to analyse and store value till keyword
“sha256 hash”. The single event is composed in case of repetition of multiple
events, at the same time, unit corresponds to the sources “LNK”, “LOG”, “FILE”,
and the events shows the same file name. The value of the field “short” of sources
“LNK” and “PE” are extracted and stored similarly as at the Events: high level. For
the source “LOG?”, the value of field “short” is stored by analysing the field “short”
and searching for the keyword “Unpinned Path:”. If the keyword is available, then
extract the value following the keyword. In other cases, just extract the entire value
from the field “short”.

For the source “META”, the field “filename” is used for the name of the event,
and its value is stored in the field “short”. The fields “extra” and ‘“short” are
analysed and searched for keywords “number of paragraphs”, “total time” and
“Creating App:”. If these keywords are available, then extract these keywords along
with their value and store them in the field “extra”. In other cases, store the value of
field “Short” in the field “extra”. For the source “REG”, only the value ‘“Registry
Key: UserAssist” of the field “source type” is considered and choose one line per
time unit. The value of field “short” is stored and used for the name of the event. For
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source “OLECF”, the value of the fields “filename” and “short” are stored in fields
“short” and “extra” and used for the event naming. The single line per time unit is
selected for source “RECBIN”. In the end, if there is the duplicity of two adjacent
lines according to field “short” and the time difference is less than 30 minutes, then
only the first line is considered.

3.2.3. Artefact Location: High Level (Include All Application Files)

The Artefacts location: high level (includes all application files), i.e., the third level
of abstraction of the timeline of events and artefacts, provides a timeline with a
lower level of abstraction and more detailed information related to various activities
performed by a user on a computer system. The timeline of this level illustrates
detailed information related to all types of operations performed by the user along
with all types of applications and their details used by a user and the system to
perform different operations, such as modified, access, change, creation (birth),
updating and many more. This information is extracted and illustrated by analysing
nine different sources and considering ten distinct fields by adding three more fields,
namely “MACB”, “source type” and “desc”, to reconstruct the timeline at Artefact:
high level (include all application files).

The timeline at this level provides additional detailed information by including
the above mentioned three more fields. The field “source type” provides a
description of sources, field “MACB” present a particular file or document that is
either modified, accessed, changed or created (birth) by the user or the system itself,
and the field “desc” provides complete descriptive information of the activities
performed on the system by a user.

For instance, for the source “WEBHIST”, the value of the field “source type”
can be either “Firefox History” or “Chrome History”. This shows that the user uses
either Mozilla Firefox or “Google Chrome” web browser to perform activities on the
internet or web, such as access to information or download information from the
internet. Similarly, for each source, the field “source type” contains the vital value to
provide descriptive information related to the actions performed by the user.
Moreover, this level as well assists the digital investigator to identify various kinds
of applications used by the user to perform operations and files used by the
operating system itself. In short, the Artefact location: low level provides a partially
complete and descriptive overview of various activities performed by the user, i.e.,
online and offline activities, using applications and the files used by the system
itself.
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Figure 16 shows the working of the algorithm of Artefact location: high level
(includes all application files). Select events and their different ten fields with the
addition of three more fields, namely “MACB”, “source type” and “desc” along with
the same seven fields used at the Events: low level. The number of the sources will
remain the same as at the Events: low level. The value of four fields, i.e., “date”,
“time”, “source” and “reference” of all sources, are extracted and stored similarly as
at the first two levels. The similar values from the input files are extracted and stored
into two new added fields, i.e., “MACB” and “source type” of all sources. The value
of fields “visit” and “extra” of source “WEBHIST” are extracted and stored
similarly as at the Events: low level. The similar values are stored in the fields
“short” and “desc” of source “WEBHIST”, which are extracted from the input file.
Moreover, only a single event per time unit is considered. For source “LNK”, it
includes all lines but does not include the duplicity of lines according to the field
“short”. The same value from the input file is extracted and stored in the field
“desc”, and the values for the other fields are extracted similarly as at the Events:
low level.

For the source “FILE”, consider all lines which show executable files but do
not include the duplicity of artefact when there are more than 36 artefacts
continuously repeated at the same time unit. In other cases, include single artefact
per time unit. The value for all fields are stored and extracted in the same manner as
at the Events: low level expects field “desc”. For this, the same value is extracted
and stored in this “desc” field. For source “LOG”, include one artefact per time unit
when field “short” does not begin with the keyword “Entry” and include all artefacts
whose field “format™ contains value “Ink”. The value for all fields are stored and
extracted in the same method as at Events: low level expects field “desc”. The name
of the file or the value of the field “filename” is stored in the field “desc”. Moreover,
do not include artefact of source “LOG” when the artefacts are repeated,
corresponding to the source “LOG” and “REG” at the same time unit. Moreover, do
not include the duplicity of an artefact of the source “LOG”, according to the field
“short”, i.e., the name of the file.

For the source “REG”, all artefacts are included, and different type of
information is extracted from the field “desc”, corresponding to different values in
the field “source type”. The name of the used applications can be extracted from the
field “desc” when the value of the field “source type” is “Registry Key: UserAssist”
or “UNKNOWN : MRU List”. Similarly, the information related to the used
documents and URL addresses can be extracted when the value of field “source
type” is “UNKNOWN : MRUListEx” or “UNKNOWN : Typed URLs” or
“UNKNOWN?”. The value for all fields are stored and extracted in a similar method
as at Events: low level expects the fields “desc”, “short” and “extra”. The value of
the field “filename” is stored in the field “short”. A similar value is stored in the
field “extra” from the input file. The field “desc” contains different information
related to the documents, applications and URL address.

For the source “META”, use the field “filename”, as it shows the real file
name. Extract the information related to the file, such as the author of the file from

69



EEEN Y9

the field “short”, keywords “number of paragraphs”, “total time” and their values
from the field “extra” and keyword ‘“Number of pages”, “Number of words”,
“Number of characters”, “number of lines” and their values from the field “desc”.
The value of all fields are stored and extracted in a similar method as at the Events:
low level expects the field “desc”. The value for field “desc” is the above-mentioned
keywords and their values. For the source “OLECF”, select the last line of the same
time when multiple lines are repeated at the same time. The values for all fields are
stored and extracted in a similar method as at the Events: low level expects the fields
“desc”, “short” and “extra”. For the value of fields “short” and “extra”, the values of
fields “filename” and “short” are stored. At the end of the field “desc”, the first 80
characters are stored. For the source “PE” and the value for all its fields are stored,
according to the same method as at the Events: low level. In the end, if there is the
duplicity of two adjacent lines, according to the field “short”, and the time difference
is less than 15 minutes, then only the first line is considered.

At the Artefacts location: low level, i.e., the fourth and the last level of
abstraction of the timeline of events, provide a timeline with the lowest level of
abstraction and complete detailed information related to different activities
performed by a user on a particular computer system. At this level, all nine sources
are analysed, and all eighteen fields are considered with the addition of nine fields,
namely “timezone”, “type”, “user”, “host”, “version” “filename”, “inode”, “notes”
and “format”. Each level of timeline reconstructed by the proposed approach
provides a timeline with different levels of abstraction and detail of distinct
information related to different activities performed on a system by a user.

3.3. Novel Ontology Based on the Proposed Methodology

Digital forensic tools generate unstructured timelines from various sources of data.
The unstructured timelines are difficult to interpret because of cognitive overload
and the diversity of semantics. Thus, digital practitioners are not able to understand
the newly encountered terminologies and attain evidence. In order to figure out these
issues, a promising approach containing correct and reliable representations that
allow the user to structure data and standardize their representation is required. For
this, a digital forensic approach backed by a knowledge model called the ontological
approach was developed. This approach facilitates the correct representation of a
digital incident and other actions that are taken during the investigation to get the
results. A structured and formal knowledge presentation allows the formation of
automatic processes more conveniently by composing information in a way that is
understandable by the machine and provides an easy way for digital investigators to
query, interpret and visualize the information [17].
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Figure 17. Timeline reconstruction with ontology composition

An ontology is a prototype of the representation of knowledge of domains by
structuring this knowledge, using classes or entities, relationships and constraints.
The other features of ontology are that it allows automatic reasoning of data by
showing a vital relationship among concepts. Secondly, the ontology supports very
coherent and easy navigation that the user moves, using available concepts in the
ontology [17]. Thirdly, the ontology can represent any form of data, namely
structured and unstructured data. The developed ontology was as well supported by
the novel abstraction based approach, as shown in Figure 17. All these
characteristics of the ontological approach are combined to correctly represent the
knowledge generated during the investigations, assist the practitioner in interpreting
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the information, attain evidence from the timeline and identify the causes of digital
accidents [17].

The main ideas behind the development of a novel ontology for digital
forensics are first to assist practitioners in understanding the new terminologies and
connections among them that are encountered during the investigation. A second
idea behind the ontology development is to share the domain (digital forensics)
knowledge among the researchers, digital practitioners and users. The author has
reviewed the timeline and encountered new terms, their properties and relationships
among them. The abstraction based approach was implemented on Windows,
Android and i0OS-based operating systems devices to identify various new terms that
the developed ontology would depict the maximum number of terms and
relationships, which are identified on typical Windows, Android and iOS operating
systems based devices [17].

—  Artefact_Investigation

includesartefact

$

Digital_Forensic < Artefact_Location

hasprovenancereference

+

1  Artefact Reference

Figure 18. Classes and object properties [17]
In practical terms, developing a particular ontology consists of the following
major steps:
1. To define the classes,
2. To organize classes in a taxonomic hierarchy,
3. To describe slots and values,
4. To fill the values into slots.
Lastly, an individual instance of the classes was defined, the values were

filled in the slot, and the restrictions were defined to create a knowledge base. In
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the developed ontology, the top-down roach was used to define the classes and
organize the taxonomy of classes. It begins with the explanation of the most
general concepts in the domain, followed by an explanation of specialization
concepts [17].

Digital _Forensic is a base class that represents the general concept in the
forensics domain, for which ontology is being developed to define common
vocabulary, share information and reuse and analyse domain knowledge. Three
subclasses are defined from the base class to represent more specific concepts of
the digital forensics domain: Artefact_Investigation, Artefact_Location and
Artefact_Reference. In order to show the relationship between these classes, two
object  properties are defined, such as includesartefact and
hasprovenancereference, as shown in Figure 18, and to show the relationship
between an instance or an individual and a data value; 18 data properties were
defined as shown in Figure 19[17].

date t— —>] host
time < > short
timezone |« > desc
MACB < > version
source < data properties > filename
sourcetype |« > inode
user - > notes
reference | > format
type - —» extra

Figure 19. Data properties [17]
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3.3.1. Artefact Investigation

The first sub-class Artefact_Investigation defines the basic terms related to the
digital forensics process, and different actions are to be taken at various stages by
different specialists during the investigation of the case. In ontology, each concept is
described by defining a class. Thus, in order to define the sub-terms related to the
Artefact_Investigation subclass, new subclasses are defined as shown in Figure 20.
A digital attack is committed against an individual or group of individuals
intentionally with a criminal motive to harm physically or mentally is known as a
victim. The subject provides descriptive information about a specific attack that is
committed and forensic processes, such as details of the victim, investigator,
examiner, digital attack, and many more [17].

———|  Investigator
——> Examiner
Artefact_Investigation »| Forensic_Action
—> Victim
—> Subject

Figure 20. Artefact investigation [17]

Forensic Action represents a recognized scientific and forensics process used
by the digital practitioners in digital forensics investigations to collect evidence from
the digital devices. It is a multiphase process beginning from the recognition of
digital devices as potential digital evidence to the stage where it is demonstrated as
evidence in a court of law. The sequence of various phases of the digital forensics
process is shown in Figure 21 [15]. The forensics investigator is the person who is
initially responsible for examining the captured evidence from the scene of the
incident. The investigator documents several types of captured data and provides
research on the parameters and technical specifications of the data storage devices
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and details of various data components of the evidence, as it is presented for him/her
by the data capture specialist. Then, the forensics investigator provides his/her report
in the form of evidence to the forensics examiner who is independently responsible
for analysing this evidence. The forensic examiner job is to provide logical
conclusions about the dataset and what it reveals as to the nature and purpose of the
evidence [17].

Evidence N Evidence acquisition N Evidence
identification and preservation examination
Evidence

Evidence analysisf—»{ Documentation  f—» oresertaion

Figure 21. Forensics action [16]

3.3.2. Artefact_Location

The Artefact Location subclass represents a novel abstraction based approach for the
analysis of the timeline. The abstraction based approach consists of four abstraction
levels of the timeline, as shown in Figure 22, namely Events: high level, Events: low
level, Artefact location: high level and Artefact location: low level. At each level of
abstraction, different number of sources and fields are considered to analyse the
timeline. The number of sources to be considered at each level can be varied and is
dependent on the maximum number of sources that are available in the timeline. At
Events: high level, the information related to the creation of new files and web
surfing activities, such as access of web pages and download files, is provided with a
higher level of abstraction, considering six different fields, which compose a unique
structure [17].
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Figure 22. Abstraction approach [17]

At Events: low level, detailed information is provided related to the distinct
categories of activities that are performed by the user related to the file, such as
modification, access, changes and birth and web surfing activities. It as well includes
the addresses of particular web pages that are accessed by the users and the
downloaded information from the web. At this level, seven different fields are
considered to compose and analyse a timeline. The first two levels, i.e., Events: high
level and Events: low level, provide information related only to the user activities. In
order to have a clear view of the timeline and activities, additional information is
required, such as a list of all executable files executed by a user, applications and
files that are regularly accessed by the user and the authors of files. Besides, detailed
information is as well provided, related to distinct activities performed by the user
on the web. For example, in the case of web browsing activity, detailed information
will include the name of the used web browser and how (LNK — user follows a link,
TYPED - user type the URL, RELOAD - user refresh the web page) the web page
is accessed. Such detailed and relevant information is provided at the Artefact
location: high level and Artefact location: low level by analysing ten and seventeen
fields, respectively [17].
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3.3.3. Artefact_Reference

The Artefact_Reference subclass shows different types of sources of data that are
encountered during the analysis of the timeline. The number of sources varies,
depending on the operating system and its version and quantity of data. However,
the source will support the investigator in recognizing information available in the
timeline and the different actions performed by the user on a particular device
efficiently [17].

The novel ontology for the digital forensic domain is based on the
Log2timeline, and Psort tool is composed of three major subclasses:
Artefact_Investigation, Artefact Location and Artefact Reference. The subclass
Artefact_Investigation presents a recognized scientific and forensics process used by
different specialists during the investigation of the case to interpret the digital
evidence. The second subclass Artefact Location shows a novel abstraction based
approach for the analysis of the timeline. In the end, the third subclass Artefact
Reference shows the newly encountered terminologies during the analysis of the
timeline, and these terms are discussed in detail in chapter 4[17].

3.4. Summary

It can be summarized that there are numerous issues associated with the
reconstruction and analysis of the timeline of events in order to interpret various
activities, i.e., web or online activities and offline activities performed by the user on
a typical digital device, it includes innovation in technology frequently, a
heterogeneous, huge quantity of data and manually-performed event reconstruction
process, which is inefficient and expensive. Moreover, the available approaches are
as well not able to fulfil and address the five major issues in the digital forensic
investigation, which are highlighted in chapter 2. Thus, a novel approach for the
analysis of timeline, based on the timeline generated by two digital forensics tools,
namely Log2timeline and Psort, is proposed.

The proposed abstraction based approach splits the timeline into four levels of
events and artefacts, namely Events: high level (new entries and web surfing),
Events: low level (web surfing, actions of modifying), Artefact location: high level
(includes all application files) and Artefact location: low level. The main idea behind
the breakdown of the timeline into four levels of abstraction is to present different
kinds of information, and a different structure should be specified for each level
along with distinctive levels of details of information to reduce the complexity of the
timeline, omitting unwanted details, enforcing the correctness of the timeline and
presenting only information that will be helpful to recognise and understand
particular actions executed by the users by analysing different sources and fields.
The capability of the proposed approach for the analysis of the timeline is
demonstrated by implementing it on different operating systems based devices and
comparative studies among the proposed and existing approaches, and it is discussed
in the following chapter 4.
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Numerous features of the ontology compose information in a way that is
understandable by the machine and provides an easy way for the digital investigators
to query, interpret and visualize the information. Some of the features are structured
and formal knowledge presentation, representation of knowledge of domains by
structuring this knowledge, using classes or entities, relationships and constraints,
automatic reasoning of data and many more. The main ideas behind the development
of a novel ontology for the digital forensics domain are, first, to assist the
practitioners in understanding new terminologies and connections among them that
are encountered during the investigation of a digital crime; secondly, to share the
domain (digital forensics) knowledge among the researchers, digital practitioners
and users.

The developed ontology contains one parent class, i.e., “Digital Forensic”,
which represents the digital forensics domain, for which the ontology is being
developed, to define common vocabulary, share information and reuse and analyse
domain knowledge. From the base class, three subclasses are defined to represent
more specific concepts of the digital forensics domain: Artefact_Investigation,
Artefact_Location and Artefact Reference. In order to show the relationship
between these classes, two object properties are defined, such as includesartefact and
hasprovenancereference, to show the relationship between an instance or an
individual and the data value, 18 data properties. The first sub-class
Artefact_Investigation defines the basic terms related to the digital forensics process,
and different actions are to be taken at various stages by different specialists during
the investigation of the case. The Artefact_Investigation sub-class contains five child
classes, namely victim, investigator, examiner, subject and Forensic_Action. The
second class Artefact_Location represents a novel abstraction based approach for the
reconstruction of the timeline. This subclass contains four child classes, namely
Event High Level, Event Low Level, Artefact Location High Level and
Artefact_Location_Low_Level. The last and third sub-class Artefact Reference
represents the new and different terminologies that are encountered during the
analysis of the timeline using an abstraction based approach. The different
terminologies corresponding to the different operating systems based devices are
shown in the proposed ontology and are discussed in chapter 4.
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4. EXPERIMENTAL STUDIES

4.1. Overview

This section is devoted to illustrating the findings of the abstraction based approach
for the timeline analysis, novel ontology and visualization technique. Moreover, this
section contains three major sections and various sub-sections.

e The “Finding of abstraction based timeline analysis approach” section
presents the results of the abstraction approach, corresponding to Windows,
Android and iOS operating systems. This section consists of several sub-
sections.

e The “Finding of novel ontology” section illustrates the outcome of novel
ontology along with the evaluation of ontology. Moreover, this section
contains six sub-sections.

e The “Finding of visualization” section is devoted to showing the outcome of
visualization techniques corresponding to Windows, Android and iOS
operating systems. This section comprises five sub-sections.

4.2. Finding of Abstraction Based Timeline Analysis Approach
4.2.1. Experimental Setup

In order to illustrate the capabilities of a novel abstraction based approach for the
analysis of the timeline, several experiments were performed and implemented in
object-oriented programming language i.e., Java. For this, the abstraction based
approach was implemented on different operating systems °based devices, namely
Windows, Android and iOS operating systems. Table 7 shows additional
information corresponding to these operating systems.

Table 7. Configuration of operating systems

Operating system Version File system Size of data
Windows Windows 10, 1909 NTFS (new 150 GB (Approx.)
technology file
system)

> Some passages have been quoted verbatim from the following source:

An ontology based on the timeline of Log2timeline and Psort using abstraction approach in
digital forensics

Bhandari, S. & V. Jusas.

Symmetry, 2020
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Android Android, L5.1.1 EXT4 (extended 12 GB (Approx.)

file system)
Android, 9 EXT4 (extended 20 GB (Approx.)
PKQ1.180904.001 file system)
iOS i0S 13.3 APFS (apple file 20 GB (Approx.)
system)

Initially, distinct types of operations are performed on the above mentioned
operating systems based devices, which are categorized into two main categories as
described below (see Table 9 and Table 8) to generate timeline by using command-
based digital forensics tools, i.e., Log2timeline and Psort, then the generated
timeline is analysed by implementing the proposed approach.

4.2.1.1. Online Operations

It includes all types of actions performed on the internet, such as access to the web
pages, downloads of information and composing an email by using any browser as
shown in Table 8.

Table 8. Scenario summary (web history case study) [17]

Experiment Scenario Summary

1. Flat or Blank execution of Internet Explorer, Google Chrome and
Mozilla Firefox, i.e., running without opening/surfing any
webpage by typing ‘about blank’ in the URL address text box.
The experiment was conducted by launching all three browsers
and then instantly closing their windows. The purpose of the flat
execution of IE was to check which of the system and temporary
files are accessed by the browsers when no webpage is loaded.

6 Some passages have been quoted verbatim from the following source:
An abstraction based approach for reconstruction of timeline in digital forensics

Bhandari, S. & V. Jusas.
Symmetry, 2020
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Launched all three browsers parallelly and sequentially and
opened  Kaunas  University of  Technology  website
‘https://ktu.edu’. Checked personal email and then signed out,
followed by closing the respected browsers window.

Launched browser and opened various sessions for random
surfing of academic, commercial, social and news websites like
“www.linkedin.com”, “www.forensicswiki.org”,
“www.sciencedirect.com”, “www.elsevier.com”,
“https://www.seb.lt/”, “www.researchgate.net” and many more.
Further on, performed some activities, such as downloading
required files and entering comments to some portals and closed
browser after a session of different times.

Launched the browser and opened “https://mail.google.com/”
websites to check the emails. At this time, the emails were
checked, and the attachments were downloaded and uploaded,
then subsequently opened through their associated application
programs like MS-Word, Adobe Acrobat Reader, Excel and
PowerPoaint.

4.2.1.2. Offline Operations

It includes all types of actions performed on a typical computer system, such as
creation, modification, access, rename and copy of the file by using various
applications, such as word pad, Notepad and many others, as shown in Table 9. The
experiments were conducted by running each application sequentially and together

parallelly.

Table 9. Scenario summary (execution of multiple application programs case study) [17]

Experiment

Scenario Summary

The following application programs were independently loaded, without
opening a single file in these applications, in the following order: Internet
Explorer, Mozilla Firefox, Google Chrome, WordPad, Notepad, MS-Word,

The above-mentioned applications were individually run, and only a single
file was opened for each application followed by closing the application
program.

81



3. The above-mentioned group of application programs was discretely
executed, and multiple data files were accessed for each individual
application. This time, the attempts were made to open the files having an
incompatible format to the corresponding application to observe the file
system activity patterns of application programs for failed attempts during
the loading of inconsistent files.

4. Multiple applications are executed parallelly, and multiple files were opened
for each application. The timings of launching these applications were noted
down that the file system activity data sets could be linked to the
corresponding application programs.

5. Executed some operations, such as modified, accessed, Changed, Birth (file
creation time) rename, copy and delete, for the above mention applications,
namely WordPad, Notepad, MS-Word, Excel.

6. Insert USB and create a directory in USB and copy some text files from the
computer system to the created directory and vice versa. Perform some
operations, such as modified, accessed, Changed and Birth (file creation
time).

4.2.2. Results

The two case studies of each operating systems based timeline, namely Windows,
Android and i0S, are presented to illustrate that the proposed approach is capable of
analysing the timeline generated by Log2timleline and Psort digital forensic tools.
The proposed abstraction based approach for the analysis of timeline splits the
generated timeline into four levels of the timeline of events and artefacts to compose
a relevant and recognizable timeline. Thus, the final outcome of the proposed
approach is as well in the form of four levels of timeline of events and artefacts. At
each level, different numbers of events and fields are considered, and numerous
mechanisms are enforced by analysing the timeline to compose a user or digital
practitioner understandable timeline and easy to attain digital evidence from the
timeline. The generated timeline, corresponding to these operating systems, includes
numerous issues, such as the immense volume of data, the duplicity of a large
number of events and artefacts at the same time unit, irrelevant and unorganized
information and many more. All these issues compose a complex timeline, and
digital investigators are not able to understand the timeline and find digital evidence.
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Thus, a digital practitioner is lost in a huge number of events and artefacts,
unwanted (noise) information and unorganized information in the timeline.

4.2.2.1. Windows Operating System

The two case studies of the Windows operating system i.e., sources “WEBHIST”
and “LNK”, are considered. The first case study, namely source “WEBHIST”, is
analysed to provide relevant and organized information related to the web activity
performed by a user on a particular digital device. Figures 23 and 24 show the
outcome of the proposed approach in the form of four levels of timeline of events
and artefacts, corresponding to the source “WEBHIST”. At each level of approach,
different number of fields is considered; different mechanisms are stipulated to
compose an easily understandable timeline. In fact, 6, 7, 10 and 18 different fields
are considered at Events: high level, Events: low level, Artefact location: high level
and Artefacts location: low level, respectively, along with the implementation of
distinct mechanisms at each level to address other issues in the timeline. The first
two levels of approach provide an overview of a specific activity performed by the
user; it contains the address of the web page browsed by a user and the type of web
page visited by a user.
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Events: high level
(level 1)

Date: 11/14/2017
Time: 11:46:15
Source: WEBHIST
Short:
https://mail.google.co
m

Visit: mail
Reference: 257192

Events: low level (level
2)

Date: 11/14/2017

Time: 11:46:15

Source: WEBHIST
Short:
https://mail.google.com
Visit: mail

Extra:
https://mail.google.com/
mail

Reference: 257192

Artefact location: low level (level 4)

Date: 11/14/2017
Time: 11:46:15
Timezone: UTC
MACB: A..
Source: WEBHIST

Source type: Chrome History

Type: Last Visited Time

User & Host: -

Artefact location: high level
(level 3)

Date: 11/14/2017

Time: 11:46:15

MACB: .A..

Source: WEBHIST

Source type: Chrome History
Short:
https://mail.google.com/mail/u
/0/#inbox/15fba5850d593d64
(FCI Recruitment 201..

Visit: mail

Extra:
https://mail.google.com/mail
Desc:
sanxxxxxx525@gmail.com
Reference: 257192

Short: https://mail.google.com/mail/u/0/#inbox/15fba5850d593d64 (FCI Recruitment

201...

Desc: https://mail.google.com/mail/u/0/#inbox/15fba5850d593d64 (FCI Recruitment
2017 For 380 Vacancies Apply Now - sanxxxxxx525@gmail.com - Gmail) [count: 0]
Host: mail.google.com Type: [LINK - User clicked a link] (URL not typed directly - no

typed count)
Version: 2

Filename: OS:C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\History

Inode & Notes: -

Format: sqlite/chrome_history
Extra: schema_match: False; sha256 hash:
582bcc588¢7bc39ce0d789951fdelbd8296982a04d8a26eb09a582a901302ae3

Reference: 257192

Figure 23. The output of WEBHSIT source of Windows operating system [17]

Keys:

URL: https://mail.google.com/mail/u/0/#inbox/15fba5850d593d64 (FCI
Recruitment 2017 For 380 Vacancies Apply Now - sanxxxxxx525@gmail.com

- Gmail)
Search Term: mail

Browser: Google Chrome
Description: LINK - User clicked a link

Figure 24. The output of WEBHSIT source of Windows operating system [17]



https://mail.google.com/mail
https://mail.google.com/mail

Events: high level
(level 1)

Date: 11/07/2017
Time: 20:11:35
Source: LNK

Short; D:\Doctorate
Studies\chrome history
window 7.txt

Visit: -

Reference: 223117

Events: low level (level
2)

Date: 11/07/2017
Time: 20:11:35
Source: LNK

Short:

D:\Doctorate
Studies\chrome history
window 7.txt

Visit: -

Extra: -

Reference: 223117

Artefact location: low level (level 4)

Date: 11/07/2017
Time: 20:11:35
Timezone: UTC
MACB: ...B
Source: LNK

Source type: Windows Shortcut

Type: Creation Time
User & Host: -
Short:

Artefact location: high level
(level 3)

Date: 11/07/2017

Time: 20:11:35

MACB: ...B

Source: LNK

Source type: Windows Shortcut
Short:

D:\Doctorate Studies\chrome
history window 7.txt

Visit: -

Extra: -

Desc: Empty description] File size:
57 File attribute flags: 0x00000020
Drive type: 3 Drive serial number:
0xc04f69f2 Volume label: New
Volume Local path: D:\Doctorate
Studies\chrome history window
7.txt Link target: <My Computer>
D:\Doctorate Studies\chrome
history window 7.txt

Reference: 223117

[Empty description] D:\Doctorate Studies\chrome history window 7.txt

Desc: [Empty description] File size: 57 File attribute flags: 0x00000020 Drive type: 3 Drive
serial number: 0xc04f69f2 VVolume label: New Volume Local path: D:\Doctorate
Studies\chrome history window 7.txt Link target: <My Computer> D:\Doctorate
Studies\chrome history window 7.txt

Version: 2
Filename:

0S:C:\Users\User\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\5f7
b5f1e01b83767.automaticDestinations-ms

Inode & Notes: -

Format: olecf/olecf_automatic_destinations/Ink
Extra: birth_droid_file_identifier: 6df44ae9-c4d4-11e7-8ac6-alafbdaclecO;
birth_droid_volume_identifier: a6ab9ade-a31c-4e48-9416-b0ch2766758a;
droid_file_identifier: 6df44ae9-c4d4-11e7-8ac6-a0afbdaclecO; droid_volume_identifier:

abab9ade-a3lc-4e48-9416-b0ch2766758a; sha256_hash:

a39a0b9e3a0344d2feddf8168148344eh466887e864e8fcc0a276c559h3d11a7

Reference: 223117

Figure 25. The output of LNK source of Windows operating system [17]

Keys:
Address and Name:

D:\Doctorate Studies\chrome history window 7.txt
Source type: Windows Shortcut

Description: Volume label: New Volume Local path: D:\Doctorate Studies\chrome history
window 7.txt Link target: <My Computer> D:\Doctorate Studies\chrome history window 7.txt

Figure 26. The output of LNK source of Windows operating system [17]
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The last two levels of approach provided more detailed and vital information
to understand the particular activity more precisely. It includes the complete web
address of the web page accessed by the user, the name of the web browser used to
access the web page and how a particular web page is accessed. One can easily
understand the timeline related to the web activity performed by a user and analyse
the information to obtain digital evidence from the outcome of the proposed
approach, as shown in Figure 23.

The second case study, namely source “LNK” of the Windows operating
system, is analysed to provide relevant information related to the files that are
frequently accessed by the user. Figures 25 and 26 show the outcome of the
proposed approach in the form of four levels of the timeline of events and artefacts,
corresponding to source “LNK”. In fact, 6, 7, 10 and 18 different fields are
considered at Events: high level, Events: low level, Artefact location: high level and
Artefacts location: low level, respectively, along with the implementation of distinct
mechanisms. The first two levels, i.e., Events: high level and Events: low level of
the proposed approach, provides an overview of information related to the file that is
used by a user many times, such as name (chrome history window 7), type (.txt) and
location (D:\Doctorate Studies\) of a particular file. Moreover, the last two levels of
timeline, i.e., Artefact location: high level and Artefact location: low level, provide
additional detailed and vital information related to a particular file that is frequently
used by a user. It includes the type of operation performed by a user with that file,
such as modified, accessed, changed or created. One can easily understand the
timeline related to a particular file frequently accessed by a user and analyse the
information to obtain digital evidence from the outcome of the proposed approach,
as shown in Figure 26.

4.2.2.2. Android Operating System

The two case studies of Android operating system based timelines, namely source
“META” and “FILE”, are considered to show the capability of a novel approach.
Similarly, like Windows operating system for the Android operating system, the
same number of fields is considered at each level of approach, and the same
mechanisms are stipulated to compose a relevant timeline. In fact, 6, 7, 10 and 18
different fields are considered at Events: high level, Events: low level, Artefact
location: high level and Artefacts location: low level, respectively, along with the
implementation of distinct mechanisms at each level to address other issues in the
timeline. The first study case, i.e., source “META”, is analysed to provide
information related to different actions performed by the user related to the files and
folders, such as Modification, Access, Change and Birth (created). Figures 27 and
28 present the outcome of the proposed approach in the form of four levels of
abstraction approach, corresponding to the source “META”. The first level of
approach, i.e., Events: high level, provides brief information related to particular
action performed by the user related to a file and folder.
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Events: high level (level
1)

Date: 11/10/2015

Time: 12:46:00

Source: META

Short:
OS:D:\yu\Download\Using
the marketing mix to drive
change.docx

Visit: -

Reference: 77

Events: low level (level 2)
Date: 11/10/2015

Time: 12:46:00

Source: META

Short:
OS:D:\yu\Download\Using
the marketing mix to drive
change.docx

Visit: -

Extra:

number_of _paragraphs:25
total_time:0

Reference: 77

Avrtefact location: low level (level 4)

Date: 11/10/2015
Time: 12:46:00
Timezone: UTC
MACB: M..B
Source: META

Source type: Open XML Metadata
Type: Content Modification Time; Creation Time

User & Host: -
Short: Author: User

Artefact location: high
level (level 3)

Date: 11/10/2015

Time: 12:46:00

MACB: M..B

Source: META

Source type: Open XML
Metadata

Short:
0OS:D:\yu\Download\Using
the marketing mix to drive
change.docx

Visit: -

Extra:
number_of_paragraphs:25
total_time:0

Desc: Number of pages: 5
Number of words: 1877
Number  of  characters:
10703 Number of characters
with spaces: 12555 Number
of lines: 89

Reference: 77

Desc: Creating App: Microsoft Office Word App version:
14.0000 Last saved by: Vartotojas Author: User Revision
number: 2 Template: Normal Number of pages: 5 Number of
words: 1877 Number of characters: 10703 Number of
characters with spaces: 12555 Number of lines: 89 Hyperlinks
changed: false Links up to date: false Scale crop: false
Version: 2

Filename:

OS:D:\yu\Download\Using the marketing mix to drive
change.docx

Inode & Notes: -

Format: Openxml

Extra: doc_security: 0; i4: 1; number_of paragraphs: 25;
sha256_hash:
cd2d4ad6058b86d15c6fffcdb08cdd94deacdbad1d7dc0397553
ae0649f6aa59; shared_doc: false; total_time: 0

Reference® 77

Figure 27. The output of META source of Android operating system [17]

Keys:

Address and Name:

0OS:D:\yu\Download\Using the marketing mix to drive change.docx

Operation type: M..B

Application: Microsoft Office Word

Description: Creating App: Microsoft Office Word App version: 14.0000 Last saved by: Vartotojas
Author: User Revision number: 2 Template: Normal Number of pages: 5 Number of words: 1877 Number
of characters: 10703 Number of characters with spaces: 12555 Number of lines: 89

Figure 28. The output of META source of Android operating system [17]
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Events: high Level (level
1)

Date: 12/07/2015

Time: 15:26:13

Source: FILE

Short:
D:\yu\SHAREit\audios\Tu
m_Ho_Mera_Pyar-
K_K(DesiTape.Com).mp3
Visit: -

Reference: 86

Events: low level (level 2)
Date: 12/07/2015

Time: 15:26:13

Source: FILE

Short:
D:\yu\SHAREit\audios\Tu
m_Ho_Mera_Pyar-
K_K(DesiTape.Com).mp3
Visit: -

Extra: file_size: 2167277,
file_system_type: OS;
is_allocated: True
Reference: 86

Avrtefact location: low level (level 4)

Date: 12/07/2015
Time: 15:26:13
Timezone: UTC
MACB: M...
Source: FILE

Source type: OS Content Modification Time
Type: Content Modification Time

User: -
Host: -

Short:D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-

K_K(DesiTape.Com).mp3

Desc: OS:D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-
K_K(DesiTape.Com).mp3 Type: file

Version: 2

Filename: OS:D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-

K_K(DesiTape.Com).mp3
Inode: -

Notes: -

Format: filestat

Artefact location: high
level (level 3)

Date: 12/07/2015

Time: 15:26:13

MACB: M...

Source: FILE

Source type: OS Content
Modification Time

Short:
D:\yu\SHAREit\audios\Tum
_Ho_Mera_Pyar-
K_K(DesiTape.Com).mp3
Visit: -

Extra:

file_size: 2167277,
file_system_type: OS;
is_allocated: True

Desc:
OS:D:\yu\SHAREit\audios\T
um_Ho_Mera_Pyar-
K_K(DesiTape.Com).mp3
Type: file

Reference: 86

Extra: file_size: 2167277; file_system_type: OS; is_allocated: True;

sha256_hash:

ae44d66a82fffb5a828ef83432eb147f564050355df62fe3ec6badcfa69088

62
Reference: 86

Figure 29. The output of FILE source of Android operating system [17]

Keys:
Address and Name:

Operation type: M...
Application: SHARE:it

D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-K_K(DesiTape.Com).mp3

Figure 30. The output of FILE source of Android operating system [17]
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It includes the name, type and storage location of a particular file. The Events:
low level and Artefact location: high level provide additional information. It
includes what kind of operations are performed by a user with a specific file or
folder, the contents of a file, such as number of words, number of characters and
many more along with the information that is provided at Events: high level. Finally,
Anrtefact location: low level provides more detailed and useful information, such as
the author’s name and the name of the application used to perform a particular
operation with a file. Regarding the outcome of the proposed approach, one can
easily understand the timeline and analyse relevant information from the timeline
related to different actions or operations performed by a user with a particular file by
using specific applications and many more, as shown in Figure 27.

The second case study, namely source “FILE” of the Android operating
system, is analysed to provide relevant information related to files that are available
in a particular Android operating system mobile device. Figures 29 and 30 show the
outcome of the proposed approach in the form of four levels of timeline of events
and artefacts. The same number of fields is considered at each level along with the
stipulation of mechanisms to compose relevant information as considered in the
“META” source. In this study case, the information about a particular file is
provided at a different level of timeline with a distinct level of abstraction of detail.
The first two-levels of approaches provide brief information related to a particular
available file, such as name, type, location and size of the file. In this case, the name,
type, location and size of the file are Tum_Ho_Mera_Pyar-K_K(DesiTape.Com),
mp3(audio), D:\yu\SHAREit\audios\ and about 2.16 MB, respectively. The last two
levels of approach provide more detailed information along with the information
provided at the first two levels of approach. It includes the type of the operation
performed by the user or the system itself to a file, an application used to perform
the operation and many more. Considering the outcome of the proposed approach,
one can easily understand the timeline and analyse relevant information from the
timeline related to a specific file available on the Android operating system based
mobile devices, such as name, type, location, size of the file, performed operation
with a file and many more, as shown in Figure 29.

4.2.2.3.i10S Operating System

The two case studies of the iOS operating system timelines are discussed, i.e.,
source “WEBHSIT” and “iMessage”. Like Windows and Android operating
systems, the same number of fields is considered at each level of approach, and the
same mechanisms are stipulated to compose a relevant timeline. The first case study,
i.e.,, source “WEBHIST”, is analysed to provide relevant information to a web
activity performed by a user on the web. The first two levels of approach provide a
higher level of abstraction of information related to the web activity. It includes the
address of a specific web page accessed by the user, how this specific web page is
accessed either by user’s typed address in the address bar or clicked link and the
content search by the user. The last two levels of the timeline of the proposed
approach provide detailed information along with information provided at the
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first two levels.

Events: high level
(level 1)

Date: 10/31/2019

Time: 08:16:41

Source: WEBHIST
Short:
https://www.kaunokoleg
ijalt

Visit: LINK 1
Reference: 2024

Events: low level (level
2)

Date: 10/31/2019

Time: 08:16:41

Source: WEBHIST
Short:
https://www.kaunokoleg
ija.lt

Visit: LINK 1

Extra:
https://www.kaunokoleg
ija.It/ (Kaunas College -
modern and practical
studies)

Reference: 2024

Avrtefact location: low level (level 4)

Date: 10/31/2019
Time: 08:16:41
Timezone: UTC
MACB: A..
Source: WEBHIST

Source type: Chrome History

Type: Last Visited Time

User & Host: -
Short:

Artefact location: high level
(level 3)

Date: 10/31/2019

Time: 08:16:41

MACB: .A..

Source: WEBHIST

Source type: Chrome History
Short:
https://www.kaunokolegija.lt/
(Kaunas College - modern and
practical studies)

Visit: LINK 1

Extra:
https://www.kaunokolegija.It/
(Kaunas College - modern and
practical studies)

Desc:
https://www.kaunokolegija.lt/
(Kaunas College - modern and
practical studies) [count: 1] Host:
www.kaunokolegija.lt Visit
Source: [SOURCE_SYNCED]
Type: [LINK - User clicked a

link] (type count 1 time)
Refaranre: 2024

https://www.kaunokolegija.lt/ (Kaunas College - modern and practical studies)

Desc:

https://www.kaunokolegija.lt/ (Kaunas College - modern and practical studies) [count: 1]
Host: www.kaunokolegija.lt Visit Source: [SOURCE_SYNCED] Type: [LINK - User
clicked a link] (type count 1 time)

Version: 2
Filename:

OS:D:\applebackup\acf4b9617ef493f11fa0dd4ellbce6cd6eb5h3f2\fa\faf971ce92c3ac50

8c018dcelbef2a8b8e9838f1

Inode & Notes: -

Format: sqlite/chrome_history
Extra: schema_match: False; sha256_hash:
1ec938e2eed7efel16719dde363cfl2efd3fc7201e1c995f54ce8d18fb55¢497b

Reference: 2024

Figure 31. The output of WEBHIST source of iOS operating system [17]

Keys:
URL:

https://www.kaunokolegija.lt
Search Term: Kaunas College - modern and practical studies
Browser: Google Chrome

Description: : LINK - User clicked a link

Figure 32. The output of WEBHIST source of iOS operating system [17]
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Events: high level Events: low level (level 2) Artefact location: high level

(level 1) Date: 18/01/2020 (level 3)
Date: 18/01/2020 Time: 09:45:17 Date: 18/01/2020
Time: 09:45:17 Source: iMessage Time: 09:45:17
Source: iMessage Short: MACB: ..B
Short: Good morning. | can't do Source: iMessage
Good morning. | can't 9am tomorrow | have Source type:
do 9am tomorrow | interviews. What about Apple iMessage Application
have interviews. What Wednesday? Short:
about Wednesday? Visit: - Good morning. | can't do 9am
Visit: - Extra: - tomorrow | have interviews. What
Reference: 39925 Reference: 39925 about Wednesday?

Visit: -
Artefact location: low level (level 4) Extra:-
Date: 18/01/2020 Desc: iMessage 1D:
Time: 09:45:17 +370xxxxxxx4 Read Receipt:
Timezone: UTC True Message Type: Received
MACB: ...B Service: SMS Message Content:
Source: iMessage Good morning. | can't do 9am
Source type: Apple iMessage Application tomorrow | have interviews.
Type: Creation Time What about Wednesday?
User & Host: - Reference: 39925
Short:

Good morning. | can't do 9am tomorrow | have interviews. What about Wednesday?
Desc: iMessage ID: +370xxxxxxx4 Read Receipt: True Message Type: Received Service:
SMS Message Content: Good morning. | can't do 9am tomorrow | have interviews. What
about Wednesday?

Version: 2

Filename:
OS:D:\applebackup\acf4b9617ef493f11fa0dd4ellbce6ed6eb5h3f2\3d\3d0d 7e5fb2ce2888
13306e4d4636395e047a3d28

Inode & Notes: -

Format: sqlite/imessage

Extra: schema_match: False; sha256 hash:
78570d1699f93d2ccd80cdf525568h6133aa8084e153daclc774d34d8cf8fcle

Reference: 39925

Figure 33. The output of iMessage source of iOS operating system [17]

Keys:
iMessage: Good morning. | can't do 9am tomorrow | have interviews. What about Wednesday?
Application: Apple iMessage

Figure 34. The output of iMessage source of iOS operating system [17]
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It includes the name of the web browser used by the user to perform the operation on
the web, the type of web operation performed by the user and many more.
Considering the outcome of the proposed approach, one can easily understand the
timeline and analyse relevant information from the timeline related to a specific web
activity performed by a user. It includes the address of the web page accessed by a
user, name of the web browser used by a user to browse a particular web page,
content search on the web page and many more, as shown in Figures 31 and 32.

The second case study, namely source “iMessage” of the iOS operating system
base mobile device, is analysed to provide relevant information related to an activity
that is performed locally without the usage of the internet, as shown in Figures 33
and 34. The first two levels of the novel approach show the actual information that is
shared between two users. Moreover, the last two levels of the approach provide
vital and detailed information related to this activity. It includes the shared
information, the receiver and sender of shared information, the contact number used
to send or receive the information and much more. Considering the outcome of the
proposed approach, one can easily understand the timeline and analyse relevant
information from the timeline related to a specific local activity performed by a user
on the iOS operating system based device. It includes the actual communication that
has taken place between two users, the contact number of a user used in the
communication and many more, as shown in Figure 33.

4.2.2.4. Comparison

This section is devoted to presenting the comparison studies of a novel proposed
approach and the existing approaches for the reconstruction and analysis of timeline
developed by different researchers and authors. The main idea behind the
demonstration of presenting the comparative studies is to show that the proposed
abstraction based approach is capable and helps analysing the timeline efficiently, as
compared to the available approaches based on various factors or features, as shown
in Table 10.

A comparative study is analysed by considering 21 different factors or features
between the proposed approach and five existing approaches, i.e., Gudjonsson [59],
Inglot and Liu [70], Soltani, Seno and Yazdi [124], Esposito and Peterson [47] and
Hargreaves and Patterson [62]. These features illustrate that the timeline
reconstructed by a particular approach consists of relevant information related to
different operations or actions performed by a user on specific digital devices, the
integrity of information, information related to the available applications, files and
system files, extraction of mail addresses used by the user for communication or
other purposes, the heterogeneity of operating system and many more, as shown in
Table 10. It has been found from the obtained results (see Table 10) that the
proposed abstraction based approach is capable of analysing the timeline more
effectively and appropriately than the existing approaches. The proposed approach
accomplishes all (21) features. However, the existing approaches do not have many
of these features. Moreover, the proposed approach as well provides complete
information related to all online and offline actions, available user and system files,
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applications executed by the user, mail addresses and contact numbers used for the
communication or other purposes and many more along with the stipulation of a
unique structure at each level, elimination of duplicity of events and artefacts,
exclusion of irrelevant information to compose a relevant and recognizable timeline
by a user or digital investigators.

Table 10. Comparison of proposed abstraction based approach and the existing approaches

Inglot | Soltani, | Esposito Hargreaves
Features Our Gudjoénsson and Seno and and
approach [59] Liu and Peterson Patterson
[70] Yazdi [47] [62]
[124]

1. The reference number
used to keep a relationship +
with the original source
file.

2. Elimination of duplicity + - - - - -
and irrelevant details.
3. Splitting of timeline of + - - - - -
events and artefacts.

4. Stipulation of unique + - - - - -
structure at each level.
5. Extraction of MAC + - - - - -
address.

6. Extraction of different
applications used by a + +
user and the system itself.
7. Extraction of mail
addresses used for the +
communication.

8. Attaining information
related to files and + +
applications that are no
longer available.

9. Attaining information
related to  supportive + +
applications and systems
files.

10. Retrieval of complete
address of the web pages + + + + + +
accessed by a user.

11. How (LINK, TYPED,
FORM_SUBMIT, +
WEBHIST) specific web
page is accessed.

12. Retrieval of actual
information search by a + + + + + +
user on the web.

13. List of different web
browsers used by a user to + +
perform web activities on
the web.

14. Attaining of
information related to the +
files or applications,
which are downloaded
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from the web.

15. Retrieval of
information related to the + +
files and applications that
are  most  frequently
accessed by a user.

16. Information related to
available all types of files + +
and applications.

17. Information related to
different types of +
operations performed by a
user with specific file, i.e.,
MACB.

18. Retrieval of actual
information  (imessage) +
shared among the users.
19. Retrieval of contact
number of users used for +
communication and other
purposes.

20.  Heterogeneity  of + + - - - -
operating systems.

21. Integrity of data. + + - + + -

4.3. Finding Novel Ontology
4.3.1. Experimental Setup

The novel developed ontology is based on the abstraction based approach for the
analysis of the timeline and is implemented by using the ontology editor Protégé
5.5.0 Build Beta-9 version along with the visualization plugins, namely OWLViz,
OntoGraf and VOWL, and the ontology visualization tool OWLGred [82] [17]. The
fundamental concepts of the digital forensic domain are already explained in chapter
3 “RESEARCH DESIGN AND METHODS”. These fundamental concepts are
defined by designing an ontology where the concepts and sub-concepts are
explained by using classes, sub-classes and properties. There are various new
terminologies that have been encountered during the analysis of the timeline of
different operating systems based devices, namely Windows, Android and iOS.
Thus, the novel ontology should as well contain information of these newly
encountered terminologies. For this, new sub-classes are defined, corresponding to
each newly encountered terminology under the sub-class Artefact_Reference of the
proposed ontology.

4.3.2. Results

The outcomes show that eleven new terminologies are encountered during the
analysis of the timeline of Windows, Android and iOS operating systems based
devices. These terminologies are added in the proposed ontology by defining a new
sub-class corresponding to each novel term under the Artefact_Reference subclass,
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as shown in Figure 35. Moreover, Table 11 provides descriptive information of these
newly encountered terminologies. It has been found from the obtained results that
the Windows operating system based timeline contains a maximum number of new
nine terms, namely “LNK”, “REG”, “OLECF”, “RECBIN”, “META”,
“WEBHIST”, “LOG”, “PE” and “FILE”. The Android operating system based
timeline contains four terminologies, namely OLECF”, “META”, “PE” and “FILE”.
However, three terms, i.e., “OLECF”, “META” and “PE”, except the term “FILE”,
provide the same information as described in Table 11. The two new subclasses
“Application” and “Browsing_History” of the subclass “FILE” are explicitly defined
to show information about browsing activities browsed by a user, as there is no
information implicitly available in the timeline for the browsing activities [17].

The 10S operating system based timeline contains six new terminologies,
namely “META”, “PE”, “WEBHIST”, “FILE”, “IMESSAGE” and “PLIST”. The
four terms, except the two terms, namely “IMESSAGE” and “PLIST”, provide the
same information, which is described in Table 11. The “IMESSAGE” terms provide
information related to all received and send messages by using Apple iMessage
Application on a particular iOS operating system based device. It shows crucial
information, such as the contact number, which is used to send and receive
messages. The “PLIST” stands for Property List and is a format for storing the
application data. It was originally developed by Apple for iOS operating system
based devices [17].
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Digital_Forensic
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—]Artefact_Investigation

Investigator
Examiner

Forensic_Action

Victim

Subject

Additionally, an abstract class, i.e., “Data Fields”, is as well defined in the
proposed ontology, which contains eighteen data properties. These data properties
are shared by the four sub-classes of sub-class, i.e., “Artefact Location”, and are
illustrated by using the inheritance relationship, as shown in Figure 35. Moreover,
the “Artefact Location” sub-class represents a novel abstraction based approach for
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the timeline analysis, and its four sub-classes illustrate four levels of the timeline of
events and artefacts of the approach, namely Events: high level, Events: low level,
Artefact location: high level and Artefact location: low level. Thus, the four sub-
classes, namely “Event_High_Level”, “Event_Low_Level”,
“Artefact_Location_High_Level” and “Artefact_Location_Low_Level”, inherit
different data properties for the analysis of the timeline.

Table 11. New terminologies and their descriptions [17]

S.No. Terminologies Description
(Sub-Classes)

1. WEBHIST Information related to browsing activities, it
includes the addresses of web pages accessed
by a user, the mail addresses of a user,
downloaded files and application (name of the
web browser) used to access online services.

2. RECBIN Information about files that have been deleted
by a user from the system and recycle bin.

3. PE PE stands for Portable Executable. PE
formatted files include: .exe, .apk, .ipa .dll and
.Sys (driver files).

4, FILE Information related to a particular file is
provided, such as name, type, location and size.

5. META Meta often is described as “data about data”. It
includes Modification, Access, Change and
Birth (created) information of a particular
document or file.

6. LNK Shortcut files that are connected to an
application or file commonly found on the
desktop of a user or throughout a system and
end with .LNK extension. It is very helpful to
access files that are no longer available in the
system.
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7. REG Information about the used applications and
.DAT files that are only meant for the support
of applications.

8. OLECF OLECEF stands for Object Linking and
Embedding compound file. It contains .msp,
.msi, .asd and .automaticdestination-ms files,
which provide information about the updates of
Windows operating system and other programs.

9. LOG Stores information about the events that take
place in an operating system or other program
runs.

10. IMESSAGE Provides information related to all received and
sent messages by using the Apple iMessage
Application.

11. PLIST Stands for Property List and is a format for
storing application data.

Figure 36 illustrates the study case of source “WEBHIST” to demonstrate the
developed ontology and an abstraction based approach for the timeline analysis
together. The main idea of presenting a study case is to show the complete prototype
of a developed ontology in a single scenario along with the position of different
levels of events and artefacts of the approach. Thus, all fundamental and novel
terminologies of the digital forensic domain and the relevance of the approach for
the timeline analysis are well understood by the users or digital investigators.
Moreover, the users can as well observe and understand the relationship between the
novel ontology and abstraction approach for the timeline analysis precisely. The
figure as well shows a different number of data properties inherited by different sub-
classes of sub-class “Artefact Location” for the analysis of timeline at different
levels of events and artefacts.
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Figure 36. The novel ontology with abstraction approach [17]
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Artefact_Location — Artefact_Reference

Event_High_Level

Date: 11/14/2017
Time: 11:46:15
Source: WEBHIST
Short: https://mail.google.com
Visit: mail
Reference: 257192

i

Event_Low_Level

Date: 11/14/2017
Time: 11:46:15
Source: WEBHIST
Short: https://mail.google.com
Visit: mail
Extra: https://mail.google.com/mail
Reference: 257192

Artefact_Location_High_Level

Date: 11/14/2017
Time:11:46:15
MACB: A..
Source: WEBHIST
Source type: Chrome History
Short:
https://mail.google.com/mail/u/0/#inbox/15fba5850d593d64
(FCI Recruitment 201..
Visit: mail
Extra: https://mail.google.com/mail
Desc: sanxxxxxx525@gmail.com
Reference: 257192

t

Artefact_Location_Low_Level

Date: 11/14/2017
Time: 11:46:15
Timezone: UTC
MACB: .A..
Source: WEBHIST
Source type: Chrome History
Type: Last Visited Time

User & Host: -
Short: https://mail.google.com/mail/u/0/#inbox/15fba5850d593d64 (FCI
Recruitment 201...
Desc: https:/mail.google.cc 0/#inbox/15fba5850d593d64 (FCI

Recruitment 2017 For 380 Vacancies Apply Now - sanxxxxxx525@gmail.com -
Gmail) [count: 0] Host: mail.google.com Type: [LINK - User clicked a link] (URL
not typed directly - no typed count)

Version: 2
Filename: OS:C:\Users\User\AppData\Local\Google\Chrome\User
Data\Default\History
Inode & Notes: -

Format: sqlite/chrome_history
Extra: schema_match: False; sha256_hash:
582bcc588¢7bc39ce0d789951fde1bd8296982a04d8a26eb09a582a901302ae3
Reference: 257192

Application
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The figure illustrates that a novel ontology contains a base class “Digital
_Forensic” that represents the general concept in the forensics domain, for which
ontology is being developed, to define common vocabulary, share information and
reuse and analyse domain knowledge. The three sub-classes have derived from the
base class, namely “Artefact_Investigation”,  “Artefact_Location” and
“Artefact_Reference”, to define various fundamental and new terminologies of the
digital forensic domain. The first sub-class “Artefact Investigation” defines the
basic terms and distinct actions performed by different specialists of the digital
forensics domain. The second class “Artefact Location” illustrates the novel
abstraction based approach for the timeline analysis, and it contains four sub-classes
corresponding to four levels of approach. Additionally, the developed ontology as
well shows that there are different numbers of data properties and numerous features
inherited by distinct levels of approach for effective timeline analysis, as shown in
Figure 36.

In this study, 6, 7, 10 and 18 data properties are inherited by Events: high
level, Events: low level, Artefact location: high level and Artefact location: low
level of approach, respectively, to assist the user in understanding the web activity
performed by a user on the internet. It includes the date and time of specific web
activity, the complete web address of the internet page accessed by a user, the title of
content browsed by a user, the name of the web browser used to access a particular
web page and many more. Moreover, all these features and information enables
ontology to support digital investigators during their investigation to understand the
newly encountered terminologies and their relevance. The third and the last sub-
class “Artefact Reference” shows that there are eleven different novel terminologies
that are encountered during the analysis of the timeline of different operating
systems based devices, hamely Windows, Android and iOS, and their descriptions
are available in Table 11.

4.3.3. Comparison

In this section, two comparisons between Windows, Android and iOS operating
systems are discussed. First, the comparison shows the maximum number of new
terminologies, which present the sources of information available for each operating
system, the number of fields (data properties) and the number of sources (artefact
references) are considered at different levels of approach to reconstruct the timeline
[17].
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Table 12. Comparison of Windows, Android and iOS operating systems [17]

Operating Artefact_Location ~ Number of Fields Number of
System (Data Properties) Artefact_Reference
Event: high level 6 6
Event: low level 7 9
Avrtefact location: 10 9
high level
Windows
Operating  Artefact location: low 18 9
System level
Event: high level 6 3
Event: low level 7 4
Android Avrtefact location: 10 4
Operating high level
System
Avrtefact location: low 18 4
level
Event: high level 6 3
iOS Operating Event: low level 7 4
System
Avrtefact location: 10 6
high level
Artefact location: low 18 6
level

It has been found from the results (see Table 12) that 9, 4 and 6 are the
maximum numbers of sources (artefact reference) available for Windows, Android
and i0S operating systems, respectively. For all operating systems, 6, 7, 10 and 18
fields (data properties) for the Events: high level, Events: low level, Artefact
location: low level and Artefact location: high level, respectively, are considered in
the timeline. It shows a unique structure is followed at each level of abstraction
based approach for the analysis of all operating systems based timelines.

The second comparison shows the availability of different types of information
available in the timelines of these three operating systems. It has been observed from
the results (see Table 13) that the timeline of Window-based system provides the
maximum information regarding all types of operations executed by the user. It
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includes online and offline, the most frequently used application and deleted files, as
compared to Android and iOS operating systems [17].

Table 13. Comparison of Windows, Android and iOS operating systems [17]

Windows Android iOS Operating
Parameters Operating Operating System
System System
Online Operation Available Partially available Available
Information
Offline Operation Available  Not available Available
Information
Mail Addresses Available  Not available Available
Frequently Used Available Not available Not available
Application
MAC Address Available  Not available Not available
Deleted Files Available Not available Not available

4.3.4. Evaluation of Novel Ontology

A novel ontology-based on abstraction based approach for the analysis of the
timeline is evaluated by using two methods, namely ontology taxonomy evaluation
and ontology content evaluation, for the verification and validation of novel
ontology, respectively.

4.3.4.1. Verification of Novel Ontology

The ontology taxonomy evaluation method is used for the verification and provides
the following results (see Table 14).
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Table 14. Verification of novel ontology

I. Circularity error: No error because no class in a novel
ontology is illustrated as a specialization or generalization of
itself.

Il. Partitions error: No partitions error found during the
1. Inconsistency evaluation of the proposed novel ontology. The developed
ontology does not contain an incorrect description of disjoint
classes, i.e., a class of developed ontology is not a derived class
of more than one class.

I11. Semantic error: The developed ontology does not consist
of semantic error because all classes or concepts of ontology
are classified semantically correct.

I. Incomplete concept classification: The novel ontology
contains all basic concepts of the digital forensic domain. The
ontology as well has terminologies of abstraction approach for
2. Incompleteness | the timeline analysis and new terminologies corresponding to
distinct operating systems (Windows, Android and iOS) based
devices.

I1. Partition error: The developed ontology does not contain
partition error.

I. Grammatical redundancy: As no class in the developed
ontology has more than one definition or description; thus, the
novel ontology does not have grammatical redundancy errors.

3. Redundancy
I1. Identical formal definition of some classes and instances:
The developed ontology does not consist of identical formal
definitions of some classes and instances error because the
novel ontology does not have the same definition
corresponding to more than one class and instances.

4.3.4.2. Validation of Novel Ontology

The ontology content evaluation method is used for the validation and provides the
following results (see Table 15).
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Table 15. Validation of novel ontology

The novel ontology is consistent as each definition of a class is
1. Consistency consistent, according to the real world, and no contradictory
information can be obtained from the definition.

The developed ontology contains all basic terminologies of the
digital forensic domain along with the novel terminologies
2. Completeness corresponding to the distinct operating system based devices
and terminologies corresponding to the abstraction approach
for the timeline analysis. Moreover, the ontology as well
contains definitions of each concept of a class. Thus, the
proposed ontology is a complete ontology.

The proposed ontology is concise because it does not contain
3. Conciseness irrelevant definitions of classes or concepts along with the
repetition of definitions.

The new classes or concepts and definitions corresponding to
them can be easily added without changing the already well-
defined definitions in the developed ontology. Thus, it means
4. Expandability that the development is easily expandable. For instance, a new
class and the definition corresponding to it can be easily added
under the sub-class “Artefact Reference” of a novel ontology
without altering other concepts.

As the novel ontology is easily expandable, it means that the
5. Sensitiveness minor changes in some definitions will not change all well-
defined classes or the concept. Thus, the developed ontology is
not sensitive.

The outcome of both methods, namely ontology taxonomy evaluation and ontology
content evaluation for the verification and validation of ontology, illustrate that the
novel ontology-based on the abstraction approach for the timeline analysis achieves
all factors. These factors are as follows: inconsistency, incompleteness, redundancy,
consistency, completeness, conciseness, expandability and sensitiveness that are
required for the verified and validated ontology.

4.4. Finding Visualization
4.4.1 Experimental Setup

In this section, the visualization of the timeline, analysed by a novel abstraction
based approach, is explained. The visualization is implemented on the outcome of a
novel abstraction based approach by using the software Gephi version 0.9.2
201709241107. Gephi is an open-source software for the network or graph
visualization and analysis. Gephi assists to intuitively find patterns and trends,
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highlight outliers and tells stories with their data. In order to present huge graphs in
real-time and enhance the pace of exploration, it uses 3D render engine. Gephi
comes with many included functionalities and flexible architecture to explore,
analyse, spatialize, filter, cluster, manipulate and export various types of networks
[120].

The outcome of the novel abstraction based approach for the analysis of the
timeline is in the form of textual information, as shown in chapter 3. Thus, the
output of a novel approach, corresponding to numerous and different activities
performed by the user on a specific digital device, is not possible to depict in a
single figure at the same time in a relevant way. For this, the visualization is
implemented on the outcome of a novel approach to illustrate the timeline
corresponding to numerous activities graphically in a figure. Moreover, the
visualization as well facilitates to display information in a figure to users in such a
way that allows them to interpret the underlying information related to multiple
activities performed by a user at a single period of time, and this is the objective of
the implementation of visualization in a research work.

4.4.2. Results

A case study of the timeline, analysed by the abstraction based approach, namely
“WEBHIST” source of Windows operating system, is examined by using the graph-
based visualization technique. The main idea of using the visualization technique is
to demonstrate the benefits of visualization to facilitate the information related to
many activities carried out by a user in a recognizable and visual way, which is hard
to achieve in text format data or information. Moreover, the human brain can
interpret information easily and quickly from the visual cues, as compared to the
written language.
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[L1/13/2017;16:04:26; .A. . ;WEBHIST; Firefox History;URL:
http://go.microsoft.com/fwlink/p/?LinkId=255141; TYPED 1;"extra: [u' (URL
not typed directly)' u'Transition: TYPED'];
";http://go.microsoft.com/fwlink/p/?LinkId=255141 [count: 1] Host:
go.microsoft.com (URL not typed directly) Transition: TYPED;252990
11/13/2017;16:04:34; .A. . ;WEBHIST; Firefox History;URL:
http://google.com/; TYPED 2;"extra: [u'(URL not typed directly)'
u'Transition: TYPED']; ";http://google.com/ [count: 2] Host: google.com
(URL not typed directly) Transition: TYPED;253102
11/13/2017;19:01:19; .A. . ;WEBHIST; Chrome
History;https://www.magnetforensics.com/computer-forensics/how-to-
analyze-usb-device-...;LINK ;https://www.magnetforensics.com/computer-
forensics ;https://www.magnetforensics.com/computer-forensics/how-to-
analyze-usb-device-history-in-windows/ (How to Analyze USB Device History
in Windows - Magnet Forensics Inc.) [count: 0] Host: I
www.magnetforensics.com Type: [LINK - User clicked a link] (URL not typed
directly - no typed count) ;255696

11/13/2017;19:02:22; .A. . ;WEBHIST; Chrome
History;https://www.magnetforensics.com/digital-forensics-
software/internet-evidence-...;LINK
;https://www.magnetforensics.com/digital-forensics-software
;https://www.magnetforensics.com/digital-forensics-software/internet-
evidence-finder (Magnet IEF) [count: 0] Host: www.magnetforensics.com
Visit from: https://www.magnetforensics.com/computer-forensics/how-to-
analyze-usb-device-history-in-windows/ (How to Analyze USB Device History
in Windows - Magnet Forensics Inc.) Type: [LINK - User clicked a link]
(URL not typed directly - no typed count) ;255719

11/13/2017;19:02:30; .A. . ;WEBHIST; Chrome
History;https://www.magnetforensics.com/try-internet-evidence-finder-
free-for-30-days...;LINK ;https://www.magnetforensics.com/try-internet-
evidence-finder-free-for-30-days... ;https://www.magnetforensics.com/try-
internet-evidence-finder-free-for-30-days/ (Try Magnet IEF for Digital
Forensics Free for 30 Days - Magnet Forensics Inc.) [count: 0] Host:
www.magnetforensics.com Visit from:
https://www.magnetforensics.com/magnet-ief/ (Magnet IEF) Type: [LINK -
User clicked a link] (URL not typed directly - no typed count) ;255724

Figure 37. The L2TCSV format

Figure 37 illustrates the outcome of the proposed abstraction based approach for the
timeline analysis in L2TCSV (Log2timeline comma-separated values) format, which
is textual information related to different activities performed by a user on the web.
A user can view very few events or activities from this figure at a particular period
of time and require more time to interpret the information. For this, the graph-based
visualization technique is implemented on all four levels of the timeline of
abstraction based approach corresponding to “WEBHIST” source of Windows
operating system.
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Figure 38. Event high level visualization
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Figure 38 shows the visualization of Events: high level of abstraction based
approach for the timeline analysis corresponding to “WEBHIST” source. One can
easily and instantly view and interpret a large volume of information from the results
of graph-based visualization than the textual information. The different sizes and
colours of polygon-shaped nodes and edges along with dual circle layouts features
are utilized to compose information visually and understandably. In case of this
study, the visualization corresponding to Events: high level very clearly shows the
different actions performed by a user on the internet or the web along with the
information related to these actions. A user can quickly view and interpret the
information, such as the names of web pages accessed by a user, storage locations of
information downloaded from the web, what kind of operations are performed by a
user on the web, date and time of actions and many more, which required more time
in textual information, as compared to the graph-based visualization. For instance,
the name of the accessed web pages includes: http://go.microsoft.com,
https://www.magnetforensics, http://www.forensicswiki.org,
http://www.sciencedirect.com; the storage location of download information from
the web includes: C:\Users\User\Documents\image_chrome.jpg downloaded (9656
bytes), :\Users\User\Documents\image_chrome.jpeg downloaded (1648754 bytes),
and many more are clearly visible and represented by blue polygon-shaped nodes.
Similarly, Figure 39 as well illustrates the visualization of Events: low level of
abstraction based approach for the timeline analysis corresponding to “WEBHIST”
source. The outcomes of graph-based visualization show very clear and
understandable information with more details. It includes the complete addresses of
the web pages accessed by a user, which provide more perspective for understanding
the exact information search on the web, such as
https://www.researchgate.net/publication,https://www.obitko.com/tutorials,
https://moodle.ktu.edu/?lang=en(MOODLE.KTU.EDU,
https://www.google.lt/search?dcr=0&ei=FwWkKWvOGJ4aUgAbOuZ3IBA&g=ontolo
gy+based, and many more demonstrated by red polygon-shaped nodes.

The graph-based visualization of Artefact location: high level of abstraction
based approach for the timeline analysis corresponding to “WEBHIST” source is
shown in Figure 40. The visualization at this level provides more detailed and
meaningful information related to various actions performed by a user on the web
along with the information provided by the graph-based visualization of the previous
two levels of abstraction based approach, i.e., Events: low level and Events: high
level. For instance, the name of the web browser used by a user to perform distinct
operations on the web and what kind of operations performed by a user, which is
illustrated by MACB, i.e., modified, accessed, change and create (birth). In this
study case, the two different web browsers are used by a user to perform various
activities on the web, i.e., Google Chrome and Mozilla Firefox, and A, i.e., access
operation, is frequently performed by the user.
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Figure 39. Event: low level visualization
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Figure 40. Artefact location: high level visualization




Figure 41. Artefact location: low level visualization
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These web browsers and operations (A, i.e., access) are clearly illustrated in the
graph-based visualization (see Figure 40) of Artefact location: high level by green
polygon-shaped nodes and red polygon-shaped nodes, respectively.

Figure 41 shows the graph-based visualization outcome of Artefact location:
low level of abstraction based approach for the timeline analysis corresponding to
“WEBHIST” source. The graph-based visualization at this level provides more
detailed and clear information than the previous three levels of the abstraction based
approach. It includes the addresses of the web pages accessed by a user along with
detailed information on how these web pages are accessed by a user. For instance,
https://www.google.com/ (Google) [count: 49] Host: www.google.com Type:
[TYPED - User typed the URL in the URL bar] (type count 49 times),
https://www.magnetforensics.com/magnet-ief (Magnet IEF) Type: [LINK - User
clicked a linkj] (URL not typed directly - no typed count),
https://www.magnetforensics.com/computer-forensics/analyze-usb-device-history-
in-windows/ Type: [LINK - User clicked a link] (URL not typed directly - no typed
count), https:// Host: www.google.lt Type: [LINK - User clicked a link] (URL not
typed directly - no typed count) and many more. This information is clearly visible
and interpretable and shown by the green polygon-shaped nodes. Moreover, more
information related to MACB operations is as well available at this level, such as
creation time, visited time and access time, and clearly shown by red polygon-
shaped nodes. Further, this level as well provides information related to the database
used by browsers to store their internal data, such as browser history. The graph-
based visualization clearly shows that Google Chrome and Mozilla Firefox use
SQLite database to store their internal data and are presented by green polygon-
shaped nodes.

Moreover, Table 16 is as well included to illustrate the complete overview of
visualization of information at different levels of abstraction based approach by
using graph-based visualization technique, corresponding to WEBHIST source. This
will assist the user to select a particular visualization among the available
visualizations corresponding to four levels of timeline of abstraction based approach,
according to his/her requirements, to visualize the information and understand the
timeline more precisely.

Table 16. Graph-based visualization

Graph-based visualization technique
Visualized Events: Events: low Artefact Artefact
information high level level location: high location: low
level level
Name of event v v v v
or action
(WEBHIST)
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Date and time 4 v v v

Address of the v v v v
web page

(abstract)

Reference 4 v v v
number

Type of actions

(do_wnload, v v v v
mail, LINK)

Storage location 4 4 v v
Address of the x 4 v v
web page

(detailed)

Web  browser x x v v
information

Operation’s
information v v
(MACB)

Additional
information v
related to the
performed
actions (LINK,
TYPED)

Additional
information v
related to the
used web
browsers

4.5. Summary

The capability of the proposed abstraction based approach for the analysis of the
timeline is demonstrated by implementing it on Windows, Android and iOS
operating systems. The results of two case studies from each operating system are
discussed and examined to show the output of the novel approach. The outcome of
the approach illustrates that the novel approach is able to reduce the complexity of
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the timeline by analysing and splitting the timeline into four levels of abstraction of
the timeline of events and artefacts. Moreover, it has been found from the results
that at each level of approach, different sources and fields are examined for
analysing the timeline to omit unwanted details, enforcing the correctness of the
timeline and presenting only information that will be helpful to recognise and
understand particular actions performed by a user. A comparative study is as well
performed to show that the abstraction based approach is able to analyse the timeline
efficiently as compared to the available approaches based on various factors or
features. Five different available approaches for the analysis of the timeline and
twenty-one distinct features are considered in the comparative study. It has been
found from the outcomes of comparative studies that the novel abstraction based
approach is able to analyse the timeline efficiently. The proposed approach
accomplishes all (21) features. However, the existing approaches do not have many
of these features.

The fundamental concepts of the digital forensic domain are already explained
in chapter 3. These fundamental concepts are defined by designing an ontology
where the concepts and sub-concepts are explained by using classes, sub-classes and
properties. In this chapter “Finding of novel ontology”, new sub-classes are defined
corresponding to each newly encountered terminologies under the sub-class
“Artefact_Reference” of the proposed ontology along with the description of new
terminologies, as shown in Table 9. It has been found from the results that there are
eleven new terminologies that have been encountered during the analysis of the
timeline of Windows, Android and iOS operating systems based devices. The
Windows operating system based timeline contains a maximum number of new nine
terms, namely “LNK”, “REG”, “OLECF”, “RECBIN”, “META”, “WEBHIST”,
“LOG”, “PE” and “FILE”. The Android operating system based timeline contains
four terminologies, namely “OLECF”, “META”, “PE” and “FILE”. However, three
terms, i.e., “OLECF”, “META” and “PE”, except the term “FILE”, provide the same
information as Windows operating system. The two new subclasses “Application”
and “Browsing History” of the subclass “FILE” are explicitly defined to show
information about the browsing activities browsed by a user, as there is no
information implicitly available in the timeline for browsing activities. The iOS
operating system based timeline contains six new terminologies, namely “META”,
“PE”, “WEBHIST”, “FILE”, “IMESSAGE” and “PLIST”. The four terms, except
the two terms, namely “IMESSAGE” and “PLIST”, provide the same information as
the other two operating systems. Moreover, a case study of source “WEBHIST” is
as well discussed to show the complete prototype of a developed ontology in a
single scenario along with the position of different levels of events and artefacts of
approach. Thus, all fundamental and novel terminologies of the digital forensic
domain and the relevance of the approach for the timeline analysis are well
understood by the users or digital investigators. The developed ontology based on
the abstraction approach for the timeline analysis is verified and validated by using
ontology taxonomy evaluation and ontology content evaluation methods,
respectively. The outcomes of both methods illustrate that the novel ontology
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accomplishes all factors of these two methods. It means that the developed ontology
is complete, consistent, non-redundant, concise, expandable and sensitive. Thus, the
novel ontology is technically verified and validated.

The output of the proposed approach of the analysis of timeline is in the
textual form. Thus, it is not possible to show the outcome of the proposed approach,
corresponding to many activities in one figure at the same time, in a relevant way. In
order to address this issue, the graph based visualization is implemented on the
outcome of a novel approach to illustrate the outcome of the approach corresponding
to numerous activities graphically in a figure. A case study of graph based
visualization is discussed to show the benefits of visualization of facilitating the
information related to many activities carried out by a user at the same period of
time in a single figure in a recognizable way. It has been found from the results of
the implementation of visualization on a novel approach that the user is able to attain
and interpret the information related to multiple activities carried out by a user on a
specific digital device at the same unit of time from the single figure of outcome
precisely.
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5. CONCLUSIONS

1.

116

The analysis of existing scientific publications has shown that the existing
approaches available for the reconstruction of timeline have failed to achieve
the major factors of a digital investigation process, such as extraction of
events, heterogeneity and huge volume of data, a precisely defined
investigation model, analysis capabilities, integrity of information and
flexibility. The literature studies have shown as well that the available
ontologies of the digital forensics domain do not contain basic and novel terms
corresponding to numerous operating systems based devices. These ontologies
have been developed to achieve particular goals and objectives. Moreover,
these ontologies are not technically verified and validated.

Considering the results of the analysis of literature studies, a novel abstraction
based approach has been developed for the analysis of the timeline. This
approach allows the analysis of the timeline to reduce the complexity of a
timeline by splitting the timeline into four relevant levels of the timeline of
events and artefacts. Additionally, the analysis of the timeline allows the
digital investigator to interpret the underlying information in the timeline
easily and effectively. The splitting of the timeline is based on the number of
events and artefacts available in the timeline along with their significance or
importance and the level of detail (abstraction) of information on the timeline.
A new ontology has been developed as well by considering the outcome of
literature analysis of the existing ontologies of the digital forensics domain.
The developed ontology facilitates the digital investigator in understanding the
significances of basic terms of the digital forensics domain and new
terminologies corresponding to different operating systems based devices
simultaneously. Moreover, the developed ontology is technically evaluated.
The developed abstraction based approach was developed in object-oriented
programming language, i.e., Java, and implemented on three different
operating systems based devices, namely Windows, Android, iOS, during the
experimental study of research. The findings of experimental studies show that
the proposed approach is capable to reduce the complexity of the timeline
generated by the digital forensics tools and addresses the key issues of digital
investigation, i.e., the extraction of events and information from timeline,
heterogeneity and huge wvolume of sources of data, clearly defined
investigation model, analysis capabilities, the integrity of data and flexibility.
Moreover, comparative studies of the developed approach for the timeline
analysis and the existing approaches for the reconstruction of timeline based
on 21 different factors or features have been performed as well. The findings
of comparative studies show that a novel approach is capable of analysing the
timeline more effectively and appropriately than the existing approaches. The
proposed approach accomplish all (21) features and provides complete
information related to all online and offline actions, available user and system



files, applications executed by the user, mail addresses and contact numbers
used for the communication or other purpose and much more.

The novel ontology is developed by using an ontology editor, i.e., Protégé
5.5.0 Build Beta 9 version, along with various visualization plugins, namely
OWLViz, OntoGraf, and VOWL and OWLGred. The developed ontology
contains a base class “Digital Forensic”, three sub-classes, i.e.,
“Artefact Investigation”, “Artefact Location” and “Artefact Reference”. The
“Artefact Investigation” illustrates the basic terms of the digital forensics
domain, “Artefact Location” sub-class shows the novel abstraction based
approach for the timeline analysis, and “Artefact Reference” presents the new
terms corresponding to different operating systems based devices that are
encountered during the analysis of the timeline. The ontology as well contains
two object properties and 18 data properties. The outcome of the analysis of
the timeline shows that there are eleven new terminologies that have been
encountered during the analysis of the timeline of Windows, Android and iOS
operating systems based devices. Moreover, the developed ontology is as well
verified and validated by using the ontology taxonomy evaluation method and
ontology content evaluation method, respectively.

The outcome of the proposed approach for the timeline analysis is in the form
of the textual information. Thus, the results, related to numerous activities
performed by a user, are not possible to depict in a single figure or image. For
this, the visualization technique is implemented on the outcome of the
proposed approach to illustrate the information corresponding to numerous
activities graphically in a figure. The outcome of visualization has shown that
the user is able to attain and interpret information related to multiple activities
carried out by a user on a specific digital device at the same unit of time from
the single figure of the outcome precisely.
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SANTRAUKA
1. JZANGA

Teisinis skaitmeninis jrodymy tyrimas — tai skaitmeniniy jrodymy, aptinkamy
skaitmeniniuose jrenginiuose, identifikavimo, rinkimo, i§saugojimo, analizés ir pateikimo
teisminiam nagrinéjimui procesas. Tam, kad biity galima surinkti skaitmeninius jrodymus
tiriant skaitmeninius nusikaltimus, reikia atlikti laiko juosty rekonstrukcija (laiko analize).
Be to, laiko analizé¢ padeda nustatyti daugybe veiksmy, kuriuos vartotojas atliko ar atlieka
konkrecioje sistemoje. Norint atlikti laiko analize ir interpretuoti gauta informacija, kad biity
galima surinkti skaitmeninius jrodymus, tenka iSanalizuoti daugybe jvykiy, kuriy gausa
lemia sparcCiai besipleciantis ziniatinklis, tarpusavyje susieti jrenginiai, didziulis duomeny
kiekis, duomeny jvairové, naujoviskos technologijos ir virtiné kity veiksniy. Literatiiros
tyrimai rodo, kad yra sukurta daug laiko analizés metody, padedanciy skaitmeninés srities
specialistams atlikti laiko analiz¢ ir interpretuoti informacijg bei rinkti skaitmeninius
irodymus, vis délto né vienas i§ tokiy metody nepadeda iSspresti 188tkiy, su kuriais susiduria
nusikalstamos veikos kibernetinéje erdvéje tyréjai (kriminalistai), siekiantys kompetentingai
iStirti jrodymus ir iSanalizuoti laiko juostas.

Atlikdami laiko analizg, tyréjai susiduria su jvairiais naujais terminais, kuriy
atsiradima lemia technologijy naujovés, duomeny nevienalytiSkumas ir daugelis kity
veiksniy. Be to, teisinio skaitmeniniy jrodymy nagrinéjimo srityje naudojamos priemonés
lémé nestruktiiruotas laiko analizes, pagristas duomeny Saltiniy gausa. Tokiais atvejais
laikotarpis, reikalingas potencialaus skaitmeninio incidento prieZaséiai surasti ir
interpretuoti, gali priklausyti nuo to, kaip sudétinga yra suprasti naujy terminy reikSmeg.
Siekiant i$spresti Sias problemas ir padéti tyréjams tirti kibernetingje erdvéje jvykdomus
nusikaltimus, $ioje tyrimy srityje yra sukurti du metodai: pirma, abstrakcija pagrjstas laiko
analizés metodas ir, antra, ontologija, skirta atsiradusiems terminams (terminijoms), su
kuriais susiduriama atliekant tokias analizes, naujai apibrézti.

1.1. Motyvacija

Rengiant Sig disertacija, siekta sukurti nauja abstrakcija pagrista laiko analizés metoda.
Pirmoji tokio sprendimo priezastis yra ta, kad skirtingi mokslininky ar autoriy sukurti laiko
juosty rekonstrukcijos metodai nesprendzia pagrindiniy skaitmeninio nusikaltimo tyrimo
klausimy, tokiy kaip automatinis jvykiy ir informacijos identifikavimas laiko juostoje,
nevienalytiSkumas ir milZiniski duomeny $altiniy kiekiai, ai$kiai apibréztas tyrimo modelis,
analizés galimybés ir duomeny vientisumas. Kita priezastis yra ta, kad literatiiros tyrimas
parodé, jog jrenginiy su keliomis operacinémis sistemomis atzvilgiu néra prieinamy laiko
juostos rekonstravimo metody. Tre¢ia prieZastis — joks Zzinomas metodas nenaudoja
abstrakcijos sgvokos laiko analizei atlikti..

Suformuluotame metode laiko analizé yra labai svarbi siekiant sumazinti laiko juostos
sudétinguma suskaidant ja j skirtingus ir atitinkamus laiko juostos jvykiy ir artefakty lygius.
Remiantis sitilomu metodu, laiko juosta padalijama | keturis atitinkamus jvykiy ir artefakty
laiko juostos lygius, tai Jvykiai: aukstas lygis (nauji jrasai ir narSymas ziniatinklyje), Jvykiai:
zemas lygis (narSymas Ziniatinklyje, modifikavimo veiksmai), Artefakty lokacija: aukstas
lygis (apima visus programos failus) ir Artefakty lokacija: Zemas lygis. Pagrindiné laiko
juostos suskirstymo | keturis abstrakcijos lygius paskirtis yra pateikti skirtingy rasiy
informacija, o kiekvienam lygiui turéty buti nurodyta skirtinga struktiira kartu su skirtingais
informacijos detalumo lygiais, siekiant sumazinti laiko juostos sudétingumg, praleidziant
nepageidaujamas detales, uztikrinant laiko juostos teisingumga (tiksluma) ir pateikiant tik
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informacijg, padedancig atpazinti ir suprasti konkreCius vartotojy atliekamus veiksmus,
analizuojant skirtingus Saltinius ir laukus.

Disertacijoje taip pat pristatyta ir techniSkai jvertinta nauja ontologija, pagrista
abstrakciniu laiko analizés metodu. Pirmoji naujosios ontologijos suformavimo priezastis yra
ta, kad, atlikus literatiiros tyrimg, neaptikta ontologijos, kuriag sudaryty svarbiausi
skaitmeninés kriminalistikos srities terminai bei naujai sukurti terminai, vartojami
skirtingiems jrenginiams su skirtingomis operacinémis sistemomis. Antroji prieZastis yra ta,
kad jau suformuluotos ontologijos néra iSanalizuotos techniniu atzvilgiu ir patvirtintos.
Sukurtaja ontologija sudaro svarbiausia ir nauja terminija, atitinkanti operaciniy sistemy
Windows, Android ir iOS pagrindu veikian¢ius jrenginius. Be to, §i ontologija yra i$§sami ir
gali bti lengvai pleciama.

1.2. Tyrimo objektas
Abstrakcijos koncepcija paremto laiko analizés metodo ir ontologijos kiirimas.
1.3. Tikslai ir paskirtis

Papildyti skaitmeninéje kriminalistikoje naudojama laiko analiz¢ nauju metodu, skirtu laiko
juostoms analizuoti abstrakcijos koncepcijos pagrindu.

Disertacijos tikslai:

1. ISanalizuoti literatiira, susijusig su pagrindiniais terminais, vartojamais skaitmeninés
kriminalistikos srityje, ontologija ir vizualizacija, taip pat jvairius esamus laiko
juosty rekonstrukcijos metodus ir ontologijas teisinio skaitmeniniy jrodymy
nagrinéjimo Srityje.

2. Sukurti naujg abstrakcija pagrista laiko analizés metoda, apibréziant keturis laiko
juosty ir naujosios ontologijos abstrakcijos lygius, taip pat svarbiausius ir naujai
aptinkamus terminus (terminijas).

3. Atlikti virting eksperimenty ir jvertinti siilomo metodo ir ontologijos tyrimy
rezultatus.

1.4. Mokslinio tyrimo metodika

Tyrimas, atliktas rengiant Sig daktaro disertacija, buvo vykdomas taikant dizaino mokslo
tyrimo metodika. Paprastai dizaino tyrimo metodika naudojama kuriant naujg artefakta ar
tobulinant esamus artefaktus, pvz., algoritmus, zmogaus ir kompiuterio sasajas, dizaino
metodikas ir t. t. [66]. Siame tyrime tai yra laiko analizés metodas ir ontologija, naudotini
teisinio skaitmeniniy jrodymy nagringjimo srityje.

1.5. Disertacijoje ginami teiginiai

Disertacijoje ginami teiginiai yra Sie:

1. Naujas abstrakcija pagristas metodas leidzia analizuoti laiko juosta, sugeneruots
teisinio skaitmeniniy jrodymy nagringjimo jrankiy, o batent — Log2timeline ir psort,
padalijant laiko juosta j keturis atitinkamus jvykiy ir artefakty laiko juostos lygius.

2. Naujoji ontologija, paremta siiilomu abstrakcija pagristu laiko analizés metodu,
leidzia skaitmeninés srities specialistams arba tyréjams interpretuoti pagrindinius ir

naujai aptinkamus teisinio skaitmeniniy jrodymy nagrinéjimo srities terminus
(terminijas) ir jy reik§me.
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1.6. Disertacijos mokslinis naujumas

1. Jokiame iki Siol publikuotame moksliniame darbe nerasta jrodymy, kad laiko
analizés tikslais yra naudota abstrakcijos koncepcija, o sukurta ontologija susideda
i naujy terminy, atitinkanciy kalbg, vartojama irenginiuose su operacinémis
sistemomis Windows, Android ir iOS.

2. Naujas abstrakcija pagrjstas metodas mazina laiko juostos sudétinguma,
rekonstruodamas ja keturiais lygiais: auksto lygio jvykiai, Zemo lygio jvykiai,
auksto lygio artefaktai ir Zemo lygio artefaktai. Sis metodas taikomas jrenginiuose
Su operacinémis sistemomis Windows, Android ir iOS.

3. Laiko juostos lygiai yra iSdéstyti mazéjancios abstrakcijos tvarka, ir kiekvienas
lygis suteikia papildomos informacijos ir detaliy, praleidZiant nereik§mingas detales
ir uztikrinant laiko analizés teisinguma (tikslumag).

4. Sukurtoji ontologija susideda i§ naujai aptinkamy terminy, atitinkan¢iy kalba,
vartojamag jrenginiuose su operacinémis sistemomis Windows, Android ir iOS. Be
to, sukurtoji ontologija gali biiti toliau plétojama; ji yra iSsami ir glausta.

1.7. Praktinis panaudojimas

Sprendimas, sukurtas atlickant mokslinj tyrima, leidzia skaitmeniniy jrodymy nagrinéjimo
specialistui ar vartotojui efektyviai interpretuoti jvairias vartotojo skaitmeniniuose
irenginiuose vykdomas veiklas. Be to, sukurtasis metodas gali buti jgyvendinamas jvairiuose
irenginiuose su operacinémis sistemomis ir leidzia gauti laiko analizés informacija. Naujasis
metodas jgyvendinamas ir patvirtinamas naudojant realius duomenis, t. y. jrenginiy su
operacinémis sistemomis Windows, Android ir iOS duomenis. Rezultatai rodo, kad sukurtasis
metodas gali bti pritaikytas ir jrenginiams su kitomis operacinémis sistemomis, jis leidzia
efektyviai rinkti informacijg apie kibernetingje erdvéje jvykdyta nusikaltima, sumazinant tam
reikalingg laikg ir rankinj darba.

Sitloma ontologija leidZzia skaitmeninés erdvés specialistui arba vartotojui suprasti
pirminius teisinio skaitmeniniy jrodymy nagrinéjimo srities terminus bei naujai aptinkamus
terminus (terminijas), atitinkanc¢ius skirtingas operacines sistemas ir jy svarba. Be to,
sukurtoji ontologija yra techniskai patikrinta ir patvirtinta — ji yra nuosekli, iSsami, glausta ir
gali biiti plétojama. Naujy klasiy, sagvoky ar jas atitinkanCiy apibrézimy galima lengvai
pridéti nekeiciant jau gerai sukurtoje ontologijoje suformuluoty apibrézimy.

1.8. Rezultaty patvirtinimas

Disertacijos tema yra paskelbti Sesi straipsniai ir viena santrauka. Du i$ straipsniy
atspausdinti moksliniuose Zurnaluose, indeksuotuose ,,Web of Science* duomeny bazéje.
Keturi praneSimai ir viena santrauka paskelbti mokslinése konferencijose Lietuvoje ir
uzsienyje.

1.9. Disertacijos struktiira

Disertacija sudaro jvadas, trys pagrindiniai skyriai, i§vados, literatiiros sarasas bei autoriaus
publikacijy sarasas. Bendra disertacijos apimtis — 122 puslapiai, jskaitant 41 paveikslélj, 16
lenteliy ir 139 literatuiros Saltinius.
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2. NAUJOVIU ANALIZE

Antrasis disertacijos skyrius ,,Naujoviy analizé* yra skirtas pagrindiniy terminy
apibrézimui ir literatfiros teisinio skaitmeniniy jrodymy nagrinéjimo srityje naudojamy
ontologijy ir vizualizavimo tema tyrimui. Literatiiros tyrimas rodo, kad teisinio skaitmeniniy
irodymy nagrinéjimo srityje yra naudojami jvairis metodai, skirti laiko analizei, pvz.,
CyberForensic TimeLab [98], Encase [46], Zeitline [31], Forensic Toolkit [51], ECF [35] ir
daugelis kity. Dauguma jau sukurty metody sprendzia tik dvi teisinio skaitmeniniy jrodymy
nagrinéjimo srities problemas: automatinj jvykiy atkiirimg ir didziulio kiekio bei skirtingy
duomeny Saltiniy apdorojima. Kai kurie metodai gali padéti spresti kitus du svarbius
klausimus, susijusius su duomeny vientisumu ir aiskiu naudojamo tyrimo modelio apra§ymu.
Vis délto Siais metodais néra sprendziama laiko analizés problema, ir jie nepadeda
kibernetinés erdvés specialistams veiksmingai suprasti laiko juostos tyrimo procese [83, 39 ir
121]. Siekiant iSspresti Sig problema, disertacijoje siilomas naujas metodas, paremtas
abstrakcijos metodu. Sis metodas yra aptartas 3 skyriuje.

IvairGis autoriai ar tyréjai yra sukiir¢ virting ontologijy, skirty teisinio skaitmeniniy
irodymy nagrinéjimo sriciai, skirty padéti skaitmeninés praktikos specialistams suprasti
naujus terminus ir aktualijas, su kuriomis susiduriama atkuriant laiko juostas ir vykdant laiko
analiz¢. Tarp pavyzdziy yra teisinio skaitmeniniy jrodymy nagrinéjimo ontologija,
skaitmeniniy tyrimy ontologija (DIALOG), skaitmeniniy jrodymy semantiné ontologija
(DESO), teisinio skaitmeniniy jrodymy nagrinéjimu pagrijsta ontologija (F-DOS) ir t. t. Visos
Sios ontologijos yra orientuotos j tiksla ir sukurtos konkretiems tikslams ir uzdaviniams,
iSkylantiems konkrecCiais atvejais ar konkreCiuose scenarijuose. Vis délto Sios ontologijos
negali buti taikomos jvairiausiems atvejams ar scenarijams. Esamos teisinio skaitmeniniy
irodymy nagrinéjimo srities ontologijos taip pat negali padéti skaitmeniniy jrodymy tyréjui
interpretuoti naujy terminy (terminijy), su kuriais susiduriama atliekant laiko analiz¢. Be to,
literatiiros tyrimas taip pat rodo, kad esamos ontologijos néra techniskai patikrintos ir
patvirtintos, todél rengiant disertacija buvo sukurta nauja ontologija, paremta abstrakcijos
metodu. Si ontologija yra aptarta 3 skyriuje.

Teisinio skaitmeniniy jrodymy nagrinéjimo procesas gali biti palengvintas
integruojant informacijos vizualizavimo metodus j esamg teisinio skaitmeniniy jrodymy
nagrinéjimo darbo eigos metoda, zinoma kaip EPIC procesas (angl. Explore, Investigate and
Correlate). Teisinio skaitmeniniy jrodymy nagrinéjimo srityje esama jvairiy informacijos
vizualizavimo metody, tokiy kaip geometriné transformuoty vaizdy vizualizacija [34, 137 ir
131], piktogramy vaizdy vizualizacija [34, 17 ir 114], pikseliniy vaizdy vizualizacija [116 ir
95], grafiné vizualizacija [48] ir t. t. Vizualizacijos technikos pasirinkimas labai priklauso
nuo duomeny pobiidzio, nes jokia vizualizacijos technika netinka visy tipy duomenims.
Atliktame tiriamajame darbe abstrakcija pagristo poziiirio, skirto laiko analizei, rezultatas yra
pateikiamas tekstiniy duomeny arba informacijos forma. Taigi, abstrakcija pagristo metodo
rezultatams vizualizuoti naudojama grafika, pagrijsta vizualizacijos technika, aptarta 4
skyriuje.

3. TYRIMO PROJEKTAS IR METODAI

Treciasis disertacijos skyrius ,,Tyrimo projektas ir metodai yra skirtas abstrakcija pagristos
laiko analizés metodikos apraSymui ir siilomai naujai ontologijai, paremtai abstrakcijos
metodu, siekiant apibrézti skirtingas terminijas, su kuriomis susiduriama analizuojant
prietaisy su skirtingomis operacinémis sistemomis laiko juostas.
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3.1. Siuloma laiko analizés metodika

Tyrinéjimo procesas priklauso nuo informacijos, pateikiamos komandomis pagristy teisinio
skaitmeniniy jrodymy nagrinéjimo jrankiy, t. y. Log2timeline ir Psort, plaso failo, pavidalu.
Be to, Psort leidZia konvertuoti plaso failg j jprastus faily formatus, tokius kaip L2TCSV, t. y.
Log2timeline kableliais atskirtas reik§mes. L2TCSV laiko juostoje yra 17 fiksuoty lauky,
kaip nurodyta 1 lenteléje, taigi duomenis i§ L2ZTCSV failo galima importuoti j Excel lapa.

Teisinio skaitmeniniy jrodymy nagrinéjimo jrankiai Log2timeline ir Psort generuoja
gerai struktiirizuota laiko juosta, taciau didziulis duomeny kiekis ir tai, kad yra pateikiami
visi jvykiai (net ir nereik§mingiausi), nustelbia svarbius lemiamus jvykius, turinc¢ius didelg
itaka. Struktiirizuota laiko juosta turi buti transformuota, kad biity galima surinkti
skaitmeninius jrodymus atliekant laiko analiz¢. Sugeneruota struktiirizuota laiko juosta
susideda i§ daugelio elementy: duomeny, pateikty i§ skirtingy iStekliy, kartojimo, duomeny
kiekio, duomeny nevienalytisSkumo ir t. t. Taigi visos Sios problemos sudaro sudétingg laiko
juosta ir neleidzia skaitmeninés srities tyréjams suprasti laiko juostos ir identifikuoti
skirtingus vartotojo atlickamos veiklos tipus konkre¢iame skaitmeniniame jrenginyje. Tyréjai
pasimeta daugybés ivykiy sraute. Siekiant iSspresti Sias problemas ir transformuoti
struktiirizuotg laiko juosta, analizuojant struktfiruota laiko juosta sukurtas naujas poZiiris,
pagristas abstrakcijos koncepcija. Konkrecios kompiuterinés sistemos jvykiy ir artefakty
laiko juostos analizé padeda sumazinti laiko juostos sudétinguma, padalijant ja j skirtingus ir
atitinkamus jvykiy ir artefakty laiko juostos lygius. Struktiiriné laiko juosta suskirstyta j
keturis jvykiy ir artefakty laiko juostos lygius, t. y.: Jvykiai: auksStas lygis (nauji jrasai ir
narSymas Ziniatinklyje), [vykiai: Zemas Iygis (narSymas ziniatinklyje, modifikavimo
veiksmai), Artefakty lokacija: aukstas lygis (iskaitant visas programas), ir Artefakty lokacija:
Zemas lygis.

Pirmojo lygio laiko juosta, t. y. Jvykiai: aukStas lygis (nauji jrasai ir nar§ymas
ziniatinklyje), vaizduoja informacija, susijusig su daugybe veikly, atliekamy ziniatinklyje ir
sistemoje lokaliai, su dideliu abstrakcijos lygiu. Tai apima nar§yma ziniatinklio puslapiuose,
informacijos atsisiuntima, laisSky kiirima, vartotojo sukurty faily jrasus ir pacig sistema.
Antrojo lygio laiko juosta, t. y. Jvykiai: Zemas lygis (narSymas Ziniatinklyje, modifikavimo
veiksmai), iliustruoja iSsamig informacija, susijusig su Ziniatinklio veikla, ir faily sarasa,
sukurtg vartotojo ir sistemos. Tai apima interneto puslapiy, kuriuos pasiekia vartotojas, URL
adresus, vartotojo pasto adresus, naudojamus rasant ir gaunant laiskus, failo dydj, tipg ir daug
daugiau Zemesniy abstrakcijos lygio elementy.

1 lentelé. L2TCSV failo laukai — jrankis Psort [16]

Laukas Aprasymas
Date Data, kada jvyko jvykis
Time Laikas, kada jvykis jvyko
Timezone Laiko juosta, kuri buvo naudojama jrankiui iSkviesti
MACB Modifikavimas, prieiga, kiirimas ir atsiradimas
Source Saltinio trumpasis pavadinimas, pvz., REG — registro jrasai
source Saltinio aprasymas
type
Type Laiko Zymos tipas, pvz., paskutinis prisijungimas arba paskutinis jrasas
User Koks vartotojo vardas yra susietas su jvykiu, jei toks yra
Host Koks pagrindinio sistemos mazgo pavadinimas yra susietas su jrasu, jei
toks yra
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Short Apima trumpa apraSymo lauka, kuriame saugomas tekstas

Desc Cia saugoma didzioji dalis analizuojamos informacijos
version Nurodo laiko Zymos versijos numerj
Inode Suteikia analizuojamo failo Inode numerj
Notes Papildoma saugojimo vieta informacijai apie kai kuriuos jvesties
modulius
format Ivesties modulis, kuris buvo naudojamas analizei
Extra ISanalizuota informacija, kuri sujungiama ir saugoma ¢ia. Visa §i

informacija sudaro laiko superjuosta, kurig sukuria Log2Timeline

Be to, treciojo metodikos lygio laiko juosta, t. y. Artefakto lokacija: aukstas lygis (iskaitant
visus programy failus), iliustruoja informacija, kuri pateikiama pirmuose dviejuose
metodikos lygiuose kartu su informacija, susijusia su jvairiomis vartotojo ir sistemos
naudojamomis programomis atlikti jvairiy tipy operacijas ar veikla, t. y. lokaliai arba
internetu. Galy gale, ketvirtojo metodikos lygio laiko juosta, t. y. Artefakto lokacija: Zemas
lygis, iliustruoja visg informacija, kuri pateikiama pirmuosiuose trijuose metodikos lygiuose
su zemiausiu abstrakcijos lygiu.

3.2. Naujoji ontologija, pagrista pasiiilyta metodika

Skaitmeniniai  teisinio  skaitmeniniy  jrodymy nagrinéjimo  jrankiai  generuoja
nestruktiirizuotas laiko juostas i§ jvairiy duomeny Saltiniy. Nestruktirizuotas laiko juostas
sunku interpretuoti dél kognityvinés perkrovos ir semantikos jvairovés. Taigi skaitmeninés
srities specialistai negali suprasti naujai aptinkamy terminy ir jy surinkti. Norint i§spresti Sias
problemas, reikalingas perspektyvus metodas, kuriame bty pateikiama teisinga ir patikima
informacija, leidzianti vartotojui struktiirizuoti duomenis ir standartizuoti jy pateikima. Siuo
tikslu buvo sukurtas teisinio

—  Artefact_Investigation

includesartefact

{

Digital_Forensic < Artefact_Location

hasprovenancereference

f

1 Artefact_Reference

1 pav. Klasés ir objekty savybés [17]

skaitmeniniy jrodymy nagrinéjimo metodas, paremtas Ziniy modeliu — vadinamasis
ontologinis metodas. Pagrindinés idéjos, kuriomis siekiama sukurti naujg teisinio
skaitmeniniy jrodymy nagringjimo srities ontologija, pirmiausia yra padéti praktikams
suprasti naujas terminijas, su kuriomis susiduriama tyrimo metu, ir rySius tarp jy. Antroji
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ontologijos sukiirimo id¢ja yra dalijimasis srities (skaitmeninés teismo ekspertizés) ziniomis
tarp mokslininky, skaitmeniniy praktiky ir vartotojy.

date |-—
time -
timezone -
MACB -<
source -
sourcetype |-
user -<
reference -

type |—

data properties

—> host
> short
> desc
> version

> filename

> inode

»> notes

> format
N —— extra

2 pav. Duomeny savybés [17].

Digital Forensic yra pagrindiné klasé, atspindinti bendra kriminalistikos srities koncepcija,
kuriai yra kuriama ontologija, siekiant apibrézti bendra Zodyna, dalytis informacija ir
pakartotinai naudoti bei analizuoti srities Zinias. Pagrindinéje klaséje yra apibrézti trys

poklasiai,

Artefact_Investigation

Investigator

Examiner

Forensic_Action

Victim

Subject

3 pav. Artefact_Investigation [17]
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atspindintys konkretesnes skaitmeninés kriminalistikos srities savokas:
Artefact_Investigation (Artefakty tyrimas), Artefact Location (Artefakty lokacija) ir
Artefact_Reference (Artefakty nuoroda). Siekiant parodyti tarp $iy klasiy egzistuojantj rysj,
apibréZiamos dvi objekto ypatybés, pvz., includesartefact ir hasprovenancereference, kaip
parodyta 1 paveikslélyje, o, siekiant parodyti ry$j tarp egzemplioriaus arba individo ir
duomeny reikSmes, apibrézta 18 duomeny savybiy, kaip parodyta 2 paveikslélyje [17].

Pirmasis poklasis Artefact_Investigation apibrézia pagrindinius terminus, susijusius su
teisinio skaitmeniniy jrodymy nagrinéjimo procesu, o bylos tyrimo metu skirtingi specialistai
jvairiais etapais turi atlikti skirtingus veiksmus. Ontologijoje kiekviena sgvoka apibiidinama
apibréziant klasg. Taigi, norint apibrézti poklasius, susijusius su poklasiu
Artefact_Investigation, apibréZiami nauji poklasiai, kaip parodyta 3 paveikslélyje. Antrasis
poklasis Artefact_Location reprezentuoja naujaja abstrakcija pagrjsta laiko juostos analizés
metodg ir apima keturis poklasius, atitinkanc¢ius keturis abstrakcijos metodo lygius, o butent
Ivykiai: aukstas lygis, Ivykiai: Zemas lygis, Artefakty lokacija: aukstas lygis \r Artefakty
lokacija: zemas lygis.

Treciasis poklasis Artefact Reference reprezentuoja skirtingy tipy duomeny Saltinius, su
kuriais susiduriama atlickant laiko analize. Saltiniy skaiGius skiriasi priklausomai nuo
operacinés sistemos, jos versijos bei duomeny kickio. Vis délto Saltiniai padeda tyréjui
efektyviai atpazinti laiko juostoje esancig informacija bei jvairius veiksmus, kuriuos
vartotojas atlicka konkre¢iame jrenginyje.

4. EKSPERIMENTINIAI TYRIMAI

Ketvirtasis skyrius ,,Eksperimentiniai tyrimai“ yra skirtas iliustruoti naudojant abstrakcija
pagristo laiko analizés metoda padarytas iSvadas, naujaja ontologija ir vizualizavimo
technika.

4.1. ISvados, padarytos taikant abstrakcija pagristo laiko analizés metoda

Siekiant iliustruoti naujojo abstrakcija pagristo metodo teikiamas laiko analizés galimybes,
buvo atlikti keli eksperimentai, jvykdyti pasitelkiant objektinio programavimo kalbg, t. y.
Java. Siuo tikslu abstrakcija pagrjstas metodas buvo naudojamas jrenginiuose su jvairiomis
operacinémis sistemomis — Windows, Android ir iOS. Disertacijoje pateikiami dviejy
kiekviena i§ minéty operaciniy sistemy — Windows, Android ir iOS — pagrijsty laiko analizés
atvejy tyrimai, siekiant parodyti, kad sitllomas metodas gali iSanalizuoti laiko juosta,
sugeneruotg teisinio skaitmeniniy jrodymy nagringjimo jrankiy Log2timleline ir Psort.
Kadangi siiilomas abstrakcija pagristas laiko analizés metodas padalija sugeneruota laiko
juosta ] keturis jvykiy ir artefakty lygius, kad biity sudaryta atitinkama ir atpazjstama laiko
juosta, todél galutinis siilomo metodo rezultatas taip pat yra keturi jvykiy ir artefakty laiko
juostos lygiai. Kiekviename lygyje atsizvelgiama j skirtingg jvykiy ir lauky skai¢iy, o,
atliekant laiko analize, jgyvendinama daugybé mechanizmy, siekiant sudaryti vartotojui ar
skaitmeniniam specialistui suprantama laiko juosta ir lengvai surinkti skaitmeninius
jrodymus i§ laiko juostos.

4.1.1. Operaciné sistema Windows

Disertacijoje nagrinéjami du su operacine sistema Windows susij¢ atvejai, t. y. atvejai, susije
su Saltiniais WEBHIST ir LNK. Pirmoji atvejo analiz¢, butent Saltinio WEBHIST analizg,
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atlikta siekiant pateikti aktualig ir organizuota informacija, susijusiag su vartotojo veikla
ziniatinklyje konkreCiame skaitmeniniame jrenginyje. 4 ir 5 paveiksléliuose pavaizduoti
sitlomo metodo rezultatai keturiy laiko juostos jvykiy ir artefakty, atitinkanciy Saltinj
WEBHIST, lygiy forma. Kiekviename metodo lygmenyje atsizvelgiama j skirtinga lauky
skaiiy ir numatyti skirtingi mechanizmai lengvai suprantamai laiko juostai sudaryti.
Skirtingi 6, 7, 10 ir 18 laukai nagrinéjami analizuojant Jvykiai: aukstas lygis, Ivykiai: Zemas
lygis, Artefakty lokacija: aukstas lygis ir Artefakty lokacija: Zemas lygis, taip pat atskiry
mechanizmy jgyvendinimas kiekviename lygyje, siekiant iSspresti kitas laiko juostos
problemas. Pirmieji du metodo lygiai pateikia konkrecios vartotojo atliekamos veiklos

Events: High Level Events: Low Level (Level  Artefact Location: High Level (Level

(Level 1) 2) 3)

Date: 11/14/2017 Date: 11/14/2017 Date: 11/14/2017

Time: 11:46:15 Time: 11:46:15 Time: 11:46:15

Source: WEBHIST Source: WEBHIST MACB: A..

Short: Short: Source: WEBHIST

https://mail.google.com https://mail.google.com Source type: Chrome History

Visit: mail Visit: mail Short:

Reference: 257192 Extra: https://mail.google.com/mail/u/0/#inbox/
https://mail.google.com/mail 15fba5850d593d64 (FCI Recruitment
Reference: 257192 201..

Visit: mail

Extra: https://mail.google.com/mail
Desc: sanxxxxxx525@gmail.com
Reference: 257192

Avrtefact Location: Low Level (Level 4)
Date: 11/14/2017

Time: 11:46:15

Timezone: UTC

MACB: .A..

Source: WEBHIST

Source type: Chrome History

Type: Last Visited Time

User & Host: -

Short: https://mail.google.com/mail/u/0/#inbox/15fba5850d593d64 (FCI Recruitment 201...
Desc: https://mail.google.com/mail/u/0/#inbox/15fba5850d593d64 (FCI Recruitment 2017
For 380 Vacancies Apply Now - sanxxxxxx525@gmail.com - Gmail) [count: 0] Host:
mail.google.com Type: [LINK - User clicked a link] (URL not typed directly - no typed
count)

Version: 2

Filename: OS:C:\Users\User\AppData\Local\Google\Chrome\User Data\Default\History
Inode & Notes: -

Format: sqlite/chrome_history

Extra: schema_match: False; sha256_hash:
582bcc588c7bc39ce0d789951fde1bd8296982a04d8a26eb09a582a901302ae3

Reference: 257192

4 pav. Operacinés sistemos Windows Saltinio WEBHSIT analizés rezultatas [17]

Keys:

URL_: https://mail.google.com/mail/u/O/#inbox/15fba5850d593d64 (FCI Recruitment 2017 For 380
Vacancies Apply Now - sanxxxxxx525@gmail.com - Gmail)

Search Term: mail

Browser: Google Chrome

Description: LINK - User clicked a link

5 pav. Operacinés sistemos Windows Saltinio WEBHSIT analizés rezultatas [17]
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https://mail.google.com/mail

apzvalga; ji apima ir vartotojo narSomo tinklalapio adresg bei vartotojo lankomo tinklalapio
tipg. Paskutiniai du metodo lygiai suteikia iSsamesn¢ ir labai svarbig informacija, kad bty
galima tiksliau suprasti konkrecig veiklg. Jie apima visg vartotojo narSomo tinklalapio adresa
ziniatinklyje, ziniatinklio narSyklés, naudotos tinklalapiui pasiekti, pavadinima ir prieigos
prie konkretaus tinklalapio btidg. Remdamasis siilomo metodo rezultatais, specialistas gali
lengvai suprasti laiko juosta, susijusig su vartotojo vykdoma veikla Ziniatinklyje, ir analizuoti
informacijg, surinktus skaitmeninius jrodymus, kaip parodyta 4 paveikslélyje.

Events: High Level

Events: Low Level

Artefact Location: High Level

(Level 1) (Level 2) (Level 3)
Date: 11/07/2017 Date: 11/07/2017 Date: 11/07/2017
Time: 20:11:35 Time: 20:11:35 Time: 20:11:35
Source: LNK Source: LNK MACB: ..B
Short: D:\Doctorate Short: Source: LNK
Studies\chrome history D:\Doctorate Source type: Windows Shortcut
window 7.txt Studies\chrome history Short:
Visit: - window 7.txt D:\Doctorate Studies\chrome
Reference: 223117 Visit: - history window 7.txt

Extra: - Visit: -

Reference: 223117 Extra: -

Desc: Empty description] File size:
57 File attribute flags: 0x00000020
Drive type: 3 Drive serial number:

Artefact Location: Low Level (Level 4)
Date: 11/07/2017

Time: 20:11:35 0xc04f69f2 Volume label: New
Timezone: UTC Volume Local path: D:\Doctorate
MACB: ...B Studies\chrome history window
Source: LNK

7.txt Link target: <My Computer>
D:\Doctorate Studies\chrome
history window 7.txt

Reference: 223117

Source type: Windows Shortcut
Type: Creation Time

User & Host: -

Short:

[Empty description] D:\Doctorate Studies\chrome history window 7.txt

Desc: [Empty description] File size: 57 File attribute flags: 0x00000020 Drive type: 3 Drive
serial number: 0xc04f69f2 VVolume label: New Volume Local path: D:\Doctorate Studies\chrome
history window 7.txt Link target: <My Computer> D:\Doctorate Studies\chrome history window
7.txt

Version: 2

Filename:
0S:C:\Users\User\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations\5f7b5f
1e01b83767.automaticDestinations-ms

Inode & Notes: -

Format: olecf/olecf_automatic_destinations/Ink

Extra: birth_droid_file_identifier: 6df44ae9-c4d4-11e7-8ac6-a0afbdaclecO;
birth_droid_volume_identifier: abab9ade-a31c-4e48-9416-b0ch2766758a; droid_file_identifier:
6df44ae9-c4d4-11e7-8ac6-a0afbdaclecO; droid_volume_identifier: a6ab9ade-a31c-4e48-9416-
b0ch2766758a; sha256_hash:
a39a0b9e3a0344d2feddf8168148344eb466887e864e8fcc0a276c559b3d11a7

Reference: 223117

6 pav. Operacinés sistemos Windows $altinio LNK analizés rezultatas [17]
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Keys:

Address and Name:

D:\Doctorate Studies\chrome history window 7.txt

Source type: Windows Shortcut

Description: VVolume label: New Volume Local path: D:\Doctorate Studies\chrome history
window 7.txt Link target: <My Computer> D:\Doctorate Studies\chrome history window 7.txt

7 pav. Operacingés sistemos Windows $altinio LNK analizés rezultatas [17]

Antrasis atvejo tyrimas, o biitent operacinés sistemos Windows $altinio LNK tyrimas, yra
analizuojamas siekiant pateikti svarbios informacijos, susijusios su failais, kuriuos daznai
naudoja vartotojas. 6 ir 7 paveiksléliuose pavaizduoti siilomo metodo rezultatai jvykiy ir
artefakty laiko juostos keturiy lygiy forma, atitinkantys Saltinj LNK. [vykiuose nagrinéjami
skirtingi 6, 7, 10 ir 18 Jvykiai: aukstas lygis, Jvykiai: Zemas lygis, Artefakty lokacija: aukStas
lygis ir Artefakty lokacija: Zemas lygis, kartu su skirtingy mechanizmy jgyvendinimu.
Pirmieji du lygiai, t. y. Jvykiai: aukstas lygis ir Jvykiai: Zemas siiilomo metodo lygis suteikia
informacijos, susijusios su vartotojo daug karty naudojamu failu, apzvalga, pvz., pavadinimg
(nar§ymo naudojant nar§ykle Chrome istorija, Windows 7), tipa (.txt) ir konkretaus failo vieta
(D:\Doctorate Studies\). Be to, paskutiniai du laiko juostos lygiai, t. y. Artefakty lokacija:
aukstas lygis it Artefakty lokacija: Zemas lygis, suteikia papildomos i$samios ir svarbios
informacijos, susijusios su konkreciu failu, kuris yra daznai naudojamas vartotojo. Tai apima
vartotojo su tuo failu atlickamy operacijy tipa, pvz., modifikavima, atidaryma, pakeitima
arba sukiirimg. Remdamasis sitilomo metodo rezultatais, specialistas gali lengvai suprasti
laiko juosta, susijusia su konkreciu daznai atidaromu failu, ir iSanalizuoti informacija,
siekdamas surinkti skaitmeninius jrodymus, kaip parodyta 6 paveikslélyje.

4.1.2. Operaciné sistema Android

Du operacine sistema Android pagrjsty laiko juosty atvejy tyrimai, susij¢ su Saltiniais META
ir FILE, parodo naujo metodo galimybes. PanaSiai kaip operaciné sistema Windows,
operacinés sistemos Android atveju kiekviename metodo lygyje atsizvelgiama j ta patj lauky
skai¢iy, o atitinkamai laiko juostai sudaryti numatyti tie patys mechanizmai. [vykiuose
nagrinéjami skirtingi laukai 6, 7, 10 ir 18: aukS$tas lygis, [vykiai: zemas lygis, Artefakty
lokacija: aukstas lygis ir Artefakty lokacija: Zemas lygis, taip pat atskiry mechanizmy
jgyvendinimas kiekviename lygyje, siekiant i§spresti kitas laiko juostos problemas. Pirmasis
tyrimo atvejis, t. y. Saltinis META, analizuojamas siekiant pateikti informacija, susijusig su
skirtingais vartotojo atliktais veiksmais, susijusiais su failais ir aplankais, tokiais kaip
Modifikavimas, Prieiga, Keitimas ir Gimimas (Sukiirimas). 8 ir 9 paveiksléliuose pateikiami
siilomo metodo rezultatai keturiy abstrakcijos metodo lygiy, atitinkanciy Saltinj META,
forma. Pirmasis metodo lygis, t. y. Jwkiai: aukstas lygis, suteikia glaustos informacijos,
susijusios su konkreéiu vartotojo atliekamu veiksmu, susijusiu su failu ir aplanku. Tai apima
konkretaus failo pavadinima, tipg ir saugojimo vieta. Jvykiai: Zemas lygis ir Artefakty
lokacija: aukstas lygis suteikia papildomos informacijos. Tai apima informacijg, kokias
operacijas atlieka vartotojas su konkre¢iu failu ar aplanku, failo turinj, pvz., Zodziy skaiciy,
simboliy skai€iy ir t. t., taip pat informacija, kuri pateikiama skiltyje [vykiai: aukstas lygis.
Paskutiniame elemente Artefakto lokacija: Zemas lygis pateikiama iSsamesné ir naudingesné
informacija, pvz., autoriaus vardas ir programos, naudojamos konkreciai operacijai su failu
atlikti, pavadinimas. Remdamasis sililomo metodo rezultatais, specialistas gali lengvai
suprasti laiko juosta ir analizuoti svarbig informacija i$ laiko juostos, susijusia su skirtingais
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veiksmais ar operacijomis,

kurias vartotojas

atlicka naudodamas tam tikrg

pasitelkdamas konkrec€ias programas ir t. t., kaip parodyta 8 paveikslélyje.

Events: high Level (level 1)
Date: 11/10/2015

Time: 12:46:00

Source: META

Short:
0OS:D:\yu\Download\Using

change.docx
Visit; -
Reference: 77

Date: 11/10/2015
Time: 12:46:00
Timezone: UTC
MACB: M..B
Source: META

User & Host: -
Short: Author: User

the marketing mix to drive

Source type: Open XML Metadata
Type: Content Modification Time; Creation Time

Events: low Level (level 2)
Date: 11/10/2015

Time: 12:46:00

Source: META

Short:
OS:D:\yu\Download\Using the
marketing mix to drive
change.docx

Visit: -

Extra:
number_of_paragraphs:25
total_time:0

Reference: 77

Artefact location: low Level (level 4)

Artefact location: high Level
(level 3)

Date: 11/10/2015
Time: 12:46:00
MACB: M..B
Source: META
Source type:
Metadata

Short:
OS:D:\yu\Download\Using the
marketing mix to drive
change.docx

Visit: -

Extra:
number_of_paragraphs:25
total_time:0

Desc: Number of pages: 5
Number of words: 1877
Number of characters: 10703
Number of characters with
spaces: 12555 Number of
lines: 89

Reference: 77

Open XML

Desc: Creating App: Microsoft Office Word App version: 14.0000 Last saved by: Vartotojas
Author: User Revision number: 2 Template: Normal Number of pages: 5 Number of words: 1877
Number of characters: 10703 Number of characters with spaces: 12555 Number of lines: 89
Hyperlinks changed: false Links up to date: false Scale crop: false

Version: 2

Filename:

0OS:D:\yu\Download\Using the marketing mix to drive change.docx

Inode & Notes: -

Format: Openxml

Extra: doc_security: 0; i4: 1; number_of_paragraphs: 25; sha256_hash:
cd2d4ad6058b86d15c6fffcdb08cdd94deacdbad1d7dc0397553ae0649f6aa59; shared_doc:  false;
total_time: 0

Reference: 77

8 pav. Operacinés sistemos Android $altinio META analizés rezultatas [17]

Keys:

Address and Name: OS:D:\yu\Download\Using the marketing mix to drive change.docx

Operation type: M..B

Application: Microsoft Office Word

Description: Creating App: Microsoft Office Word App version: 14.0000 Last saved by: Vartotojas
Author: User Revision number: 2 Template: Normal Number of pages: 5 Number of words: 1877
Number of characters: 10703 Number of characters with spaces: 12555 Number of lines: 89

9 pav. Operacinés sistemos Android $altinio META analizés rezultatas [17]
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Antrasis atvejo tyrimas, o bilitent operacinés sistemos Android S$altinis FILE, yra
analizuojamas siekiant pateikti svarbig informacija, susijusig su failais, kurie yra prieinami
konkre¢iame mobiliajame jrenginyje su operacine sistema Android. 10 ir 11 paveiksléliuose
parodytas siiilomo metodo rezultatas keturiy jvykiy ir artefakty laiko juostos lygiy forma.
Panasiai kiekviename lygyje atsizvelgiama | ta patj lauky skaiciy kartu su atitinkamos
informacijos sudarymo mechanizmais, kaip nurodyta Saltinyje META.

Events: high Level (level 1) Events: low Level (level 2) Artefact location: high

Date: 12/07/2015 Date: 12/07/2015 level (level 3)

Time: 15:26:13 Time: 15:26:13 Date: 12/07/2015

Source: FILE Source: FILE Time: 15:26:13

Short: Short: MACB: M...

D:\yu\SHAREit\audios\Tum_ D:\yu\SHAREi t\audios\Tum_ Source: FILE

Ho_Mera_Pyar- Ho_Mera_Pyar- Source type: OS Content

K_K(DesiTape.Com).mp3 K_K(DesiTape.Com).mp3 Modification Time

Visit: - Visit: - Short:

Reference: 86 Extra: file_size: 2167277; D:\yu\SHAREit\audios\Tum_H
file_system_type: OS; 0_Mera_Pyar-
is_allocated: True K_K(DesiTape.Com).mp3
Reference: 86 Visit: -

Extra:

file_size: 2167277,
file_system_type: OS;
is_allocated: True
Desc:

Avrtefact location: low level (level 4)
Date: 12/07/2015

T!me: 12618 OS:D:\yu\SHAREit\audios\Tu

Timezone: UTC . Ho_Mera. Pyar-

MACB: M... _Ho_Mera_|
K_K(DesiTape.Com).m

Source: FILE _K(DesiTape.Com).mp3

Type: file

Source type: OS Content Modification Time Reference: 86

Type: Content Modification Time

User: -

Host: -

Short:D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-K_K(DesiTape.Com).mp3

Desc: OS:D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-K_K(DesiTape.Com).mp3 Type: file
Version: 2

Filename: OS:D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-K_K(DesiTape.Com).mp3
Inode: -

Notes: -

Format: filestat

Extra: file_size: 2167277; file_system_type: OS; is_allocated: True; sha256_hash:
ae44d66a82fffh5a828ef83432eb147f564050355df62fe3ec6badcfa6908862

Reference: 86

10 pav. Operacinés sistemos Android $altinio FILE analizés rezultatas [17]

Keys:

Address and Name:
D:\yu\SHAREit\audios\Tum_Ho_Mera_Pyar-K_K(DesiTape.Com).mp3
Operation type: M...

Application: SHARE:it

11 pav. Operacinés sistemos Android $altinio FILE analizés rezultatas [17]
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Siuo tyrimo atveju informacija apie konkrety failg pateikiama skirtingu laiko juostos lygiu su
skirtingu detalumo abstrakcijos lygiu. Pirmieji dviejy lygiy metodai pateikia glausta
informacija, susijusig su konkreciu prieinamu failu, pvz., failo pavadinima, tipa, vieta ir dydi.
Siuo atveju failo pavadinimas, tipas, vieta ir dydis yra atitinkamai Tum Ho Mera Pyar-
K_K(DesiTape.Com), mp3(audio), D:\yu\SHAREit\audios\ ir apie 2.16 MB. Paskutiniai du
metodo lygiai pateikia i§samesn¢ informacija kartu su informacija, pateikta pirmuose
dviejuose metodo lygiuose. Ji apima vartotojo arba pacios sistemos faile atlickamos
operacijos tipa, operacijai atlikti naudojama programa ir t. t. Remdamasis sitilomo metodo
rezultatais, specialistas gali lengvai suprasti laiko juosta ir iSanalizuoti atitinkamg laiko
juostos informacija, susijusig su konkreéiu failu, pasiekiamu operacinés sistemos Android
pagrindu veikianciuose mobiliuosiuose jrenginiuose, pvz., failo pavadinima, tipa, vieta, dydj,
su failu susijusig atlikta operacija ir t. t., kaip parodyta 10 paveikslélyje.

4.1.3. Operaciné sistema iOS

Disertacijoje aptarti du tyrimo atvejai, susije su operacinés sistemos i0S laiko juosty analize,
t. y. Saltiniy WEBHSIT ir iMessage analizé. Kaip ir operaciniy sistemy Windows bei Android
atveju, kiekviename metodo lygyje atsizvelgiama i tg patj lauky skaiciy, o atitinkamos laiko
juostos sudarymui numatyti tie patys mechanizmai. Pirmosios atvejo analizés metu Saltinis
WEBHIST yra analizuojamas siekiant pateikti atitinkamg informacijg apie Ziniatinklio
veikla, kurig vartotojas atliecka ziniatinklyje. Pirmieji du metodo lygiai suteikia aukstesnj
informacijos, susijusios su ziniatinklio veikla, abstrakcijos lygi. Tai apima konkretaus
tinklalapio, kurj pasiekia vartotojas, adresa, tai, kaip $is konkretus tinklalapis pasiekiamas —
ar vartotojas jveda adresg adreso juostoje arba spusteli nuoroda, bei vartotojo atlickama
turinio paie$ka. Paskutiniuose dviejuose sitilomo metodo laiko juostos lygiuose pateikiama
iSsami informacija kartu su informacija, pateikta pirmuosiuose dviejuose lygiuose. Ji apima
ziniatinklio nar$yklés, kurig vartotojas naudojo ziniatinklyje operacijai atlikti, pavadinima,
vartotojo atlickamos ziniatinklio operacijos tipa ir t. t. Remdamasis siilomo metodo
rezultatais, specialistas gali nesunkiai suprasti laiko juosta ir analizuoti atitinkama
informacijg i$ laiko juostos, susijusig su konkrecia vartotojo ziniatinklyje atlickama veikla.
Tai apima vartotojo pasiekiamo tinklalapio adresa, ziniatinklio nar$yklés, kurig vartotojas
naudoja tam tikram tinklalapiui narSyti, pavadinima, turinio paieska tinklalapyje ir t. t., kaip
parodyta 12 ir 13 paveiksléliuose.

Antrasis atvejo tyrimas, o biitent mobiliojo jrenginio su operacine sistema iOS S$altinio
iMessage analizé, yra analizuojamas siekiant pateikti svarbig informacija, susijusig su veikla,
kuri atlieckama lokaliai nenaudojant interneto, kaip parodyta 14 ir 15 paveiksléliuose. Pirmieji
du naujojo metodo lygiai rodo tikra informacijg, kuria dalijasi du vartotojai. Be to,
paskutiniai du metodo lygiai suteikia gyvybiskai svarbios ir i§samios informacijos, susijusios
su Sia veikla. Tai apima bendrinama informacija, bendrinamos informacijos gavéja ir
siuntéja, kontaktinj numerj, naudojama informacijai siysti arba gauti, ir t. t. Remdamasis
siilomo metodo rezultatais, specialistas gali lengvai suprasti laiko juosta ir analizuoti
atitinkama laiko juostos informacija, susijusig su konkrecia vietine veikla, kurig vartotojas
atlieka jrenginyje su operacine sistema iOS. Tai apima faktine komunikacijg, vykusig tarp
dviejy vartotojy, komunikacijoje naudoto vartotojo kontaktinj numerj ir t. t., kaip parodyta
14 paveikslélyje, i§ laiko juostos, susijusia su konkre€ia vartotojo ziniatinklyje atliekama
veikla. Tai apima vartotojo pasiekiamo tinklalapio adresa, Zziniatinklio narSyklés, kuria
vartotojas naudoja tam tikram tinklalapiui narSyti, pavadinima, turinio paieska tinklalapyje ir
t. t., kaip parodyta 12 ir 13 paveiksléliuose.
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Events: high level (level
1

Date: 10/31/2019

Time: 08:16:41

Source: WEBHIST
Short:
https://www.kaunokolegij
a.lt

Visit: LINK 1

Reference: 2024

Events: low level (level 2)
Date: 10/31/2019

Time: 08:16:41

Source: WEBHIST
Short:
https://www.kaunokolegij
a.lt

Visit: LINK 1

Extra:
https://www.kaunokolegij
a.lt/ (Kaunas College -
modern and practical
studies)

Reference: 2024

Avrtefact location: low level (level 4)

Date: 10/31/2019
Time: 08:16:41
Timezone: UTC
MACB: .A..
Source: WEBHIST

Source type: Chrome History

Type: Last Visited Time
User & Host: -
Short:

Artefact location: high level (level
3)

Date: 10/31/2019

Time: 08:16:41

MACB: A..

Source: WEBHIST

Source type: Chrome History
Short:
https://www.kaunokolegija.lt/
(Kaunas College - modern and
practical studies)

Visit: LINK 1

Extra:
https://www.kaunokolegija.lt/
(Kaunas College - modern and
practical studies)

Desc:
https://www.kaunokolegija.lt/
(Kaunas College - modern and
practical studies) [count: 1] Host:
www.kaunokolegija.lIt Visit Source:
[SOURCE_SYNCED] Type: [LINK
- User clicked a link] (type count 1
time)

Reference: 2024

https://www.kaunokolegija.lt/ (Kaunas College - modern and practical studies)

Desc:

https://www.kaunokolegija.lt/ (Kaunas College - modern and practical studies) [count: 1] Host:
www.kaunokolegija.lt Visit Source: [SOURCE_SYNCED] Type: [LINK - User clicked a link] (type

count 1 time)
Version: 2
Filename:

OS:D:\applebackup\acf4b9617ef493f11fa0dd4el1bce6cdb6eb5h3f2\fa\faf971ce92c3ac508c018dcelb

ef2a8b8e9838f1
Inode & Notes: -

Format: sqlite/chrome_history
Extra: schema_match: False; sha256_hash:
1ec938e2eed7efel6719dde363cfl2efd3fc7201e1c995f54ce8d18fb55c497b

Reference: 2024

12 pav. Operacinés sistemos iOS Saltinio WEBHIST analizés rezultatas [17]

Keys:

URL.: https://www.kaunokolegija.lt

Search Term: Kaunas College - modern and practical studies
Browser: Google Chrome

Description: : LINK - User clicked a link

13 pav. Operacinés sistemos iOS Saltinio WEBHIST analizés rezultatas [17]
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Events: high level
(level 1)

Date: 18/01/2020
Time: 09:45:17
Source: iMessage
Short:

Good morning. | can't
do 9am tomorrow |

Events: low level (level 2)
Date: 18/01/2020

Time: 09:45:17

Source: iMessage

Short:

Good morning. | can't do
9am tomorrow | have
interviews. What about

Artefact location: high level
(level 3)

Date: 18/01/2020

Time: 09:45:17

MACB: ...B

Source: iMessage

Source type:

Apple iMessage Application

have interviews. What Wednesday? Short:
about Wednesday? Visit: - Good morning. | can't do 9am
Visit: - Extra: - tomorrow | have interviews.
Reference: 39925 Reference: 39925 What about Wednesday?
Visit: -
Extra:-

Artefact location: low level (level 4)
Date: 18/01/2020

Desc: iMessage ID:
+370xxxxxxx4 Read Receipt:

T!me: 09:45:17 True Message Type: Received
Timezone: UTC Service: SMS Message Content:
MACB: ...B Good morning. | can't do 9am

Source: iMessage

Source type: Apple iMessage Application
Type: Creation Time

User & Host: -

Short:

Good morning. | can't do 9am tomorrow | have interviews. What about Wednesday?

Desc: iMessage ID: +370xxxxxxx4 Read Receipt: True Message Type: Received Service:
SMS Message Content: Good morning. | can't do 9am tomorrow | have interviews. What
about Wednesday?

Version: 2

Filename:
OS:D:\applebackup\acf4b9617ef493f11fa0dd4el1bce6cd6eb5b3f2\3d\3d0d 7e5fh2ce288813
306e4d4636395e047a3d28

Inode & Notes: -

Format: sqlite/imessage

Extra: schema_match: False; sha256_hash:
78570d1699f93d2ccd80cdf525568h6133aa8084e153daclc774d34d8cf8fcle

Reference: 39925

tomorrow | have interviews.
What about Wednesday?
Reference: 39925

14 pav. Operacinés sistemos iOS $altinio iMessage analizés rezultatas [17]

Keys:

iMessage: Good morning. | can't do 9am tomorrow | have interviews. What about
Wednesday?

Application: Apple iMessage

15 pav. Operacinés sistemos iOS Saltinio iMessage analizés rezultatas [17]
Antrasis atvejo tyrimas, o biitent mobiliojo jrenginio su operacine sistema iOS S$altinio
iMessage analizé, yra vertinamas siekiant pateikti svarbig informacija, susijusig su veikla,
kuri atliekama lokaliai nenaudojant interneto, kaip parodyta 14 ir 15 paveiksléliuose. Pirmieji
du naujojo metodo lygiai rodo tikra informacijg, kuria dalijasi du vartotojai. Be to,
paskutiniai du metodo lygiai suteikia gyvybiSkai svarbios ir i§samios informacijos, susijusios
su Sia veikla. Tai apima bendrinama informacija, bendrinamos informacijos gavéja ir
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siuntéjg, kontaktinj numerj, naudojamg informacijai siysti arba gauti, ir t. t. Remdamasis
sillomo metodo rezultatais, specialistas gali lengvai suprasti laiko juosta ir analizuoti
atitinkama laiko juostos informacija, susijusia su konkrecia vietine veikla, kurig vartotojas
atlicka jrenginyje su operacine sistema iOS. Tai apima fakting komunikacija, vykusig tarp
dviejy vartotojy, komunikacijoje naudoto vartotojo kontaktinj numer;j ir t. t., kaip parodyta
14 paveikslélyje.

4.1.4. Palyginimas

Palyginamasis tyrimas analizuojamas atsizvelgiant j 21 skirtingg veiksnj arba pozymj,
ivertinant siiilomg metoda bei penkis esamus metodus, t. y. metodus, kurivos sukiiré
Gudjonsson [59], Inglot ir Liu [70], Soltani, Seno ir Yazdi [124], Esposito ir Peterson [47] ir
Hargreaves ir Patterson [62]. Sios savybés reiskia, kad tam tikru metodu rekonstruota laiko
juosta susideda i§ svarbios informacijos, susijusios su jvairiomis vartotojo operacijomis ar
veiksmais, atliekamais konkreciuose skaitmeniniuose irenginiuose, informacijos vientisumu,
i§ informacijos, susijusios su prieinamomis programomis, failais ir sistemos failais, pasto
adresy, vartotojo naudoty komunikacijai ar kitiems tikslams, identifikavimu, operacinés
sistemos nevienalytiSkumu ir t. t., kaip parodyta 10 lenteléje. Rezultatai rodo (Zr. 2 lentele),
kad siiilomas abstrakcija pagristas metodas gali padéti efektyviau ir tinkamiau iSanalizuoti
laiko juosta nei esami kiti metodai, kadangi sitilomas metodas apima visas (21-3) savybes.
Kita vertus, daugelis $iy savybiy nebtidingos esamiems metodams. Be to, sililomas metodas
suteikia i§samios informacijos, susijusios su visais veiksmais, atliekamais prisijungus ir
neprisijungus prie interneto, ar susijusios su turimais vartotojo ir sistemos failais, vartotojo
naudojamomis programomis, el. paSto adresais ir kontaktiniais numeriais, naudotais
komunikacijai ar kitiems tikslams, ir t. t., kartu nustatant unikalig struktiirg kiekviename
lygyje, eliminuojant jvykiy ir artefakty pasikartojima, pasalinant nereik§mingg informacija,
kad vartotojas arba skaitmeninés erdvés tyréjai galéty sudaryti atitinkamg ir atpazjstama
laiko juosta.

2 lentelé. Siiilomo abstrakcija pagrjsto ir esamy metody palyginimas

Savybés Masy Gudjoénsson Inglot Soltani, Esposito Hargreaves
metodas [59] & Liu Seno & & & Patterson
[70] Yazdi Peterson [62]

[124] [47]

1. Nuorodinis
numeris, naudojamas + - - - - R
rySiui su pirminiu
Saltinio failu
palaikyti.

2. Pasikartojimy ir + - - - - -
nereik§mingy detaliy
pasalinimas.

3. Ivykiy ir artefakty + - - - - -
laiko juostos
padalijimas.

4, Unikalios + - R - N -
strukttiros
identifikavimas
kiekviename lygyje.
5. MAC adreso + - - - - R
identifikavimas.
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6. [vairiy vartotojy
ir pacios sistemos
naudojamy
programy
identifikavimas.

7. Komunikacijai
naudojamy pasto
adresy
identifikavimas.

8. Informacijos,
susijusios su
nebepasiekiamais
failais ir
programomis,
rinkimas.

9. Informacijos,
susijusios su
palaikomomis
programomis ir
sistemy failais,
rinkimas .

10. Viso vartotojo
pasiekiamy
tinklalapiy ~ adresy
identifikavimas.

11. Kaip
(NUORODAS,
TIPAS, FORMOS
PATEIKIMAS,
INTERNETO
SERVERIS)
pasiekiamas
konkretus
tinklalapis.

12. Faktinés
vartotojo
ziniatinklyje
ieskotos
informacijos
rinkimas.

13. Ivairiy interneto
narsykliy, kurias
vartotojas  naudoja
veiklai Ziniatinklyje
atlikti, sarasas.

14. Informacijos,
susijusios su failais
arba  programomis,
kurios

atsisiun¢iamos i$
interneto, rinkimas.

15. Informacijos,
susijusios su failais
ir programomis,

kurias vartotojas
pasiekia dazniausiai,
rinkimas.

16. Informacija,
susijusi su visy tipy
failais ir
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programomis.

17. Informacija,
susijusi su skirtingy + - - + - -
tipy  operacijomis,
kurias vartotojas
atlieka naudodamas
konkrety faila, t. y.
MACB.

18. Faktinés
informacijos + - - - - -
(imessage), kuria
dalijasi  vartotojai,
rinkimas.

19. Komunikacijai
ir kitiems tikslams + - - - - -
naudojamy vartotojy
kontaktiniy numeriy
paieska.

20. Operacinés + + - - - -
sistemos
heterogeniskumas.
21. Duomeny + + - + + _
vientisumas.

4.2. Naujosios ontologijos pranasumai

Naujai sukurta ontologija yra pagrista abstrakcija pagristu laiko juostos analizés metodu ir
jgyvendinama naudojant ontologijos redaktoriaus Protégé 5.5.0 Build versija Beta-9 kartu su
vizualizacijos papildiniais, o biatent OWLViz, OntoGraf ir VOWL, ir ontologijos
vizualizacijos jrankj OWLGred [82] [17]. Pagrindinés teisinio skaitmeniniy jrodymy
nagrinéjimo srities sgvokos jau paaiskintos 3 skyriuje ,,Tyrimo projektas ir metodai®.

Sios pagrindinés savokos buvo apibréztos formuluojant ontologija, kurioje savokos ir
subsgvokos paaiskintos naudojant klases, poklasius ir savybes. Analizuojant jrenginiy su
skirtingomis operacinémis sistemomis — Windows, Android, ir i0S, — laiko juostas,
susiduriama su jvairiais naujais terminais. Taigi naujoji ontologija taip pat turéty apimti
informacija apie tokias naujai aptinkamas terminijas. Siam tikslui apibréziami nauji
poklasiai,  atitinkantys  kiekvieng  siilomos naujosios  ontologijos  poklasyje
Artefact_Reference aptinkamg terminologija
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16 pav. Siiiloma ontologija

Rezultatai rodo, kad, analizuojant jrenginiy su operacinémis sistemomis Windows, Android ir
iOS laiko juostas, susiduriama su vienuolika naujy terminy. Sios terminijos jtrauktos j
sitloma ontologija apibréziant nauja poklasj, atitinkantj kiekviena nauja terming
Artefact_Reference poklasyje, kaip parodyta 16 paveikslélyje. Be to, 3 lenteléje pateikiama
§iy naujai pasitaikanciy terminy aprasomoji informacija. Rezultatai rodo, kad operacinés
sistemos Windows laiko juostoje vartojami ne daugiau nei devyni nauji terminai, o bitent
»LNK“, ,REG“, ,,OLECF“, ,,RECBIN“, ,META", ,WEBHIST", ,,LOG", ,,PE*“ ir ,,FILE®.
Operacinés sistemos Android laiko juostoje vartojami Keturi terminai, o butent OLECF,
~META®, ,PE“ ir ,FILE“. Operacinés sistemos iOS laiko juostoje vartojami $e$i nauji
terminai, o batent ,META*, ,PE“, ,WEBHIST, ,, FILE®, ,IMESSAGE* ir ,,PLIST*.
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3 lentelé. Naujos terminijos ir jy aprasymas [17]

Nr. Terminijos ApraSymas
(Subklasés)
Informacija, susijusi su narSymo veikla, apimanti
1. WEBHIST interneto puslapiy, kuriuos atsidaro vartotojas, adresus,
vartotojo pasto adresus, atsisiystus failus ir taikomaja
programg (ziniatinklio narSyklés pavadinima), naudojama
prieigai prie internetiniy paslaugy.

2. RECBIN Informacija apie failus, kuriuos vartotojas iStryné iS§
sistemos ir Siukslinés.

3. PE PE reiskia Portable Executable. PE formatuoti failai
apima .exe, .apk, .ipa .dll ir .sys (tvarkyklés failus).

4. FILE Pateikiama su konkreciu failu susijusi informacija, tokia
kaip pavadinimas, tipas, vieta ir dydis.

5. META Meta daznai apibiidinama kaip ,,duomenys apie

duomenis®. Tai apima konkretaus dokumento ar failo
modifikavimo, prieigos, keitimo ir atsiradimo (suktirimo)
informacija.

6. LNK Nuorodiniai failai, susieti su programa arba failu,
daZniausiai randami vartotojo a darbalaukyje arba visoje
sistemoje ir baigiasi plétiniu .LNK. Labai naudingi norint
pasiekti failus, kuriy sistemoje nebéra.

7. REG Informacija apie naudojamas programas ir .DAT failus,
kurie yra skirti tik programoms palaikyti.

8. OLECF OLECF reiskia objekty susiejimo ir jterpimo sudétinj
failg. Jis apima .msp, .msi, .asd ir .automaticdestination-
ms failus, Kkuriuose pateikiama informacija apie
operacinés sistemos Windows ir kity programy

naujinimus.

9. LOG I$saugo informacijg apie jvykius, vykstancius operacinéje
sistemoje ar kitose programose.

10. IMESSAGE Teikia informacija, susijusia su visais gautais ir
siundiamais praneSimais naudojant programg Apple
iMessage.

11. PLIST Reiskia Property List ir yra programos duomeny

saugojimo formatas.

4.2.1. Naujosios ontologijos jvertinimas

Naujoji ontologija, kuri remiasi abstrakcija pagristu laiko juostos analizés metodu, yra
jvertinama naudojant du metodus: ontologijos taksonomijos jvertinima ir ontologijos turinio
jvertinima, skirta naujai ontologijai patikrinti ir patvirtinti. Patikrinimo procesui naudojamas
ontologijos taksonomijos jvertinimo metodas, leidZiantis pateikti toliau nurodytus rezultatus
(zr. 4 lentelg).
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4 lentelé. Naujosios ontologijos jvertinimas

I. ApskritiSkumo klaida: klaidy néra, nes naujojoje ontologijoje
1. Nenuoseklumas jokia klasé néra jvardijama kaip savo pacios konkretizavimas ar
apibendrinimas.

II. Skaidiniy Kklaida: vertinant sitiloma naujaja ontologija,
skaidiniy klaidy nerasta. Sukurtoje ontologijoje néra neteisingo
atskiriamy klasiy aprasymo, t. y. sukurtosios ontologijos klasé néra
i§vestiné daugiau nei vienos klasés klaseé.

III. Semantiné klaida: sukurtoji ontologija yra be semantiniy
klaidy, nes visos ontologijos klasés ar savokos yra klasifikuojamos
semantiskai teisingai.

I. NeiSsami savoky Klasifikacija: naujojoje ontologijoje yra
2. Neisbaigtumas vartojamos visos pagrindinés teisinio skaitmeniniy jrodymy
nagrinéjimo srities sgvokos. Ontologija taip pat apima abstrakcijos
metodo terminus, vartojamus laiko juostos analizei, ir naujas
terminijas, atitinkancias jrenginius su skirtingomis operacinémis
sistemomis (Windows, Android ir iOS).

II. Skaidiniy Kklaidos: sukurtojoje ontologijoje néra skaidiniy
klaidy.

I. Gramatinis pertekliSkumas: sukurtojoje ontologijoje jokia
klasé neturi daugiau nei viena apibrézima ar apraSyma. Taigi
naujoji ontologija yra be gramatinio pertekliSkumo klaidy.

3. PerteklisSkumas
II. IdentiSkas formalus kai kuriy klasiy ir egzemplioriu
apibrézimas: sukurtoji ontologija neapima identisky formaliy kai
kuriy klasiy ir egzemplioriy apibrézimy, nes joje néra apibrézimo,
atitinkancio daugiau nei vieng klase ir egzempliorius.

Patvirtinimui yra naudojamas ontologijos turinio jvertinimo metodas, kurio rezultatai
yra pateikti toliau (zr. 5 lentele).

5 lentelé. Naujosios ontologijos jvertinimas

Naujoji ontologija yra nuosekli, nes kiekvienas klasés apibrézimas
yra nuoseklus, atspindintis realy pasaulj ir apibrézimas
1. Nuoseklumas negeneruoja priestaringos informacijos.

Sukurtoji ontologija apima visas pagrindines teisinio skaitmeniniy
jrodymy nagrinéjimo srities terminijas bei naujus terminus,
atitinkancius jrenginius su skirtingomis operacinémis sistemomis,
2. ISbaigtumas ir terminus, atitinkan¢ius laiko juostos analizés abstrakcijos
metoda. Be to, ontologijoje taip pat yra pateikti kiekvienos klasés
savokos apibrézimai. Taigi sitiloma ontologija yra visiskai i§baigta.

Sitaloma ontologija yra glausta, nes joje néra nereikSmingy klasiy
3. Glaustumas ar savoky apibrézimy ar apibrézimy kartojimosi.
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Naujas klases ar savokas ir jas atitinkancius apibrézimus galima
lengvai pridéti nekeiCiant jau gerai apibrézty apibrézimy
sukurtojoje ontologijoje. Taigi tai reiskia, kad galima lengvai plésti
4. ISple¢iamumas odontologija. Pavyzdziui, nauja klas¢ ir ja atitinkantj apibrézima
galima lengvai jtraukti | naujosios ontologijos poklasj
Artefact Reference, nekeiéiant kity sgvokuy.

Naujoji ontologija yra lengvai pleiama. Tai reiskia, kad nedideli

5. Jautrumas kai kuriy apibrézimy pakeitimai nepakeis kruopséiai suformuluoty
klasiy ar koncepcijos. Taigi sukurtoji ontologija néra jautri
pakeitimams.

4.3. Vizualizavimo rezultatai

Siame skyriuje paaiskinta laiko juostos vizualizacija, parengta taikant naujaji
abstrakcija pagrista metoda. Vizualizacija jgyvendinama vaizduojant naujojo abstrakcija
pagristo metodo rezultatus, naudojant programinés jrangos Gephi versijg 0.9.2
201709241107. Naujojo abstrakcija pagrjsto metodo, skirto laiko juostos analizei, rezultatas
yra pateikiamas tekstinés informacijos forma, kaip parodyta 3 skyriuje. Taigi naujojo metodo
rezultato, susijusio su daugybe skirtingy vartotojo konkre¢iame skaitmeniniame jrenginyje
atlickamy veikly, nejmanoma tinkamai pavaizduoti vienu atitinkamu paveiksléliu tuo pat
metu. Siuo tikslu vizualizacija jgyvendinama pavaizduojant rezultatus, pasiektus naudojant
naujaji metoda, grafiskai iliustruojant daugybe veikly atitinkancia laiko juosta. Laiko juostos
atvejo analizé, iSanalizuota taikant abstrakcija pagrista metoda, t. y. operacinés sistemos
Windows $altinj WEBHIST, i$nagrinéta naudojant grafinés vizualizacijos technika.
Pagrindinis vizualizacijos technikos naudojimo siekis — parodyti vizualizacijos nauda,
leidzianéig lengviau atpazinti ir vizualiai pateikti informacija, susijusig su daugeliu vartotojo
atlieckamy veikly, kurig sunku pasiekti teksto formato duomeny ar informacijos forma. Be to,
zmogaus smegenys gali lengviau ir grei¢iau interpretuoti informacija, gauta per vaizdines
uzuominas, palyginti su rasytine kalba. 17 paveikslélyje parodyta jvykiy vizualizacija: auksto
lygio abstrakcija pagristas laiko juostos analizés metodas, atitinkantis Saltini WEBHIST.
Grafinés vizualizacijos rezultatai leidzia labai lengvai ir akimirksniu perziGréti ir
interpretuoti didelj kieki informacijos — gerokai didesnj duomeny kiekj nei gaunamg i$
tekstinés informacijos. Skirtingi daugiakampio formos mazgy ir krasty dydziai ir spalvos bei
dvigubo apskritimo i8déstymo funkcijos naudojami labai vizualizuotai ir suprantamai
pateikiant informacija. Siuo tyrimo atveju lygj Jvykiai: aukstas lygis atitinkanti vizualizacija
labai aiskiai parodo skirtingus vartotojo atlieckamus veiksmus internete ar ziniatinklyje kartu
su informacija, susijusia su Siais veiksmais. Vartotojas gali greitai perzitiréti ir interpretuoti
informacija, pvz., vartotojo
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17 pav. Jvykiai: aukstas lygis vizualizacijos

152



| DR B 5 B
| oML od ) Emmo il

ey — l

L A |

S/

s \("\?/
po &\ % L

_\\\\7 {a.mx\\\\\\\\un"h.

>S2 § N \\25‘mo
251205

T
i

s
7

/

I\

\

‘ V)
“\’- i /N \§ Sy

\

N

18 pav. [vykiai: Zemas lygis vizualizacijos
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pasiekiamy tinklalapiy pavadinimus, i$ interneto atsisiystos informacijos saugojimo vietas,
tai, kokias operacijas vartotojas atlicka ziniatinklyje, veiksmy datg ir laika ir daugelj kity
dalyky, kuriems nustatyti prireikty daugiau laiko, kai informacija pateikiama tekstinés
informacijos forma, palyginti su grafine vizualizacija. PavyzdZiui, atidaryty tinklalapiy
pavadinimuose yra http://go.microsoft.com, https://www.magnetforensics,
http://www.forensicswiki.org, http://www.sciencedirect.com, i§ Ziniatinklio atsisiystos
informacijos saugojimo vietos adresas apima C:\Users\User\Documents\image_chrome.jpg,
atsisiysta 9656 baity, :\Users\User\Documents\image chrome.jpeg atsisiysta 1648754 baity,
ir kitos informacijos, aiSkiai pastebimos ir pavaizduotos mélynais daugiakampio formos
mazgais. Panasiai 18 paveikslélyje taip pat pateikta abstrakcija pagristo laiko juostos analizés
metodo lygio Jvykiai: Zemas lygis, atitinkanéio WEBHIST, vizualizacija. Grafais pagrjstos
vizualizacijos rezultatai pateikia labai aiskig ir suprantama didesnio detalumo laipsnio
informacija. Joje pateikiami visi vartotojo pasiekiamy tinklalapiy adresai, kas suteikia
daugiau  galimybiy  suprasti  tikslia = informacijos  paieska internete, pvz.,
https://www.researchgate.net/publication,https://www.obitko.com/tutorials,
https://moodle.ktu.edu/?lang=en(MOODLE.KTU.EDU,
https://www.google.lt/search?dcr=0&ei=FwkKWvOGJ4aUgAbOuZ3IBA&g=ontology+base
d ir t. t., kaip parodyta raudonos spalvos daugiakampio formos mazgais. Abstrakcija pagrjsto
laiko juostos analizés metodo, atitinkancio 8altinj WEBHIST, lygio Artefakto lokacija:
aukstas lygis grafais pagrista vizualizacija yra parodyta 19 paveikslélyje. Sio lygio
vizualizacija suteikia i$samesnés ir prasmingesnés informacijos, susijusios su jvairiais
vartotojo ziniatinklyje atliktais veiksmais, kartu su informacija, pateikta grafais pagristoje
ankstesniy dviejy abstrakcinio metodo lygiy vizualizacijoje, t. y. lygiy Jvykiai: Zemas lygis ir
Ivykiai: aukstas lygis. Pavyzdziui, ziniatinklio nar$yklés, kurig vartotojas naudoja atskiroms
operacijoms ziniatinklyje atlikti, pavadinimas ir tai, kokios vartotojo atlickamos operacijos
yra iliustruotos MACB, t. y. analizéje ,,modifikavimas, pasiekiamumas, kei¢iamumas ir
sukiirimas (parengimas)“. Siuo tyrimo atveju vartotojas jvairiai veiklai Ziniatinklyje atlikti
daznai naudojo dvi skirtingas Ziniatinklio narSykles, t. y. Google Chrome ir Mozilla Firefox.
Sios ziniatinklio nar$yklés ir operacijos (t. y. prieiga) yra aiskiai iliustruotos grafais
pagristoje lygio Artefakto lokalizacija: aukstas lygis vizualizacijoje (zr. 19 pav.), atitinkamai
zalios spalvos daugiakampio formos mazgais ir raudonos spalvos daugiakampio formos
mazgais.

20 paveikslélyje parodyta grafais pagristos lygio Artefakto lokalizacija: Zemas Iygis
vizualizacijos rezultatas: Zzemo lygio abstrakcija pagristas laiko juostos analizés metodas,
atitinkantis Saltinj WEBHIST. Grafais pagrjsta $io lygio vizualizacija suteikia iSsamesnés ir
aiSkesnés informacijos nei ankstesni trys abstrakcija pagristo metodo lygiai. Pateikiami
vartotojo pasiekiamy tinklalapiy adresai ir iS§sami informacija apie tai, kaip vartotojas
pasiekia Siuos tinklalapius. PavyzdZiui, https://www.google.com/ (Google) [suskai¢iuota: 49]
serveris: www.google.com [VESTAS ADRESAS: [I[VESTA - vartotojas jvedé¢ URL adreso
eilutéje] (simboliy, paspausty jvedant adresg, skaiCius — 49),
https://www.magnetforensics.com/magnet-ief (Magnet IEF) ADRESO IVEDIMAS:
[NUORODA - vartotojas paspaudé nuoroda] (URL nejvestas tiesiogiai — paspausti simboliai
nesuskaiciuoti), https://www.magnetforensics.com/computer-forensics/analyze-usb-device-
history-in-windows/ adreso jvedimas: [NUORODA - vartotojas paspaudé nuoroda] (URL
nejvestas tiesiogiai — paspausti simboliai nesuskaiciuoti), https:// Host: www.google.lt Type:
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19 pav. Artefakty lokacija: aukstas lygis vizualizacijos
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20 pav. Artefakty lokacija: Zemas lygis vizualizacijos
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[NUORODA — vartotojas paspaudé nuorodg] (URL nejvestas tiesiogiai — paspausti simboliai
nesuskaiéiuoti) ir t. t. Si informacija yra ai$kiai matoma ir interpretuojama bei rodoma Zaliais
daugiakampio formos mazgais. Be to, Siame lygmenyje taip pat yra prieinama daugiau
informacijos, susijusios su MACB operacijomis, pvz., failo sukirimo laikas, apsilankymo
laikas ir prieigos laikas (informacija aiskiai parodyta raudonos spalvos daugiakampio formos
mazgais). Be to, Siame lygyje taip pat pateikiama informacija, susijusi su duomeny baze,
kurig nar$yklés naudoja vidiniams duomenims, pvz., nar§yklés istorijai, saugoti.

Be to, 6 lentelé taip pat jtraukta siekiant iliustruoti i§samig abstrakcija pagrjsto metodo
informacijos vizualizavimo jvairiais lygiais apzvalga, naudojant grafais pagrjsta
vizualizacijos technika, atitinkancig Saltinj WEBHIST. Tai padeda vartotojui pasirinkti
konkre€ia vizualizacija i§ galimy vizualizacijy, atitinkanciy keturis abstrakcija pagristo
metodo laiko juostos analizés lygius, atsizvelgiant | vartotojo poreikius vizualizuoti
informacija ir tiksliau suprasti laiko juosta.

6 lentelé. Grafais pagrista vizualizacija

Grafais pagristos vizualizacijos technika

Vizualizuota Ivykiai: Ivykiai: Zemas Artefakty Artefakty lokacija: Zemas
informacija aukstas lygis lokacija: lygis
lygis aukstas lygis
Ivykio ar veiksmo
pavadinimas v v v v
(WEBHIST)
Data ir laikas v v v v
Tinklalapio adresas
(abstraktus) v v v v
Nuorodinis numeris v v v v

Veiksmy tipas
(atsisiuntimas, el. v v v v
pastas, NUORODA)

Saugojimo vieta v v v v

Tinklalapio  adresas x v v v
(iSsamus)

Ziniatinklio nar$yklés x x v v
informacija

Operacijos informacija
(MACB) x x v v

Papildoma
informacija, susijusi su x x x v
atliktais veiksmais
(NUORODA,
JVESTA)

Papildoma
informacija, susijusi su x x x v
naudojamomis

interneto narSyklémis
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5.1SVADOS

1.
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Moksliniy publikacijy analizé parodé, kad esami laiko juostos rekonstravimo
metodai nesudaro galimybés efektyviai iSspresti klausimy, susijusiy su svarbiais
skaitmeninio tyrimo proceso veiksniais, tokiais kaip jvykiy identifikavimas,
nevienalytiSkumas ir didziulis duomeny kiekis, tiksliai apibréztas tyrimo modelis,
analizés galimybés, informacijos vientisumas ir lankstumas. Literatiros tyrimai taip
pat parodé, kad prieinamos teisinio skaitmeniniy jrodymy nagrinéjimo srities
ontologijos neapima pagrindiniy ir naujy terminy, atitinkanciy jrenginius su
jvairiomis operacinémis sistemomis. Sios ontologijos yra sukurtos siekiant konkre&iy
tiksly ir uzdaviniy. Be to, Sios ontologijos taip pat néra techniSkai patikrintos ir
patvirtintos.

Atsizvelgiant | literatiiros tyrimo rezultatus, sukurtas naujas abstrakcija pagristas
laiko juostos analizés metodas. Sis metodas leidZia analizuoti laiko juostas, laiko
juostos sudétinguma sumazinant per laiko juostos padalijimo i keturis atitinkamus
ivykiy ir artefakty lygius procesa.

Naujoji ontologija sukurta atsizvelgiant | esamy teisinio skaitmeniniy jrodymy
nagringjimo srities ontologijy literatiiros tyrimo rezultatus. Sukurtoji ontologija
padeda skaitmeninés erdvés tyréjams suprasti pagrindiniy teisinio skaitmeniniy
jrodymy nagringjimo srities terminy ir naujy terminy, atitinkanéiy jrenginius su
jvairiomis operacinémis sistemomis, reik§mes vienu metu. Be to, sukurtoji ontologija
yra techniskai jvertinta.

Suformuluotasis abstrakcija pagrjstas metodas yra sukurtas vartojant objektinio
programavimo kalbg, t. y. Java, ir gali bati naudojamas jrenginiuose su trimis
skirtingomis operacinémis sistemomis — Windows, Android ir iOS — eksperimentiniy
tyrimy metu. Eksperimentiniy tyrimy i$vados rodo, kad sitilomas metodas gali
sumazinti teisinio skaitmeniniy jrodymy nagrin€jimo srities jrankiy generuoty laiko
juosty sudétingumg ir sprendzia pagrindines skaitmeniniy tyrimy problemas. Be to,
atliktas lyginamasis sukurtojo laiko juostos analizés metodo ir esamy laiko juostos
rekonstrukcijos metody tyrimas, pagristas 21 skirtingu veiksniu ar savybe.
Lyginamojo tyrimo i§vados rodo, kad, taikant naujaji metoda, galima efektyviau ir
tinkamiau iSanalizuoti laiko juostas nei naudojant esamus metodus.

Naujoji ontologija sukurta naudojant ontologijos redaktoriy, t. y. Protégé 5.5.0 Build
versijg Beta 9, kartu su jvairiais vizualizacijos papildiniais. Sukurtoji ontologija
apima pagrinding klase ,,Teisinis skaitmeniniy jrodymy nagrinéjimas® ir tris
poklasius, t. y. Artefact Investigation (Artefakty tyrimas), Artefact Location
(Artefakty lokacija) ir Artefact_Reference (Artefakty nuoroda).
HArtefact_Investigation® iliustruoja pagrindinius teisinio skaitmeniniy jrodymy
nagrinéjimo srities terminus, Artefact_Location poklasis parodo nauja abstrakcija
pagrista laiko juostos analizés metoda, o Artefact_Reference pateikia naujus
terminus, atitinkancius jrenginius su skirtingomis operacinémis sistemomis, su
kuriais susiduriama atliekant laiko juostos analiz¢. Ontologija taip pat apima dvi
objekto savybés ir 18 duomeny savybiy. Laiko juosty analizés rezultatai rodo, kad,
analizuojant jrenginiy su operacinémis sistemomis Windows, Android ir iOS laiko
juostas, susiduriama su vienuolika naujy terminy. Be to, sukurtoji ontologija taip pat
patikrinta ir patvirtinta atitinkamai naudojant ontologijos taksonomijos vertinimo
metoda ir ontologijos turinio vertinimo metoda.

Siulomo laiko juosty analizés metodo rezultatas yra pateikiamas tekstinés
informacijos forma. Taigi rezultaty, susijusiy su daugybe vartotojo atliekamy veikly,



nejmanoma pavaizduoti vienoje figiroje ar paveikslélyje. Siuo tikslu vizualizavimo
technika jgyvendinama remiantis siilomo metodo rezultatais, siekiant grafiskai
iliustruoti daugybe veikly atitinkanéia informacijg. Vizualizacijos rezultatas parodé,
kad vartotojas vos i§ vienos rezultato vizualizacijos gali gauti ir interpretuoti tikslia
informacija, susijusia su keliomis vartotojo vykdomomis veiklomis konkre€iame
skaitmeniniame jrenginyje per ta patj laiko vieneta.
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